TokyoX: DLL side-loading an unknown artifact
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During Christmas holidays, Lab52 has been analyzing a sample which loads an artifact that we have
decided to refer to as “TokyoX” since no similarities have been found as to any known malware, which we
usually detect in open sources. However, we cannot confirm so far that it is indeed a new family of
malware.

The first thing we identified was a DLL
(382b3d3bb1be4f14dbc1e82a34946a52795288867ed86c6c43e4f981729be4dfc) which had the following
timestamps in VirusTotal at the time of the current analysis, and was uploaded from Russia via web site:

Creation Time 2021-12-09 02:46:43
First Submission 2021-12-09 08:48:20
Last Submission 2021-12-09 08:48:20
Last Analysis 2021-12-23 23:38:08

Some antivirus engines tagged the sample as PlugX, but it seems that the attribution might be due to the
final payload’s loading mechanism: DLL sideloading with an encrypted payload in the same directory.
After analyzing the final payload we could not find any similarities with other known samples from PlugX
other than the loading TTPs.

This DLL had a related .zip file with the name nnaHupoBaHue.zip (translated to as planning.zip). When
unzipping, the following files are observed:

C Creative. exe
|| Data

|| version.dll

The legitimate file Creative.exe, an encrypted Data file and the version.dll DLL, which implements the
loader function for the Data file, and therefore responsible of mapping the “TokyoX”.

If we execute it from a path which is not final or the expected by the malware, it replicates to another path
and executes from there, which is something it does have in common with some PlugX dll loaders:
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« Disco local (C:) » Users » Public » Z46F4501-F44G-4DLS-AVEE-4E4DFDY918FG-DLSF102TVSFGT vl‘fl E

Abrir Compartir con + Nueva carpeta

Nombre : Fecha de modifica.. Tipo Tamano
|as ‘c 123.exe 08/12/2021 1:15 Aplicacion 415 KB
io || Data 07/12/2021 17:40 Archivo 97 KB
cientes %, Version.dll 08/12/2021 16:46 Extension de la apl... 19 KB

Once executed, we observe how the netsh.exe process tries to establish connections with port 443 of the
IP address 31.192.107[.]187.

In this analysis we will focus on different aspects about the process; from double-clicking the binary
123.exe process (which is a copy of Creative.exe but in another path) to the execution of “TokyoX”
already decrypted in memory.

The first thing we observe within the process is how the version.dll library prepares the decryption and the
final payload’s loading in the remote process:

In fact, we can see how the content of the Data file is read in the code section of version.dll:

B DA View- P o 4a [reskponts. =HE- Frogram B o Cerersl regaters
kernel32.d11: 77213658 db  98h = | = [ re—ppp—
- STT2LIF 0000000360000
Norme 32411 7RIS REX BODSBODBOIETEFD b dchughis 08367t
kernelsl.dl1:77219F5C kernel3Z Createfilew: R X BOOE0I000000000
S L DG IDDaRHaNINEL L
kernel32.dl1: 77213858 push RST OGH0BBIDIGCTTC W debughls: B34

ehp
kernel32.d11:77213F5F mow ebp, esp
kernel32.d11: 77213F61 push o
kernel52.d11: 77219P82 push  ecx
kernel32. dlL:T7213F63 push  dewsrd ptr [ebped]
kernel32.d11: 77213666 lea eax, [ebp-8]
kernel¥2.d11:77HIFES push eax

kernel32.dll: 77213F64 call  off_77218550
kernel32.dll: 77213670 test eax, eax
kerrel32.d11:77213F72 §1 lse_TT23F6CE
kernel32.d11: 77213F78 push dword ptr [ebp+aCh]

RDL BOGOEOOOOAIEOL1R N debughle: B83601
H msm O | [§ wes O
Path
L_?I: L Windows grpwon S 104
[ C Wi riwowi-tigie 1.0
(3 CrWindowswsten 12 po e, &

i e e G4 ieiem 1 32.dI
‘ m
LNEHOWR 000200007721 62 ol aernel12_ + (5

&P = Linel ol 26
O & x [T stackvien

LA B N R L L A B L B R N N R N TP Y
' 80 B0 B0 00 B0 00 00 B0 0O 00 BB B0 00 B0 B0 B0 .........
00 00 0D 00 0b 00 B0 BB B0 00 B 00 B0 B B0
B8 B0 BB B0 BB BB B0 B2 BO 00 B B0 B0 BD B0 o
B oo 2 00 5 00 55 8 71 00 &5 00 72 80 7Y o
SC 00 50 00 TS M0 62 B0 60 00 &9 00 63 B 5C
' SA B0 34 80 36 00 46 B8 34 80 5 80 30 80 31 o
D B0 46 80 34 00 34 B0 4T 00 D 00 34 B0 44 O
4C B0 53 80 1D 8B 41 B2 56 &0 38 80 45 B0 2D o
34 00 45 00 M4 DO 44 B0 45 B0 44 90 59 80 39 o
OOES 31 @0 36 00 46 00 47 00 ID 00 44 00 4C 00 35 of
DEFB 46 B0 31 88 3 88 32 88 54 8@ 56 80 53 B0 45 of
A7 00 37 00 SC 00 A4 B0 61 00 T4 90 61 B0 80 o
B0 B0 BB B BB B0 B0 B2 DA B0 B3 B0 20 B0 B0
I B0 00 B0 00 BB 00 B0 B0 00 00 BB B0 80 B0 B0
o0 00 O 00 0B 00 B0 B0 00 0 WD 00 B0 B0 B0 WO
00 B0 B 00 BB B0 B0 B2 0O B0 B B0 B0 8D B0 BD
00 00 50 00 BB B0 00 B0 0O B0 B3 B0 00 B0 B0 09

If we edit the Data file with a hexadecimal editor we will see their values, which will help us to identify it in
memory later (beginning with E3 84):
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@ Archive Edicion Buscar Ver Andlisis Bdras Ventanas Ayuda
B )| B H Grien6 [»|| Windows (ANSD [7|| hex |

&) Data

Cffsec(h) 00 01 02 O3 04 05 06 O7 08 05 OA OB OC 0D OE OF Texto decodificado
00000000 E3 84 CE D2 89 F1 AF FO 86 E2 13 AS F8 60 B3 a7 4&.I0wA atée.¥e 8
00000010 4F DO 6D CE F7 EZ 46 4B F1 00 ED BD 9E CF E9 40 ODpE-4FEA.ixEleE
00000020 38 2F A8 A5 D3 13 C4 28 29 9E 17 58 BF CF 50 4D 8/ ¥0.A()z.X:IPM
00000030 AQD BC 90 3F 81 &7 F8 04 33 6E BO 34 14 F5 6A 73 H.?.g®.3n"4.0]y
00000040 79 D5 DF 4E D4 FE A4 FF B6 4B F4 AL 4D 20 6D E4 yOBNCh={IES*M mi
00000050 10 15 BF 32 70 C2 B1 FS BA SL 4C A% 46 21 4C 2B ..;8pi4e°SLEF'L+
00000060 AF D3 2B SR 1E &7 2C 88 C1 85 CT &E 06 EZ FO D3 _ﬁ+2.g,‘ﬁmgn.565
00000070 B6 DY C1 4% 22 F4 6D 62 5B 3C 91 34 84 22 BE 00 9qUAI"Amh[<*4."Z.
00000080 46 SC 19 9C 52 65 F9 44 EF E1 A9 12 FA 00 CE 3F FE.eReaDia®.u.i?
00000090 31 3D ET T2 5D CC 531 F5 Ee DE 13 C2 BE 02 OC 73 1=gr]iQﬁEP.ﬁ¥..s
0000000 50 S5 F7 28 4C 25 AR 61 95 2L 29 &4 8D BE 77 0L PZi~Li=a-3)d.%w.

After reading the file from disk, a child process netsh.exe is created. This just-created child process is

where several new memory segments will be located (a total of 5, including the final decrypted payload)
to decrypt the final “TokyoX” payload. The APIs which were observed for the creation and writing of the

remote process are the native APIs NtAllocateVirtualmemory and NtwriteVirtualmemory.

First, it creates two segments: 100Kb where the encrypted payload is located and which comes from the

disc, and another one of 4Kb. In the 4Kb segment we observe how the following string is set (which will

be the string used for the decrypting process):

R8 FE18!

| B9 _4D3D(

# | netsh.exe (3640) (0x8e0000 - 0xB8€1000) [ o] @ /=) l:

00000000 21 S5 70 3f 66 30 52 2e 44 2a 77 4e 2d 24 00 00 'Up?fOR.D*wN--.. -

00000010 00 84 01 00 00 00 OO0 00 OO0 00 QO 00 OO0 00 00 00 .cevececnnannnas FE

00000020 00 00 00 00 00 OO0 OO0 00 OO0 00 QO OO0 OO0 00 00 00 .cevececncannnns E E
00000030 00 00 00 OO0 00 OO0 OO0 00 OO0 00 QO OO0 OO0 00 00 00 .cevecccnnannnas
00000040 00 00 00 00 00 OO0 OO0 00 OO0 00 OO0 OO0 OO0 00 00 00 .ieveveannannans
00000050 00 00 00 OO0 00 OO0 OO0 00 OO 00 QOO0 OO0 OO0 00 00 00 ceevvveannannaas
00000060 00 00 00 OO0 00 OO0 OO0 OO0 OO 00 QOO0 OO0 OO0 00 00 00 ceevvveannannaas

The other memory segment of 100Kb contains the following (encrypted content, as we see how it
matches the content from Data file on Disk):
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00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000a0
000000b0
000000cO
00000040
000000e0
000000£0
00000100
00000110
00000120
00000130
00000140
00000150
00000160
00000170
00000180
00000190
000001a0

e3
4f
38
al
79
10
af
bé
46
31
50
ga
co
76
53
0é
ge
96
ca
ae
b7
ge
61
3e
40
49
46

g4
do
2f
bc
ds
15
ds
d9
8c
3d
S5a
4d
cé
e3
75
01
99
92
f9
Oa
cl
7E
ea
44
eé
c7
d4

ce
éd
as
a0
df
bf
2b
cl
19
e’7
£7
be
f2
c2
£
ds
le
16
57
15
59
3f
09
b5
26
de
77

d2
cb
as
3f
4e
38
S5a
49
Sc
72
a8
97
12
28
ab
49
38
ac
71
4d
bb
e4
dd
13
gl
f2
a5

g9
£7
ds3
gl
d4
70
le
22
52
5d
ic
aé
b0
2b
b9
2f
d2
51
ge
34
g9
9e
07
la
18
55
68

fl
e2
13
67
fe
c2
67
£4
65
-
25
e3
3e
91
Ee
63
gl
el
6a
27
d4
0b
ad
ca
fb
60
ef

af
46
cd
fe
a4
bl
2¢c
éd
£9
51
aa
02
29
10
2e
95
e2
doe
d2
g6
9a
70
1b
c0
7f
439
1d

f0
4b
28
04
ff
fe
ge
68
44
£5
6l
el
0b
b
70
21
08
2e
14
13
56
78
ed
ea
g0
3b
e

ge
fl
29
33
bé
ba
cl
Sb
ef
eé
a5
Oe
05
42
d2
g4
53
bc
49
dé
4f
3d
ds
ab
éd
ef
35

et
00
Se
te
4ib
ga
85
3c
el
de
ga
25
g6
b
e’7
f1
g9
45
83
9e
Sb
4
57
87
cd
f8
c2

13
ed
17
b0
£4
dc
c7
91
a9
13
29
2a
45
a4
7c
65
c0
41
30
g9
es5
ed
Bf
bd
24
2f
ca

as
bd
58
34
aa
ad
ée
34
12
c2
64
40
39
cf
e3
92
b5s
79
b3
25
fb
9¢
bSs
ba
6a
ee
dc

fe
9e
bf
14
4d
46
086
g4
fa
be
ed
e2
f4
do
13
36
at
70
b2
50
98
75
38
9b
c9
77
87

el
ct
cf
f9
20
21
e2
22
00
02
be
32
4d
1f
ea
ae
04
dd
ga
0b
68
Oa
2d
el
b2
ba
Oe

b3
e’d
50
éa
éd
ic
f0
ge
ce
Oc
77
&b
24
0ge
9f
3f
al
69
bc
cé
2e
g4
87
3b
bs
do
79

c9
ec
ic
2
82

8/!0901(’.0x00m
ces?.J..3Nn.4..3Y
Yc-N.ocachoH mc

R, | Dt
ssel MR8 e
F...Re.D.veuvwo ?
1= T] eccccnnal
PZ..lL%.a..)d..w.

snsnasd] oo B0
VeslFteseBosssase
Su.....pP.-|-
008l Culecle
AR SR S
snsclless .EAYD.1.
Ly e e e
| SRR | S
i, Saah, | | e
o, Sl RSN e
Bececnseele8-..

b 1 . :1
f.5..... m.$j...L
Iuvell A2 wnd wWasns
F.w.h..N5..... Y.

After the creation of these two segments, a third segment is allocated, where it is loaded the absolute
memory addresses from several win32 APIs (VirtualAlloc, LoadLibrary, GetProcAddress, the home
address of the coded payload, etc.) for its later use by the loader:
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] it =1
2080608087 2051008
@0a080080726510808 loc 72651C88:
apae8088726510808 mov al, [ecx]
S000B88872651082 inc ecx
280888887 2651083 test al, al
apaa8aaa72651085 jnz short loc_72651C88
.
FIFE
40088887 2651007 mov eax, off_7265D888 ; GetProcaddress
Aaeeaa887 2651C8C sub ecx, edx
|BRaE88872651C0E mov [esp+31aBh+var_388C], eax
|8Raa88872651C15 mov eax, off_7265D0844 ; LoadlLibrary
2peee8887 2651C1A push 42h
Bae0688872651C1C mov [espt31Adhtvar _3818], eax
B608008872651C23 mov eax, off 72650848 ; VirtualAlloc
2pEeEa8872651C28 push Jeeeh
SRE028887 2651020 mov [espt31ABht+var_38@83], eax
|BREE88872651C34 lea eax, [esp+3laBhtvar_319448]
|BBaa88872651C38 push eax

We can notice how the segment will have the memory addresses (starting from 123.exe they are located
in netsh.exe segment through the version.dll code):

7 ! netsh.exe (3640) (0x900000 - 0x901000) || B[S

00000000 WO 00 82 00 O 00 00 00 00 84 01 00 PO 00 BC OO0f.veueennnnnannan -
00000010 @7 49 21 77§22 12 21 T77@S56 18 21 77 00 00 00 00 .I'w".'wV.!'wW.... | ‘

AAaafAaAanaa o Aan AR AR AR Al ol o oAan AN AR AR AR iRl o onmo o oAn N

Then, another segment of 4Kb is created where it loads the code that will decrypt and load the final
payload.
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00000000 ES €b ec 81 ec 14 02 00 00 8b 55 08 33 c0 S3 56 U..vvvuenn 0.3.5V -
00000010 57 8b Sa Oc 89 5d £f8 66 0f 1f 84 00 00 00 00 00 W.Z..].f........
00000020 88 &4 05 ec fe £f £ff 40 3d 00 01 00 00 7c £f1 b ....... =essslss [}
00000030 72 04 33 c9 8b 3a 8b cl 33 d2 £7 £6 Ba 04 3a 88 r.3..:..3.....:.
00000040 84 0d ec fd £f £f 41 81 £9 00 01 00 00 7c 7 33 ...... Bovoenn 1.3
00000050 ££f 33 £6 Of 1f 40 00 &6 Of 1f 24 00 00 00 00 00 .3...@.f........
00000060 Ba 94 35 ec fe ff ff 0f b6 84 35 ec fd £ff £f£ 03 ..5.......5.....

00000070 £& Of bé ca 03 £9 €1 e7 ££ 00 00 80 79 08 4f 81 ......c..... y.C.
00000080 cf 00 £ff £ff ff 47 Ba 84 3d ec fe ff ff €8 €4 35 ..... G.c=ceecead
00000090 ec fe ff ff 46 88 94 3d ec fe ff ff 81 fe 00 01 ....F..=ccccu.nn
000000a0 00 00 7c bc 8b 7d 08 33 £6 €9 75 £c 39 77 08 76 ..|..}.3..u.9w.v
0000000 71 33 db 43 81 e3 ££ 00 00 80 79 08 4b &1 cb 00 g3.C...... v.K...
000000c0 £f£f £ff ff 43 Ba €c 1d ec fe ff ff 0f b6 dl 03 £f2 ...C.vvvvnnnnnns
00000040 81 e6 ££ 00 00 80 79 0B 4e 81 ce 00 £ff £ff ff 46 ...... Yeleceowo F
000000e0 Of bé B84 35 ec fe ff ff 88 84 1dec fe £ff ff B8 ...5..cccvunnenn
000000£0 8c 35 ec fe £ff ff O0f b6 B84 1d ec fe ff ff 6b 4d .5.....cc0uu..n M

00000100 fc 03 c2 03 4f Oc 0f b6 c0 0f b6 84 0S ec fe ff ....C..cvvvnnnnn
00000110 ff 30 01 8b 45 fc 40 89 45 fc 3b 47 08 72 94 8b .0..E.@.E.;G.r..
00000120 5d f8 8b 4b 3c 8b 47 18 03 cb 6a 40 62 00 10 00 ]..K<.G...j@h...
00000130 00 89 4d fc 0Of b7 71 14 ££f 71 50 83 c6 18 6a 00 ..M...q..qF...].
00000140 03 f1 ££ d0 8b £8 89 7d £4 85 ££f 75 Oc 5f 5e 83 ....... }eeou._".
00000150 c8 ff Sb 8b e5 5d c2 04 00 8b 55 fc 83 7a 54 00 ..[..]....0..2T.
00000160 76 23 8b c3 8b cf 2b c7 33 db 89 45 £f0 €b £f& 90 v#....+.3..E....
00000170 Ba 04 Of B8d 49 01 €88 41 £ff 43 3b 5a 54 72 f1 &b ....I..A.C;ZTr..
00000180 7d £4 8b 5d £8 33 c9 33 c0O B89 4d £f& 66 3b 42 06 }..].3.3..M.£;B.
00000190 73 3e 83 Te Oc 00 74 29 83 7e 14 00 74 23 33 d2 s>.~..T).~..t#3.

00000120 39 56 10 76 19 2b 46 14 &b de Oc 03 c2 03 ca 42 €V.v..F..N.....B i
AAAAATIRA G- A4 10 00 AA 20 D21 EL£ 1A 7N A= Ol AA 0 0w EE T aTl - L1 ™
Re-read witt || Goto.. |[16bytesperrow | | save.. Close

Finally, the “TokyoX” loader runs from the DLL (version.dll) in netsh.exe through the API
NtcreateThreadEx and we see the start of the last page created in the stack:
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bl =

200000007 2651CC3 push eax
2000000072651CC4 push eax
2000000072651CC5 push eax
0000000872651CC6 push eax
2000000872651CC7 push eax
2020000872651CC8 push
2020000072651CCC push
2220000872651CDA push
2000000872651CD4 push eax

2000000872651CD5 push offset unk_1FFFFF
72651CDA lea

[esp+31B8h+var_3184]

dword ptr [esp+31B4h+var_3194+48Ch]

dword ptr [esp+31BCh+var_3168]

eax, [esp+31CBh+var_30e4]

2020000072651
= 3
2000000072651 -
2000000072651 CEA test esi, esi
0000000072651CEC jnz short loc_72651CF@
AR

13604982 (Synchronized with RIP)

[ BT RS

g SRS -

I R ESEE r ot

o0 HA..3D..........

e S

80 ....=....00rLA,

@ “A..H¢..1..w..

O & x

'RCX BRO8E0RAEI4EB000
RDX 820000000008DD28
RSI BOGAOOEAGAR1E400
RDI BBOOBOOCOODBRRAD
REP BOOBOOEGALAFE10
RSP B20GO0EOO1ACEAS
RIP BG@BOBEET2651CE2
R8 FE18958051000006
nn ARRNARECASCAEEER
5] Modules
Path
(3 C:\Users'Public\Z46F 450 1-F44G-40
A C:\Windows\system32\version.dl
(3 C:\Windows\SYSTEM32\wowS-4win.
(3 C:\Windows\SYSTEM32\wow64.di
3 C€:\Windows\SYSTEM32wow64cpu

SR Wl VS APWAIE 3wl A
4

. Line 5 of 26

debug
debug

debug
debug
sub_7

FersrsEsreses

@Shdnm

3 BOLFFFFF debugd
eae0ee0e
3 Pe00089Is
554  Be91e8ee
58 009500000
C oooee0ne
2 beooooee

19:unk_1FFFFF

After the execution of NtCreateThreadEx, as indicated, the loader is initiated in netsh.exe in the segment:

debug@39:88918888 55
debug®39:908918881 38 EC
debugh3d: 48916883 31 EC 14
debugh30:889168889 2B 55 88
debug@30:8a916888C 33 @
debug@30:Ba01888E 53
debug®39:8091888F 56
debug®39: 80918818 57
debug@39:88918811 38 SA 8C
debug@39:08918814 39 SD F3
debug®39:808918817 &6 @F 1F
debug®3d: 889168828
debug®3d: 889168828
debugh30:88918828 38 24 @5
debugB30: 88918827 48
debug®39:80918828 3D B2 81
debug®39 : 88918820 7C F1
debug@39:8891882F 38 72 B84
debug@39:88918832 33 C9
debug@39:80918834 35 3A
debug®39:80918836

@2 88 a8

&4 B9 86 B0 00 60

EC FE FF FF

Ba B8

push ebp

maw ebp, esp

sub esp, 214h

maw edx, [ebptarg 8]

Xor eax, eax

push ebx

push esi

push edi

mow ebx, [edx+@Ch]

mow [ebptvar_8], ebx

nop word ptr [eaxteax+26886000h ]
loc 916828:

maw [ebpteaxtivar 114], al
inc eax

cmp eax, 1eeh

jl short loc_918828

mow esi, [edx+4]

xor ecx, ecx

mow edi, [edx]

Once the execution is moved to the netsh.exe process, it takes the string located in the initial 4Kb
segment, copies it into the stack and replicates it (0x100, 256 bytes) to match the specific block size of
256bytes. In the following screenshots we can observe how the block ends with the string “IUp?” when it
reaches the value 0x100 in hexadecimal.
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S

4] |

PBEEERABREY1BA3E I

Be00BaB800918836 mov_string to_stack:

BEEEEE88809188356 mov eax, ecx

/ee08000009168838 xor edx, edx

Ge0000008091003A div esi

G20000008091803C mov al, [edxtedi]

G20000008091003F mov [ebptecxtvar 214], al

He000060009168846 inc ecx

aeppaaeeaa9 18847 cmp ecx, 256

Ge0E366000918840 1 short mov_string_to_stack

J

B3153FD5E @6 00 69 60 00 60 B0 B0 O 00 00 B0 B0 B0 BB BB ................
@313FDoE o8 90 99 o8 E! 55 78 3F 66 38 52 2E 44 2A 77 4E ....!Up?TeR.D*wN

@313FD7& 2D 2D 21 55 78 3F 66 38 52 2F 44 2A 77 4E 2D 20 --!Up?f@R.D*wN--
@3153FDE8 21 55 78 3F 66 38 52 2E 44 77 4E 2D 2D 21 55 !Up?feR.D*wN--!U
@3153FDo8 78 3F 66 38 52 2E 44 77 2D 2D 21 55 78 3F p?feR.D*wN--!Up?
@3153FDAE8 BB 38 52 2E 44 27 77 2D 2D 21 55 78 3F 66 38 fOR.D*wN--!Up2fe
B313FDEB® 52 2E 44 2A 77 4E 2D 2D 21 55 78 3F 66 39 52 2E R.D*wN--!Up?feR.
B313FDCE 44 2A 77 4E 2D 2D 21 55 7@ 3F 66 38 52 2E 44 2A D*wN--!Up?feR.D*
B313F0DD@ 77 4E 2D 2D 21 55 78 3F 66 38 52 2E 44 2A 77 4E wN--!Up?ferR.D*wN

B
B

B313FDEE 2D 2D 21 55 7@ 3F 66 380 52 2E 44 2A 77 4E 2D 20 --!Up?feR.D*wN--
@313FDF@ 21 55 78 3F 66 38 52 2E 44 2A 77 4E 20 2D 21 55 !Up?feR.D*wN--!U
B313FERE 7@ 3F 66 39 52 2E 44 77 4E 2D 2D 21 55 7@ 3F p?feR.D*wN--!Up?

B

B315FE1® 86 38 52 2E 44 2A 77 2D 2D 21 55 7@ 3F 66 36 fOR.D*wN--!Up2fe
B313FE28 52 2E 44 2A 77 4E 2D 2D 21 55 78 3F 66 38 52 2E R.D*wN--!Up?féR.
B313FE3® 44 2A 77 4E 2D 2D 21 55 7@ 3F 66 38 52 2E 44 2A D¥wN--!Up?feR.D*
B313FE4® 77 4E 2D 2D 21 55 78 3F 66 38 52 2E 44 2A 77 4E wN--!Up?foR.D*uN
B313FES® 2D 2D 21 55 7@ 3F 66 38 52 2E 44 2A 77 4E 2D 20 --!Up?feR.D*wN--
B313FEGE 21 55 79 3F 90 81 92 83 B4 65 86 87 BB 89 BA BB !Up?............

AT A T e T MAS AR A A A0 A aS AT Aa Aar as;, a3 Ao A aA an

After the block is created with the replicated string, the values from 00 to FF are found and used for the
decrypting process.
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@00 90 90 V0 21 55 7@ 3F 66 30 52 2E
2D 2D 21 55 7@ 3F 66 3@ 52 2E 44 2A 4E 2D 2D --!Up’fBR D*Hﬂ--
21 55 !Up?T@R.D*wN--!U
70 55 7@ 3F p?fOR.D*wN--!Up?
3F 66 3@ fOR.D*wN--!Up?fe
4E 2D 2D 21 55 70 3F 66 3@ 52 2E R.D*wN--!Up2feR.
2D 21 55 7@ 3F 66 3@ 52 2E 44 2A D*wN--!Up?feR.D*
55 7@ 3F 66 30 52 2E 44 2A 77 4E wN--!Up?f@R.D*wN
77

3F 66 30 2E 44 2A 4E 2D 2D --!Up?f@R.D*wN--

55 7@ 3F 38 52 2E 44 2A 77 4E
3F 66 3@ 2E 44 2A 77 4E 2D 2D
66 38 52 2E

SREIR
s

44 2A 77 4E
77 4E 2D 2D
20 2D 21 55 52
21 55 7@ 3F 66 3@ 52 2E 44 2A 77 4E 2D 2D 21 55 !Up?f@R.D*wh--!U
70 3F 66 3@ 52 2F 44 2A 77 4F 2D 2D 21 55 7@ 3F p?f@R.D*wN--!Up?
66 30 52 2E 44 2A 77 4E 2D 2D 21 55 7@ 3F 66 30 fOR.D*wN--!Up?f@
52 2E 44 2A 77 4E 2D 2D 21 55 7@ 3F 66 3@ 52 2E R.D*wN--!Up?feR.
44 2A 77 4E 2D 2D 21 55 7@ 3F 66 3@ 52 2E 44 2A D*wN--!Up?f@R.D*
77 4E 2D 2D 21 55 7@ 3F 66 30 52 2F 44 2A 77 4E wN--!Up?f@R.D*wN
20 - e - Mhmilila - - !Up?fOR.D*wN--

1S
B
SREJEXNR

1SR ()
5 19123455?59

=>?@ABCDEFGHI]K
OPQRSTUVMXYZ[
]1*_"abcdefghijk
Imnopqrstuvwxyz{
| }~. €., Fott 850
F. ErEn, ~mz,
LIV j¢EH¥  § 0%k
8-0423 . 19,

0% ; AAAAAMECEEEE
lIIIDHUDDﬂDiﬂuuu
YpRadasaamceéde

At this point, the loader transforms the 00-FF block with a series of additions combining the replicated
string’s block with the 00-FF block, as we can see:
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LR |

e

Laleleiale sl by ]

2000000000 T18868 of fset_calculate: ; Value from chunk 2@ - FF ; inital value edi = @
GR0S0020209 L BIER moy dl, [ebp+esi+chunk 88 FF]

200000000001 0867 movix  eax, [ebptesi#chunk pass repeated] ; Value from chunk string repeated

GR0G0020209 L BDEF add edi, eax : add string value + edi
G0000000009L0871 movix  ecx, dl
GA0E002020910074 add edi, ecx
2200000010876 and edi, BE@0REFFh
Q0a00000001887C jns short save_new_value_stack
'[i L

e

Ge0a30088001087E dec edi

aooonaoeaea1eaTF or edi, B@FFFFFFeah

Qeea00880910835 inc edi

'

[l s [
BR0000S0RGY]1DEEE
GRe000000810886 ~asve_new_value_stack:
G200000000710886 mov al, [ebpteditchunk_88 FF]
A202000008 910380 mov [ebptesitchunk_8@ FF], al ; owerwrite chunk_88 _FF
eea0aae00Y 14 inc esi
ARAa0000008910395 mov [ebpteditchunk 8@ FF], dl ; owerwrite chunk 88 FF
eee0aa0001089C cmp esi, 18oh
AQAa0000a010242 1 short offset_calculate ; Value from chunk 8@ - FF ; inital value edi = @

The combination of the blue block (in following image) and the 00-FF block (pointed in red in previous
image) results in the following block in memory, marked in red in the image:
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@313FD60 ... !Up?fOR.D*wN

@313FD70 --1Up?feR.D*wN--
@313FD80 lUp?f@eR.D*wN--!U
@313FD9@ p?fOR.D*wN--!Up?
©313FDA® feR.D*wN--!Up>f@
@313FDB0 R.D*wN--!Up?f@R.
@313FDCO D*wN--!Up?f@eR.D*
@313FDDO wN-- 1Up?fOR.D*wN
@313FDE@ --1Up?f@R.D*wN--
@313FDF@ !Up?fOR.D*wN--!U
@313FE0Q0 p?f@R.D*wN--!Up?
@313FE10 fOR.D*wN--!Up?f0
@313FE20 R.D*wN--!Up?feR.
@313FE30 D*wN--!Up?f@R.D*
@313FE40 wN--1Up?feR.D*wN
@313FESQ --!1Up?f@R.D*wN--
@313FE6 89 FC DB 3/ CA 27 57 AS A6 /8 BAN !Up>—ké+7E"WE | x”
@313FE70 : J AL do 82 90 AVT It (#RjuHp~. .D.§0AZ
@313FES0 G.Y3E.di?.E..pa2
@313FE90 $iqY:t" |Bayli.e
@313FEA@ [Z.89L.z;*-0AI..
@313FEBO 5T.2BARO. “X..0h*
@313FECO <.’ E=8"0.A.0Nj..-
@313FED® 05.1I02.Quki~*:A
@313FEE@ OcMcII%N™.0%-w V
@313FEF0 3.Y°xUAS¥H. .. "<}
@313FF00 «i.I0Z.8.;"mied\
@313FF10 yvyiCP_“1iU,./.-
@313FF20 &E3.00i".¢92nd=p
@313FF30 @.€EGt{SeC.s104e
©313FF40 6>byafF, .60. tekeé
@313FF50 6. LAK ®%-X]Aa
@313FF60 =B T S

On the next step, the loader reads the initial argument, arg0, whose value is 0x900000 and points at the
4Kb block, which stores the absolute addresses to different APl from Win32:

Y

esl, esi
[ebp+var 4], esi
[edit+B], esi

short loc_918122

[ - .

After this, the decrypting process for the final payload begins. The decrypting process gets two values
from the second block, exchanges and adds them, and the result serves as a final index to recover the
element from the second block with which the xor will be achieved through the coded block.
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This description of the decryption algorythm has been identified as the RC4 algorythm.

v ¥

™=

fefat0e0aadloeBl
P200000000910083 loc_910083:
BeeeR0R8ssd 10084 and ebx, BOASGBFFh

020A00000001008A jns short loc_9108C4 ; MNow it isn't @@-FF ..

it's changed previously || INITAL ESI = @

1
™E
Q000000009 10080 dec ebx
APEOR090800 108D or ebx, @FFFFFF@@h
ebx

™E

lgaCs
@9Ca loc_9109C4:
BR000080009100C4 mov
22000000009108C8 movix
2e000000000100CE add
DRHOAGDHNT 10ADE and
0000002000910006 jns

; Now it isn't @@-FF
cl, [ebp+ebx+chunk 88 _FF]

edx, cl

esi, edx -
esi, BOROGOFFH
short decrypt_final payload

.« it's changed previously || INITAL ESI = @

add previous value + actual value

esi
esi, OFFFFFFO@h

(ol s [

GR000000000100E0
00000000009100E0 decrypt_final_payload:

|oeocaoa00d9 ) BRER movx
SR000000009100EE mov
SE0H000000 1 BAEF mov
200000000 108FE5 movIx
PS00000009 1 AFE mov
(oeooaeap0aldlol add
B8000000009181083 add
SO0000000910186 movix

T

0000000000918117 mov
S2000000091011A cmp
0200002002910110 jb

cax, [ebp+esi+chunk_88_FF)
[ebptebxtchunk_88_FF], al
[ebptesitchunk_B@_FF], cl
eax, [ebp+ebxtchunk_ 8@ FF)
ecx, [ebp+contador]
eax, edx
ecx, [edi+aCh]
eax, al

; payload address to descbfuscate

i XOR to get final payloac

cax

[ebptcontador], eax
eax, [edi+8]
short loc_910083

-

After the decryption process, we find a PE binary, as seen in the following image. In this case, the
payload does not start with the traditional MZ header but the string “tokyo”:
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00000000 74 ef &b 79 &I 00 00 00 04 00 00 00 ££ £ 00 00 CokyO.eeervnnnes

00000020 00 00 00 00 00 00 00 00 €0 0D 00D 00 00 00 00 00 ......... . uuus
00000030 00 OO0 00 00 OO0 OC OO0 00 €O OO0 00 00 00 01 00 00 sovevnensnvnnnnn
00000040 Oe 1f ba Oe 00 b4 09 cd 21 b8 01 d4c cd 21 00 00 ..vueuen laalialaa
00000050 00 00 00 00 OO0 QO Q0 Q0 00 00 OO0 00 00 00 00 00 weeeenvnnnnnnnan
00000060 OO0 OO0 OO0 00 OO0 OO0 OO0 00 OO0 OO0 00 OO0 00 00 00 00 ..veceenenncanns
00000070 00 00 00 00 2e Od Od Oa 24 00 00 00 OO0 00 Q0 00 ..vuauas Focuanan
00000080 30 19 ba 86 74 78 d4 d5 74 78 d4 45 74 78 d4 d5 0...tX..CTX..TX..
00000090 &0 13 d7 d4 Te T8 d4 d5 60 13 d]1 d4 f8 78 dd d5 "...~X.. ....X..
000000a0 &0 13 dO0 d4 66 7& d4 d5 26 0d 40 d4 65 78 44 45 "...fx..s...8%K..
000000k0 26 O0d A7 d4 65 78 d4 d5 26 O0d d]1 d4 Se 78 dd4 d5 z...ex..z...%x..
000000cO 60 13 d5 d4 7 78 d4 d5 74 78 d5 45 0b 78 dd d5 "...eX. TH. o oKuw
000000d0 c1 Od dd d4 72 78 d4 d5 ¢1 0d 2b d5 75 78 d4 d5 ....rxX....+.0%..
000000e0 cl Od d6 d4 75 78 d4 d5 52 &9 63 68 74 78 d4 d5 ....ux..Richtx..
000000£0
00000100
ooo0o0l110
00000120
00000130
00000140
00000150
00000160
00000170
gooooleo
00000190
000001a0
000001b0
000001e0
00000140
000001e0
000001£0
00000200
00000210
00000220
00000230
00000240
00000250
00000260
00000270
00000280
00000290
000002a0
0000020

ARAAARARAR

Then, we see how it loads the VirtualAlloc absolute address (0x77211856) from the segment previously
created:
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Frag am Segreniaton i) - B Garra ¢
RAx OBBOB00TTII1A56 N kerneld2. dll:kerneldd Virtualdlloc
————— -
RCX DOOODODDRIBCRION % etugtls BOSCH1N

RO SEROBHBOGDBRGIST
EERE s
RD| DOODRDODVDSDO0DD & 1L
REP DODOBDODONLIFFTE % det
RSP DODOODODRI1IFDEL W de
RIP PORORMROSAT1RLIE S ﬂlt’l"m Plvl.“l”
B PORORBIOGIGHONN

5 DODORDODODOMNN s

1R DOBODROULEODFCE

R11 PRORRDDOF BLFOTE '

R12 BOBBETFEFLITSIAF

R17 PODNO000FBLECTE

A1 DI

A1 SEOIOIDRF B4EC3E .

(172, 35800 (68, 166) UMKMOWN DOD0000000S 101 25! descfrade_plugn « L% EF L S008I
ew-1 [« B s [pe— O & % [T swchen
00 b0 BE 00 Of 0 00 B0 00 B4 &1 00 B0 00 AC 00 a GOSRATCH B0 0O B0 B0 00 00 B0 B0 0O 00 B0 00 00 B0 B0 B0 Semvepec IHEDEEEERCTEENEE 0090990090900
meaeanTRLAM .uzinnuuu @ AVDD D 00 50 00 00 B0 D0 DO D0 0D B0 0 M N N N BILAFDSE  SODELBbG
LA R N R R B _B_Jn N N N B _NR_N_N_J | popm. a2 R R N N N N _Bn B R _ N N _N_N_N_J BILAFDSA  DODODDAR
00 00 (0 00 00 (0 00 B0 B0 B0 00 00 00 00 B0 09 CONBATED B0 00 00 00 00 00 B0 00 00 00 00 00 90 B0 80 89 r—
00 00 00 00 00 B0 B0 G0 B0 B0 00 00 B0 00 B0 00 oescoece [ 6F 60 79 65 00 00 00 04 00 00 00 FF FF 00 00 Ere—
00 B0 B0 00 B0 B B0 B0 B9 B0 B0 0O B0 DO B0 0 010 BE 00 00 00 00 B0 B0 0O 40 0O 0O 0O 00 B9 00 B0 e

This creates another memory segment in the process netsh.exe with RWX licenses (that of 116Kb) which
will be used to load the PE:

OeBC0000 Private: Commit 100kE RWX woke 100ke

OBe0000 Private: Commit 4B RWX 4l8 4kB
(300000 Private: Commit 4kB RWX 4kB 4kB
0x910000 Private: Commit 4k8 RWX 48 48
| 0x920000 Private: Commit 116 kB RWX 4kB 4kB

In this new segment, it maps the binary using the virtual addresses as the regular Windows PE loader
would do.

Then, it calls the API LoadLibraryA (it has the address since the DLL saved it in the memory segment) of
the strings located in the mapped block:

WO W T S, S — T -, - o R Srucures L) (] Erums

.
[Program Segmentaton =] A - = — o
| RAX DOPIOOPRTTIIA00T % kereel)l.all lu'l\ltl!-?_wmlvvy&l
P ———
S 31814

ROx GRBIOIDIRILOLIE G O
RDX HGRIOM0IE IRl -
RET DOMIIOMMONIICIED
RD| GHGAGOMM00T 20008 e
REF GRORIOIRILIFFTE %W e 1

R5 OO0 LIFDSE % copugBoliiie

RIF DREMG0RS0RI1R2ES a--u—if adnjiuprm
RE DOORI0M0E0N008

RY GMOUIGDIONE

R18 SHOM0MASL0F LR

Ril SROBOOBIAFEAFETE

R12 DMRBITFEFIITIIAF W

13 DHHMAOMOFSAECIN w

A ) R14 DOSI0PR00DRN0ES
EE RN R D] 1 R1S BOBSOOBIOFEAZETE

(46104 (997,152) LMENCWN CODOOM000T 10004 drectads pluge + 204

Lol 0 & x| B mavesd

J AT 65 74 46 69 6C 65 53 69 7A 65 80 E2 01 47 65 GetFileSive.d.6e - 2 00 00 00 00 00 80 6F 71 01 80 B 11 81 80 ........ LW -
I 74 AY GF 8D 7O 75 TA 65 71 A 61 €D &5 57 80 9  tlomputerilancil. . Gl B0 00 00 00 B0 00 OO DB B0 TA TL M1 W ie..
T 02 A7 65 T4 4D F 64 TS 6C 65 43 61 6F 68 60  {.GetMedulenandl 01 00 B 00 00 B0 40 0O 08 B0 00 00 B0 B ...

I 65 57 80 89 3] @2 47 65 T4 &4 TI 69 76 65 4 79 fH..J.E!tI)ri\'ETf 000 MMM MMM N ...

b 7865 57 00 BN 45 52 4F 45 4C 33 32 IE 88 6C 60 peW.KERNELIZ.dL1 Pl 4 Teole0 wesce o e enee .po.tp.
I B0 E2BY FT 73 7072 69 6F 74 64 5T 00 £1 @3 .. d.wsprimtfi.d. 01 00 18 6L 01 80 26 6F 01 00 M &£ 01 80 .n...n.
¥ FTTIT0 7169 G6E T4 66 AL 88 55 53 45 52 33 32 wsprinefA USERX2 Q1 90 60 GE 01 @ 76 6F 01 00 B2 G @1 M Da.. A,
PO G4 BC 6C 00 0O 38 92 52 65 &7 43 6C 6F 7D 65 Ld1L..[.RegClose 01 00 B4 6F 01 &) CB GE O3 80 D4 6 @1 80 Tn.."n.
! 4B G5 7O B0 TR @1 47 65 74 55 73 65 72 2£ 61 £ Eey.{.GotUserliss 91 99 EG ED @1 9@ 14 £F 01 9@ X &F 21 @ in..mm..
} 65 57 00 80 BB 02 52 65 67 4F 0 65 6 4B 45 79 ew..«.BegOpenkey D1 B0 44 6F 01 B0 5A 6F 01 80 TI 6F 81 80 :o..Jo.
}OA% 7B &1 B0 98 82 52 8% &7 51 7S &5 72 79 58 81 EwA.”.ReglueryVa 01 30 9F 6F 01 8D AC &F 01 80 00 &F 81 80 ®o..le.
} BC 7S 65 45 78 41 80 B0 41 44 56 41 50 49 33 33 lesEwA. ADVAPII2 01 00 66 75 01 80 52 75 01 90 0€ &0 @ @ du..fu.

Then it calls GetProcAddress() to get the addresses of certain functions:
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W Bdit lump Seach  View Usbuegger Upboss  Wndews Help
L ] - [T -6 300%0 @8 APV B DAV @
QUG T = TR TR T T T T TR TR TR T e T T A T T ST T
B @a?qumt&f-f@-m Mﬂwﬂwﬁ .E-lunld.rn'?oi_ :
vegram Segmentain, DA Vew-A, Brasiponts, Genea regatens, Hew view-1, Hex vem4, St view [ | [0 ST | =l Enurmg L i)
1] Frogram Segeniston | A Vewih [N/ [rpp— T —

L 2 T

L ]

R DBOGDOTT 111323

T DGO 10
ROP DBOGRIOE11IFFTE
RSP BORAOBIE1] 15058
BT IGAGET| 0293
Bl EOMICMIOSINDNT
B Daedaaatend
R0 PISMOSE0F LR
1} BBIGDMIER BAr TR
L TP EFL2TS1AF
W13 NS0T B4EC 1R
'R 13 BDIGDIIDIN0TS
T 1 H15 BdODddar BEC 33

100% (32168650 (330, G} UNGNOWN DODOMMOO0UI0I0E: desclade shgw + 24 EF L BOOG0I8s

feereecrce RS

] He view-1 na&ax P v 0 & x| [T stackves

OF 36 14 36 18 36 IC 36 0B 36 00 36 4R M AL M6 6. 6.6.080<BNELE - LA K K R N K B _J LR _BIiN N ] -

S0 36 B4 36 S8 06 SC M 6D 36 B4 6 68 M 60 M PETENS\GL SdGhELE B0 5D 91 09 20 W W W - 7 71 81 0

T8 38 TC M4 B M B4 B B8 M B M 50 M M N | 600,07 008. VB B0 11 81 80 00 W = W LR N N _N_J

B 55 24 39 44 M9 64 M B BN MU MNMee . 8 38 00 82 08 M M e a8 24 7o 81 e

.OBHHHHHH LR R N R N N N} 16 78 81 88 44 7O &1 8@ ﬂ.ﬂ)dlﬂ' ¥

B 00 99 09 00 09 92 B0 09 B0 B9 08 30 B9 B0 09 BB 5 41 €9 1B 6 41 88 88 3% 65 01 90

B0 00 0 &b 00 60 02 BB 00 B9 B0 09 00 B9 B8 69 AL B @1 00 6 6F ¥1 60 o 55 65 01 90

|0 00 B0 B9 00 B0 B B0 00 0 B9 09 80 &0 B9 00 S0 GE UL 00 B4 6 41 80 o D4 6E 0L 80 :

00 00 0 B9 00 00 00 6O 00 90 5% 09 90 09 B9 0O IC 6 91 09 €6 6O 01 00 o I & 01 00 ©

00N NN NN NN NN NN JA BF B 09 4A &F 91 e M7 NN 0..30..00..M. D74 MGEIFTR

0000 90 00 00 B0 M0 N 0N NN N NNMN BC &F 01 00 9E &F 41 M0 (0 & 81 80 So..lo..-o..Ao. . D78 2AAA2E52

00 00 B0 B0 00 00 B8 B0 B0 30 00 00 B0 B0 B0 00 Da &F @1 88 46 75 41 0 & 0f &0 b1 80 Oo..fu..Ru..Bm. . [t 0DAETT
FHONYH DOOCKOON0S IR cebugll 1009 ICR). (Sprhroned wi RST) - UNEHCVIN B000CC000KS JRI0C: debugll EORSIGEOE (Syctronaed st &) - UNCHOWN 000000003 1IF0SH: detugOBC-BI1040 (Syrcwonamd meh RS

| P

aaeaapaeea918298 call edx GetProcechAddress

Next, the libraries and functions block may be appreciated:
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Hex View-1

BBY3GE3® 75 7@ 49 6E 66 BF 41 @9 E3 ¥ 43 72 65 61 74 65 upInfoA.3.Create
BBY3GE4E 5B 72 6F 63 65 73 73 41 88 ¥0 F3 83 4D 75 6C 74 ProcessA..d.Mult
BBY3GESE 69 42 79 74 65 54 6F 57 69 64 65 43 63 61 72 8@ iByteToWideChar.
BEY3GEGE B2 @6 57 69 64 65 43 B8 61 72 54 6F 4D 75 6C 74 ..WideCharToMult
BR93GETE B89 42 79 74 65 68 83 @1 46 6o EE 64 46 69 72 73 iByte.f.FindFirs
BAI3EEEE 74 46 69 6C 65 57 @@ @9 BF @1 46 69 6E 64 4E 65 tFileW....FindNe
BRO3EEIE8 78 74 46 69 6C 65 57 @@ RS 81 45 78 78 61 BE B4 xtFileW.e.Expand
BBY3GEAR 45 6E 76 69 72 6F 6E 6D 65 BE 74 53 74 72 69 6E EnvironmentStrin
BRO3EEBE 67 73 57 @0 BE @4 52 65 6D 6F 76 65 44 60 72 65 gsh.».RemoveDire
BEYZRECE B3 74 6F 72 79 57 @8 89 FE @1 46 69 GE B4 43 6C ctoryW..x.FindCl
BBY3GED® BF 73 65 88 1F 83 47 65 74 56 6F 6C 75 6D 65 49 ose...GetVolumel
@@936EE@ 6E 66 6F 72 6D 61 74 69 6F GE 41 @@ CE @@ 43 72 nformationA.f.Cr
BEY3GEFE 65 61 74 65 46 69 6C B5 57 90 6A B2 47 65 74 4C eateFileW.j.Getl
@aa36Fee8 6F 67 69 63 61 6C 44 72 69 76 65 53 74 72 69 6E ogicalDriveStrin
BaI36F1le 67 73 57 @@ 6D @1 46 69 6C A5 54 62 6D 65 54 6F gsW.m.FileTimeTo
BB936F28 53 79 73 74 65 6D 54 69 6D A5 60 68 18 81 44 65 SystemTime....De
BBO36F38 BC 65 74 65 46 69 6C 65 57 90 E6 B2 47 65 74 53 leteFileW.=.GetS
BR936F48 79 73 74 65 6D 40 GE 66 GF @0 Fs 88 43 72 65 61 ystemInfo.d.Crea
BEY3RFSE 74 65 54 68 72 65 61 B4 68 80 28 83 47 65 74 57 teThread..(.GetW
BBY3EFEE B9 B6E 64 6F 77 73 44 89 V2 B5 63 74 6F 72 79 41 indowsDirectoryA
BBY3EF78 o0 88 6C 81 46 69 6C B5 54 B9 6D 65 54 6F 4C 6F ..1.FileTimeTolo
BB936FE8 B3 61 6C 46 69 6C 65 54 69 6D 65 89 Bl 82 47 65 calFileTime.t.Ge
BE936F28 74 58 72 6F 63 41 64 B4 V2 B5 73 73 88 80 4E 82 tProcAddress..N.
BEI36FAR 47 65 74 46 69 6C 65 53 B9 JA 65 68 E2 91 47 65 GetFileSize.d.Ge
BaoseFEe 74 43 6F 6D 78 75 74 65 V2 4E 61 6D 65 57 &8 tComputeriameld. .
BEo9seFCe 7B 82 47 65 74 4D 6F 64 V5 BC B85 48 61 BE 6C {.GetModuleHandl
BEoseFe B85 57 @8 B8 32 82 47 65 74 44 72 69 76 65 79 elW..2.GetDriveTy
BRO3EFEE 78 65 57 @8 4B 45 52 4F 45 4C 33 32 2E 64 6C 6C  pel.KERNEL32.d11
BEYZGFFE O 88 E2 @3 77 73 78 72 60 BE 74 66 57 @9 E1 @3 .| .3.wsprintfu.s.
Bag37eee 77 73 78 72 69 BE 74 66 41 ¥ 55 53 45 52 33 32 wsprintfA.USER32
Ba937818 2E 64 6C 6C 88 80 5B 82 52 b5 67 43 6C 6F 73 65 .dll..[.RegClose
BE937828 4B 65 79 88 7B @1 47 65 V4 55 73 B85 72 4E 61 6D Key.{.GetUserNam
Ba937ese 65 57 @9 88 86 02 52 65 67 4F 7O 65 6E 4B 65 79 eW..<.RegOpenkey
@a9378408 45 73 41 @@ 98 @2 52 5 67 51 75 65 72 79 56 61 ExA. T .RegQueryVa
Ba937058 BC 75 65 45 78 41 @0 @9 41 44 56 41 50 49 33 32 lueExA. .ADVAPIZ2
BE937868 2E 64 6C 6C 88 08 72 88 48 74 74 78 AF 78 65 6E .dll..y.HttpOpen
Baosvese 52 65 71 75 65 73 74 57 80 86 CC 80 49 6E 74 65 Hequestu..i.IntE
BEO37888 72 6E 65 74 51 75 65 72 VO AF 78 74 69 6F 6E 41 rnetQueryOptionA
BEY37898 OB 89 EF 88 49 BE 74 B85 72 BE 65 74 57 72 69 74 . .i.InternetWrit
Ba937ea8 65 46 69 6C 65 88 (9 49 GE 74 65 72 6E 65 74 eFile.E.Internet
Ba937ece 4F 7@ 65 6E 57 88 DC 49 GE 74 65 72 6E 65 74 OpenW.0.Internet
BE9378CE8 53 65 74 4F 78 74 69 6F 6E 41 98 80 JE 89 43 74 SetOptionA..~.Ht
gaasvene 74 @ 51 75 65 72 79 49 BE 66 6F 57 @8 68 72 tpQueryInfol..r.
BEos7eEE 483 74 74 Te 45 6E 64 52 65 V1 V5 65 73 74 57 HttpEndRequestl.
BEoOs7ere 86 08 48 74 74 78 53 65 BE B4 52 B85 V1 75 65 €.HttpSendReques
BEos7les 74 45 78 41 @8 98 82 88 48 J4 74 78 53 65 6E tExA. ., .HttpSend
BE937118 52 65 71 75 65 73 74 57 88 68 95 80 49 6E 74 Requestl..*.Inte
BE937128 T2 BE 65 74 43 6C 6F 73 B5 48 8l B6E 64 6C 65 rnetCloseHandle.
Ba937138 9C 88 6E 74 65 72 BE 65 74 43 6F 6E 6E 65 63 @.InternetConnec
Ba937148 74 57 @@ (E @@ 49 6E 74 65 72 6E 65 74 52 65 tW..I.InternetRe
Ba937158 61 64 69 6C 65 @8 8P DF @8 49 BE 74 65 72 6E adFile..B.Intern
Ba937168 65 M4 65 74 4F 7@ 74 69 6F BE 57 @0 808 57 49 etSetOptionw..WI
Baa371l78 4E 49 45 54 2E B4 6C 6C @8 57 53 32 5F 33 32 NINET.d1ll.ws2 32
B8937138 2E 64 6C 6C @0 @4 4F @4 51 75 65 72 79 58 65 72 .dll..0.QueryPer
B@937198 66 6F 72 6D 61 BE 63 65 43 6F 75 BE 74 65 72 8@ formanceCounter.
BE95371A8 1B 82 47 65 74 43 75 72 72 b5 BE 74 58 72 6F 63 ..GetCurrentProc

FAE

S8
SHELES

R

After the correct mapping and having loaded the necessary libraries for its proper functioning, it calls EAX
to run the decrypted and mapped payload:
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Liwary Amctien [l Reguisr doncsion [l Trarrsen [ Date [ irensioved | Extesesl sprinel

Ingram Segmentstn, 1A ea-4, Breskpent, Gonersl regster, be Vew 4, Siack vew [ (8] Swuties ] Erums
i Froeam segentuton @ B N-HE I— R Gerenel reguter
po0000n00910208 oy [ehpevac 8], ean R SRDOSIISINI0] N Aebuganl BeRIIn
0000008000918288 mov ecu, [ean] Wb BRI
bov e ROX SRR -
000000000091020F jn:  shert lec 3182
T 2 DK SEBORMMIRIO0 L friogil e inlse
i ST -
sy 2000000000978000 % rx sl
HJ: ROT -
BEOBIBOBBENIAN | mov adu, [ebprver_4] e LR SL|  —

RGP SPOOPRRNR )] IFDSE W Criogis

AT BB ARITT b descifrade_pluge 200

Ri eeCTeeTendd

R RCTSRRHEN
1 et e (640) AO20000 - H03A00%) [ i

3 43 e 00 et 8 01 OF
i

@0 88 49 0c Al @0 B9 B3 k...
r ol 00 90 &5 o0 78

1 %3 00 48 dc 11 92 B

£ 00 B0 &

11 93 DO & 3
02 00 B0 00 ek 95 fa

LOO% (=49, T241) (1300, 192) LPRNCRAN GO000C00009MI0CE: descliads, Ploge + 20

| Hew Vw4
A DN NN NN TATINN ... q. .
@ B L GL 00 00 00 00 B0 B0 B0 PR B0 MR B MR B  ......ooiieis
! 0 80 e N MW .NOI-H”BI“ -------- 4p.. 9. .

NN OO0 3EBCE: IMBCE (S o BEX]

| Qutput window

ushing buffers, please walt. ..ok

ushing buffers, plesse walt...ok

450000: losded C:'lindows'syswowssiwininet .dll
150000; loaded Co\indowsayyeoutaiur laga. 411

Aldodd: losded C:llindows'syswowtd'lertutil.dll
when

" |debug@8l:8@8925942 push esi

debug®81: 88925943 call sub 927738
debugBBl: 88925948 push dword ptr [ebp-28h]
debugBBl: 88925948 call sub_92775C

= : 3 Trap to Debugger
debpaRIEaE?ORINEN=—————
debug@81:88925981 call  sub 9dcC7B

debug®8l:809259B6 jmp loc 92582F

debugh81: 08925988 ; =============== S UB R O U T I N E =====s========—ccomcoomoomooomoona o
debugBdl : 38925968

debug@81 : 8925988 ; Attributes: thunk

debugBBl:@89259E6

debug®Bl:88925986 sub 9259BB proc near ; CODE XREF: sub 9256FBTj

To summarize, this article goes through the process followed in memory after executing the Creative
Cloud application until deploying TokyoX in memory. This DLL sideloading style is often linked to APT
groups whose attribution is also linked to China, however being a known technique as it is, we are not
able to consider any feasible attribution at the moment.

As reviewed at the beginning of the article, what we have named as “TokyoX” has not been identified as a
known malware so far (at least, with the sources that we have).

Additionally, at some point of the analysis we identified a tool used by this group for the creation of
version.dll, which pretends to be a Windows DLL located in SysWOW/System32. The string “AheadLib”
found among the code of the malicious version.dll drew our attention, and we quickly found two chinese
(casually or not) GitHub repositories with the source code of some tool called AheadLib.
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0 https://github.com » strivexjun » AheadLib-x86-x64
GitHub - strivexjun/AheadLib-x86-x64: hijack dll Source ...

AheadLib-x86-x64 hijack dll Source Code Generator. support x86/x64 snapshot screen. 3255
SFHAS%8770A 5 NOTE. Pay attention to the generated file header prompt information

Actions - Releases 1 - Motifications - Issues

0 https://github.com = Yonsm » AheadLib
Yonsm/AheadLib: Fake DLL Source Code Generator - GitHub

AheadLib. Fake DLL Source Code Generator. AheadLib 2.2150 - BEIER— 1455812 DLL 5740
AR =.

README.md

AheadLib

Fake DLL Source Code Generator

AheadLib 2.2.150 - BEI4EM—MFAFE DLL DTABHNTIE

Basically, this tool will allow you to create a C++ source code file, implementing a DLL with the same
exported functions as a given DLL. For the purpose of the current analysis we generated a source code
file using this tool and giving the legitimate version.dll as input.
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Data Unexplored External symbaol

x_ IDA... | Pseud... [£) | ﬁ Unmatched in se... | ﬁ s

1FARPROC _ thiscall sub_l@@@leaé(LPCSTR lpProcName)

]

unsigned int vl; // es1
FARPROC result; //
WCHAR Text; //
CHAR va; /f/ [esp

psZProcName)

vl = (unsigned int)lpProcName;
result = GetProcAddress(hLibModule, lpProciame);

@000 s 0w s LR

if ( 1(vl >> 16) )

""'5pplntf’f"[;g"-i .%d s vi); ZProcName, "#%d", pszProcName);
vl = (unsigned int)&v4; : me = szProchame;

wsprintfu(&Text, "iv, vl}); ) e N i
MessageBoxdd(@, &Text, L"AheadlLib™, @xl@u); : b NEAnE ey g [EEIARES.E 2
ExitProcess(@xFFFFFFFE); LA E TR

b

return result; T fpaddress;

ST I U T o I [ T ¥ B R WV I N )

N N

JF
.

Init()

In the shown screenshot we can see on the left side the pseudocode generated by IDA Pro while
analyzing the malicious version.dll sample. On the right side, we can observe the source code
automatically generated by AheadLib using the legitimate version.dll as input. Even though the exported
functions are not shown in the previous image, we can appreciate how there is a perfect match between
both snippets.

We will post soon an analysis of the final “TokyoX” RAT and its capacities.

I0Cs

e 382b3d3bb1be4f14dbc1e82a34946a52795288867ed86c6c43e4f981729bedfc
e 31.192.107[.]187:443
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