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Oct 25, 2023 - 12 tweets

An investigation into the Canadian scammer known as Yahya for their involvement in 17+ SIM

swaps which resulted in more than $4.5M stolen.
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Yahya - 17 SIM Swaps 2023

2-May-2023 Daniel Alegre 28-Jun-2023 Manta Network
2-Jun-2023 Mira Murati 1-Jul-2023 Prime Protocol
3-Jun-2023 Peter Schiff 5-Jul-2023 Rabbithole GG
4-Jun-2023 Jim Bianco 6-Jul-2023 Aptos Network
5-Jun-2023 Colethereum 7-Jul-2023 GutterCatGang
5-Jun-2023 Pete Rizzo 18-Jul-2023 Pleasr DAO
10-Jun-2023 Bitboy 21-Jul-2023 EllioTrades
17-Jun-2023 Alien Frens 9-Aug-2023 LearnWeb3
19-Jun-2023 Slingshot

O I Follow back

Yahya 6@

| run some things | 400k on TikTok | 200k on YouTube |
Crypto investor | Website Design & GFX

5,064 Following 20K

These posts are
protected.

Yahya'’s job was to do lookups on X/Twitter accounts using his panel so the scammer Skenkir could

get US targets for SIM swaps.
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As compensation for his work Yahya would receive a % of the proceeds stolen from each attack.

EX: Here is screenshots of Yahya showing off tools
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In July 2023 Yahya & HZ (scammer who had assets seized by FBI) scammed someone named Amir
for $250k (136 ETH) after pretending to sell access to his panel.

In doing so this revealed Yahya’s wallet address:
0x7da33a98247b584b0070355881be9085126b53el

7-2-23 at 3:04 UTC payment sent
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7-2-23 at 3:20 UTC confirmation

HZ context:
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Using Yahya’s address from the Amir payment is where things get interesting.

By reusing the same address for the panel scam as for the SIM swaps payments this connected all of his
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activity.

In total he received 390+ ETH ($720K) to his address from 17+ SIM swap attacks.

ZachXBT

EX 1: @GutterCatGang

July 7, 2023 a GCG team member was SIM swapped and bc the phone number was attached to their

account they gained access and posted malicious links.

This lead to $720K+ in losses after @digging4doge lost 6 figures worth of NFTs.

Yahya received $250K for his efforts. See messages below of where he discusses selling stolen assets.

0xb964b8f02bab49a40dae06736de748b5c6801c1258df2d362aa1063522b0fbdf
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EX 2: @Bitboy_Crypto

June 10, 2023 Bitboy Crypto was SIM swapped with the same method as GCG leading to $950K in
losses.
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Ironically one of the scammers involved named Smoke ended running off with the funds himself

scamming the other scammers.
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EX 3: @SlingshotCrypto

June 19, 2023 Slingshot was attacked in the same way leading to $36K in losses.
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Yahya received $9.7K for lookups.
0x7d5746c30bef5cb32b55f8257b82984f347b154deb64766eb115ae2196e4bb30
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EX 4: @PleasrDAO

July 19, 2023 they targeted PleasrDAO core team member Jamis, who had suffered a traumatic brain

injury not long before.

Sadly this lead to $1.3M in losses. One of larger victims lost $807K MAGIC.

Yahya received $144K
0x2c15a71d261522a7624c286257a3c1dcacal281a9250bcffeb66bc85ef946004
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Scam Sniffer realSca
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ERC20-Permit phishing.

Yahya has spent thousands of dollars buying watches and unreleased Juice WRLD songs such as:

Dark Tints, Biscotti in the Air, Oxy in the Dark, No Jumper.
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He shows little remorse for his actions when confronted by people.

“Like bro its a lot of money they offering just for lookups”
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LOL
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Before getting in involved with illicit activity Yahya was a contributor to Benzinga for SMM using
the name Yahya Mootttk

I am not sure why you would want to take that risk doing lookups for SIM swaps if everything connects

back to you.
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"Free speech is the bedrock of a functioning
democracy, and Twitter is the digital town

square where matters vital to the future of

12/ T hope some of this can help serve as a basis for action against these scammers who have harmed

many people in the space with SIM swaps and phishing.

Chat records and other things have been archived and will be happily provided to victims.
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