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Aug 24 - 21 tweets

Cameron Redman is the alleged person responsible for the
hacked NFT Twitter accounts over the past few months

Does the name ring any bells? Well it should bc in February
2020 he SIM swapped a single person for $37 million worth of
Bitcoin & Bitcoin Cash

Time for a thread
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Hamilton teen pleads guilty to stealing $48-million
in Bitcoin from California tech entrepreneur

the largest ever theft from asingle victim

Hewas 17when he stole the cryptocurrenc

THE GASE OF THE MISSING $46 MILLION

One minute, Josh Jones had a fortune. The next, it was gone. Three months
later, the FBI had a suspect: a reclusive Fortnite-playing hacker kid from the
GTA. The untold story of a historic crypto heist
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Canadian kid arrested in eight-figure Bitcoin theft after investigation
aided by South Bay tech crime team

Authorities say early Bitcoin investor was the victim of a ‘SIM swap’ hack in spring 2020

On February 22, 2020 Josh Jones was sim swapped for ~60k BCH & 1547 BTC

BCH victim address
qzumakarvxksjgkjuxezfesjxatktlsnhyssthrspy

BTC victim address 1
bcigdohveqwquoh3x8flfqs60hlykgomptf3j2p89gg

BTC victim address 2
bciqrwhh74sv88gzq6qgpzsus5u0ow2lgprw3okegq

4  Postedbyu/zh

somehow, T've got the private keys. Help help help.. big reward obviously.

‘;’3 $30M BCH sim hack.
(ew
is my address, goddamnit. It's only had 3 confirmations, if any miners/the community can help = Follow
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Immediately following the attack the Redman laundered the 60k BCH with hundreds of
transactions in small amounts to centralized exchanges (CEX).

This chart visualizes the movement of the 60k BCH with the majority ending up at two
exchanges.
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With the 1547 BTC stolen, a small portion was sent to CEXs but the majority was
deposited into both Chip Mixer and Crypto Mixer.
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On Nov 17 2021 Hamilton Police (Ontario, CA) formally charged Redman for the attack
after working with FBI & US Secret Service

They seized $5.4m worth of crypto. The rest of the $31.5m still remains missing to this day

(he was underage at the time)
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Arrest Made in $46 Million Dollar Cryptocurrency Theft

In March of 2020, Hamilton Police entered into a joint investigation with the Federal
Bureau of Investigations and the United States Secret Service Electronic Crimes
Task Force. The investigation foc...
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Since May 2022 we’ve seen popular NFT Twitter accounts hacked such as @beeple

@jenkinsthevalet @nounsdao @deekaymotion @Zeneca_33 @frankdegods

@KeyboardMonkey3 @franklinisbored & more

The majority of these accounts all had 2FA on leaving people confused how this might
happen.

Free passes for the upcoming a The LetsWalk Collection Airdrop is now live! 4
launch will act as an early whitelist for the

upcoming mint. Let's move!:

-y DeeKay
@ Jenkins The Valet ¢ Is Feeling B... ()
)

This will allow for current holders to mint Only 1,000 lucky people are able to claim! Good luck!
outside of peak GAS time-periods.

-

zeneca.eth (W, §) (#,7?)
Hey everyone wanted to do something
special for the community so here | go!

| would like to announce the official relee
of the Zen Academy Founders Pass

There will be 333 of these passes to start
off. The lucky few that manage to get one
(1/2)

The hacked Twitter accounts lead to millions of dollars worth of crypto stolen in total.

This table shows a rough estimate for the amount of crypto stolen with each account in the
Tweet above.

Username Date Amount (Estimate) Address
@beeple 5/22/22 $438,000.00 Oxcad7fc974F61A08ADEF
@jenkinsthevalet 6/15/22 $174,000.00 0x1d0D6797F63bCD6845f
@deekaymotion 7/14/22 $130,000.00 0x2100ab6ac2036ca99dA
@keyboardmonkey3 7/21/22 $18,000.00 0x49A74e38D4D46bEeDE
@nounsdao 6/26/22 $22,000.00 0x81F600443F72de2D889
@zeneca_33 7/19/22 $65,000.00 0xd6BE74FCfA9aDA3e5c:
@duppiesnft 6/18/22 $2,500.00
@franklinisbored 71822 $28,000.00 0x64dbEFE57dd36d79dF7
@frankdegods 715122 $2,500.00
@ezu_xyz 7/26/22 $117,000.00 0x87336B36189886a5FbF

@jrnyclub 6/28/22 $82,000.00 0x003099ee103250013c3¢
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8/ This lead to a post on the forum marketplace SWAPD by the user “Antihero” advertising a

Twitter panel.

The prices to use the panel varied from $30k to $300Kk paid in crypto.

Twitter Portal Access for lease | Username re...

Unique Services = Twitter Services
SPOTLIGHT | TWITTER-PORTAL

antihero 647 Jul1
Diamond Club

BirdPartner - The Secret Twitter
Panel

Today, | will start to lease out access to my exclusive Twitter
panel. This support hub allows you to request usernames,
ban accounts, restore access to stolen/locked accounts,
report instances of rule violations, and more.

Due to the extreme nature and power of the panel, access
will be restricted to a limited amount of users at once. There
are several packages; each becoming more discounted the
bigger package you buy.

Lomeeeo™  Report any issues to get priority service

Twitter Portal Access for lease | Username re...

Unique Services Twitter Services
SPOTLIGHT | TWITTER-PORTAL

Current users: 0/10

Prices:

1 month - $30,000

2 months - $55,000

3 months - $75,000

6 months - $100,000

Lifetime - $300,000

swapd fees are paid by purchaser

Terms and conditions apply, which will be made known to
you in the event you wish to purchase access. Buyers will
have full support during their leasing period. If there are any
questions, send me a PM!

Note that abuse, hacking attempts & other illicit requests may
result in your access being revoked.

created lastreply 13 v
Bout B17d replies
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On Twitter at July 29th 2022 antihero emerged with the name “Cam” on an account

inactive for 14 yrs.

On Instagram he obtained the same username too.

cam
| only save the money, anti-hero

cam
Not much..hanging out!

antihero

3 261 34
Posts Followers  Following

twitter.com/antihero/

Follow Message

£ cam

| only save the money, anti-hero

$pOtsid3

#9545 bro came back after 14 years
4

Ve

Forgot my password
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On Instagram Redman posted a selfie of himself posing in front of mirror and also

outside of a shopping center.

K_/ antihero K—/ antihero

Qv

80 likes
antihero off white on my chest so | never stress

©Qyvy

80 likes
antihero off white on my chest so | never stress
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I zoom in and then look up the location of “Sunway Dental”

What do you know it happens to be in Missauga, ON very close to the Hamilton Police

station in the city where Redman had been previously arrested in Nov 2021.
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41 (49) H amilton police canada
Dental clinic - —
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Hamilton, 17 November 2021

Arrest Made in $46
Million Dollar
Cryptocurrency Theft

In March of 2020, Hamilton Police entered into a joint
investigation with the Federal Bureau of Investigations and the
United States Secret Service Electronic Crimes Task Force. The
investigation focused on the theft of cryptocurrency from a

victim located in the United States.

If you're still not convinced here’s more messages of him referencing Canada.

Prior to being charged for the SIM swap Redman had been also known by the aliases
“Cream” “4k” “lucky” and for leaking unreleased Juice WRLD songs.

No-VaNitY!* & L 4
@FallenLeaks - Follow

The streets of Canada are a safer place &

Watch on Twitter
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Here’s two more posts Cam/Antihero made on SWAPD. Another person refers to the
seller for the panel as Cam.

Archive:
archive.ph/ABvZy

Sy RS E

& Unlocking/Recovering & Instagram Media Panel
Verified/Normal Accounts sl

M Unique Services M Twitter Services ~ ACCOUNT-RECOVERY

antihero Aug, 21
Diamond Club
antihero 24 1 Jan 6
Diamond Club
looking to buy a media panel. let me know. no mmmm prices

- . lease.
Hello, I can unlock verified and normal Twitter accounts P

aswell as recovering them.

What | can do is revert to the OGE or most trusted email tied
to the account. created last reply 3

a Brug2t  Oct2t replies N
these start at $500 for verified accounts and $350 for non
verified.
higher success rate if reverting to OGE or previous email. g’r:::rl‘ld o FAus, 21
Crypto only.

Budget?

antihero Aug, 21
Diamond Club

around the standard prices. 25-30k.

time frame usually a couple hours, can take up to a week but
which is rare.

NO SUSPENSIONS. ONLY HACKED/LOST ACCOUNTS

created lastreply 12
Mian6 U5 epiies

N SWAP & Loglin ﬁg‘ Serpent o7

Need help with telegram claims

M Buyer Requests
ly q ke about it

| think his of ped

antihero 27d s : d
Diamond Club spoke to him hat on his old d
he used to own a server named cam’

| own the username on 2 different platforms and it's been
almost a month and the @/Username_bot hasn’t given me
any updates, I've tried re submitting using different accounts
and still no luck. Does anyone have contact with a Telegram
moderator that can get me the username? | actually used to
own the username already but | swapped it and a auto
claimer snagged it. | own the user on Instagram and Twitter.

Will pay if someone can escalate my submission.
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Remember in Tweet 9 Redman began to eventually resell access to the panel.

On June 26 2022 Cam received a 230 ETH + 20 ETH payment for lifetime access to the
Twitter panel.

0x0214ee97e9d828e1e6aa49a85b89982a7dceaccy

Overview  State  Comments

 Transaction Hash: o 60 days 10 s ago

» status: os 60 days 10 rs ago

 Block: 1503046

 Timestam: PM+UTC) | ) d within 30 socs.

From

Transaction Fee: 0.000792065898099 Ether (5126
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Just a few hours after the payment @nounsdao Twitter was hacked.

The scammers address had direct exposure to the JRNY club Twitter hacker, Nansen discord
attack, and other Discord attacks.

Source:

Join us in making the
cryptoverse a safer place

B

www.chainabuse.com

Chainabuse
Join us in making the cryptoverse a safer place

ZaChXBT Age T From T To Y Value
* | witter compromised do not 4Ms 15 minsago  phishing (oxcct) ot YT ; 0.600420294205944 Ether
1 day 23 hrs ago Phishing (Oxdcb) our Nouns DAC e 0.821051767313929 Ether
1 day 23 hrs ago Phishing (0xdcb) out Y AOT ), 0.821058508629324 Ether

ZachXBT
Twitter bio has phishing site as well be
careful.
i ‘ Nouns -0
Introducing our new DAO pass!
5 F Coming soon to our ecosystem will

completely new variation of our cur
compounded nouns!

A total of 100 nouns will be claimat
every day, forever. web: nouns site due to our app reaching
by L r S

Claim Here: nc

, Popbob
yo. how about u get a life buddy.
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Who bought the Twitter panel access from Redman? Well it was the scammers known as

HZ/Chase and Popbob. Here’s HZ flexing panel access to @Serpent (a security researcher)

Popbob#0001

UserInfo

ABOUT ME
< Manage team

Nouns "0

Nouns ~1-01

Sunday, June 26

~ SR |
\er W1 Y

Cartar :3
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HZ + Popbob flexing Franklin and Deekay being hacked.

Confirm your Twitter account, Franklin [EJuilding 57 apes &

L I've teamed up with an awesome project created by
ocked. my friends over at to help some
apes out! Completely Free Mint & All royalties (5%)
from sales go directly towards a charity focused on
Duildir rescuing apes in Tanzania %4 @

Final step Thanks for my amazing 1/1 unique piece
P.

Bdeekaymotion hacked

Yo

Made 230k

u missed 7 baycs
he had
7bay

in the waliot

Yea Ik he never approved

othing we could have done

It’s still unclear as to how Redman gained access to the panel to make elevated requests
& reset passwords. As of now it appears the method stopped working

It’s wild someone can SIM swap a person for $37m, only return $5.4m, & go back to their old
ways w/o serious jail time
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Thanks for making it this far. Feel free to share this thread with others.
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@zachxbt - Follow

1/ Cameron Redman is the alleged person
responsible for the hacked NFT Twitter accounts
over the past few months

Does the name ring any bells? Well it should bc in
February 2020 he SIM swapped a single person for
$37 million worth of Bitcoin & Bitcoin Cash

Time for a thread
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Read the full conversation on Twitter
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Update: seems they’re upset with this thread
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5 BLACK NIGGER FUCK YOU

U black no life fed.
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ZachXBT Crypto Scam Research | Grants
Over the past year | have built up a pseudonymous identity on Twitter shedding a

light on all the wrong doing that goes on in the Crypto/NFT space. The topics I've
researched range from insider tradi...
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