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An investigation into the Canadian phishing scammer known
as Soup (Dan) who has helped steal millions in assets by

attacking the Discord servers of projects like @Orbiter_Finance
@PikaProtocol
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Soup creates fake @decryptmedia websites and poses as Luke Hamilton (a real Decrypt

employee)

He works with other scammers to approach team members of crypto projects to trick them
into joining a fake Decrypt Discord server in an elaborate attempt to steal their Discord

token
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He accidentally revealed his wallet address after proving Blue (phishing scammer I
recently covered) controlled the ENS address purplelobster.eth by having Blue send Soup

$25.

0x21bc8046245880e9d3ec5ed8080482a93518€933a https://t.co/yml7nrxkKf

ZachXBT & s 4
@zachxbt - Follow

1/ An investigation into the YouTuber turned phishing
scammer Blue (Jack) who has worked with Monkey
Drainer and other drainer services to steal more than
$1.5m
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rentures 122K sub:

B's Adventures otherwise known as Jack. >
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eknown as Jack
likes to make videos of all kinds! I'm known for my “Trolling Jenathan
uily 0f 2020. 1 own a discord server called ‘Blue's Community” which is

in make your day just a little bit better!

ill find videos for Discord, Trolling, Roblox, and more! | hope 1o see a
el in the future, but for now, Il do what is best.

d community with the attached link below.
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On 5-30-2023 the Pika Discord server became compromised after scammers gained

access to a team account.

This scammers posted a malicious link in the announcements channel helping them steal

$220k+

0x2162b6caa174b90416090bd4a87e7do8f7027¢48

Its Airdrop Timel @everyone

ich will be distributed to anyone who

Pika TGE public phase
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Pika Protocol 4

Hi everyone, we suspect our Discord server
got hacked, pls do not trust any Discord
announcements and only use Twitter and
Telegram group as source of truth. We will try
to get it resolved asap and keep you updated.

This is our Telegram group:

Pika Protocol

Soup’s 0x21b address from earlier directly received ~5 ETH from the scam although his
total cut was closer to 15% of the amount stolen as admitted by himself (sent to alt wallet
address)

you lied to me about Pika 5101 »

you said it wasn't you 502 »

i didnt hit it ,

i jJust made the site for it 5.,

i legit got 15% of it ,,
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On 5-31-2023 the Orbiter Finance Discord became compromised after a team members

Discord token was phished.

Similar to before the scammers posted a malicious link in the Discord which helped them
steal $760k+

oxd7d1d6692e0612a632a78fabsa82e9c767d518bf

ported by Orbiter Finance!
s of our "Orbiter Pilots NFT Series”, we have launch our token

s, which will be distributed to anyone who

tinue to enjoy it. Best of luck claiming Pilots!

@ Claim $0RB here: '[N

@everyone

LIVE AIRDROP
NOwW

@ Orbiter Finance

Orbiter Finance # &
@ # Attention community!!! A\ A A

Orbiter Finance's Discord was hacked, we are
trying our best to slove it, please don't trust
anything in the discord server. Don't click on
any links!!!
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Soup directly received 7.5 ETH to his ox21b address from above and received additional
funds to an alt address receiving ~30% of the stolen funds in total

o

Luke Hamilton
Thursday, June 1
not involved with recent hit

its friends i just made site
do you know which one it is?
@Orbiter Finance

yeahh

we hit 100k so far

idk why i said i wasnt involved, i
am.

well i guess i could say im a
degenerate haha

Luke Hamilton

do you still care about the orbiter
thing

sry just stressed

-
seems you got most of orbiter ;.05
igot like 505
30% of it actually .,

he got 60% i got 40% after pinks cut ;.5
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Soup (Dan) has spent some of the proceeds from these attacks on exclusive Roblox items
(sell for high 5 figs)

\ supaflier6312 (@
' @supaflier6312
v
O Friends 30 Followers O Followin g

About

About

Hi

SoupXMR .
currently Wearing

Dominus Frigidus (Frig) ¢ ¥ Rare

Best Pr Rap Value
EEEREEREE] 28,059,680 19,000,000

Last year Soup was also involved in the theft of MAYC 21080 (with his partner Faint)
from @LakeShowTJ

0x4566c86A5E8080a237EC59251C96D781c6E3d504 https://t.co/afbSbjgwlf

LakeShowT)J y
@LakeShowT) - Follow

Got scammed for my mutant on sudoswap by
@Leoxxx_eth tonight. Feel pretty sick about it to be
honest. | try to be pretty safe but | got careless tonight.
Here's how it happened and | hope it never happens to
you.

2:29 PM - Sep 18, 2022 ®

@ 1K @ Reply (2 Copylink

Read 246 replies

W soup Veste
what the fi

show how you hit

faint Yesterday at 3:46 AM
AHAHAHAHAHA

AAHAHHAHAHAHA

503K 13.98 131
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10/ Earlier this year in January Soup also helped steal Crypto Punk 6983 from @rz6983
even replying to his tweet.

0x7F47C99db6167D56¢C47c1705aaD42aB14080156 https://t.co/ubVy4jkkOW

| Rz @ Y
@ @rz6983 - Follow
There was a scam in your Announcement channel and |
just got stolen. €@ €P &P @MimicShhans @shhan1211
anything you could do about it? This is the worst loss

since | joined NFT space and | can't believe it's from my
beloved project’'s announcement.

Q CryptoPunks Bot @cryptopunksbot

Punk 6983 bought for 62 ETH ($101,157.34 USD) by 0x1919db from
0x7f47¢9. cryptopunks.app/cryptopunks/de... #cryptopunks #ethereum

3:08 AM - Jan 24, 2023 from Zhejiang, People's Republic of China ®

¥ 21 @ Reply (2 Copylink

Read 30 replies

i aint read at happy for you or sorry if

somett 1appened PP PP P D

s

soup

Today

zach do you like my hit
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Soup admits to having profited $1M himself while his partners have profited even more

He seems to show little remorse for his actions after financially harming projects and people

Additional info about Soup has been shared with victims so legal action can hopefully be

o

Luke Hamilton

taken

i’'ve never made this much before
hope ur not dming the founders
my dox or something @&
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