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Executive Summary

According to an analysis report published by InterLab in December 2022, a South
Korean journalist received a message requesting a conversation via the Wechat
messenger, and the requestor instructed the journalist to install a malicious APK file
disguised as a messenger called “Fizzle.apk” — InterLab named the malicious APK
"RambleOn"
We found similar features and codes to the mobile version of the ROKRAT malware
that the group has been using since 2017.
In tracking the Scarcruft group, researchers within S2W's Talon have identified
additional samples that perform similar functions to those disclosed in this release, with
significant upgrades from previous releases.
Scarcruft is strongly believed to conduct initial penetration by contacting individuals
directly via messengers, such as in this case, to trick them into installing a malicious
APK disguised as legitimate.
S2W Talon named "" in reference to past samples similar to the type of malware
disclosed by InterLab, and named the plugin used by Cumulus as "".
There are three types of Cumulus, depending on whether or not the Clugin is
downloaded and the type of messaging service used.
We observed that the Scarcruft group updated the malware's functionality or installed
China-specific applications on test devices to target users with Chinese language and
Chinese-manufactured mobile devices.

Introduction

The Scarcruft Group (aka APT37), a North Korean APT group, is believed to have been
active since 2016 and continues to carry out attacks against institutions and political
organizations around the world until 2023. In April 2017, the Cisco Talos team disclosed the
Scarcruft group's proprietary tool, ROKRAT, a malware that has been continuously modified
and used by the group to this day. Initially, only the Windows version of ROKRAT was used,
but the Android version of the malware was later identified.

According to a report published by the Financial Security Institute, the Scarcruft group
conducted an attack in mid-2017 that distributed malicious APKs to specific devices through
a watering hole attack. At the end of 2017, the group also carried out an attack campaign
targeting North Korean human rights organization officials and journalists from North Korean
media outlets to induce the installation of malicious APKs through KakaoTalk, the most
popular messenger in South Korea. In addition, malicious APKs were also distributed by
contacting targets through Facebook and uploading APKs to the Google PlayStore. The
malicious apps were all identified as mobile versions of ROKRAT.

Reference:
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According to an analysis report published by InterLab in December 2022, during a
conversation with a South Korean journalist via Wechat messenger, the Scarcruft group
convinced him to install a malicious APK file disguised as a messenger called "Fizzle.apk",
saying that he could not send sensitive files via Wechat messenger. InterLab named the
malicious APK "RambleOn", but analysis of the malicious APK revealed similarities to the
Scarcruft group's ROKRAT mobile version. Unlike in the past, the APK has the ability to
receive data from the attacker via a messaging service called Pushy.

In following the Scarcruft group's trail, Talon, S2W's threat research and intelligence center,
identified additional samples that perform similar functions to the published samples. They
have similar functionality to the malicious APKs released in 2017, but unlike in the past, the
ability to use messaging services has been added. We also found that these APKs have
been continuously updated to date. S2W Talon named the malicious APKs "Cumulus" and
the plugin modules used by Cumulus "Clugin".

In this report, we further categorize the identified Cumulus by type and describe the
attacker's TTPs and strategy based on our detailed analysis.

Overview of Cumulus Types

Cumulus (aka. RambleOn) has been used by the Scarcruft APT group since at least 2019 to
target Android devices. The group has been using a mobile version of the ROKRAT malware
since at least 2017, and S2W Talon separately classifies Cumulus as a type of existing
ROKRAT mobile malware with messaging capabilities such as FCM or Pushy added.
Cumulus is usually distributed disguised as a legitimate mobile application, such as a
CoinMiner, image viewer, or messenger. Although we could not secure more samples, we
have also seen them distributed under the package names "com.personal.info",
"com.sec.mishat", and "com.data.person". Based on the types of applications Cumulus
disguises, we suspect that it is distributed directly to individuals via messengers, such as this
RambleOn type.

Table 1. Types of Cumulus
After obtaining additional Cumulus disguised as legitimate applications and analyzing them,
we were able to categorize them into three types, as shown below. Types B and C download
a separate plugin and perform their main actions in the plugin, which is why we named the
plugin downloaded by Cumulus as Clugin.

Table 2. Type Classification
: Plugin that Cumulus downloads from the cloud and is responsible for information
leakage.
: Configuration file that a Clugin or Cumulus downloads from the cloud to execute
commands.

https://interlab.or.kr/archives/2567
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: An additional Dex file that the Clugin or Cumulus downloads from the cloud to perform
call recording functions.

Type A downloads and loads the Command file, which contains the configuration
information necessary to perform the malicious behavior, and CallRecorder from the cloud.
It then uploads the infected device information and internal files to the cloud. It receives a
separate message from the attacker via FCM.

Type B downloads the Clugin from the cloud. Clugin takes over the functions of Cumlus,
downloads Command file and CallRecorder, steals and uploads information to the cloud.
Compared to Type A, by introducing Clugin, Type B organizes modularization by function
and secured stable persistence and malware update function. Same as Type A, Type B
receives a separate message through FCM.

TEST seems to be used by the attacker for testing before the attack and uploads the infected
device information and internal files to the cloud without downloading any additional files.
Cumulus, which is used in real-world attacks, uses abbreviations to upload each exfiltration
data to the cloud, but in the case of TEST, the full word is used for ease of identification
during the test.

Type C has most of the same features as Type B, but uploads the Device Token to the cloud
instead of the Firebase Database and receives messages from the attacker via Pushy.

FCM is a service that specializes in message delivery within Firebase and was also used in
the mobile malware used by the Kimsuky group that we disclosed last year. The difference is
that the Device Token is sent to the cloud or a legitimate Firebase database, rather than to
an attacker's C&C server. The most recent version of the Pushy service is a separate third-
party service that provides similar functionality to FCM.

TimeLine

Figure 1. Full Timeline for Cumulus
Clugin appears to have been uploaded to Yandex Cloud and distributed since at least
September 2021. Although we do not have an exact date for the creation of Yandex Cloud,
we believe that Clugin distribution began around that time. The pCloud account was
subsequently created in October 2021, but the data exfiltration we identified was from March
2022. Given that Type B was distributed in March 2022, we believe that the attacker began
distributing Clugin via pCloud in a similar way. The attacker appears to have initially
distributed Clugin through Yandex Cloud, and then, starting in March, configured it to
communicate with pCloud on initial infection and only communicate with Yandex Cloud when
passing a separate command. TEST is believed to be a test version to introduce this. The
Scarcruft group appears to have set the OAuth key for pCloud communication differently for
each distributed APK but kept the OAuth key for the Yandex cloud relatively unchanged.

https://medium.com/s2wblog/unveil-the-evolution-of-kimsuky-targeting-android-devices-with-newly-discovered-mobile-malware-280dae5a650f
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1. Behavior flow for Type A

After infection, Type A registers a method to JobScheduler to periodically execute the main
malicious behavior. It then downloads a Command file from the Yandex cloud and steals
information as specified in the Command file. It additionally downloads and loads a
CallRecorder, which performs call recording and saves it to a file.

The collected infected device information and internal files are uploaded to Yandex, which
also transmits the device token for FCM communication, allowing the attacker to obtain the
Device Token of the infected device from the Yandex cloud. The attacker can use the
obtained Device Token to send a message to the infected device via FCM, and Cumulus,
which receives the message, checks whether the method that performs the malicious
behavior is registered in the JobScheduler and registers it if it is not.

Figure 2. Execution flow of Type A

2. Behavior flow for Type B

Cumulus in Type B downloads the Clugin from the cloud, then the Clugin downloads
CallRecorder, and steals the infected device information and internal files. In addition, Type B
receives messages via FCM, adding update functions such as changing cloud storage and
changing OAuth Token.

When executed, Type B first sends the Device Token to the Firebase Database. With the
sent token, the attacker passes the OAuth Token and the cloud REST API through FCM,
which is presumably used to download the Clugin from the cloud. At the time of analysis, we
were unable to obtain actual data from FCM, but based on the internal code of Type B, we
believe that it is downloaded from Yandex Cloud.

Figure 3. Execution flow of Type B

3. Behavior flow for TEST

In the case of TEST, when the APK is executed, it steals information such as infected device
information, SMS, contacts, internal files, and recordings and uploads them to the pCloud.
Although TEST includes Yandex Cloud's OAuth Token, it actually uses only pCloud's OAuth
Token initialized within the pCloud SDK class and does not use the Yandex Token. In
addition, there is no function to send the device's Device Token separately, so we assume
that Type A is for testing purposes only. The string "test-pi-d9b7e" is used in the code to
initialize Firebase functionality, and the functionality is incomplete compared to other types,
suggesting that the attacker used this type for testing.

Figure 4. Execution flow of TEST
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4. Behavior flow for Type C

Type C sends messages to Cumulus via a third-party messaging service called Pushy rather
than FCM. Type C has both hardcoded pCloud and Yandex's OAuth Token values, and an
attacker can update the type of cloud service and OAuth Token via Pushy.

Figure 5. Execution flow of Type C

Detailed Analysis

We conducted a detailed analysis of a messenger impersonation APK called "Fizzle" (named
RambleOn by Interlab) and Clugin version 6.0, which is classified as Type C of Cumulus
types. Below is the entire execution process of a Type C Cumulus.

Figure 6. The communication scenario of Cumulus

Stage 1: Cumulus (Fizzle.apk)

1. Status in SharedPreferences

Cumulus manages the status with SharedPreferences and references it to perform its
malicious behavior. The UUID or TID in the status is used as an ID to identify the infected
device. Initially, it uses the UUID, but if it subsequently receives a message from the attacker
via Pushy, it changes the ID to the TID contained in the message instead of the UUID. Then,
store the Device Token for receiving messages from Pushy in PUSHYT and set CLOUD to P
to communicate with pCloud. The OAuth Token required for cloud communication is
specified in PRIMARY_ACCESSTOKEN. Also, set the Clugin version to VERSION to
request the Plugin{VERSION} file to the cloud, and set the download success to 1 or 0 in
PLUGINDEXDOWN{VERSION}. CLOUD is only supported for P (pCloud) and Y (Yandex),
and is set to P on the first run.

Table 3. Values in status
2. Download Clugin from Cloud

Cumulus references the status to download the Clugin in Dex form from the cloud service.
Since the cloud identifies infected devices by their UUID or TID values, it is possible to install
a different Clugin for each device. After downloading, it calls the LogState method of the
com.personal.info.plugin class.

Clugin path on first run (on Cloud): /P/plugin{}
Clugin storage path (on infected device): ch.seme/Files/.temp/plugin{}.dex

Figure 7. Downloads Clugin and invoke
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Stage 2: Clugin (DEX)

Cumulus downloads and executes Clugin in the form of plugin from the cloud. In this
process, we were able to collect samples of different versions of Clugin, between 1.0 and
6.0. After analyzing each version of the Clugin, the table below summarizes the versions and
features that we found to have noticeable changes.

Table 4. Feature comparison table of Clugin by version
1. Download Command file from Cloud

The Clugin reads the Command file from the cloud and performs information theft according
to the values set in each field. For each field, the data is specified in the format {Type} : {Key}
: {Value}, and the Key and Value are parsed and registered in SharedPreferences. The
C(Command) file can be deleted from the cloud after downloading.

Command file download path: /{}/C

Figure 8. Command file parsing process
Table 5. Keys in Command file
The CMD in the Command file determines whether malicious behavior is performed.

CMD == 0: Do not perform malicious behavior
CMD > 0: Run the service and send the information after stealing it
CMD > 10: Download and load CallRecorder

2. Interact with Cumulus to execute malicious services

The Clugin checks whether the AR and SDPATH values are set in the Command file and
executes the malicious behavior by interacting with Cumulus. If CMD is greater than 0 in the
Command file, the Clugin checks to see if a specific service in Cumulus is currently running,
and if not, executes the service through an Intent. The service in Cumulus directly calls
specific methods in the Clugin to perform the actual audio recording or file collection
behavior. In the figure below, Clugin checks whether a service named "com.sec.mishat.
{ServiceName}" is running, which is the package name of Cumulus. The reason for this
implementation is that the commands are modularized using Clugin, so the version of Clugin
can be updated at any time, taking advantage of the fact that Clugin does not depend on
Cumulus. The malicious behavior executed in this way is as follows.

Update Clugin from the cloud
Audio Record using CallRecorder
Collect files from external storage

Figure 9. The process of how methods are executed in Clugin
Figure 10. Check if a specific service is running in Cumulus
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3. Download CallRecorder

Cumulus reads the CMD from SharedPreferences and if the value is greater than 10, it
downloads an additional CallRecorder from the cloud that performs the call recording
function and calls the CallRecorder's "execute" method.

Figure 11. Downloads CallRecorder and invoke
4. Collect & Exfiltration

Finally, Clugin collects information from the infected device and sends it to the cloud. Here's
what the data is encrypted and how stored in the cloud.

Table 6. List of collected data and upload path
For the stolen items stored in the D path on the cloud, encryption is performed before
exfiltration, which involves downloading an epk file containing the encryption key from the
cloud. The file data is then AES decrypted and Base64 decoded with hardcoded values in
Clugin to extract the RSA public key. Each collected file is then encrypted by randomly
generating an AES secret key, and the secret key is encrypted with the extracted RSA public
key. Finally, the encrypted file data is stored along with the encrypted AES secret key, length
of encrypted AES secret key, Custom Path, and length of Custom Path. If the RSA public key
does not exist, the generated AES secret key is stored in plain.

Secret Key: 1qaz2wsx3edc4rfv5tgb6yhn7ujm8ik,
IV: qwertyuiop456789

Figure 12. Structure of the files to be stolen
The AES secret key and hardcoded IV value used to encrypt files are shown below.

Encryption: AES-256-CBC
Secret Key: Random 32byte
IV: qwertyuiop456789

Figure 13. Encryption flow
Files containing encrypted file data and additional information are named according to the
type of each file. Only the top two formats in the table below are actually used, and a
combination of UUID, cell phone number, and data type is used as the Custom Path.

Table 7. Format of Custom path

Stage 3: CallRecorder

After analyzing the CallRecorder that is additionally downloaded by the Clugin, we found that
it is a DEX file that has a call recording function. CallRecorder records incoming and
outgoing calls and saves them as separate files. The saved recording files are sent to the
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cloud via the Clugin.

Package Name: com.sec.android.acservice

Figure 14. Key features within CallRecorder

Actions when additional messages are received from pushy

An attacker can send messages to Cumulus using Pushy, a messaging service, to update
the status of the malware. This allows the attacker to continuously update the status of the
infected device. The following information can be updated via messages

: Change the upload path for stolen information on the cloud
: Change OAuth Token
: Change cloud service from pCloud to Yandex
: Update the Clugin version
: Set app auto launch

Figure 15. Status update
The flow of malicious behavior executed by Cumulus via the Pushy message service is
shown below. In the first execution, the infected device is identified by its UUID value, but
after that, it is identified by its TID value.

Figure 16. Execution flow when receiving a message from Pushy

Interesting discoveries

We have been monitoring the group’s attack campaign for a few months and have been able
to obtain data from victims compromised by Cumulus and Clugin, as well as test data from
attackers leaked by OPSec failures. We were able to see malicious app deployment tests
and the context of malicious app distribution via messengers.

1. Targeting Chinese Phones

The Scarcruft group has traditionally implemented its messaging capabilities through
Firebase, but in the latest version, it uses a third-party service called Pushy. This is believed
to be in case the targets use mobile devices made in China, such as Huawei. In fact, Pushy
reviews indicate that many people have switched from Firebase to Pushy to ensure a stable
implementation in China.

2. Installed Packages in Test Environment
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We found that the attacker was testing the malicious APK. From the test logs, we could see
the information of the attacker's test device, and from the installed application information,
we could see that VPN and translation applications were installed.

Astrill VPN is used as a VPN application to bypass internet blocking in China, and SpeedCN
is an application that increases the speed of Internet access in China. The presence of a
translation application that can translate Chinese among the installed applications suggests
that the attacker is preparing to target Chinese-speaking users.

Table 8. Installed packages on the test device

Attribution

Our analysis of the Cumulus and Clugin samples reveals a strong similarity in code and
functionality to malicious APKs distributed by the Scarcruft group in the past through
watering hole attacks. The malware used was a mobile version of ROKRAT, which suggests
that the Scarcruft group continued to update it and use it to this day.

Reference:

The malicious APK used by Scarcruft in 2017 drops an additional malicious APK with the
package name "com.android.systemservice", and code similarities between the APK and
Clugin 6.0 were found. The same routine for downloading Command files from the cloud and
registering settings via SharedPreferences is present in both malware. We also found the
same values for the keys registered by the 2017 sample and those in the Command
downloaded by the 2023 sample.

In addition to this, it was found that a similar code was used to collect the same data. In
Clugin 6.0, it was added a part that collects email information from the device.

The package name "com.sec.android.acservice", which is the package name of the
CallRecorder downloaded from the Clugin, had been used in similar samples in the past.

Conclusion

We found that the Scarcruft group has continued to improve the mobile version of the
ROKRAT malware they have been utilizing since 2017 and is still actively using it today.
The mobile version of the ROKRAT malware can be classified as Cumulus, which
receives messages from attackers via messaging services such as FCM or Pushy, and
exfiltrates data to cloud services such as pCloud and Yandex.
As disclosed by Interlab, the group is conducting attack campaigns targeting individuals
and using conversations to convince them to install malicious apps disguised as
legitimate apps, such as image viewers, messenger programs, etc.
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A multi-channel strategy that utilizes cloud services such as Yandex and pCloud, as
well as legitimate services such as Firebase and Pushy for command and control.

IoCs

Full IoC list can be found our github
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fe11b08764fba51236325be852ca1406
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464df52f091f95a561474d4de62a821b
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445922b01b3f8f463cb9f48d74efd9a8
89c669739066ac655a1e2b772bb020f3
a97e22b8ca16452a4ddcb32284d7c7a7
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f58fed1e492f40d28e0bc38dc0f76b35
d7723de89903a04b93c7a9a92d8309c2

ATT&CK Matrix

Credential Access

Steal Application Access Token (T1635)

https://github.com/S2W-Talon/Threat-Intelligence-Report/blob/main/230323_Scarcruft%20Bolsters%20Arsenal%20for%20targeting%20individual%20Android%20devices/IoCs.md
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Persistence

Event Triggered Execution (T1624)

Discovery

File and Directory Discovery (T1420)
Location Tracking (T1430)
Software Discovery (T1418)
System Information Discovery (T1426)

Collection

Archive Collected Data (T1532)
Audio Capture (T1429)

Command and Control

Web Service (T1481)

Exfiltration

Exfiltration Over Alternative Protocol (T1639)


