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FBI and international cops catch a NetWire RAT
theregister.com/2023/03/10/fbi_netwire_seizure/

International law enforcement agencies have claimed another victory over cyber criminals,
after seizing the website, and taking down the infrastructure operated by crims linked to the
NetWire remote access trojan (RAT).

Police in Croatia on Tuesday arrested a suspect who allegedly administered the
worldwiredlabs website, which has sold the NetWire malware for several years. On the same
day, a US judge approved a seizure warrant that allowed federal authorities in Los Angeles
to seize the internet domain, and Swiss law enforcement seized the server hosting the
NetWire RAT infrastructure.

The malware, first discovered in 2012, is often hidden in malicious files. The RAT is a
favourite of cyber crime gangs and state-backed groups, and is frequently delivered by
phishing attacks. After infecting a victim's smartphone or laptop, the RAT's capabilities
include stealing passwords, keylogging, and remotely controlling the device. 

"By removing the NetWire RAT, the FBI has impacted the criminal cyber ecosystem," Donald
Alway, the assistant director in charge of the FBI's Los Angeles field office, declared in a
statement.

https://www.theregister.com/2023/03/10/fbi_netwire_seizure/
https://attack.mitre.org/software/S0198/
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/netwire-rat-hidden-in-img-files-deployed-in-bec-campaign
https://www.justice.gov/usao-cdca/pr/federal-authorities-seize-internet-domain-selling-malware-used-illegally-control-and
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"The global partnership that led to the arrest in Croatia also removed a popular tool used to
hijack computers in order to perpetuate global fraud, data breaches and network intrusions
by threat groups and cyber criminals," Alway added. 

The FBI's Los Angeles bureau opened an investigation into the malware distributor in 2020.
As part of this, undercover agents created accounts on the website, paid for a subscription,
and "constructed a customized instance of the NetWire RAT using the product's Builder
Tool," according to the affidavit in support of the seizure warrant.

As described in a warrant [PDF], Verisign redirected the worldwiredlabs domain to servers
controlled by the FBI.

Neither US nor Croatian authorities released the suspect's name. However infosec journalist
Brian Krebs has identified Mario Zanko of Zapresic, Croatia, as the owner of the domain
since 2012.

The malware peddler allegedly sold NetWire licenses for between $10 and $1,200, according
to Croatian police, who have yet to determine the total illicit haul from selling the RAT. 

Other criminals who bought the malware used NetWire to target healthcare organizations
and banks, they added.

The NetWire takedown follows several other international law enforcement operations over
recent months intended to disrupt high-profile cyber crime gangs.

Earlier this month German and Ukrainian cops, working with Europol and the FBI, arrested
suspected members of the DoppelPaymer ransomware crew and issued warrants for three
other "masterminds" behind the global operation.

In January, US and international law enforcement partners shut down Hive's ransomware
infrastructure following a seven-month covert operation. During that time, the FBI hacked
Hive's network and used that access to provide decryption keys to more than 300 victims –
saving them $130 million in ransomware payments, we're told.

That same month European cops arrested 15 suspected scammers and shut down a multi-
country network of call centers selling fake cryptocurrency that law enforcement alleged stole
upwards of hundreds of million euros from victims. ®
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