Magniber Ransomware Attempts to Bypass MOTW (Mark of the
Web)
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The ASEC analysis team uploaded a post on October 25th to inform the users of the changes that have
been made to the Magniber ransomware. Magniber, which is still actively being distributed, has
undergone many changes to evade the detection of anti-malware software. Out of these changes, this
blog will cover the script format found from September 8th to September 29th, 2022, which bypassed
Mark of the Web (MOTW), a feature offered by Microsoft that identifies the source of files.

Date Extension Execution Encryption Recovery Recovery Environment
Process Process Environment Deactivation
Deactivation (UAC Bypassing)
Process
2022-05- msi msiexec.exe msiexec.exe regsvr32.exe Modifies reference registry upon
07 execution of fodhelper.exe

(HKCU:\Software\Classes\ms-
settings\shell\open\command)

6/14/2022 msi msiexec.exe Running regsvr32.exe  Modifies reference registry upon
Process execution of fodhelper.exe

(HKCU:\Software\Classes\(custom

proglD)\shel\open\command)

7/20/2022 cpl rundli32.exe rundlli32.exe X X

1/4


https://asec.ahnlab.com/en/41889/

Date Extension Execution Encryption Recovery Recovery Environment

Process Process Environment Deactivation
Deactivation (UAC Bypassing)
Process
8/8/2022  cpl rundll32.exe  Running wscript.exe Modifies reference registry upon
Process execution of fodhelper.exe

(HKCU:\Software\Classes\(custom
proglD)\shel\open\command)

9/8/2022  jse wscript.exe  Running wscript.exe Modifies reference registry upon
Process execution of fodhelper.exe
(HKCU:\Software\Classes\(custom
proglID)\shel\open\command)

9/16/2022 js wscript.exe  Running wscript.exe Modifies reference registry upon
Process execution of fodhelper.exe
(HKCU:\Software\Classes\(custom
proglD)\shel\open\command)

9/28/2022 wsf wscript.exe  Running wscript.exe Modifies reference registry upon
Process execution of fodhelper.exe
(HKCU:\Software\Classes\(custom
proglD)\shel\open\command)

9/30/2022 msi msiexec.exe Running wscript.exe Modifies reference registry upon
Process execution of fodhelper.exe
(HKCU:\Software\Classes\(custom
proglID)\shel\open\command)

Table 1. Major characteristics of Magniber ransomware by date (https://asec.ahnlab.com/en/40422/)
Table 1 shows the content of the ASEC blog_post which covers the evolution of the Magniber
ransomware. Among these changes, the threat operator used scripts as the distribution method during
the period from September 8th to September 29th, 2022. Magniber was downloaded through the
typosquatting method, which exploits typos made by the user when accessing domains (See Figure 1).
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Figure 1. Typosquatting distribution method of Magniber

The downloaded file is identified to be from an external source by the Windows Mark of the Web (MOTW)
feature.l?l MOTW operates on New Technology File System (NTFS). The download URL is recorded in a
stream in Windows of NTFS.[® The stream where the URL is saved is created in the file path in the format
of “File Name:Zone.|dentifier:$DATA” and can be easily viewed with Notepad. When the downloaded files
identified by MOTW are executed, a warning message is displayed.
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Figure 2. File recorded by MOTW
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In order to bypass such execution blocks by MOTW, Magniber used a digital signature at the end of the
script during the period between September 8th and September 29th, 2022. Through signing after the
script is compiled, a digital signature on the script*l guarantees that the script has not been modified, and
provides a way to identify the author of the script. According to a post published on Bleeping Computer,!]
the digital signature at the end of the Magniber ransomware script is added to bypass MOTW.

<job><script language="JScript.Encode">$#@-"ANoCAR==-mD- var nyhraiiiexeyac = [71,20€,254,236,14,18,73,200,225,%2

<fscripu> {/ 316
£aignacure> ff 516
#% SIG ** MIIVnwYJKoZIhvcHAQcCoIlIVDCCFYwCRQExCzAJBgUr // SIG
* 5IG ** DgMCGQUAMGCGC1isGAQQBg)cCROSOWIEXMDIGCiSGAQCE // SIG
* 3IG ** gjcCAR4WIAIBAQQQOCAVHhGs441BGiowAQSSNOKAIBARIE // SIG
“* 5IG ** RATBAATBARTIBADAhMAKGBS=CAWIaBQAEFAYw/HBZeyhq // SIG
w* BIG ** g+9/cOSMhOkheNxeolISCICCEWSWggRNoRMCAQICEESE // 516
#* 5IG ** kTRGVZSHNgfJionWl1BYwDQY¥JKoZIhwvcHAQEMBORwezEL // 5IG
* 5IG ** MAKGALIUEBRMCROIXGZAZ khyeXdnandiZ3lr // SIG
* 5IG ** IFh3aiBSYTEQMA4GAIUEBwwHSWFSemViZzEaMBgGALIUE // SIG
* 5IG ** CgwRQ29tbZRVIENBIExpbW10ZIWOxITALBgNVBAMMGERO // 5IG
* 3IG ** cnhvIEEgWGHgeXltIFp2conVnd3JtIDA=FwOyMIHINDIw // SIG
* 5IG ** MDAWMDBaFw0zNDkIMTMyMzUSNT1aMFYxCzAJBgQNVBAYT // 5IG
* 3IG ** AkdCMRgWFgYDVQONEWDSTIWNOaWdvIEXpEWL0ZWOXLTAT // SIG
* S5IG ** BgNVBAMTJEN1Y3RpZ28gUHVibGljIENvIGUgUZlnbmlu // SIG
#* S5IG ** ZyBSb2S0IFIONjCCALIWDQYJKoZIhwcHAQEBBOADgYIP // SIG
* 5IG ** ADCCAgoCggIBAI3nlBIiBCROLvEWIwWKSirauNoWsRSQ3 // SIG
* 5IG ** k55+3H31MaBRbEYEkeNSirXilc70n2MkiYr/TxKT0327 // 516G
* 5IG ** togfvQV/J5trZd0lDGmxvEkSmvFtbgrkoIdn2poNK1Dp // SIG
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Begin signature block

MIIVoWYJHoZ IhveNAQeCo I IVEDCCFYWCAQEXCZATEQUE
DgMCGgUAMGSGCisGA00B ] cCARSgWIBKMDIGCisGAOOE
gicCARGwIAIBAQOOECD B 44 1BG1owAQSSHQKATBAATE
AAIBAATBAATBADARMAKGES SOAWI aBOAEFGOWEaY+T+£C
WylwhénDe2I6ReRNoIISC) CCBNSwggRXoRMCAQICEE] S
kTRGVZSHHgIJionWlBYwDOY Ko ZThveHACEMEQAwe zEL
MAkGRIUEBRMCROIxGzAZBgNVBAGMELV1aHdpZ2J2ayBL
cXB5bHdeZzEQMA4GALUEBWWHU 310 Ymge ] EaMBgGALUE
CigwRO2Z9tbIRvVIENBIEXpLW 10 IWOx ITALfBgNVEBAMMGFdy
bW JkemVc ZHhWIFEQVmdudSBCIESr Y jAe FwlzNDEXN ] Iw
MDAWMDB& Fw04NDMyMzAyMzUSHT LaMF Y xC2AJBgNVEAYT
AkedCHRgwEgYDVOOREWSTZWNOaWdvIExpbW 1 0ZWOxLTAT
BgNVBAMT JFN1Y3RpZ28gUHVibGl) IENVZGUGU21nbmlu
ZyBSb20IFIOR] CCALIWDOYTHoZ IhveNAQEEBQRDG g IF
ADCCAgoCggIBAISn1BIIBCROLVEWIWKSLrauloWsRoQ]
kSs3+3H3iMaBRbEYEkeNSirXileTQhZHkiYz/TxKT0327
£ogevOV/ J5tr2d0l DEmxvEkSmvE thqr ko IMn2poNK1Dp
51uzuGQZpHSHPalxq2GzcTHECW2 w2 ZHXSb20N+0XG130

F|gure 3. Magniber distribution script (wsf, js, jse)
Currently, Magniber is being distributed with an MSI file extension instead of a script format. However,
user vigilance is still required as it goes through frequent changes in its technique to bypass detection.
Additionally, users must be careful when executing files downloaded from untrusted websites.

$@~"LYMCAR==-pD~5tD4/ 4F |~ EElh~bMDCzvFFFSFE ~STHER-1!B

/f SIG // Begin signature block

e
1
e
'
s
e
'
e
'
e
i
e
i
i
i
i
e

SI1G //
5IG //
SI1G //
i
£

s1G
SIG
SIG //
516 //
SIG //
516 //
SI1G //
516G //
S16 //
S1G //
S5IG //
SIG //
516 //
SI1G //

HITVnwYJKoZIhvcRAQCCol IVKDCCFYwCAQEXCZAIBGUD
DgMCEgUAMGCEC1 sGAQQBg] cCAQSgWIBEXMDIGC1 sGROOE
gicCAR4wWJAIBAQOQUECDIBS441BGiowAQS SNOKAIBAAIE
AATBAAIBARIBADANMAKGESs0AWIaBQAEFEQYXzE +bweR
SeBar4H04kecHSgHOTISCICC MCAQICEES S
kTRgVZENNgEJionW1BYwDQY JKoZ ThvcMAQEMBOAwezEL
MAKGALUEBRMCROIXGZA klrZmlOIEFsYXB2
bXFlbmxsczEQMA4GA 1 UEBwwHTHNtdWFjaDEaMBgGRLIUE
CoWRQ2STb2RvIENBIEXpEW10ZWOx ITALBgNVEAMMGER2
aiBSIESvamliIEF2cWVZenVr¥mhpcTAe FwliwMzk3NTgz
NDclMjNaFw02N]M50Tc 10DEyNzNaMFYxCzATBgNVBAYT
AkdCMRoWwFgYDVOOHEWSTZWN0 aWdvwIEXpbW10ZIWOXLTAT
BgNVBAMT JEN1Y3RpZ28gUHVibG1] IENvZGUGU2 nbmin
ZyBSb2S0IFION]CCAL IwDOYIKoZ ThveNAQEBBOADYYIP
ADCCAgoCggIBAI3n1BIiBCROLvEWIWKSirauNoWsReQ]
kS55+3H31MaBROEYEKENS1rXileT0h2MkiYr / TXKTO327
togsvQV/J5trZd01lDGmxvEkSmvFtbqrkoIMn2poNELDR

Currently, AhnLab is responding to the Magniber ransomware with not only file detection but also with
various detection methods. Thus, it is recommended that users activate the Process Memory Scan and
the Malicious Script Detection (AMSI) options in [V3 Preferences] — [PC Scan Settings].

[I0C]
b8e94ffbfc560d56e28¢c10073b911d50
ba7a32f15227c5d30b648bad407e73c80
2da51943a0ea7699b01436eaa01f7a59
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Script File Detection
Ransomware/JS.Magniber (2022.09.08.02)
Ransomware/WSF.Magniber (2022.09.28.02)

Process Memory Detection
Ransomware/Win.Magniber.XM153 (2022.09.15.03)
AMSI Detection (.NET DLL)
Ransomware/Win.Magniber.R519329 (2022.09.15.02)

Reference

[MIExploited Windows zero-day, lets JavaScript files bypass security warnings
[2lMacros from the internet will be blocked by default in Office

[815.1 NTFS Streams

Subscribe to AhnLab’s next-generation threat intelligence platform ‘AhnLab TIP’ to check related
IOC and detailed analysis information.
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