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By David Krivobokov, Research Team Leader

Overview: Berghof PLCs being compromised

On September, 4th, 2022, a hacktivist group “GhostSec” that was previously observed
targeting Israeli organizations and platforms, announced on social media and its Telegram
channel that the group successfully breached 55 Berghof PLC devices in Israel.

1/8


https://www.otorio.com/blog/pro-palestinian-hacking-group-compromises-berghof-plcs-in-israel/

Grestings, 1o all 1he fellow wat

h.%.t,

Oh Israel Mice PLC devices you got, Berghof PLC is a
controller used in various different Industrial automation
we have now hacked 55 different Berghof controllers in
israell! (Video attached ks one example) pholos attached
as well

now now besides the Screenshot prool and videos of us
absolutely fucking the PLC de aLUging ther

industrial avtomation 1o be mega fucked. we also made
sure to dump @ few of the Benghof controllers we hit,
which will be on the next post

ISRAEL WE WILL NOT STOP TILL THE OPRESSION
AGAINST THE PALESTIMIAMN PEOPLE STOR TILL YOU
STOP OCOUPYING THE LAND OF PALESTINE!

lsrael media, we really liked you all calling us "Demon
hackers” Do it again, it really had us all blushing and
flattered really.

To the Palestinian people we see your fight never
surrender to the occupiers and oppressors for this is
your right this is your land you are fighting for, YOUR
horme and basic human rights that you fight for 5o stand
strong and give em heliii

~Ghosts of Palesting <3
| - O Israsl Mice PLC

B -

In the message it published, GhostSec attached a video demonstrating a successful log-in
to the PLC’s admin panel, together with an image of an HMI screen showing its current
state and control of the PLC process, and another image showing that the PLC had been
stopped. In the following message (inset) the group published the dumped data from the
breached PLCs.
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OTORIO’s Research group decided to further investigate the details of this incident with the
goal of understanding how “GhostSec” was able to gain control over these PLCs and
assess the underlying risks.

Diving Into The Breach’s Artifacts

Observing the published system dump of ZIP archives (part_1.zip and part_2.zip) revealed
the public IP addresses (below) of the affected PLCs. This suggests that the devices
were/are publicly exposed to the internet.
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Both archives contained the same types of data — system dumps and HMI screenshots,
which were exported directly from the Berghof admin panel. The panel has this functionality
by design, allowing logged-in users to create a backup and see the current HMI state via a
screenshot.

How were the Berghof PLCs Breached?

At the time of our investigation, the IPs were still accessible through the Internet. Access to
the admin panel is password-protected. However, trying a few default and common
credentials resulted in a successful login.
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The HMI screenshots can be taken and viewed simply by accessing the “Screenshot” tab:
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The system dumps were similarly done by just accessing the “System Dump” tab in the
admin panel:
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Although access to the admin panel provides full control over some of the PLC’s
functionality, it does not provide direct control over the industrial process. It is possible to
affect the process to some extent, but the actual process configuration itself isn’'t available
solely from the admin panel.

Does GhostSec have OT Capabilities?

From our research, we concluded that Berghof uses CODESYSS technology as its HMI, and
is also accessible via the browser at a certain address. From our observations of
GhostSec’s proofs of breach, we did not know whether GhostSec gained access to the
HMI. But we've confirmed that the HMI screen was also publicly available.

The HMI exposes the configuration of the industrial process:
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With Shodan Anyone Can Be a Hacker

Communication in industrial networks is maintained over dedicated industrial protocols.
Looking at the scanning results in the Shodan, search engine for Internet-connected
devices shows that this PLC has few open ports:

e 80-HTTP
e 8080 -HTTP

e 502 — Modbus

.t © OpenlapTies Salelte & MapTier © OpenStreetMap contributors

[ Regular view »_RawData "D History 8]

@& General Information

80 502 8080

A 80 s TCP
Israel
DrayTek Vigor Router
Tel Aviv
Partner Communications Lid.

Partner Communications Lid.

AS12400
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While the HTTP ports provide access to web services, Modbus is the industrial protocol.
Modbus allows transferring data between the PLC to the HMI/SCADA systems, as well as
probing and changing its values.

Conclusion

Unlike cyber attacks on IT infrastructure, OT security breaches can be extremely dangerous
since they can affect physical processes and, in some cases, even lead to life-threatening
situations.

While GhostSec’s claims are of a sophisticated cyber attack, the incident reviewed here is
simply an unfortunate case where easily overlooked misconfigurations of industrial systems
led to an extremely unsophisticated attempt to breach the systems themselves.

The fact that the HMI probably wasn’t accessed, nor manipulated by GhostSec, and the
hackers were not exploiting the Modbus interface, shows an unfamiliarity with the OT
domain. To the best of our knowledge, GhostSec hadn’t brought critical damage to the
affected systems, but only sought to draw attention to the hacktivist group and its activities.

Despite the low impact of this incident, this is a great example where a cyber attack could
have easily been avoided by simple, proper configuration. Disabling the public exposure of
assets to the Internet, and maintaining a good password policy, especially changing the
default login credentials, would cause the hacktivists’ breach attempt to fail.

OTORIQO"s reconOT helps critical infrastructure companies and industrial manufacturers
prevent these kinds of breaches, whether of Berghof PLCs or those from other
manufacturers. It does so via automatic, OT-centric reconnaissance to discover a
company's assets as they are seen by a potential attacker.

To learn more, contact OTORIO's OT security professionals.
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