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Research indicates that a Ransomware attack occurs every 11 seconds roughly translating to an approximate 3 million attacks throughout the
year. Ransomware attacks are no longer reserved events. Companies are at a constant threat to their revenue, data, brand, image, and
subsequent shutdown of the business.

Redeemer ransomware was initially identified in June 2021, and since then, four public versions (1.0, 1.5, 1.7, and 2.0) have been released.
This article contains the technical analysis of the Redeemer ransomware and its various features.

Evolution of the Redeemer Ransomware 2.0

The threat actor, Cerebrate operating on a cybercrime forum named Dread has been actively promoting the Redeemer ransomware. They
have recently started operating on the Breached forum and have released its latest version (version 2.0) on the same.

Redeemer has gone through four version changes since September 2021. The latest version includes improved graphical features such as a
GUI builder interface, an icon change for encrypted files, a detailed instructions list, etc. The threat actor also claims to have added support for
Windows 11 along with few cryptographic changes to the latest version. The image below describes the features added with each version
release of the Redeemer ransomware.
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Version 1.0 Version 1.5

First public release, made entirely from scratch in C++.

* No dependencies for target machines, other than
Windows Vista or later operating system.

» Runs only with admin privileges and stops operating if

another copy is found to be active.

Automatically melts and hides itself.

Unbreakable encryption of all files and extensions on all

drives, requiring permissions from both the attacker

|
|
|
| e Second public version which works with any crypter
|

|

|

|

|

|

| and the ransomware creator to decrypt.
|

|

|
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|
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|

|

|
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supporting x86 C++ executables. |

e Deletes backup and catalog twice |

e Fixed a bug in the key checking process. |

e Keys are now in a new format, which makes them more |
readable (public, affiliate and master keys).

e Improved ransom note. |

s Ransom note appears on login screen. |

e When someone opens an encrypted .redeem file, a |

|

|

|

|

|

|

|

|

|

|

Multithreaded (Memory and CPU efficient).

Does not require an Internet connection and C&C.

Only accepts XMR as payment.

Clears computer logs twice (before and after encryption

process) and deletes itself after completing its task.

¢ Shreds original files and removes their shadow
copies, rendering them unrecoverable.

* Does not encrypt files present in the
Windows/Program or Files/Program Files
(x86) folders.

¢ Doesn't encrypt .exe, .dll, .Ink, and .url

files.

proper message appears.
e More clear error handling while decrypting with invalid
keys.

REDEEMER

RANSOMWARE

Version 1.7 Version 2.0

s Third public version having automatic
encryption of all available network storages.
Fixed a typo in the ransom note.

Auto-kills processes/services related to databases
and other similiar software.

More protection for the operating system.

The output is always an executable, i.e, .exe is the
extension of all the output filenames.

|

|

I

e Fourth public version having a new |

affiliate toolkit with GUI (no dependencies). |

e New decrypter with GUI (no dependencies). |

+ Modified ransom message. |

» Added option of using XMPP Chat/Tox Chat/up to two |
emails for communication.

» Fixed ransomware for Windows 11. |

e Prevented Windows damaging in some cases. |

e Amount and campaign ID added to the Redeemer |

|

|

|

[

|

|

|

|

|

|

.

executable and affiliate decryption process.

e All encrypted files now have a new icon that indicates
they were encrypted.

e Lot of other small fixes.

Modus Operandi

Using the builder executable, the attacker creates a ransomware executable.

® The attacker specifies an RSA private key file, email address for contact, XMR amount and the option to disable ‘melt’, if
N a crypter is being used to encrypt the ransomware. Enabling ‘melt’ will make the ransomware executable delete itself and
relocate to a random directory on the system, and execute from there in a hidden state.

Using the Generate Key Pair option, an RSA private key is generated which is sent to the Malware author (Cerebrate)
along with the encrypted public key generated by the ransomware executable. The public key is received from the victim.
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@]ﬂ The Malware author (Cerebrate) will share the master key only upon having received 20% of the collected ransom
amount. Thus, the victim can only decrypt their files once 20% of the ransom payment has been made by the affiliate
attacker.

| Related Read Technical Analysis of Emerging, Sophisticated Pandora Ransomware Group

Details of the Ransomware

« This Ransomware is written in C++ and comes with a builder and decrypter executable.
It uses the following encryption algorithms:
o AES256 is used to encrypt the files on the victim’s computer
o RSA is used to encrypt the key
« The ransomware clones itself with the name of a system executable file (eg. conhost.exe), and creates a hidden folder for itself in the
Windows directory.
It terminates all the running processes and executables which may pose a threat to the encryption routine.
It deletes all shadow copies of files and clears all event as well as application logs using wevtutil, vssadmin, and wbadmin.
It uses multithreading in order to enumerate the filesystem and encrypt files. It creates 35 different threads that point to the same
encryption routine.
It also modifies the Winlogon registry value and sets it to display the ransom note. Thus, when a user logs into the machine, the ransom
note is displayed.

Technical Analysis

Ransomware Signature

The signature of this executable shows us that it is written in C++. When conducting the string analysis, multiple Base64 encoded strings were
observed, some of which get decoded to the public key used for encryption, and powershell commands. Upon decoding one of these strings,
the following translation was obtained: ‘Redeemer Ransomware — Your Data Is Encrypted’.

e

imphash DO1BD2IA3EFA031CI323F1030640368E
I .. signature Microsoft Visual C++ I
o) tooling Visual Studio 2015 - 14.0.3.d
) entry-point E3410A 0000 E987FEFFFFCCCCCCCCCCCCCCS18D4C24042BCBTBCOF7 D023 CBBBCA 25

Signature of the executable file indicatina that'it is written in C++
-

An

d2JhZG1pbiBkZWx1dGUgc31zdGVtc3RhdGViYWNrdXAgLWR1bGVOZWI sZGVzdCALcXVpZXQ=

UmVkZWVtZXTgUmFuc?29td2FyZSAtIF1vdXIgRGFBYSBIcyBF bmNyeXBOZW0=
Software\Microsoft\Windows NT\CurrentVersion\Winlogon

531N an
encoded ransomware string

Stage | — Pre-Encryption Operations

Mutex Creation

Upon execution, Redeemer first hides its console window by using a call to the ShowWindow Windows API. It then creates a Mutex, called
the RedeemerMutex, in order to make sure that multiple instances of the ransomware are not running on the same system.

1| handle0fConsoleWindow = GetConsoleWindow();
2| ShowWindow(handleOfConscleWindow, @);

Code

288 hMutex = CreateMutexA(®, 1, "RedeemerMutex")};
for hiding the process window and creation of the Mutex

String Encoding

An RSA public key, ransom amount, and contact email ID are then loaded as Base64 values into memory and decoded for further usage. This
Ransomware heavily uses Base64 for string encoding purposes.
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[
ol

7| sub 45@DAB(R&v113, ( DWORD *)@xSC9688, @, @xFFFFFFFF);// base64 pub key

L]
0
w

sub_458D0A8(&v113, (_DWORD *)@x5C9628, @, @xFFFFFFFF)i// base64 ransom amt

sub 45@DAB(&v113, ( DWORD *)BxSCBCGEC, @, @xFFFFEFFF);// basef4 email id

ptr in mem(&v11s,  DIORD *)@xSCI6E8Y
publ /Decoded = (void *)b64 Decoder((const char *
move_decoded( (vold ")m, publickeyDecoded);
sub_44EF2@(v125);

loads be4ptr in mem(&.1

7, w118);// Decodes pub key I

R

o DWORD *)@x5C9628);

[ R R
=1 @

WL LW W W W

7| |ransomfémtDecoded = (void *)b64_Decoder({const char *)v113, v11l4, w115 w117, v118);// Decodes ransom amtl
8| move_decoded(vold T JBXGLOBIE, ransoniniiecodea);

a| sub_44EF2@(viz4);
12| loads be4ptr in mem(&v115, ( DWORD *)@x5C8C6CH;
11| [emailIdDecoded = (void *)b64 Decoder((const char * v117, v118);// Decodes email id |

move_decoded((void - JBX5LBL6L, emallldbecodedy;
Code for loading and decoding Base64 values, and storing them for later use

Stage Il — Preparing for Encryption

The second stage of the ransomware is dictated by the transfer of control to a specific logic section that is controlled by the argument count
value. This is done by moving itself under a different name to a world writable directory as shown in the image below.

sub_44EE8@(1lpPathName, word_SB6328); // list with file and folder names
vis3 = 2,
w12z = _timegd(@);

srand{v12);

SHGetFolderPathi (@, 8x24, @, @, pszPath); // gets path for SYSROOT
sub_44EE8@(v237, L"conhost.exe™);

LOBYTE(v253) = 3;

sub_44EE88(v238, L"sglserverl.exe"};

LOBYTE(v253) = 4;

sub_44EEBB(v239, L"calc.exe");

LOBYTE(v253) = 5;

sub_44EE8B(v240, L taskmgr.exe"); Executables
LOBYTE(v253) = B;

sub_44EE8@(v241, L"taskhost.exe");

LOBYTE(v253) = 73

sub_44EE8@(v242, L"svchost.exe");

LOBYTE(v253) = 8;

sub_44EE8@(v243, L"lsass.exe™);

LOBYTE(v253) = 9;

sub_44EE8@(v238, L"svchost\\");

LOBYTE(v253) = 1@;

sub_44EEBB(vZ31, L"SQLWA");

LOBYTE(v253) = 11;

sub_44EEB@(v232, L"TEMPfolderri\");

LOBYTE(v253) = 12; . .
sub_44EEBB(v233, LTEMP_DATA_WINDOWS\\") Directories
LOBYTE(v253) = 13;

sub_44EE8@(v234, L"TEST_\\");

LOBYTE(v253) = 14;

sub_44EE8@(v235, L"WIN_TEMP_\\");

LOBYTE(v253) = 15;

sub_44EE8@(v236, L"ProgramData__\\");

LOBYTE(v253) = 16;

sub_44ED8B(pszPath);

sub_44ED38(L"N\");

The list of random executable and directory names
A new instance is spawned that does the encryption. The name of the newly spawned process will be randomly chosen from the list shown in
the image above. The entire process breakdown is covered in the following section:

The ransomware randomly chooses the directory and executable names by using the logic shown below. It also sets the directory
attributes to hidden using the SetFileAttributes Windows API. In this case, the directory selected is C:\Windows\SQL and the executable
name is taskmgr.exe.

randFolderNumb
decideName

= rand();
[6 * (randFolderNumber % 7)1, @, -1);// Decides name of new directory using randFolderNumber

CreateDirectoryw(v13, v118); // creates directory in C:\Windows\

v14 = 1pPathi

v15 = lpPathName;

( v2ld >= 8 )

14 = lpPathName[@];

( w214 >= 8 )

lpPathName[0];
GetFiled i

leAttribute
cutal

// sets directory attribute to hidden

rande
decideName (&0231[6 * (randE

1 2 cutablelumber % 7)], @, -1);// Decides executable name using randExecutableNumber
Logic for determining the file and folder name combination

Now, the ransomware executes its copy using the ShellExecutelw Windows API, while taking the path to the old exe as an argument.
This is done in order to delete its old copy and continue running as an imposter system executable, which will commence the encryption.
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25| setFileattributesw{vis, vis | 7);

26| w17 = ElpExistingFileName; /f takes original exe as argument

27 :Lf ( ag »= 8 )

28 ! = 1lpExistingFileName; : H :
20| vis = &ipliewrilename; Executing the new executable while accepting
38 1f { alz »>=8 )

31 w18 = lpNewFileName;

32| ShellExecutewW(e@, L"open"™, v18, v17, @, 2); fF [new exe] [old exe]

the old one as an argument
The routine for directory enumeration and encryption will begin only after the above argument condition is met. A check is implemented
for the same by counting the number of arguments passed to the executable.

if { argec =1 ) // checks for number of args. will start encryption only when new exe is created. [old exe] [new exe]

sub_44EE88(lpFileName, argv[1]); // original exe
v18 = 1pFileName;
if { value »= 8 )
v1l8 = 1lpFileName[@];
DeleteFileW(v1g); [/ f/Deletes original exe
if ( value »= 8 )
sub_451A6B(1pFileName[@], value + 1);
value = 7;
1pFileName[4] = @;
LOWORD(1pFileNamel@1) = @:
ode for checking the arguments and deleting the original executable if criteria is met

The new executable then runs the Windows Event Utility (wevtutil) commands using CMD in order to clear important event logs. The
vssadmin and wbadmin commands are used to delete all shadow copies, backup catalogs, and system-state backups in order to make
file recovery impossible.

LWL L Ld L L) Ll L Ll W L L

W U R R Ra R R Ra R ORD RO

R S0 00 S G R

(@)

538 subﬁtlﬁé[AB(é';;;i; "dnNzYWRtaW4g7GVsZXR1TIHNOYWRvd3MgLBF shCAVUXVPZXQ=", @x38u);// vssadmin delete shadows /A1l /Quiet

559 sub_45@CAB(&v113, "d2V2dHVBakwgY2x1YXIthGInIEFwcGxpY2F@alou”, @x28u);// wevtutil clear-log Application

588 5ub7456CA9(;§‘-.-' '3: "d2v2dHV@alwgY2x 1YXItbGInIFNLIY3VyaXR5"™, @x24u);// wevtutil clear-log Security

617 sub_4SéCA9(§‘.-;;3, "d2v2dHV@akwgY2x1YXIthGInIFNLdHVW", @x2eu);// wevtutil clear-log Setup

646 sub_456CAB(é':113: "d2v2dHV@akwgY2x1YXItbGInIFNSc3R1bO==", @x24u);// wevtutil clear-log System

675 sub_458CAB(&v113, "d2IhZGlpbiBkZWx1dGUgY2F@YWxvIyAtcXVpZXQ=", @x28u);// wbadmin delete catalog -quiet

784 5ub_456[AB(.§'-,-;;3, "d27hZG1lpbiBkZWx1dGUgc31zdGVEc3RhdGVIVHNrdXAZLWR1bGVEZWISZGYZACALCKVPEXQ=", Bx48u);// wbadmin delete systemstatebackup -deletecldest -quiet

Commands executed to clear event logs and delete shadow copies
The ransomware terminates executables and services (including security applications) which might hinder the encryption operations. The
code for this is hardcoded in the program as Base64 strings which are decoded using the taskkill and net stop commands. (Refer to the
List of Executables & Services Terminated by the Ransomware)

416 for ( k = 6876632; k != 60877928; k += 24 )

417

418 loads_b64ptr_in_mem_maybe(v24, kj;

419 V25 = 234;

420 sub 44F9c9(& /13, "IiA+bnvs");

421 = b64 Decoder(v13, v14, vi 16, v17, v18);

422 LOBYTE( 25) = -21;

423 vl7 = w24;

424 |sub 44FBCO(&v11, "dGFAEQtprngBYgLB-lNICI-") // taskkill /F /IM |
425 bed_Decoder » w12, w13, w14, v15, vle)};

426 LOBYTE(v25) = -28;

427 sub_452080 (v17);
428 LOBYTE(v25) = -19;

429 vG = sub_45926@(v23, v18);

430 v7 = sub_44EF18{v6);

a31

432 = ENH

433

434 H

435 sub_445F20(y 23) Commands used to terminate executable
436 vas = -1;

437 sub_44EF2@(v24);

438 }

439 for ( 1 = 8@77992; 1 != 6@8236@; L += 24 )

448

441 loads_b64ptr_in_mem_maybe(v23, 1};

442 w25 = 238;

443 sub 44F9C9(& 13, "IlAveSA+bn\-’s")'

444 = b64_Decoder(vl3, vld4, v 17, vlg);
445 LOBYTE( 25) = -17;

446 1

447 "bmvmﬂ«s{ls{ 77 net_stop ]
448 | w13, wvld, /16);

449 LOBYTE(v25)

458 sub_452080 (1
451 LOBYTE( /25)
= sub 459269( 2@

453 2
454 executeCMD

and services which might hinder encryption
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« The ransomware also edits the Software\\Microsoft\\Windows NT\\CurrentVersion\\Winlogon</strong > registry key, modifies
the LegalNoticeCaption and LegalNoticeText values, and sets them to the ransom note. Thus, when a user logs in, the

ransom note is displayed.
* The ransomware also creates an exception list so that it does not encrypt the following:
o System and OS directories
o Redeemer ransomware (i.e itself)
o Ransom note
o Already encrypted files

if ( RSN o] > *(vc + 4) )
{
_Init_thread header(6076624);
if ( EORSRSEEENe o1 -- -1 )
{
sub_44FEE80(0x5CB3BO, L".exe");
sub_44FEE80(@x5CB3C8, L".d11");
sub_44EE80(@x5CB3E@, L".ini");
sub_44EE80(@x5CB3F8, L".1nk");
sub_44FEE88(0x5CB418, L".url"};
sub_44FE80(0x5CB428, L".redeem");
sub_44FE88(0x5CB448, L".sys");
LOBYTE(v28) = @;
atexit(sub_54A0C8);
_Init_thread footer(6076624);
b

¥
i ( S (0] > (. - ) )
{

_Init thread header(6082884);

if ( RSN o] -- 1)

{
sub_AAEE8(Ox5CB88S, L"Read Me.TXT");
sub_44FE88(0x5CB8AB, L"bootTel.dat");
sub_44FE88(0x5CB8B8, L"desktop.ini');

skipped extensions and files

Code highlighting the

| Related YourCyanide: An Investigation into ‘The Frankenstein’ Ransomware that Sends Malware Laced Love Letters

Encryption

Redeemer is capable of enumerating and encrypting both local files and network-attached drives.

114
115
116
117
118
119
128
121
122

123

while { (*{&v34[1] + *(LODWORD{v34[@]) + 4) + 4) & 1) == @ )// encryption loop

sub_454DB@(v36, I3, viZ);
V14 = 16 - v34[1] % 16;
if (w14 == 16 )
vid = @;
sub_45F9B@(v3G, v3T, 4B96, v2E, &v4l, 1); // AES work
iF ( v34[1] )
sub_454C1@(v37, LODWORD(v34[1]) + v14, (v34[1] + v14) »> 32);
¥

It enumerates local drives using the following GetLogicalbDrives Windows APlIs:

o For the local files, it uses SHGetFolderPath
o For network assets, it uses WNetEnumResource .

It executes these operations using a loop with FindFirstFile and FindNextFile .

74
75
76

78

79

f 1 IMEMORY[@xSCB36C] |

1
SHGetFolderPathi(®, 36, B, 8, Bx5CBASE);
ExpandEnvironmentStringskW(L"¥Programi6432%", OxS5CCF38, @x184u);
SHGetFolderPathw(B, 42, @, 8, BxSCBE60);

The ransomware encryption loop
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1w B

Bytes);

w0 oo

@

Enumeration of local and network files and folders

while { 1)
{
memset(vi, @, dwb )i
if ( wWhNetEnumResourceW(hEnum, &c(
break;
It should be noted that this ransomware uses multithreading for encryption, which makes it efficient in terms of CPU usage. It creates 35

different threads, each pointing to the encryption routine.

[ =)

[NT RN RN NYRR YR VYR NTRY S NI S SO ST ¥

oo

Screenshot of the threads created by Redeemer

69392E;

and writes the decoded value to a file named Read Me.TXT. The encrypted files are saved with the

Screenshot of encrypted file names

nl.redeem

Ransom Collection

When an encrypted file is clicked by the user/victim, the following message is displayed.

Message from hacback17 7/27/2022 3:59 AM >

Redeemer Ransowmare - this file cannot be opened until decrypted. . . .
Check ReadMe. TXT for more details how to decrypt your file, Screenshot of the message dlsplayed upon opening an encrypted file

The ReadMe.TXT file containing the ransom note is displayed in the image below.
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7| Read MeTXT - Notepad
P

File Edit Format View Help

888 888 888

888  d88P .d8Sb. .d88888 .d88b. .d88b. B88888b.d88b. .d88b. 888d888
8388388P" dBP YBb dB8" 838 dBP Y8b d38P Y8b 888 838 "88b dBP YB8b 888P"
888 T88b 888 888 888 B8B88 883 33883888 888
888 T88b Y8b. Y88b 838 YB8b. Y8b. 888 888 883 Y8b. 838
888 T88b "Y8888  "Y88888 Y8888 Y8888 B8B88 888 888 Y8888 888

Made by Cerebrate - Dread Forums TOR
[http://dreadytofatroptsdj6ie713xptbetbonoyno2yv7jicoxknyazubrad.onion/d/Redeemer]

[Q1] What happened, I cannot open my files and they have an odd extension?
[A1] Your files have been encrypted by Redeemer, a new ransomware operation.

[@2] Is there any way to recover my files?
[A2] Yes, you can recover your files. This will however cost you money in XMR (Monero).

[@3] Is there any way to recover my files without paying?

[A3] Without paying it is impossible your files.

Redeemer uses most secure algorithms and a sophisticated encryption scheme which guarantees security.
Without a proper key, you will never regain access to your files.

[Q4] What is XMR (Monero)?

[A4] It is a privacy oriented cryptocurrency.

You can learn more about Monero on getmonero.org.

You can view ways to purchase it on www.monero.how/how-to-buy-monero.

[Q5] How will I decrypt my files?

[A5] Follow the general instructions:

-1. Buy 1eeeoeee XMR.

-2. Contact dddd@dddd.com and send the following key:

Mzclpa5tKudBine7MLqICP5w3opfdISbDF@QXbIFaU7BhtoEbs
ZQPOhQKFGU7ulcuw938Qzedeo3j]7zkYE@sLaxk1b5AGFnDgWL
ktUjgNCGPvZ3g5/H52karx2vF9jqlzsVONTDTDirARMXjYKOID
YCmIbBHHbEUBCF90K2sDi5PMtr8+218x4dDUofLZgLUWSLXz7MK
2FFkccaHwHd03C3KxNSUy chibe2UKIZc Y0P dWHMHACDAdxHmME
z1TXRa/z048cPKrZEQ3PO5SKBquaPFKyAndsVh7yR3d1]ZCEeil3
aeVBAks8Xg3rYIpcLMHzn5kk8kf75tET1s25dQ/RYQkxRM7rp]
aRyWuK7tVsTtM1j9eyI/crQyCAulULi5wSwilj44hd24XNLbYn
BI1alUphYADh,/FdFvMSKNWqk6gVWBIUDALIgk/ jQOFYgbTnkXA
8I253KeGTBKO+IN3bbOCP331sVubkui2s5orT2mCEmk2cdTotx
butFhWIkvH@mAQhEWBiRLdbmggoZX2/RwgsKgIllri8cvNRj5e9
ZAg/idBROUEG/IrF3adlPK1asVIoBRZU2IFaMfesgSuRPhwZEW
/MJ3ZyMFIYKdsHx/OwZCyxVI63awZ t1t jelidtriRaFg00YrzqQ
uJ /LMZF8ICU0j11IUpxFwliCx50Y52n3gf fmu==

----- END REDEEMER PUBLIC KEY-----

-3. You will receive an XMR address where you will need to pay the requested amount of Monero.
-4. After you pay and the payment is verified, you will receive a decryption tool and a key which will restore all your files and your computer back to normal.

Screenshot of the ransom note (Read Me.TXT)
« To decrypt their files, the victims are asked to pay the demanded ransom amount in Monero.

« Once the ransom payment is verified, the victim receives a decryption tool and a key which allows them to restore their files.

| Read Also Analysis and Attribution of the Eternity Ransomware: Timeline and Emergence of the Eternity Group

List of Executables & Services Terminated by the Ransomware

Executables to be terminated

1cv4.exe infopath.exe ocautoupds.exe steam.exe
1cv5.exe isqlplussvc.exe ocomm.exe synctime.exe
1cv6.exe mbamtray.exe Ocssd.exe tbirdconfig.exe
1cv7.exe mongod.exe onenote.exe thebat.exe
1cv8.exe msaccess.exe oracle.exe thebat64.exe
agntsvc.exe msftesql.exe outlook.exe thunderbird.exe
cntaosmgr.exe mspub.exe pccntmon.exe tmlisten.exe
code.exe mydesktopqos.exe postgres.exe visio.exe

dbeng50.exe

mydesktopservice.exe

powerpnt.exe

winword.exe

dbsnmp.exe

mysqld-nt.exe

sqgbcoreservice.exe

wordpad.exe

devenv.exe mysqld-opt.exe sqlagent.exe xfssvccon.exe
encsvc.exe mysqld.exe sqlbrowser.exe zoolz.exe
excel.exe notepad++.exe sqlservr.exe

firefoxconfig.exe ntrtscan.exe sqlwriter.exe
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Services to be Terminated

ARSM EPSecurityService MBEndpointAgent MSSQL$TPS

AcrSch25vc EPUpdateService MSExchangesES MSSQL$TPSAMA
AcronisAgent ESHASRV MSExchangelS MSSQLSVEEA
AcronisVSSProvider EhttpSrv MsExchangeMGMT MSQL2008R2

Antivirus EnterpriseClientService MSExchangeMTA MSQL2012

Backup ExecAgentAccelerator EraserSvc11710 MSExchangeSA MSSQLFDLauncher

Backup ExecAgentBrowser EsgShkernel MSExchangeSRS MSSQLFDLauncher$PROFXE

Backup ExecDeviceMediaService

FA_Scheduler

MSOLAPSSSQL_2008

MSSQLFDLauncher$SBSMO|

BackupExecJobEngine lISAdmin MSOLAPSSYSTEM_BGC MSSQLFDLauncher$SHARE}
BackupExecManagementService IMAP4Svc MSOLAPS$TPS MSSQLFDLauncher$SQL_20
BackupExecRPCService KAVES MSOLAP$TPSAMA MSSQLFDLauncher$SYSTEN
BackupExecVSSProvider KAVFSGT MSSQL$BKUPEXEC MSSQLFDLauncher$TPS
DCAgent MBAMService MSSQL$BKUPEXEC MSSQLFDLauncher$TPSAM/
NetMsmgActivator SMTPSVC SQLAgent$SQLEXPRESS SQLWriter
OracleClientCache80 SNAC SQLAgent$SQL_2008 SQLsafeBackupService
PDVFSService SQLAgent$BKUPEXEC SQLAgent$SYSTEM_BGC SQLsafeFilterService
POP3Svc SQLAgent$CITRIX_METAFRAME SQLAgent$TPS SamSs

RESVC SQLAgent$CXDB SQLAgent$TPSAMA SepMasterService
ReportServer R SQLAgent$ECWDB2 SQLAgent$VEEAMSQL2008R2 ShMonitorSmcService
ReportServer$SQL_2008 SQLAgentSPRACTTICEBGC SQLAgent$VEEAMSQL2012 Smcinst
ReportServer$SYSTEM_BGC SQLAgentSPRACTTICEMGT SQLBackups SntpService
ReportServer$TPS SQLAgent$PROD SQLBrowser SophosAgent
ReportServer$TPSAMA SQLAgent$PROFXENGAGEMENT SOLSERVERAGENT SophosAutoUpdateService
SAVAdminService SQLAgent$SBSMONITORING SQLSafeOLRService SophosCleanService
SAVService SQLAgentSSHAREPOINT SQLTELEMETRY SophosDeviceControlService
SDRSVC SQLAgent$SOPHOS SQLTELEMETRY$ECWDB2 SophosFileScannerService
[email protected] VeeamMountsvc ekrn mozyprobackup
VeeamBackupCatalogDataService = VeeamNFSSvc kayfsslp msftesql$PROD
VeeamBackupSvcVeeamBrokerSve VeeamRESTSvc kinagent ntrtscan
VeeamCatalogSvcVeeamCloudSvc VeeamTransportSvc macmnsvc sacsvr

VeeamDeploySvc W3Svc masvc sophossps
VeeamDeploymentService WRSVC mfefire svcGenericHost
VeeamEnterpriseManagerSvc Zoolz2Service mfemms swi_filter
VeeamHvintegrationsvc bedbg mfevtp swi_service

Indicators of Compromise (loCs)

Executable

DD11587CAEC6E3C2AFB13329D326FB4E41AA6236702F498ACFCB3401A596075E

Hashes
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Appendix

Redeemer Version 1.8 - First Public Version

Made entirely in C++ from the ground up

No dependencies for target machines, other than Windows Vista or later operating system

Runs only on admin privileges

- Automatically melts and hides itself

Prevents itself from running if another copy is detected as currently running

Unbreakable encryption of all files and extensiocns on all drives

Multithreaded and very memory and CPU efficient

- Does not require an Internet connection and C&C to function

- Uses a very secure encryption scheme that ensures that both you and me have to give our permission to decrypt the files
Only accepts XMR as payment

Clears computer logs twice (before and after encryption process) and deletes itself after it's finished
Removes shadow copies of files

- Shreds the original files, so they can't be recovered using any tool

Doesn't encrypt files in Windows/Program Files/Program Files (x86)

Doesn't encrypt .exe .dll .lnk .url

Redeemer Version 1.5 - Second Public Version

Deletes backup & catalog twice

This version works with any crypter that supports x86 C++ executables (turn off melt in build options if you're using a crypter)
Fixed & bug in the key checking process

- Keys are now in a new format, which makes them more readable (public, affiliate and master keys)

Improved ransom note

Ransom note appears on login screen

When someone opens encrypted .redeem file, they get a proper message

- More clear error handling when decrypting invalid keys

Redeemer Version 1.7 - Third Public Version

Now all available network storage are automatically encrypted

- Fixed a typo in the ransom note

Auto-kill of processes and services related to databases and other similiar software
More protection for the operating system

MNow the output is always an executable (.exe is added to the end of the output filename)

Redeemer Version 2.8 - Fourth Public Version

New affiliate toolkit with GUI (no dependencies)

New decrypter with GUI {no dependencies)

- Modified ransom message

- Added option of using XMPP Chat/Tox Chat/up to twoc emails for communication

Fixed ransomware for Windows 11

Prevented damaging Windows in some cases

Added amount and campaign id to the Redeemer executable and affiliate decryption process, so the affiliate sees the requested amount/campaign id
- Now all encrypted files have a new icon which makes it more clear that they were encrypted

Lots of small fixes

Image of the Redeemer version changelog shared by the actor
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Redeemer Ransomware - Your Data Is Encrypted
8888888b. 888

888 Y88b

888 888

888 d88P .d88b. .d88888 .d88b. .d88b. 88888b.d88b. .d88h. 888888
8888883P" d8P Y8b d88" 838 d8P Y8b d8P Y8b 888 "888 "88b d8P Y8b 838P"
888 Te8b £8880888 832 838 88880808 88882823 888 888 888 8888888

888 T88bY8b. Y88b883YSh. YSb. 888 888 888Y8h. 888

888 T88b "YB888 "YS8388 "Y8388 "YS883 888 838 888 "Y8888 888

Made by Cerebrate - Dread Forums TOR
[http://dreadytofatroptsdj6io7I3xptbetbonoyno2yvijicoxknyazubrad.onion/d/
Redeemer]

[Q1] What happened, | cannot open my files and they have an odd extension?
[A1] Your files have been encrypted by Redeemer, a new ransomware operation.

[Q2] Is there any way to recover my files?
[A2] Yes, you can recover your files. This will however cost you money in XMR Screenshot of the ransom note
(Monero).

[Q3] Is there any way to recover my files without paying?

[A3] Without paying it is impossible your files.

Redeemer uses most secure algorithms and a sophisticated encryption scheme
which guarantees security.

Without a proper key, you will never regain access to your files.

[Q4] What is XMR (Monero)?

[A4] It is a privacy oriented cryptocurrency.

You can learn more about Moneroc on getmonero.org.

You can view ways to purchase it on www.monero.how/how-to-buy-maonero.

[Q5] How will | decrypt my files?

[A5] Follow the general instructions:
-1. Buy 1000000 XMR.

A Faminct bhhbhAkbbb cnon ned nned 2he Fallmeeime e

displayed on startup
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888
¥88b 888
888 888
d8sP .dssb. .d8s8ss .dssb. .d8s8b. 88888b.dssb. .d8sb. 888dsss8
3888888P" d8P YBb d88" 888 d8P YBb d8P YBb 888 "888 "88Bb d8P YBb 88s8p"
288 T88bh ©S8BB88888 B8E 535 BEEE3535 SEEE85888 BBE 5838 BBE B353B8888 888
388 T88b Ysb. ¥88b 888 Ysb. ¥8b. 888 888 888 ¥sb. 888
588 T88b "Y8888 "YB8888 "YBB888 "YB8888 B8E 888 B8B8 "YBBB8B 888

57 Redeemer Affiliate ToolKit v2.0

Generate private build key  Build  Decrypt public key  About

Redeemer public key sent by the victim:

Redeemer ransomware builder v1.7 File containing your private build key:

Select key file

Decrypt public key

Output [Redeemer affiliate key]:

Amount: |
Campaign ID: }

Screenshot of the Redeemer ransomware builder v2.0.
Author Details

Screenshot of the
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