Cyber National Mission Force discloses IOCs from Ukrainian networks

July 20, 2022

FORT GEORGE E. MEADE, Md.-- In close coordination with the Security Service of Ukraine, USCYBERCOM'’s Cyber
National Mission Force is disclosing these indicators of compromise. In the last few months, the Security Service of Ukraine
discovered several types of malware in their country, and have analyzed the samples and identified IOCs. The IOCs included
20 novel indicators in various formats.

We are publically uploading these I0Cs to highlight the potential compromises and provide additional context to our industry
counterparts.

Our Ukrainian partners are actively sharing malicious activity they find with us to bolster collective cyber security, just as we
are sharing with them. We continue to have a strong partnership in cybersecurity between our two nations.

Why I0Cs matter: IOCs are evidence of possible intrusions on a host system or network, and act as digital forensics for
network defenders of a potential breach. IOCs implementation enables users to search and identify malware within that host
system or network. Malware has a specific behavior that can be identified with the implementation of IOCs. Additionally, the file
hash is a quick way to look for the malware, because if the file is the same as the malware, it will have the same hash.

https://www.virustotal.com/gui/file/6662efOcfe92fe4a61663ce89306a481c2d605591faaa7e1b03be7e0d9d4a1b6/details
https://github.com/CYBERCOM-Malware-Alert/IOCs/blob/main/Ukraine%20Network%2010Cs%20July%2020%202022.xIsx
https://pastebin.com/PCK97yjc
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