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In the popular Soviet TV series The Meeting Place Cannot Be Changed, a Moscow
Criminal Investigation Department detective infiltrates a criminal group called “Black Cat”.
The image of this elusive and brutal gang, which left their calling card — a picture of a black
cat — on crime scenes, is a composite. After the Second World War, there were several
gangs in Moscow that engaged in robberies and committed murders. Criminals that
remained at large hiding from the police often switched from a disrupted gang to another or
created new groups.
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We often see something similar among cyber criminals. Despite numerous arrests of people
involved in ransomware activity as well as the shutdown of some affiliate programs,
ransomware remains threat No. 1. Ransomware attacks continue to be conducted around
the world, with underground forums teeming with posts about selling “access” and hiring
“‘penetration testers”.

There is no doubt in the security community that the former members of DarkSide,
BlackMatter, and REvil have formed the core of ALPHV, a more mature (due to their
experience) and sophisticated affiliate program. Security researchers unofficially call it
BlackCat for its use of two logos: a black cat and a knife dripping with blood. ALPHV
members later attempted to move away from romanticizing crime by changing the design of
their logo, but the name BlackCat has stuck.

Despite its short history, the group has conducted about 140 attacks worldwide over the
course of six months and has set a new direction for the development of extortion-related
crime. Many affiliate programs, such as Hive, started mimicking and adopting the methods
and approaches of BlackCat. This blog post describes the details of this affiliate program

and analyzes what exactly affiliates do after obtaining access to the networks of their victims.

INTRO from ALPHV

ALPHYV started its activity in December 2021, when a campaign to attract new affiliates
started to be advertised on underground forums:

INTRO

Pagm npueeTcTEOBaTh Bac B Hawel napTHepckol nporpamMme.

Mbl  y4nu BCE NpeMMywecTEa W HEJOCTaTKW NpeibfylliX NapTHEPCKMX MPOrpaMM M € TOPAOCTBH XOTHM
npepocTaBuTe Bam ALPHV - HoBLM nokoneHwem ransomware.

Becek codT HanucaH C HYNA, apXMTeKTYPHO 3anoxeHa feueHTpanW3uA Bcex eeb-pecypcoe. [nA kKaxgod HoBOR
KOMMNaHWK TeHepupyeTCA CBOM YHWKanbHoi onion gomed. [nA kaxpgoro ageepTa obecneded Bxon Yepez CEOR
YHHKaNbHu onion gomed (npueBeT nok6uT).

CobcTEeHHBIA OaTaueHTp ANA pazmeweHHA dainoe ytedek obbvemom Bonee 100 Tb.

C HaMM y¥e COTPYOHWYEWT TOMOBLIE PEKABEPH KOMNaHWM, KOTophle paboTanum ¢ OapkaMW, peBuMn WM T.4

EcTb canopT Ha 4aTax, KOTOpbIA cHaMT 24 Ha 7, HO NpWM XenaHWW NeperoBOphl MOXETe BECTHM CaMH.

SECURITY

Mbl BCAYECKM TOTOBH K CYWeCTBOBAHMW B COBPEMEHHLHIX YCNOBMAX, COOTBETCTBYA BCeM TpeboBaHMAM K
bezonacHOCTH WHPPacTPyKTypsl M aasBepTosB. B napTHepckoil nporpamMme apXWMTEKTYPHO MCKJIHEHH BCE BO3MOXHLIE
CBAZM C GOpyMaMW(NpUEET DEBMN), 3aAN0XeHsl aNrOPUTMEl CaMo YAANEHUA AaHHHIX MO MCTEYEHWK CPOKa [A3EBHOCTH,
MHTErpMpOBaH BCTPOEHHLIA MUKCED € HacTOAWMM paspuBoM UenoYku(He nyTate ¢ Wasabi, BitMix w

NpoYMMK) ,T.K. Bul nmony4yaeTe COBEpWEHHO YMCTHIE MOHETH C WHOCTPaHHuX Gupx. Kowenbku Ha KoTopbie Gbiiun
oTnpaeneHsl Baw MOHeTH HeM3BecCTHH ANA Hawero bexepa. WuppacTpykTypa pas3gpobneHa Ha T.H. HOfOw,
KOTOpbe CBA3aHHH Mexay cobol Yepez uenyw CeTb NpoKNagok B npefenax ceTH onion W HaxopATcA 2a MNAT+FW.
laxe npu nony4deHuM nonHouenHoro cmdshell aTakylowMid He CMOXeT packKpeiTe peanbHud ip agpec cepeepa.
(NpHBET KOHTH)
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ACCOUNT

Hp" OTCYTCTEMM aKTHEHOCTH B Te4YeHWH OBYX Helenb Baw AKKaYyHT ﬁy,qer FaMopoXxeH, a B nNocnefcTEMM Yaoaned.
Yto Obl wzbexaTe 3TOro pekKoMeHOyeM OnoeellaTe 2aOMUHWCTPaUWMID O BOZMOXHBIX OTNYCKaX, NayZax W Npo4YMdM.

PedT gMHaMW4eCKMM M 2EEMCMT OT CyMMbl eJMHMYHOM BHINAETH NO KaxoW KOMMNaHWMW, 8 MMEeHHO:
- oo 1.5M% - 86%
- oo 3.8M% - 85%
- oT 3.8M$ - 908%

MNocne pocTuxeHuA oTmeTkW B 1.5M$ no cymme Bcex BwINAAT Ha akkayHTe Bam ByOyT LOCTYNHH YCNYTHM XOCTHMHTE
daiinoe yTedek komnaHwid, npo3soHa W DDoS'a abconwTHo BecnnaTHo.

Description of the affiliate program on an underground forum
INTRO

Welcome to our affiliate program.

We've taken into account all the advantages and weaknesses of previous affiliate programs
and are proud to present to you ALPHV, a new generation of ransomware.

All the software has been developed from scratch, with decentralization of all web resources
ensured architecturally. A unique onion domain is generated for every new campaign. Every
affiliate has access through a unique onion domain (hello lockbit).

A proprietary data center for storing file leaks bigger than 100 TB.

Top recovery companies, which have worked with darkside, revil, etc. are already
collaborating with us.

Chat support is available 24/7, but you can negotiate yourself if you'd like.

SECURITY

We are fully prepared for present-day conditions, complying with all infrastructure and
affiliate security requirements. Our affiliate program architecturally rules out any connections
with forums(hello revil), has algorithms for data self-deletion after a certain time, and has an
integrated mixer with an actual break in the chain(not to be confused with Wasabi, BitMix,
and others), as you get perfectly clean coins from foreign exchanges. Our backend does not
know the wallets your coins are sent to. The infrastructure is divided into “nodes”, which are
interconnected via an entire network of intermediaries within the onion network and are
located behind NAT+FW.

Even after receiving a full-on cmdshell, the attacker cannot reveal the real IP address of the
server (hello conti)

ACCOUNT

If your account has not been active for two weeks, it will be locked, then deleted. Inorder to
avoid that, we recommend notifying the admins about vacations, breaks, etc.

Rates are dynamic and depend on the size of a single payment for each company, namely:
- Up to $1.5M - 80%
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- Up to $3.0M - 85%

- $3M and more - 90%

In this campaign, potential affiliates were offered a brand new kind of ransomware family
developed “from scratch” in the Rust programming language, which is a popular cross-
platform programming language for creating secure and effective applications. The use of
Rust to create ransomware was a major event in the world of cybercrime.

SOFTWARE

CofpT HamMcaH ¢ HynAa Be3 WMCNoNb30BaHUA Kakux nubo wabnoHOB MAM YTEKWHMX paHee MCXOAHBIX KOAOE ApPYTHX
ransomware. Ha swbop npepnaraeTcAa:

4 pexuma wMPpoEaHHUA:

-Full - nonHoe wudpoeaHwe dalna. Camoe GezonacHoe W CaMoe MeLNeHHOE.

-Fast - wwdpoeanwe nepewix N merabaiT. He pexomeHoyeTCA K WMCNONL20BaHMW, camoe Hebe3onacHoe M3
BOZMOXHBIX pelleHWid, Ho camoe DeicTpoe.

-DotPattern - uundpoeanme N merabadt 4epez M war. [pM HenpaBuNbHOW HacTpoHke MoxeT paboTaTe Xyxe
Fast M Mo ckOpOCTH M NO KPUNTOCTOHKOCTH.

-Auto. B 3aBMCMOCTM OT THNa W pazmMepa daina, nokep(kak Ha windows Tak W Ha *nix / esxi) eubBupaeT
Haubonee ONTUMaNbHYW(E COOTHOWEHMW CKOPOCTL / Be3onacHoCTh) cTpaTeruw obpaboTku dainos.

-SmartPattern - wudpoeaHne N merabaliT C waroMm B MPOUEHTHOM COOTHOWeHMHM. [lo ymonyaHuw wudpyeT NonNoCoM
10 merabalT kaxgue 10% daina HauuHas ¢ zaronoeka. Camulili ONTHMaNbHLIA PEXMM B COOTHOWEHWMHM CKOPOCTH
NKPHNTOCTOWKOCTE .

2 anropuTma wWMPpOBAHMWA:

-ChaCha2@

-AES

B pexmme auto codT onpefenfseT HanWM4Me annapaTHOW nogdepxku AES(cywecTeyeT BO BCEX COBPEMEHHbIX
npoueccopax) W MCnons3yeT ero. B cnyvae ecnu nognepxka AES oTcyTcTeyeT codT wumdpyeT dainu ChaChaZd.

CodT kpoccnnaTdopMeHHHR, T.e. ecnH CcMOHTMpoBaTe OMCKM Windows 2 Linux wnu HaobopoT - pewmdpaTtop
cMoxeT pacuudpoEaTe dadnl.

Nopnepxueaemue OC:

- Bca nuueika Windows ot 7 w Bumuwe (nporecTuwpoBado Hami Ha 7, 8.1, 18, 11; 2088r2, 2012, 2016, 2019,
2022 ); XP w 2803 moxHo wwdposaTe no SMB.

- ESXI (nmpotectuposaHo Wa 5.5, 6.5, 7.8.2u)

- Debian (npoTtecTtuposaHo Ha 7, 8, 9);

- Ubuntu (npoTtecTuposaHo Ha 18.84, 28.84)

- ReadyNAS, Synology

Description of the BlackCat ransomware family

SOFTWARE

The software has been developed from scratch without using any templates or leaked source
codes of other ransomware. You can choose between:

4 encryption modes:

-Full - full file encryption. The most secure and the slowest.

-Fast - encryption of the first N megabytes. Not recommended, the least secure option, but
the fastest.

-DotPattern - encryption of N megabytes with an M interval. May function worse than Fast in
terms of both speed and encryption strength if configured incorrectly.

-Auto. Depending on the file type and size, the locker(both in windows and *nix / esxi)
chooses the most optimal(in terms of the speed / security ratio) strategy for processing files.
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-SmartPattern - encryption of N megabytes with a percentage interval. By default, it encrypts
with 10-megabyte blocks with an interval of 10% of the file starting with the header. The most
optimal mode in terms of the speed\encryption strength ratio.

2 encryption algorithms:|

-ChaCha20

-AES

In auto mode, the software determines the presence of hardware support for AES(present in

all modern processors) and uses it. If there is no AES support, the software encrypts files
using ChaCha20.

The software is cross-platform, i.e., if you mount Windows disks in Linux or vice versa, the
decryptor will be able to decrypt files.

Supported OSs

- The entire Windows line from Windows 7 and above (we tested it on 7, 8.1, 10, 11, 2008r2,
2012, 2016, 2019, 2022 ); XP and 2003 can be encrypted through SMB.

- ESXI (tested on 5.5, 6.5, 7.0.2u)

- Debian (tested on 7, 8, 9)

- Ubuntu (tested on 18.04, 20.04)

- ReadyNAS, Synology

It was clear from the very beginning of the new RaaS program that its creators were not new
to the criminal business and took into account the negative experience of their predecessors,
namely the DarkSide, BlackMatter and REvil affiliate programs. After their notorious attacks
against major companies, these groups came under the spotlight of security researchers and
law enforcers, who, together with samples, obtained access to victims’ personal pages
containing correspondence with threat actors, where they often interfered.

Tak kak B nocnegHee epeMA DMHapW YTeKawT K aHanuTHkaMm, a npemdym VT no3BonAeT cKa4aTb CEMNL M
NOAYYUTH PUOMH B 43TaxX MOrYT MOABNATCA PaHOOMHLIE AW, KOTOpLIE MOTYT CPHEBaTL MeperoBopul (NpHEeT
napkcain), npu 3anycke codra OBA3ATENBHO ucnonbzoeaTe dnar --access-token. Aprymedtsl cmdline We
nepefawTcA Kk ABepam, 4TO MOIBONMT COXPaHATE CEKPETHOCTE NMepenucku ¢ xepTeod. [lo Tol xe npuquHe
Kaxablii 3awudpoBaHHLBIA KOMNBOTEp reHepupyeT CBOW yHWUKanbHulid ID uMcnonb3yemulidl ANA pas3feneHWA 4aToB.

WmMeeTcA ¢yHKUMA aBTOMaTH4ECKOro nepekaqueaHuA ¢adnoe ¢ cepeuca MEGA, paeTe ccunky Ha $afns, OHM
SETOMaTHYECKM MepeKkaqMBalTCA Ha HalM CepBepa.

NonHoe onucaHue Bcero $yHKUMOHaNa Bbl MOXeTe nony4WTe B paz3gene FAQ.
Information about using access tokens

Since binaries have been leaking to analysts lately, and VT premium lets you download
samples and get readmes, random people may appear in chats and disrupt negotiations
(hello darkside), when launching the software you MUST use the flag --access-token.
cmdline arguments are not passed to AVs, which will ensure that your correspondence with

the victim is confidential. For the same reason, every encrypted computer generates a
unique ID used for dividing chats.
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There is a feature for uploading files from the MEGA service, you provide a link to files and
they are automatically uploaded to your servers.

The complete description of all features can be found in the FAQ section.

To avoid previous mistakes, the BlackCat authors fitted ransomware with a mandatory
command line parameter containing an access token, which is provided by the RaaS
owners to their affiliates together with their ransomware suite.

The ransomware uses the access token to calculate determine the access key, which is
added to a Tor link for the victim to access their page.

Attention!
Encrypt App requires "--access-token” launch parameter, example:
_alpha_x86_32 windows_encrypt_app.exe --access-token [ SSSmamammSnmss T =N ommaaean e

Contents of the help text file provided to RaaS affiliates

This link is saved in the ransom note, which is created as a text file in each catalog with
encrypted files.

»>> What happened?

Important files on your network was ENCRYPTED and now they have "Fe——w" extension.
In order to recover your files you need to follow instructions below.

»» Sensitive Data

Sensitive data on your network was DOWNLOADED.
If you DON'T WANT your sensitive data to be PUBLISHED you have to act quickly.

Data includes:

- Employees personal data, CVs, DL, SSN.

- Complete network map including credentials for local and remote serwvices.

- Private financial information including: clients data, bills, budgets, annual reports, bank statements.
- Manufacturing documents including: datagrams, schemas, drawings in solidworks format

- And more...

»»> CAUTION

DO NOT MODIFY ENCRYPTED FILES YOURSELF.

DO NOT USE THIRD PARTY SOFTWARE TO RESTORE YOUR DATA.

YOU MAY DAMAGE YOUR FILES, IT WILL RESULT IM PERMANENT DATA LOSS.

»>» What should I do next?

1) Download and install Tor Browser from: https://torproject. or‘g/

2) Navigate to: http:// == T e p— Eeiesstesoemmmessas onion/f?access-
key-F e ._=-—_--.:—-_':_'—'?-f.;=._~—::.,.;_-.‘.."_i;- e T o P ;_'__:__;.u*—-_:- sl L e
e e e L e e T | g —
e e e e .
— Al _ e et =TT e e L Ly s Ty s T ]

Ransom note

When victims publish information from their chats, BlackCat affiliates punish them by
increasing ransom demands, for example. At the start of their activity, the threat actors were
even more radical; for instance, they deleted the victim’s encryption keys to intimidate future
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victims.
e Tue Nov 30 2021

Hello twitter boys. Congratulations to our first target which keys was permanently deleted. All the data will be posted here soon.
Think twice before contacting with non-professionals.
Stay in touch.

Back

Information about deleting the encryption keys of a victim published by BlackCat operators
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Your network was compromised.

Important files on your network was downloaded and encrypted.
Our custormn Decrypt App is capable of restoring your files.

In order to buy it you have to follow Instructions below. If you have questions please feel free to use Live-Chat.

Decrypt App Price

Current pricez  $10000000

Status

Awaiting payment of $10000000 to one of the following wallets:

Bitcoin | e e R e 51150000 (?) =244.379277 BT

0 C

Monero s 5 1 0000000 = 45802.225989 XMR

T e TR e R —— e

Instructions Live-Chat Trial Decrypt Intermediary

| wish to pay with
Bitcoin

1. Create a Bitcoin Wallet.

Z. Buy 244.379277 BTC and deposit it to your Bitcoin Wallet.

3. Transfer 244.379277 BTC to the following Bitcoin Address:
e

4. Wait until you transaction has at least 10 Bitcoin Network Confirmations.

5. Dewnload link of Decrypt App will be provided automatically.
6. If something goes wrong text us using Live-Chat.

Victim’s personal page

Extortion

BlackCat affiliates use the double and triple extortion techniques. Firstly, the stolen
information is published on BlackCat’'s dedicated leak site (DLS). Secondly, to mount

pressure on the victim, BlackCat affiliates may threaten to send sensitive data to the victim’s

10/18



competitors, partners, or customers, mass media, law enforcement, etc. Thirdly, the victim
may receive threats of a DDoS attack being launched against their infrastructure.

Instructions Live-Chat Trial Decrypt Intermediary

You  Chat started...

Su Hello, it looks like you have seen our offer, so we want to inform you that after the discount timer is

po o over, you will get a powerful DDoS attack from our bonus package, we are deeply studying your infr

ort  astructure, and you will not be able to defend against us, yet we we will start looking for buyers for y
our data on the darknet, in case a buyer is not found, we will post your data for everyone on our blo
g, which is watched by hundreds of media.

FYl after the payment you will receive:

-decryption app for Windows and ESXi;

-detailed penetration report with main killchain and security recommendations;
-proof of data deletion;

If you need outsource recovery team we can suggest you approved recovery that already worked w
ith us

Write a message... ® >

Chat with a victim

At the time of writing, the stolen documents of 93 affected companies that refused to pay a
ransom were published on BlackCat's DLS. We estimate that the overall number of BlackCat
victims since December 2021 is about 140.
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BlackCat's DLS

The tactics, techniques and procedures of BlackCat ransomware
affiliates

To reconstruct the lifecycle of a BlackCat attack, we use the Unified Ransomware Kill Chain
described in Incident Response Techniques for Ransomware Attacks.
Gaining Access to the Network

Since a single affiliate program may involve different threat actors, techniques used for
obtaining initial access may differ. Further, affiliates may use the services of initial access
brokers, who sell access to companies’ compromised infrastructures.

As part of investigating security incidents, we have seen the following techniques:
1

Exploiting public-facing applications.
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https://www.amazon.com/gp/product/B09VCM6FWD/

This technique gained popularity in 2021 among both affiliates and initial access brokers due
to a lot of vulnerabilities being discovered that allowed arbitrary code execution in a variety of
applications. In the case of BlackCat, the attackers exploited a set of vulnerabilities known as
ProxyShell (CVE-2021-34473, CVE-2021-34523, CVE-2021-31207), which enabled them to
place a web shell on a vulnerable Microsoft Exchange server and then conduct post-
exploitation activities.

2
Using remote access tools.

Access via publicly accessible terminal servers remains the most popular technique for
gaining initial access and BlackCat affiliates used it in some cases. In addition to terminal
servers, access to the target infrastructure could be gained via a VPN; many organizations
still do not use multifactor authentication, which enables ransomware operators to easily use
accounts whose data have been stolen using stealers, for example.

Establishing Foothold

Having obtained initial access, the attackers copy a set of tools (in full or in part) to the
compromised host and seek to ensure persistence and gain access to privileged accounts to
be able to move across the network.

To have additional capabilities to access the compromised network, the attackers could use
tunnels (built using ngrok or gost) or legitimate software (such as TeamViewer or
ScreenConnect).

In some cases, affiliates used Cobalt Strike, a framework that many are already used to
seeing when investigating ransomware attacks.

In most incidents, BlackCat affiliates relied on legitimate tools to extract authentication data
by dumping the LSASS (Local Security Authority Server Service) process. For instance, the
threat actors used ProcDump and exploited the MiniDump feature of the legitimate library
comsvcs.dll.

Sometimes the attackers went beyond LSASS and used various NirSoft tools to extract
authentication data from the registry, web browsers, and other storage spaces.
Network Discovery

Affiliates seldom used innovative methods at the data collection stage, relying on classic
tools. For instance, to scan the network, the attackers used SoftPerfect Network Scanner,
which is another tool many ransomware groups use extensively.

To collect information about Active Directory, the attackers used ADRecon, a tool that is
popular among REvil and BlackMatter affiliates.
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In addition, the NS tool was used to collect data about available local and network drives.
The tool was especially popular with those affiliates that used terminal servers to gain initial
access.

Key Assets Discovery, Network Propagation and Data Exfiltration

With enough privileges in the target IT infrastructure, the attackers start moving to key
nodes, which will enable them to download the most important information and do away with
backups.

To move across the network, affiliates may use both perfectly legitimate techniques (such as
RDP) and noisier ones (e.g., Impacket: wmiexec and smbexec in particular; and Cobalt
Strike).

PuTTY is often used to gain access to the part of the infrastructure running on Linux.

Before being exfiltrated, data is put into archives using 7-Zip, then uploaded to the MEGA
file sharing service using the Rclone utility. In addition, in some cases affiliates used
ExMatter, an exfiltration tool that has earlier been seen in the arsenal of BlackMatter
affiliate program members.

Deployment Preparation

BlackCat ransomware deployment is preceded by the erasure or encryption of available
backup copies and collection of additional credentials that would allow the attackers to infect
the Linux segment, in addition to Windows.

Despite the detectability of BlackCat samples not being high, some affiliates seek to disable
antivirus software before moving on to the deployment stage.
Ransomware Deployment

The propagation of BlackCat in the victim’s IT infrastructure is achieved by either modifying
group policies (which results in a scheduled task being created, on each host, that launches
the malicious file) or using PsExec.

The ransomware is written in Rust. Many researchers rightfully consider BlackCat as one of
the most sophisticated ransomware groups out there at the moment. BlackCat programs are
feature-rich and offer flexible custom settings due to the use of various configuration data
and command line arguments.

There are BlackCat versions for Windows (32bit) and Linux (32bit and 64bit). The 64bit Linux
version primarily targets ESXi servers. In March 2022, a new version of BlackCat emerged,
called ALPHV MORPH. On underground forums its authors proudly claimed that thanks to
obfuscation, antivirus software is practically unable to detect it.

14/18



LOCKER

1. Bawemy BHMUMaHWW TOp¥ecTBeHHo npenctaenAem - ALPHV MORPHV. He epaeafAck B NMMKaHTHbE
nogpobHocT coobwaem, 4To paz B Yac MPOMCXOOQMT NonHaAa YucTka OwHapAa. [lomumo pe-kpunTa
BHZ0BOE, CTpMHroE M npodero komnunATop RUST nozeonAeT HacwwaTe kKaxaelid GMNg yHUKaNbHLIM
paHTaWM MycopomM, 4TO B KOHEYHOM MTore fgano gaHTacTHYeckue pe3yneTaTe. Ha cerogHAwHWRA
JeHb He NanMTCcA He ogHuM aB(He nyTaTe ¢ edr! Ha sentinel’e He TecTunu), BKMWYaA
gedeHaep C BbIKAWHEHHbM obnakom - BMHapb He YOSNAESTCA OaXe NOCNE MOAHOMO KPUNTE MalWWHH.
Noka B TecToBoMm pexume ymuwnedHdo(!) goctynHo Bcem yepez Build-»Obfuscated. B 6yoywem
OaHHu §yHKUMoHan ByneT OoCTynNeH TOMbKO afBepTaM Co CTaTycoMm +.

2. Menkwe dukcn B paboTe nokepa

p.5. AB onAa ESXI ewe HeT, a Mopd NMHyKCa Yy Hac yxe ecTeb :) [la ga, NHHYKC Takse
MopdMTCA paz B 4ac NpoCTO NOTOMY 4TO MOXEM.

Description of ALPHV MORPHYV features on an underground forum
LOCKER

1. We are proud to present ALPHV MORPH. Without going into the spicy details, we inform
that the binary is completely cleared every hour. In addition to recrypting calls, stings, and
other things, the RUST compiler makes it possible to enrich every build with unique runtime
junk, which in the end yielded fantastic results. At the moment, no AV detects it(not to be
confused with edr! we did not test it on sentinel), including defender with the cloud disabled —
the binary is not deleted even after the machine is fully encrypted. In test mode so far,
intentionally(!), it is available to everyone via Build->Obfuscated. In the future, this
functionality will only be available to affiliates with the + status.

2. Minor fixes in the locker’s operation.

p.s. There is no AV for ESXI yet, but we already have a linux polymorph :) That’s right, linux
is also morphed every hour just because we can.

It has been mentioned before that launching BlackCat ransomware requires specifying the
value of an access token in the command line parameter — access-token. In earlier
versions, whether the token value is correct is not checked in any way, while the access key
is calculated using the entered token value; the program will be launched and files will be
encrypted, but accessing the victim’s panel would be impossible. In the ALPHV MORPH
version, the first 16 characters of the access token are used as a key to decrypt configuration
data, which is why if incorrect data is entered, the ransomware will not start.

To bypass User Account Control (UAC), BlackCat escalates privileges using the ICMLuaUtil
COM interface. In addition, privileges can be escalated using the Masquerade PEB method.
BlackCat ransomware may attempt to authenticate using stolen credentials contained in
configuration data.

When launched, BlackCat allows symbolic links from a deleted item to local and remote
items:
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fsutil behavior set SymlinkEvaluation R2L:1
fsutil behavior set SymlinkEvaluation R2R:1

Stops 1IS by executing the following command:

iisreset.exe /stop

Deletes volume shadow copies:

vssadmin.exe Delete Shadows /all /quiet

wmic.exe Shadowcopy Delete

Disables recovery in Windows boot menu:

bcdedit /set {default}

bcdedit /set {default} recoveryenabled No

Clears Windows event logs:

for /F "tokens=*" %1 in ('wevtutil.exe el') DO wevtutil.exe cl "%1"

In addition, the ransomware ends processes and stops services specified in the
configuration.

It should be noted that BlackCat for Windows can independently propagate itself in the local
area network as a network worm. To do so, the legitimate PsExec utility contained in the
body of the ransomware is used together with stolen credentials specified in the
configuration.

File encryption is multi-threaded. The AES 128 CTR or ChaCha20 algorithm can be used too
encrypt file contents depending on the settings, with nonce vectors containing 8 or 12 null
bytes respectively. In addition, various file encryption modes can be used; below are their
brief descriptions.

16/18



[OPTIONS] [SUBCOMMAND]

Access Token

Run as child process

Invoked with drag and drop

Drop drag and drop target batch file
Log more to console

Print help information

Enable logging to specified file
not discover network shares on Windows
not self propagate(worm) on Windows
not propagate to defined servers
not stop VHs on ESKi
not stop defined YMs on ESKi
not wipe VMs snapshots on ESKi
not update desktop wallpaper on Windows
Only process files inside defined paths
Run as propagated process
Show user interface

Log to console

Available command line parameters

BlackCat configuration data is contained in the body of the ransomware in the JSON format.
In earlier BlackCat versions, the configuration data was in plain text, while in the latest
versions (ALPHV MORPH), it is stored in an encrypted form (AES-128 CTR). For decryption,
the first 16 characters of the access token are used as the key. If the characters are entered
incorrectly, the ransomware will not be able to run due to a configuration data error.

"config_id":"",
"public_key":"MIIBIjANBgkqhki1G9wOBAQEFAAOCAQEAMIIBCgKCAQEAPEEZ 3mH3ZmyBRLGb1Ho85txX 3 swHBUBHPRbIZ61yNjm]l
"extension”:"dBmrjb6x",

"note_file name”:"RECOVER-${EXTENSION}-FILES.txt",

"note_full text”:">> What happened?\n\nImportant files on your network was ENCRYPTED and now they have
"note_short_text":"Important files on your network was DOWNLOADED and ENCRYPTED.\nSee \"${MNOTE_FILE_NAM
"default file mode™:"Auto”,

"default_file_ cipher"”:"Best",

"credentials™:[],

"kill services™:["mepocs”,"memtas”,"veeam","svc$”,"backup”,”sql”, "vss", "msexchange”,"sql%", "mysql”, "mys
"kill_processes":["agntsvc”, "dbeng58", "dbsnmp","encsvc","excel"”,"firefox","infopath"”,"isqlplussvc","msa
"exclude directory names":["system volume information™,”intel™,”$windows.~ws","application data™, $recy
"exclude file names":["desktop.ini","autorun.inf","ntldr","bootsect.bak","thumbs.db","boot.ini", "ntuser
"exclude_file extensions":["themepack™,”nls"”,"diagpkg”,"msi”,"1nk","exe","cab", "scr", "bat", "drv", "rtp",
"exclude file path wildcard™:[],

"enable_network_discovery™:true,

"enable self propagation”:true,

"enable set wallpaper"”:true,

"enable_esxi_wvm_kill":true,

"enable esxi vm_snapshot_kill":true,

"strict_include_paths™:[],

"esxi wm_kill exclude™:[]

¥
Formatted BlackCat configuration data

It must be noted that despite some of the group’s methods being sophisticated, many tactics,
techniques and procedures employed by BlackCat affiliates can be easily detected, which
indicates serious flaws in organizations’ security systems as well as a shortage of skilled
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security specialists.

Additional information

MITRE ATT&CK
Ransomware Uncovered
2021/2022

The well-known complete guide to the latest tactics, techniques, and procedures of
ransomware operators based on MITRE ATT&CK®

Download the report
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https://github.com/rivitna/Malware/tree/main/BlackCat

