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In late March 2022, a new malware dubbed “Bumblebee” was discovered, and reported to be
distributed in phishing campaigns containing ISO files which eventually drop DLL files that
contained the Bumblebee malware itself.[1][3].
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This malware deployment technique is not new, and several other malware has already been
observed using it, most notably: BazarLoader, and IcedID[3]. Also, similar to the
aforementioned malware, Bumblebee too was observed delivering the Cobalt-Strike
framework.

From a threat research perspective, what makes this malware interesting is the fact that it
was associated with the Conti ransomware group as one of the group's threat loaders[1].

In the past, the traditional loaders of Conti were Trickbot, Bazarloader, and Emotet, so it was
quite intriguing to inspect this malware closely.

In this article, | will present a code analysis of the Bumblebee malware, obviously, due to the
malware's large size | will not cover everything, and will focus on the parts that | think are the
most interesting in terms of capabilities.

Also, one of my favorite topics in malware research is the ways of malware to avoid
detection, so | will put more emphasis on this subject as well.

Lastly, | divided the entire article into three parts, the table of contents is the following:

1.
2.
3.

PART 1

The Hook: Unpacking the bumblebee’s crypter

Hash: a9c8b7¢c411571700e6ea03e4e48ddb896a33e53e
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pestudio 9.23 - Malware Initial Assessment -

file settings about

www.winiter.com

whhx 8 7

il Indicators (39)

----- }] virustotal (44,/68)

----- » dos-header (64 bytes)
- [E8 dos-stub (160 bytes)
..... » rich-header (&)

----- = file-header (Mar.2022)
..... > opticnal-header (GUT)
----- B directories (invalid)
..... > sections (file)

.| libraries (2] *

- | functions (42)

----- L exports (2)

----- abc strings (size)
. 4¥ debug (invalid)

Bumblebee dropper as seen in PEstudio

EYE] <\ |bumble_2]

.3 resources (unknown) *

property

md5

shal

sha256
first-bytes-hex
first-bytes-text
file-size

entropy
imphash
signature
entry-point
file-version
description
file-type

cpu

subsystem
compiler-stamp
debugger-stamp
resources-stamp
import-stamp
exports-stamp
version-stamp
certificate-stamp

value

FA48B2EE9CE1412ACD632068B751 01418

AQCEBTC411571700E6EAD3E4E48DDBEG6AIIESIE

FO8898DFT4FB2B2FAD3 AZEAII0T086397B36 AEA06EFSF4454BFEBT125FCI103B8

4D 5490 00 03 00 00 00 04 00 00 00 FF FF 00 00 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00
2577920 (bytes)

6.561

68C726B4AEEC1SDDEEY CEBLTCATIE3S

BE01000000C3 CCCC48B3EC284C8BB1E80200004533DBEBE1 A002000049 81 EB FE 26

dynamic-link-library

64-bit

GUI

0x62445520 (Wed Mar 30 15:03:41 2022)
0x6244552D (Wed Mar 30 15:03:41 2022)

0x6244552D (Wed Mar 30 15:03:41 2022)

The initial dropper of Bumblebee is a 64bit file, with relatively high entropy which indicates a
possibly obfuscated \ encrypted content that will be decrypted in runtime.

The DLL itself contains two export functions: InternalJob and SetPath. Also, the file’s internal
name appears to be “lodqcbw041xd9.dIl.

‘05 Hdr | File Hdr | Optional Hdr | Section Hdrs 0 Exports B Imports | |
Offset Mame Value Meaning
1394CA MinorVersion 0
1394CC Mame 13AEFC lodgchwdlxdd.dil
139400 Baze 1
139404 MumberOfFunc,., 2
139408 MumberOfMames 2
1394DC AddressOfFunc... 13A4AEES
1394E0 AddressOfMames 134EFQ
1394E4 AddressOfMam... 13AEFE
Details
Offset Crdinal Function RVA Mame RVA Mame
1394E8 1 296C 13AFOE Iternallob
1394EC 2 4174 13AF19 SetPath

Bumblebee dropper exports and internal name in PE-Bear

Unpacking mechanism
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Once we enter the loader’s main function, we see that it is unique, and does not look like any
common crypters that can be found in Conti’s loaders (such as Emotet or Bazarloader).

1
__inte4 vl1; // rbx
__inte4 result; // rax
__inte4 v3; /S [rsp+28h] [rbp-18h]
int va4; // [rsp+2@h] [rbp-18h]

vl = al;
sub_18e@631F(Runk_18013Ce88, 18852i64);

sub_lz@eed4oea(1@351, 18495, 11474, Zunk_13@13Ce38, 1e37@);
sub_13@e83498(11895, 11122, Zunk_13813Ce38, 11265, 18553, 18657i64);
*(qword_18013CPAE + 528) += qword 18813C138 | ©x2B8ES;
*(gword_18013C260 + 490) += 10495i64;

LOWORD(v3) = 18431;

gword _18813C148 = *qword _18013C298 | Bx28FFis4;

sub_138882FF4(18237, Zunk_13e13Cese, 12145, 11657, w3, 18237);

LOWORD(v4) = 18237;
*(qword_183813CEAE 4+ 544) = gqword_18813C218 + 12146;
sub_l13@eed4l3e(18657ied, 18469i64, Zunk 18813CBE8, 18173ied, wi);
*(qword_18013C368 + 448) ~= *({gword 18013C260 + 584) | @x2D11if4;

sub_l3eeeleee(led495ied, 18851i64, Zunk_13813CR38, 18351isd);

gword_18813C3C8 = v1 " dword_13813CBES5;
result = sub_l3eeel3se(iunk l3el3Cese, 18173, 18929, 184659, 11122i64);

*(gqword_18813C298 + 24) = qword_18813C268 + 288;
*(qword _180813C36@ + 192) = 18495i64 * *(qword 18813C208 + 36@);

return result;

}

Bumblebee loader\crypter main
As we open the loader in IDA, we see that the majority of the PE in the IDA navigator has the

olive color which means unexplored bytes. This is common when there is some content in
the PE that needs to be decrypted during runtime.

i

Library function . Regular function . Instruction Data Unexplored External symbaol . Lumina function

7] Functions 0 & x|| [Empave. ) | [F rseudocod.. ] | [E Hexvie.. (] | B stuew. [ | Flen. [ | mp.. [ | oo B
Function name Name Address Ordinal

sub_180001000 Tternallob 000000018000296C 1

sub_18000124C SetPath

sub_180001340 DilEntryPoint 000000018000473C [main entry]

Bumblebee loader unexplored bytes
Tip: During my analysis, | disabled the file’s ASLR to match the addresses in IDA and Xdbg,

this is super helpful and saves a lot of time.
To do so, open the file in CFF explorer, and then:

1. Click Optional Header
2. Go to DlICharacteristics
3. Remove the V from “DLL can move”
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w' CFF Explorer VII - [bumblebee_dropper.dlil]

F57?

1§

bumblebee _dropper_dlil

= é] RAle: bumblebee dropper dil
— (=l Dos Header

A [E] Mt Headers 1
|Z] File Header

| (=] Cptional Header
2| Data Directories fx]
— (= Section Headers [«
— |2 Export Directory
— lalmpnrt Directory
— [ Resource Dirsctory
— hi'lEm:eptiun Directory
— @Debug Directory
— %, Dependency Walker
— %, Hex Editor
— 4, Identifier
— %, Import Adder
— %, Quick Disassembler
— %, Rebuilder

Disabling ASLR

Next, we can see that the DIIEntryPoint is an empty export function, so we will want to
redirect our execution flow to one of the working export functions, for this case, we will

choose “SetPath”.

Member Offset Size Value Meaning
FileAlignment 0000011C Dword 00000200
MajorOperatingSystemVers...| 00000120 Word 0006
MinorQperatingSystemVer... | 00000122 Word 0000
Majorlmageyersion 00000124 Word 0000

i ageVersion 00000126 Word 0000
MajorSuszion 00000128 Word 0006
MinorSubsystemVem‘EJUUUUlEA Word 0000
Win32VersicnValue M Dword 00000000
SizeOflmage 00000130 \'Qw&rd 00274000
SizeOfHeaders 00000134 Dwoh 00000400
CheckSum 00000138 Dword 0 0
Subsystemn 0000013C Word 0002 Windows GUI
DlICharacteristics 0000013E Word 0160 Click here
SizeOfStackReserve 00000140 Qword Q000 Q0000
SizeOfStackCommit 00000148 Qworg./ 0000000000001000 2

Sizqiigean] DliCharacteristics / t= | =S 00000

Sig 3 eap

DLL can mave

LoaderFlags

MNumberQOfR;

To redirect the flow, do the following:

Code Integrity Image
Image is NX compatible
[ 1mage understands isolation and doesn't want it
[ 1mage does not use SEH
"] Do not bind this image

0001000

1. In IDA \ PE-Bear, copy the address of the required export function
2. In Xdbg, right click on RIP

3. Click on “Modify Value”

4. Paste the address of the export function
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4 »
> :
Library function [l Regular function [l Instruction Data Unexplored External symbol [l Lumina function

7] Functons o0 & x|[Ens.D | Erew. D | Eesed. 0 [Clre. O [ Asr. 0 | Fen. 0 | fEm. 0 | Fe. B

Function name » || Name Address Ordinal

sub_180001000 [/ {7] nematiob 000000018000296C 1

sub_1800013A0 DIEntryPoint 000000018000473C [main entry]

[71 sub 180001670 @

] |_| 3

Line & of 31 Line 2 of 3

ouput IR
Caching 'Imports'... ok =i
Al: 1idle Down Disk: S8GB

C= =]

W bumblebee_dropper.dil - PID: D3C - Module: bumblebee_dropper.dil - Thread: Main Thread 12C0 - x54dbg
F T o 0 Oct 29 2018

@ & fx # A

O E =0 Y edg Tl o= B e

B cru QGraph | |t Log | | 1l Motes | ® Breakpoints | [ Memory Map I L) call Stack | =7 SEH |=] Seript | | symbols | <2 source | = Refer!r]:hq
By 000000018 3 BES 01000000 mov 2ax,1l ~ Hide EPU
. = : = BER o s =
® | 000DD00180004742 cc int3 B2 00000000004212F0
® | 0000000180004743 cc ints R10  000DDOCOCDDC0000
® | 00000001800047 44 48:83EC 28 sub rsp,zs
e | 0000000130004743 4C18BE81 EB020000 mov r2,qword ptr ds:[rcxezEs] LEEL  SEOSTSnEdEEann
s | 00000D018000474F 45:33DB xor riid,riid R12  000000018000473C <bumblebee
® || 00D0DD0180004752 SES1 AO0D30000 mov eax,dword ptr ds:[rox+340] R1z  00OO0OO000000000
® (| 0DD0DD0180004758 49:81E8 FE260000 sub rs,26FE R14  0000000000000001 2
* | 000000018000475F 44:0FB7D2 movzx riod,dx R15  0000000000000000
s | 0000000180004763 4C:8BCY mov r9,rcx
® | 0000000180004766 49:3BC0 cmp rax,rg RIP  00000001E8000473C I <bumb1ebee|
----e| 0000000180004769| ~ OF86 EBOOCOOO jbe bumblebee_dropper.18000485A
® | 000000018000476F 44:0FB7C2 movzx rad,dx T2 Edi @
= | 0000000180004773 41:8E31 AOO30000 mov edx,dword ptr ds:[r3+3a0] = it | |
® | 00000001B00047TA 49: 3E81 &8030000 mov rax,qword ptr ds:[r9+368] B
® | 0000000180004781 49: 8889 SE8030000 mov rcx,gword ptr ds:[r3+398] N
# | cOODOOO1 800047 88 8AD402 mov al,byte ptr ds:[rdx+rax] E; I Expression: 000000015000417 4 | ed
& | 00000001800047 36 83801 mov byte ptr ds:[rcx],al o]
& | 00000001800047 8D 49:FF81 98030000 inc gword ptr ds:[r9+358] = Bytes: 7 441008001000000
0 ® | 0000000180004794 49: 8889 E0020000 mov rcx,gword ptr ds:[r9+2E0]
g ® | 00000001800047 9B 49: 8881 E0010000 mov rax,gword ptr ds:[r3+1E0]
' ® | 000000018300047A2 48:05 CO010000 add rax,1co Signed: 6442467700
' & | 00000001800047A8 45:0981 38020000 or gword ptrdds:[rsx—%ss],ra;
1 ® | 0000001800047 AF 49:8B89 E0010000 mov rox,qword ptr ds:[r9+1E0 ;
# | 00D0DDD1800047E6 48: 8881 BOOOOODOO mov rax:gword Etr ds: [rex+Bo] Unsigned: 5442467700
* | 00000001300047ED 49: OFAFCO imul rax,rs
& | 00000001800047C1 48:0141 78 add gword ptr ds:[rcx+78],rax o Ascm L. ... AT
® | 00000001800047C5 49: 8889 18020000 mov rcx.aword otr ds:Tr9+2181 .
€| [ | 3
I 0K ] Cancel ] |
¥4 Dump 1 | @4y Dump 2 | W4 Dump 3 I B4y Dump 4 | ULy Dump 5 | B Watch 1 | [x=| Locals{ _|’| 00000000002 [

Changing the address
After clicking OK we will find ourselves at the beginning of the export function. This trick can
be used in any other malware the executed via designated export function

aph | | 4 Log | [ 1] Motes | #® Breakpoints | ¥ Memory Map | [ call Stack | =7 SEH | |#3| Seript | & symbols |

00000001 8000417 4 B9 FEOOOEFE mov ecx,FEOBOOTE setPath
0000000180004179 ~ B9 22090000 jmp bumblebee_dropper.150004AA0
000000018000417E CC int3

000000018000417F CC int3

0000000180004180 40:53 push rbx

Bumblebee SetPath

From a reverse engineer perspective, the crypter is an inconvenient binary to inspect, and
there are not many “quick wins” we can gather just by looking at it, however, this crypter is
unique in today's landscape so | will focus on the areas | found are the most interesting.

First, the crypter will start with a traditional unpacking activity, in the function sub_180003490
there are two other functions:

1. - which will allocate virtual memory using (this function will happen multiple times
during the crypter unpacking)
2. - Which gets an embedded content and writes it into the newly allocated memory
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Loader's main function

vl = aly var_allocated buffer = e_allocate_memory_sub_lB@0021D8(10657i64, a3, 11122i64, 10237i64);
sub_l13@@as31Fe(8unk_l5813C058, 18852i64); 11 = *(a3 + 536);
sub_180804900( 168851, 18495, 11474, Bunk_18013C980, 18870); *(a3 + 184) = var_allocated_buffer;
[sub_1B@6G3498(11895, 11122, &unk_18013C088, 11268, 18553, 18657164); | *011 4= a4 A ex2011164
*{qword_1B013CEAE + 528) 4= gword_LBELSC138 | @x28E5; . S(*(a3 + 48) + 184164) = (*(*(a + 536) + 416164))--;
*(qword_18813C26@ + 489) += 1@405i64; “\ *(*(a3 + 536) + 344i64) += -Bi6d - *(al + 48);
LOWORD(v5) = 18431; \\\ viZ = ®(*(a3 + 536) + 744i64) - 18237;
quord_18813C148 = *qword_18813C298 | @x28FFisa; | *(*(a3 + 488) + 328i68) 4= *(*(a3 + 736) + 304i64) - 10929i64;
sub_1B00@2FF4(10237, &unk_18613Ce88, 12146, 11657, v3, 10237); “(*(a3 + 48) + 216164) 4= *(*(a3 + 736) + 72164) ~ BX29AL164;
LOWORD(v4) = 18237; (™ 49) + 264164) -= a5 | Bx2A52;
*(qword_18@13C8AZ + 544) “= qword_13@13C218 + 12146; 13 =
sub_188804180( 18657164, 18469164, &unk_18813CA88, 18173164, v2); V14 = *(a3 + 488);
*(qword_18013C368 + 448) "= *(qword_18813(260 + 584) | @x2011i64; *(23 + 440) = v13;
sub_180001000(18495i64, 10851164, &unk_l8@13Ce8E, 1@851i64); . £ 32) %= it 4 152
qword_18813C3C8 = v1 *~ dword_13813C083; = e_write_emb_content_sub_180888298C(a3, 11122, *(a3 + 744) - 9181, 5, 22, 147, Adword_188083574)
~esul® = sub_18060134(8unk_18013Ce86, 10173, 10929, 18469, 11122i64); = (a3 + 744) - 10232; -
*(gword_180813C298 + 24) = qword_18813C260 + 208; vl7 = *(a3 + 8@8) + 1883833;
*(qword_18013C368 + 192) = 18495i64 * *(qword_lB013C298 + 360); (a3 + 448) = vi5;
return result; 18 = e_write_emb_content_sub_18809295C(a3, 18173, v17, vi5, 97, 33, &unk_180820938);
i V19 = *(a3 & B8B) + 1219758;
*(a2 + 44@) = v13;
#(23 + 448) = e_write_emb_content_sub 180@@298C(=3, 18553, 19, 5, 176, 76, &unk_180144980);
*(*(a3 + 48) + 368i64) = *(*(a3 + 48) + 248i64) - 12146i64;
*(*(a3 + 48) + 784164) = *(*(a3 + 488) + 232i64) - as;
V28 = *(a3 + 536);
*(a3 + 752) = 11122 * va;
*(vie + 784) = 23194i64;
21 = e_write_emb_content_sub_18808295C (a3, 18852, 58692, *(a3 + 744) - 18229, 169, 38, Bunk_18813C438);
vzz = *(a3 + 48);
*(a3 + 448) = v21;
#(*(a3 + 736) + 424i64) = a5 A *(u22 + 544);
return e_write_emb_content_sub_1888820BC(=3, 10852, *(=3 + B@S) + 150918, 6, 162, 57, Sunk_180086168);

Bumblebee loader\crypter main
Then, the function sub_180002FF4 will be executed to do the following:

1. Allocate new virtual memory using the same function.
2. Manipulate the content from the first allocated buffer and write the output into the newly
allocated memory

Loaderls main function *(aZ + 16@) = e_allocate_memory_sub_189@021D8(12146164, a2, Bx2F72u, 18657i64);
vil = 8;
LODWORD(v12) = *(*(a2 + 480) + 744i64) - 18237;
if ( *(*(a2 + 48) + 388i64) != -1626284i64 )
i .- P
sub_l18eee31Fe(funk_18813C03@, 18352i64); v1l3 = ei64;

sub_13688498@(10851, 18495, 11474, &unk_18@13Cese, 1837@);
sub_1888@3498(11895, 11122, &unk 18@13C@88, 11268, 18553, 18657i64);
*(qword_18813C0AS + 528) += qword_18813C138 | @x28E5;
*(gword_18813C26@ + 488) += 18495164;

LOWORD(v3) = 18431;

word 18@13C148 = *qword 18813C298 | Bx28FFisd;
&b_lSBBBZFF‘L(lEZE’, &unk_18@13Cese, 12146, 11657, v3, 18237); ‘7
LOWORD(v2) = 18237;

*(qword_18813CEAE + 544) ~= qword_18813C210 + 12146;
sub_13288418@(10657i64, 10469164, Runk_18013Cese, 10173164, v4);
*(qword_18813C36@ + 448) ~= *(qword_18@13C26@ + 584) | @x2D11i64;
sub_13828188@(10495i64, 1@851i64, Runk 18013Cese, 10851i64);

yuffer

+ *(a2 + 160)) = *(*(a2 + 184) + vi3) ~ *(vi2 + *(a2 + 16)); |

Writes the data to the ne

H

*(a2 + 536);

(w12 + *(vi4 + 744) - 18236i64) ¥ *(a2 + 48);
+ 424) -= ShowscrollBar;

*(a2 + 48);

*(a2 + 536);

*(a2 + 4B@) = a5 ~ @x2(B4icd;

*(v16 + 264) -= 23 + *(v15 + 448);

qword_18813C3C8 = vl ~ dword_l18@13Cees; ¥ . . .
result = sub_188B@1348(Runk_15813CR8A, 19173, 18929, 10469, 11122164); while ( v11 < (®("(a2 + 40) + 808164) + 1626284164) );
*(qword_18@13C298 + 24) = qword_18013C260 + 28@; P . _ . .
*(quord_18B13C360 + 192) = 19495i64 * “(qword_18813C298 + 360); ‘E,E:j :’;'22; N ;ig:?‘” Hgég‘i‘gi?ﬁ"' - a8
results < = :
1 return result; *(*(a2 + 736) + 176i64) = SetProcessShutdownParameters;

*(a2 + 448) = *(a2 + 1e4);
return e_free_first_memery_sub_l8eee4oDC(1le431, 18498, 18852, 11122, a2);

Bumblebee loader\crypter main
The next step will be the function sub_180004180, this function will do the following:

1. It executes a function named that will allocate multiple virtual memories using the
already mentioned .

2. Call the function named that will use the virtual memory that was allocated in , do
additional manipulations, and eventually writes an unpacked MZ into the last allocated
buffer from the function .
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Loader's main function

vl = alj;

sub_1888031F0(Runk_18013CE88, 18852i64);
sub_138884966(18851, 18495,
sub_18@ee3498(11895, 11122,
*(gword_13@13C8A8 + 528) +=
*(gword_18@13C268 + 480) +=
LOWORD(v3) = 10431;
qword_18813C148 = *gqword_18813C293 | @x28FFic4;
sub_180@@2FF4(10237, funk 18@13Ce3e, 12146, 11657,
LOWORD(v4) = 18237;

qword_18@13C138 | Bx28ES;
10495164;

11474, Bunk_18013Ce88, 18378);
&unk_1s@13Cese, 11268, 18553, 1B657i64);

V3, 18237);

*(gword 18813CBAS + 544) "= qword 188130218 + 12146;
sub_18@884188(18657i64, 18469i64, &unk_13813C@56, 1@173i64,

5P m—

*(qword_18@13C368 + 448) ~= *(qword_l8@13C26@ + 584) | @x2D1lis4;

sub_13@ee1000(10495164, 18851164, &unk 13813C@3e, 1@851i64);

qword_18@13C3C8 = v1 * dword_18013C@es;

result = sub_13@@@13A2(&unk_13@13Cese, 18173, 18929, 18469, 11122i64);

*(qword_18@13C298 + 24) = gword_13@13C268 + 200;
*(quword_18813C360 + 102) = 18495i64 * *(qword 136130298 + 368);

return result;

Bumblebee loader\crypter main
When looking statically in the function sub_180003CE, the loop that will write the unpacked

file will be the following:

for ( i= wii i

{

== *(a2 + BBB); --1)

if ( *(a2 + B96) < 2372896 )

*((*(22 + 896))++ + *(a2 + 904))

¥

Bumblebee loader payload decryption
And when observing dynamically, it will look like the following:

*

*(a3 + 320) ~= 18498i64 * *(*(a3 + 48@) + 728i64);

e_allocate_multiple_buffers_sub_lseeele7e(les57, 18553, 12146, 11895, a3);

e_decrypts_the_payload sub 188@83CE4(11474i64, a3);

)

return sub_13@821A34(11474i64, 11268164, a3);

Bumblebee loader payload decryption
In the end, we get an allocated memory with Read-Write permissions with an unpacked

payload inside.

ﬁCPU | @Graph | | #4Log | | Motes | ® Breakpoints | [F#¥ Memory Map | Ll call Stack | il =y | |#3| Seript | %] symbols | <% Source
& | 0DDDDOO1B0D03FAZ ES 50070000 call bumblebee_dropper.180004744 N [ chow EPU
& | 0000000150003 FAT 44:0FBE30 movzx risd,byte ptr ds:[rax]
# || 0DDDDOOLBODOZFAR 4C: BECO mov rg,rax 0000000000000000
& | 0000000150003 FAE EE 27 jmp bumblebee_dropper.180003FD7 % 000000018013C080
ot et +® ([ 0000000180002 FED 48:6383 80030000 movsxd rax,dword ptr ds: [rbx+3280] 0000000002 A20040
| e | oboonoo1so002FET 3D 00222400 cmp eax,242200 BLX
' | (----@| D0DDOOOL80003FEC 7D 16 jge bumblebese_dropper.180003FD4 EQDX  0000000000000073
2| f # || 0000000LE0003FEE 48: 8EEE BB030000 mov rox,gword ptr ds:[rbx+388]) REF  0QOOQOQO0QDODO0DZFFF
0|8 # | 0000000180003FCS 48: 8BD0D mov rdx,rax R5F  000000000018FOBD
f f & | 0000000180003FCE 41: SA00 mov al,byte ptr ds:[r&] _ | LRSI 0000000000002CD 2
E—:——;—)n 880404 mov byte ptr ds:[rdx+rcx],al |_;
o & || 0DDODOOLBODOZFCE FF82 20020000 inc dword ptr ds:[rbx+380] Default (x54 fastcall ~|5
! | t---»#| 0DDDDOOLE000ZFD4 49:FFC8 dec rs - ¢ )
! L——®| D0D0OOOO180003FDT 4C:3E83 70030000 cmp r8,gword ptr ds:[rbx+370] 1: rcx 0000000002A40040
R # || 00000001LE0003FDE 73 DO jae bumblebee_dropper.180002FED 2: rdx 0000000000000073
# || 00000D00LB0003FED 48: 8ESE E0QOQL0000 mov rox,gword ptr ds:[rbx+1E0] 3: r& 00000000027FO046
s || ooooDOO1BOOOZFET 8EDT mov edx,adi 4! 9 000000018013C080 bumbl
# || 00000D00LB0003FED 48:8ES1 25030000 mov rax,gword ptr ds:[rox+328) i [rsptz8] 00000000001BFSFE
. DD|00000150003FFD 48:05 ACDSOFO0 add rax.FDSAC
4 i
4% Dump 1 | @iy Dump 2 | By Dump 3 | B4 Dump 4 | B4y Dump 5 @ watch 1 | =l Locals? |LJ D00D0018FORE
T 000000000018F0CO bumb1ek
T = * || oooooooooo18FOCE return
18 01 24 00 00 00 7F OF) g
02A40010| 00 00 00 00|00 00 0O 00|00 00 00 00|00 00 (I [20sosas0n0 L on ] (0000000180 e 080] [Dunbl et
02A40020| 00 40 24 00|00 00 0O 00|00 40 24 00|00 OO
02A40030| 00 00 OO0 00|00 00 00 0OO0|E2 BC 1C 54|00 00 d = b ff h h Id
02A40040 | 4D [SA] 90 00|03 00 00 00|04 OO OO0 OO|FF FF rax+rcx utter that holds
02A40050| B8 00 00 00|00 00 0O 00|40 OO 00 0O0|0C OO
02A40060|00 00 00 00|00 00 00 00|00 00 00 00|00 00 . h d d I d
02A40070| 00 00 00 00|00 00 OO 00|00 OC 00 00|30 01 00 00| .cuueeuu.... 0... e ECI'thE pay 0a
02A40080 | 0E 1F BA 0DE|00 B4 09 CD |21 BS 01 4C|CD 21 54 &3|..=.. .11 .Li1Th
02A40090| 63 73 20 70|72 6F &7 72|61 6D 20 63|61 6E GE &F|is program canno i
02A400A0 |74 20 62 65|20 72 75 GE|20 69 6E 20|44 4F 53 20|t be run in DOS LELIL D LRI )| (M0 S L8 S0 S LI SE R
000000000018F120 | 000000018013C080 | bumblet
02A400B0 | 6D &F 64 &5(2E OD 0D OA|24 OO 00 00|00 00 00 OO|mode....$....... R TRE T
8F125| 0000000100002A64
02A400C0| 00 00 OO 00|00 00 OO0 00|00 OO0 00 00|00 00 00 00| «cc v eeeeenunn. RO TRET
8F130| 0000000D0DFEQBOO7 B
02A40000| 00 00 OO 00|00 00 OO0 00|00 OO0 00 00|00 00 00 00| «ccvueeaeeenunnnn R TRE TR | lotoronGTnn R e
02A400E0| 00 00 OO 00|00 00 00 00|00 OO0 00 00|00 00 00 00| «ccvueeaeeeaunnn TR P I OEOE GO EGR G o

8/44



Handles I GPU | Disk and Metwork I Comment
General | Statistics | Performance | Threads | Token I Modules | Memary | Environment
[] Hide free regions [ Strings... ] [ Refresh ]

Base address Type Size | Protect... Use il
Oxasa000 Mapped: Reserved 18,920 kB =
Ox 700000 Private: Reserved 15,350 kB

Ox22d0000 Private: Commit 4,152 kB RW

D 1eci0on Private: Commit 4152 kB R

Ox 2240000 Private: Commit 2,320kB RW

00000000 18 01
00000010 00 00
00000020 00 40
00000030 00 00
00000040 44 5a
00000050 k& 00
00000080 00 00
0ooQoo7a 0o 00
00000080 Oe 1£
00000090 &9 73
00000020 74 20
000000k0 &4 &L
000000cO ce db
| 00000040 3e Zb
000000ed 3e Zb
000000£0 57 48
E 00000100 k1 9

00000110 57 48
E ANNNNT20 #8a kT

Bumblebee loader payload decrypted in process hacker
Until now, everything that is observed are things that are pretty much common in other

34 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
24 00 00 00 00 00 00 40
00 00 00 00 00 00 el boc
90 00 03 00 00 00 04 00
00 00 00 00 00 00 40 00
00 00 00 00 00 00 Q0 o0
00 00 00 00 00 00 Q0 o0
ba Oe 00 b4 09 cd 21 L&
20 70 72 6L &7 72 &1 &d
62 65 20 72 75 &e 20 &9
64 65 Ze 0d 04 Oa 24 00
d5 05 b7 bb 56 8a b7
4a 5@ b7 bb 56 3e Zb
43 5a b7 bb 56 1d e%9
gk 5a b7 bk 56 bl e%
ke 57 B7 bk 56 bl e9

75 58 b7 bb 56 18 e9
Rk GA kT Wh BA 14 =20

EIII:IU_‘ICGIEGI
DO = [

o0
o o

7 | DLLLoader54_B17C.exe (3152) (0x2a40000 - 0x2c84000)

7£
oo
24
1c
ual
oo
julal
jalal
01
20
oe
ual
bk
48
be
bé
bf
ba
W

a2 a0 .
00 ao 00 ™ oo vnnnnnnannnns (W
00 a0 ao og oo .
54 00 00 00 04 .... s
00 ££ ££ 00 OO MZ. . .uennunnnnnn
00 Qo 4o 00 o0
00 Qo 4o 00 o0
00 30 01 00 00 .
4c cd 21 54 BBf ..., 1..L.!'Th
63 &1 6 6e 6f] is program canno
20 44 4f 53 20§t ke run in DOS

00 00 4o 00 O0fmode....5....u..

56 8a b7 bb 54)....... V. V...V
538 24 b7 bk 56) >+IV... . VrHHVE. .V
37 8b b7 bb 56) >+IV...V...W...V
27 82 b7 bk Saf WHEV...V...W...V
57 af b7 bk 54 ...W...V...W...¥V
57 &b b7 bk Saf WHuUV...V...W...V
57 24 WS Rk SR At T i) T

loaders \ crypters, however, we still have two unsolved questions:

1. The code section of the payload does not have Execute permission, so it cant run.

2. What makes this loader special?

Enters the hook

The loader will enter a function called sub_180001000, this function will create inline
hooks[5] that will ignite the chain of events that will lead to the code execution.
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Loader's main function

vl = al;

sub_18@@031F@(&unk_18013C088, 10852i64);

sub_l3eeed4988(18351, 18495, 11474, Zunk_13813CE38, 18378);

sub_ 13@@08349@(11895, 11122, Zunk_13@13Ces@, 11268, 18553, 1es57ied);

*(qword_18813CBAS + 528) += qword 18813C138 | @x28ES;

*(qword 18813268 + 480) += 18495i64;

LOWORD(v3) = 1@431;

gword 18813C146 = *qword 1801302098 | @x28FFicd;

sub_13@8882FF4(18237, &unk_18813Cess, 12146, 11657, v3, 18237);

LOWORD(v4) = 18237;

*(gword_18813C8A3 + 544) = qword_13813C218 + 121465;

sub_l3eeed4lse(lec57i64, 1e469i64, Zunk 18@13Ce38, 10173is64, v4);
j 54

*lgyord 18613C360 4 4489 A= *(g H
sub_l3@eelees(18495i64, 18351164, Zunk 183813Ce38, 18851is4);
qword_18BLliLoLs = VL & dword_loBlaLees;

result = sub_l5ee8l3Ae(Zunk_123813Cese, 18173, 18920, 18469, 11122i64);

*(qword_18813C298 + 24) = qword_13813C268 + 208,
*(qword_18@13C36@ + 192) = 18495i64 * *(qword_18@13C298 + 368);
return result;
}
Bumblebee loader payload decryption
As we enter, we notice something interesting, the loader assign functions to a memory

address, then it will call another function named sub_100025EC.

Assign fucntions to addresses

*(a3 + 76@) = sub_188@023D4;
*(a3 + 768) = sub_18@@@41EC;
*(a3 + 776) = sub 188001D4C;
sub_180@@25EC(23, 10431i64);

Assign functions to addresses
This function will do the following:

1. Get Ntdll handle with
2. Get the address of
3. Get the address of
4. Get the address of
5. Return the data
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<

ibraryA = LoadLibrarya(v2); // Ntd1l.d1l

*y2 *(al + 744) + 18842450873;

*(*(a1 + 536) + 328i64) -= vi | *{al + 432);

*(v2 4+ 4) = *(=1 + 888) + 1766212627;

*(v2 4+ 8) = *(*(al + 430) + 8@8i64) + 1513@;

*(*(al + 48) + 528i64) "= v4 ~ @x2CD2i64;

*(*(al + 480) + 632i64) *= *(*(al + 480) + B00i64) ~ Bx2DB9iG4;
*(*(al + 40) + 24i64) += 18851i64 * *(al + 744);

*(*(al + 736) + 144i64) = **(al + 536) + 12014i64;

*(al + 784) = GetProcAddress(Librarya, v2); // NtOpenFile

*y2 = *{*(al + 536) + 808i64) + 1917012476;

(2 4+ 4) = *(*(al + 480) + 744i64) + 1782115688;

*(v2 4+ 8) = *(*(al + 736) + 888i64) + 1952668225;

*(al + 3@84) |= *(al + 320) | @x2B72i64;

*(v2 + 12) = *(al + 808) + 7226647;

ProcAddress = GetProcAddress(LibraryA, v2); /f NtCreateSection

vil = *{al + 536);
*(al + 712} = ProcAddress;

*u11 4= (*(*(al + 480) + 728i64))--;

*(*(al + 536) + 576i64) += -18852i64 - *(al + 744);
*(*(al + 536) + 656i64) += 18469164 * *(*(al + 488) + 136i64);
*(*(al + 536) + 312i64) += v4 + *(al + 648);

*v2 = *(al + 744) + 1632455761;

*(v2 + 4) = *(al + 808) + 1701391390;

*(*(al + 480) + 320i64) -= 21404i64;

*(*(al + 40) + 424i64) += -416i64 - *(al + 48);
*(v2 + B) = *(*(al + 48) + 308i64) + 1399283109;
*(v2 + 12) = *{a1 + 888) + 1769224457;

*(*(al + 488) + 544i64) = a1 + 88@;

*(v2 + 16) = *(*(al + 736) + 8@8i64) + 17437;

12 = GetProcAddress(Libraryf, w2); J/ NtMapViewOfSection

Getting NT functions

To observe it dynamically, we can just go to the debugger and step over the functions
themselves.

>

Getting NT functions
After exiting sub_100025EC, our attention will go to a function named sub_1800037C4. This
function will be responsible to install a hook in the aforementioned NT functions.

call gword ptr cIs:[(&GetPr‘ucAddr‘ess:-”
mov gword ptr ss:[rbp+2C0],rax
mov rax,gword ptr ss:|frbp+215]) ‘
mov erworwnrd ntre ds: Traw+32871

Qo0000007 7ECISED <ntdll.NtopenFile-

RCX

00006A26CT5 10000

It will do it in the following way:

1. Call to change the protection of the area it wants to write into to be writeable

2. Call that will take as arguments:1. The function to write into 2. The content it wants to
write3. The size

3. Call to change the protection again to not be writeable
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= al;

= *(al + 744) - 18173;

viB = *(*(al + 488) + B@8iG4);

floldProtect = @;

vll = v1@ - 18821;

VirtualProtect{original_ function, w11, w9, &Fl0oldProtect);

data_to_write = a5;

*(*(al + 488) + 544i64) *= a2 - vA;

sub 12388082978(criginal functicn, data_toc write, v1l);

return VirtualProtect{ocriginal function, w11, flo0ldProtect, &Fl0ldProtect);

D

Setting hook

Eventually, this activity will occur inside a loop to install the hooks in each of the NT
functions. The hook that will be installed will be the functions that have been assigned to
memory addresses at the beginning of the larger function.

1. for NtMapViewOfSection
2. for NtOpenFile
3. for NtCreateSection

If we wanted to observe the changes dynamically we have two options, the first one is to just
observe it in the debugger by step over sub_180002978

Before hook

| [l Notes ® Breakpoints | @ Memory Map [l call Stadk | =3 5EH |53| Script | ‘E]Symbuls |

Q00000007 7EBC1SED <ntdll.NtOpenFilex mov ri0,rcx NtOpenFile
oooo00007 FBC15ES mov eax, 0 20:"0"

oooo00007 FBC15ES 5y5ca11
000000007 FBC15EA ret
After hook

| [ 1 Motes | #® Freakpoints | ¥ Memory Map (L] call stack =7 SEH |#3| Seript | {E]S?Tl'lbms |

000000007 7ECI1EED <ntdll.NtOpenFilex mov ril,bumblebee_dropper. 1800023 NtOpenFile
000000007 FTEC15EA jmp rii
000000007 FEBC15ED add byvte ptr ds:[rax],r8b

Hooked NT functions
Another option is to use the took Hollow hunter[6] with the “/hooks” as an argument. Then,
we will have a .tag file from the hooked DLL (if found of course)

12/44



Mame Date moedified Type

|| 770T0000.ntdll.dll Application ext
|= 77b70000.ntdll.dll.tag Tac i
%| 180000000.bumblebecdropper.dll Open ,
HashMyFiles

|| 180000000.bumblebee_d

|| dump_report json Open with Sublime Text

Open in Radare2
Open in Radare2 debugger

|| scan_report.json

SkyDrive Pro J
1-Zip 3
CRC SHA 3

| [ _Edit with Notepad- +
View hooks using hollow hunter
And when we open this file with a text editor we could see the indication of who are the
hooked function, and where the hook itself lies.

->180001d4c[180000000+1d4c:
->1800023d44[180000000+23d4:
;5

->1800041ec[180000000+41ec:
View hooks using hollow hunter
To summarize the hooking procedure, it will look like this:

Assign fucntions to addresses

*(a3 + 76@8) = sub_18BBB23D4;
*(a3 + 768) = sub_18BBBL1EC; [1 (i(j f f _
*(33 + 776) = sub 188881D4C;
[sub 18388825ECT 18431164} ; P—’*f GEt t E a rESSES D NT unCtIDnS
#(*(a3 + 48) + 312i64) = *(*{a3 + 536) + 184i64) + 18405i64;
*(a3 + 424) += *(*(a3 + 736) + 128i64) - 11268i64;

= @;
*{a3 + 552) = GetCurrentThreadId();
if { *(a3 + 744) != 18234i64 )

1
= (a3 + 7e4);
= (a3 + 666);
= Bigd;
do
1
=13 * H
*(v7 - 2) = *(*(a3 + 48) + B@8iG4) + 37111;
*(y7 + *(*(a3 + 48@) + 888i64) - 18827) = *(*(a3 + 48) + B@3i64) - 469821778;
*(*(a3 + 736) + Bi64) *= ReadConscleInputA;
*u7 = ve[7];
sub_lseee2978(13 * + 83 + 592, *uG, *(*(a3 + 736) + 744i64) - 18224i64);
[sub_1Be@@37C4(=>, 12146164, 11122164, *vitt, + + 664); |
++u5;
= (v7 + 13);
- s Install the hook
while ( < (*(a3 + 744) - 18234484} };
}
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Bumblebee loader install hook mechanism

Executing the code

After we finish setting the hooks, we will head to the function sub_1800013A0

Loader's main function

vl = al;

sub_18e@e31Fe(Runk_18013C030, 1@852i64);

sub_l13eeed4988(18351, 18495, 11474, Zunk_13813CBE8, 18378 ;

sub_13@883498(11895, 11122, &unk_13813Ce38, 11265, 18553, 18657i64);

*(qword_18013CEAS + 528) += qword_18813C138 | ©x28ES;

*(gword_18013C260 + 480) += 10495i64;

LOWORD({v3) = 18431;

gword 18813C148 = *qword 180813C298 | Bx28FFis4;

sub_138@82FF4(18237, Zunk_18e13Cese, 12148, 11657, w3, 18237);

LOWORD(v4) = 18237;

*(gword_183813CeA3 + 544) “= gqword_13813C218 + 12146;

sub_l13eeed4138(18657ied, 18469i64, &unk_ 188130888, 18173ied, wi);

*(gword_18013C360 + 448) ~= *(qword_18013C26@ + 584) | @x2D11i64;

sub_l3eeeleee(le495i64, 18851i64, &unk_13813CE38, 18351isd);

gword 18813C3CE = vl ™ dword 13813C883;

Léesu_: = sub 15868813A8(%unk 13813CE38, 1&153J 18925, 18469, 11122164); |

(gword 1B8813C298 + 24) = gword 18813C268 + 288;

*(qword_18813C360@ + 192) = 1@495i64 * *(gword_18013C298 + 36@);

return result;

h
Bumblebee loader\crypter main

This function will attempt to execute the DLL “GdiPlus.dIl’ using the API call LoadLibrary,
with SetPath as an export function.

Libraryl = LeadlibraryW((al + 488));
if ( *(al + 832) == 2 )
1

if { Libraryl )

i

strepy(vs, "SetPath™);
LoadLibrary loading GdiPlus.dll

Mo rcx,rs% rex:L"gdiplus.dll™, rsi:L"gdiplus.dll”
call gword ptr ds: [<&LocadLibraryw:=]
cmp dword ptr ds:[rbx+340],2

LoadLibrary loading GdiPlus.dll

Q: Why does the malware even want to use GdiPlus.dll?
A: It doesn't.

Q: So why the need to load it?

A: Because it is not loaded (wait what?!)

The malware will attempt to use some (and unique) custom unpacking:

1. When loads a DLL file, it uses internally the hooked NT function as part of its internal
activity.
2. The malware chooses a DLL that is not loaded yet.
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3. will get a file handle of
4. will create a section for the file handle of

However, here is when things become tricky, when the LoadLibrary will try to use
MapViewOfSection to map the GdiPlus.dll section, the hook function of MapViewOfSection
(sub_180001D4C) will do the following:

—

. It will use to create a new section with READ-WRITE-EXECUTE permissions, without
any file handle to associate it with.
It will write the unpacked malicious content into this section

N

3. It returns NTSTATUS_SUCCESS to the so it will seem to it as if was mapped
successfully.
ptr_NtCreateSection = *{vle + 712};
V2B = *(v1B + 16B) + *(*(v18 + 16@) + 6Bisd);
v21 = *(v18 + B88);
*(yld + 248) = v2B;
w22 = *(v20 + BB) + v21 - B739;
w3id = 8;
V23 = w(u21 - 6739) & v22; Creating RWX section
V24 = *( 16 + 744) - 18237i64;
;: : E 18 + 488);
(vl + 296) = *(v2B + 2@8) + vI0 + 24;
**(y18 + 536) = *(v25 + 176) - 10173i64;
if [ ptr_NtCreateSection(&v32, (*(v1® + 744) - 18223), @i64, &v33, *(v1e + 744) - 19173, @x5000008, 9i6d) ) |
return @i64d;
w27 = a7;
*(w_e + 298) = @i64;

*(*(v10 + 536) + 432i64) =

v *(*(v1lz + 48) + 328i64) | @x2EEEig4d;
*(*( w18 + 483) + 24154:] += 597164 ; /
#(*(vle + 736) + 8@i64) |= Bx28FFuicd;

Mapping the RWX section

if ( [lptr_NtMapviewOfsection(v32, -1i64, v1@ + 208, @i64, @i64, 8i64, v27, 1, B, *(v1@ + 888) - 18778) )
1

F(F(v1B + T736) + 176i64) *= v1d + 7923

*(*( 10 + 48@) + 152i64) = 18657i64;

V2B = *(v1e + 248);

*(v10 + 464) |= *(*(v10 + 480) + Bi64) - 11657164;

*(ull + 288) = *(v2E + 6); ;
[ sub_18@@@2E74{18851, 11537, 11537, 18929, vio);| UVrnlngthE|anacked

*(*(v10 + 736) + 368i64) |= 11268i64 * *(vie + 488);

®(E(y1e + 48) + 752164) -= (*(*(v1e + 536) + 88i64))--;
*(*(yle + 488) + 24i64) = 12221164;
Hooked NtMapViewOfSection mechanism
The result will be an unpacked bumblebee malware that resides in the RWX section and is
associated with GdiPlus.dll. Interestingly, the GdiPlus.dll is considered a relocated DLL in

Process hacker.

executable to the section
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Mame Base address Size  Description A
rundli32.exe 0x7ff692940000 92 kB Windows hos
advapiz2.dil 0x7ffaa1ae0000 652kE  Advanced Wind
amsi.dil 0x7ffaBe6c0000 84kB Anti-Malware S
berypt.dil 0x7ffa9f260000 152kE  Windows Crypb
beryptprimitives. .. 0x7ffade6a0000 512kE  Windows Crypb
cfgmgr32.dll 0x7ffasfise0000 295 kB Configuration M
dbcatg.dll 0x7ffaa1a70000 648 kE COM+ Configur
combase. dil Ox7ffasfdanoon 3.21MB  Microsoft COM
aypt3zdi 0x7ffa9f540000  1L.29MB  Crypto API32
cryptsp.dil 0x7ffagesc0000 92kE Cryptographic £
davdnt.dll 0x7ffas0020000 116 kB Web DAV Client
davhlpr.dil Ox7ffasfcao000 43kE DAV Helper DLL
dhecpesve.dil 0x7ffag8410000 112kB DHCP Client Ser
drprov.dil 0x7ffa%a7a0000 44kB  Microsoft Remo
gdiz2.dl 0x7ffaa03f0000 152kB  GDI Client DLL
gdi32full.dil 1.58 MB GDI Client DLL
gdiplus.di P flicrosoft GDI+
imagehlp.dl 116 kB  Windows T _—
imm32.dll 0x7ffaa0ce0000 184kE  Multi4Jser Wind
IPHLPAPL.DLL 0x7ffa9daalooo 232kB  IP Helper APL
kernel.appcore.dll 0x7ffage530000 68 kE AppModel API+
kernel32.dl Ox7ffasfc30000 712kB  Windows NT BA
KernelBase. dll Ox7FASFIANN0N  7.A4MR  Windows NTRA ¥
Inrale.nls 2
Close

Relocated module point to RWX section

\[ 0 1a1158c0000

General Statstcs Pertormance I hreads | oken Modules

Memory Environment Handles GPU Disk and Network Comment

Hide free regions Strings... Refresh
Base address Type Size Proh;ct. . | Use M
0x7ffagdaa1000 Image: Commit 164kB RX Ci\w
0x7ffa9c90 1000 Image: Commit 356 kB RX Co\w
Ox7ffa%a7b 1000 Image: Commit 32kB RX C\w
Ox7ffaga7a1000 Image: Commit 16kB RX Co\w
Ox7ffaga7a1000 Image: Commit 44kB RX Co\w
Ox 7ffz98fc1000 Image: Commit 12kB RX Co\w
Ox 7298411000 Image: Commit S6kB RX C:\Ww
0x7ffa92081000 Image: Commit 54kB RX C:\w
0x7ffa90141000 Image: Commit &4kB RX C:\w
0x7ffaBe6c1000 Image: Commit 36kB RX C:hw
0x7ffas0021000 Image: Commit 63kB RX C:\w
Ox7ffasfc71000 Image: Commit 16kB RX Ci\w
Ox 7592941000 Image: Commit 28kB RX Co\w

Private: Commit 4kB RWX
Mapped: Com... 2,356 kB RWX
X Private: Commit 12kB RW4G Stack

0x57d65f1000 Private: Commit 12kB RW+G Stack
0x57d6571000 Private: Commit 12kB RW+G Stack
0x57d64f1000 Private: Commit 12kB RW+G Stack
0x57d6471000 Private: Commit 12kB RW+G Stack
0x57d61e1000 Private: Commit 12kB RW+G Stack ¥
0x57d6161000 £ >

Bumblebee dropper high lever summary

If we want to look at all the dropper unpacking mechanism steps in a high-level overview and
summarize them into three steps, it will look like this:
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Step one

BumbleBee dropper Allocate memaory ‘r‘I Decrypt payload ‘

# % % % 88 B E B E R E W EEEEE T E SR EEEEEEEEEEEEEEE SR EEEEEEEEEEEEE R SRR EEEEEEEEEEEEE B EEEEEE R EEE R EEEEEEEEEEE

Step two

Hook NtOpenFile
BumbleBee dropper p——-—@ MNiCreateSection
MNiMapViewOfSection
- Step three
GdiPlus_dil .
BumbleBee dropper -—| LoarLibrary
Trigger the hooks
k4
Ty
Ignore mapping the NtMapViewOfSection
NtOpenFile NtCreateSection e e g
GdiPlus.dil
.~/
Create file handle Create section for file
for GdiPlus.dll handle v
' ™y
Create new section Map the new RWX g:m;ﬁetg?gg?ﬁs
with RW3X permission section section
A A

Bumblebee dropper overview

PART 2

The bee: Investigating the bumblebee’s payload

17/44



@ pestudio 9.23 - Malware Initial Assessment - www.winitor.com
file settings about

?
-l indicators (62) mds A094CD320B6FE751348ER0EDBCAB28A3
’? d';j:;‘ad';r(‘;':gieﬂ shal 5DBB3BBCS7653C348BE7T7A628EDOEF11 FFEF35D
B dos-stub (240 bytes) sha256 GDBF2C02CT C49A568948 36 FFEIALGARB24 CIBE452F232BT890153 481 AB169547
_____ » rich-header (17) first-bytes-hex 4D 54900003 00 00 00 04 00 00 00 FF FF 00 00 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00
..... > file-header (Mar.2022) first-bytes-text MZoiiiiiii e @
_____ > optional-header (GUI) file-size 2412544 (bytes)
----- HH directories (time-stamp) entropy 6309
----- > sections (files) imphash
7 libraries (11) * signature
.4 ] functions (232) entry-point 48895C 2408488974 2410574883 EC20408B FEEB DA4B 8B FL 83 FAO1 7505 E8 33 08 00 00
..... [ % exports (2) file-version
----- - description
----- E] file-type dynamic-link-library
""" i cpu 64-bit
----- zbe strings (35400) subsystem GUI
-3¢ debug (time-stamp) compiler-stamp 062440676 (Wed Mar 30 09:27:50 2022)
""" = debugger-stamp 0x62440676 (Wed Mar 30 09:27.50 2022)
resources-stamp
import-stamp
""" ] exports-stamp 0x62440668 (Wed Mar 30 09:27.36 2022)
version-stamp
certificate-stamp

Unpacked Bumblebee payload

The unpacked malware is a large 64-bit file with quite high entropy.

This file appears to be the core component of the Bumblebee malware. It features many
traditional capabilities we would expect from malware, such as internet communication, file
manipulation, collecting user information, cryptography libraries, etc.

In my article | will not cover this file as much because of scoping decisions, however, some
interesting code parts to mention are:

Stolen anti-analysis code

As with many malware, Bumblebee also has anti-analysis tricks, however, the majority of
them are grouped in one large function. Also, During my observation, | notice that additional
anti-analysis checks have been added as time goes by, which indicates a quick evolving
malware or that the authors are still in the “testing the waters” phase.

In addition, this entire anti-analysis function code is taken from the GitHub page of the “al-
khaser project’[7]. For good measure, | will show some examples.

Searching for processes

The malware will search for multiple tools that are being used for dynamic and static
malware analysis tools. The malware will iterate through the processes using
CreateToolHelp32Snapshot.
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var_process_name[@]
var_process_name[1]
var_process_name[2]
var_process_name[3]
var_process_name[4]
var_process_name[5]
var_process_name[&]
var_process_name[7]
var_process_name[8]
var_process_name[9]
var_process_name[18]
var_process_name[11]
var_process_name[12]
var_process_name[13]
var_process_name[14]
var_process_name[15]
var_process_name[16]
var_process_name[17]
var_process_name[18]
var_process_name[19]
var_process_name[20]
var_process_name[21]
var_process_name[22]
var_process_name[23]
var_process_name[24]
var_process_name[25]

var_process_name[26] =
= L"x32dbg.exe";
= L"x64dbg.exe";
= L"Fiddler.exe";

var_process_name[ 27
var_process_name[28
var_process_name[29
var_process_name[30
while ( 1 )

]
]
]
]

= L"ollydbg.exe";

= L"ProcessHacker.exe";
= L"tcpview.exe";

= L"autoruns.exe";

= L"autorunsc.exe";

L"filemon.exe";
L"procmon.exe”;
L"regmon.exe™;

L"procexp.exe”;

= L"idag.exe";

L"idag64.exe™;

= L"ImmunityDebugger.exe™;
= L"Wirezhark.exa";
= L"dumpcap.exa”;

L"HookExplorer.exe™;
L"ImportREC.exe™;
L"PETools.exe";
L"LordPE.exe";
L"SysInspector.exe™;
L"proc_analyzer.exe™;
L"sysAnalyzer.exe™;
L"sniff_hit.exe™;
L"windbg.exe";
L"joeboxcontrol.exe™;
L"joeboxserver.exe™;
L"joeboxserver.exe™;
L"ResourceHacker.exe";

L"httpdebugger.exe™;

chlheipéZSnapshct = ffeéfeToolhelp325napshot(Zu, )N

v3 = Toolhelp32Snapshot;
if ( Toolhelp32Snapshot != -1i64 )
{
pe.dwSize = 568;
if { Process32FirstW{Tooclhelp32Snapshot, &pe} )

i
w4 = StrCmpIM({pe.szExeFile, psz2);
vh = v3j;
if { lva )
{
LABEL_4:

CloseHandle{vs);
return pe.th32ProcessID;

3
while { Process32MextW(vi, &pe) )
1

v7 = StrimpIW(pe.szExeFile, psz2);
vE = w3j;
if ( w7 )

goto LABEL_4;

}

CloseHandle(v3);

return 8i64;

}

result = |sub_18@@413F@(var_process_name[v2]);

Searching for processes in Bumblebee

As said, this code is the exact code found in the al-khaser project.

19/44



49 WoID analysis_tools_process()

S|
11
1z
13
14
15
1
17
18
19
2@
21
22
23
24
25
26
27
28
29
3@
31
3z
33
34
L
38
37
L
39
4@
a1
az
LE!
as
as
a8
a7
ag
ag
5@

The malware also attempts to detect any kind of virtualization environment with the detection
of their processes, it varies from Vmware to Vbox processes.

const TCHAR *szProcesses[] = {

_T{"ollydbg.exa"), £l
_T{"ProcessHacker.exe"), i
_T{"tcpview.exa"), £l
_T{"autoruns.exs"], £l
_T{"autorunsc.exs"}, £l
_T{"filemon.exa"}, i
_T{"procman.exa"), £l
_T{"regmon.exe"}, £l
_T{"procexp.exa"), £l
_T{"idaq.exs"], £
_T{"idaged.exe"}, £l
_T{"ImmunityDebugger.exe™), //
_T{"Wireshark.sxs"}, £l
_T{"dumpcap.exe"), £
_T{"HookExplorer.exe"}, £l
_T{"ImportREC.axe"}, £l
_T{"PETools.exa"), £l
_T{"LordPE.exe"}, £
_T{"sysInspector.exs"}, £l
_T{"proc_znalyzer.exs"}, £
_T{"sysAnalyzer.exs"], £l
_T{"sniff_hit.exe"}, £
_T{"windbg.exe"}, £l

_T{"joeboxcomtrol.exe"), '
_T{"joeboxserver.exe™}, '
_T{"joeboxserver.exe"}, £

_T{"ResourceHacker.exe"), //

_T{"x32dbg.exe"}, £
_T{"x84dbg.exe"}, £
_T{"Fiddler.exs"}, £
_T{"httpdebugger.exs"}, '

| H

011lyDebug debugger
Process Hacker

Part of Sysinternals
Part of Sysinternals
Part of Sysinternals
Part of Sysinternals
Part of Sysinternals
Part of Sysinternals
Part of Sysinternals

I Pro Interactive Disassembler

I Pro Interactive Disassembler

ImmunityDebugger

Metwork traffic dump

Find wvarious types of runtime hooks

Import Reconstructor

PE Tool
LordPE
ESET SysInspector

Part of Sysanalyzer iDefense
Part of Sysanalyzer iDefense

Part of Sysénalyzer iDefense

Microsoft WinDbg
Part of Joe Sandbox
Part of Joe Sandbox
Part of Joe Sandbox
Resource Hacker
x32dbg

x6ddbg

Fiddler

Http Debugger

Suite
Suite
Suite
Luite
Suite
Suite
Suite

Wireshark packet sniffer

tool

WORD iLength = sizecf{szProcesses) / sizeof(szProcesses[d]});

for (int i = 8; i ¢« iLength; i)
{
TCHAR msg[2568] = _T{"");

_stprintf_s{msg, sizeof{msg) / sizeof(TCHAR)}, _T("Checking process of malware analysis tool: ¥s

if [(GetProcessldFromMame|szProcesses[i])})

al-khaser source code

psz2 = L"vmtoolsd.exe™;

vd = L"vmwaretray.exe";

v = L"wmwareuser.exe";

vE = L"WEAuthService.exe";
v? = L"vmacthlp.exe";
while { 1}

{

memset({Euffer, 8, sizeof(Buffer));

vl

sprintf_s({Buffer, @x1®8uisd, L"Checking Viware process s "

= (&ps22)[vel;

result = sub lBee41D58(vl);
Searching for Vmware processes in Bumblebee
Searching registry keys

"}, szProcesses[i]);
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The malware will attempt to search for designated registry keys that indicate any kind of

virtual environment from multiple products.

lpSubkey = L"SOFTWAREM\WMware, Inc.‘\\VMware Tools™;
vl = Bigd;:
while ( 1 )
1
memset(Buffer, @, sizeof(Buffer));
vl = *&Buffer[8 * vB - 8];

sprintf_s(Buffer, @xl@euisd, L"Checking reg key #s ", vl

hiey = @i64;

if { !RegOpenkKeyExW(HKEY LOCAL MACHIME, v1, @, @x28819u, &hiey) )

hreak;
if ( Hve »=1 )
return @igd;

Searching for Vmware registry key in Bumblebee
Searching file paths

The malware will search for file paths that can indicate any kind of virtual environment.

pszFile[®] = L"System32\\drivers\\VBoxMouse.sys";
pszFile[1] = L"System32\\drivers\\VBoxGuest.sys";
pszFile[2] = L"System32\\drivers\\WBoxSF.sys";
pszFile[3] = L"System32\\drivers\\VBoxVideo.sys";
pszFile[4] = L"System32\\vboxdisp.dll";

pszFile[5] = L"System32\\vboxhook.d1l";

pszFile[8] = L"System32\\vboxmrxnp.dll™;
pszFile[7] = L"System32\\vboxogl.d11l";

pszFile[8] = L"System32\\vboxoglarrayspu.dll™;
pszFile[9] = L"System32\\vboxoglcrutil.dll™;
pszFile[18] = L"System32\\vboxoglerrorspu.dll"™;
pszFile[11] = L"System32\\vboxoglfeedbackspu.dll”;
pszFile[12] = L"System32\\wvboxoglpackspu.dll";
pszFile[13] = L"System32\\vboxoglpassthroughspu.dll™;
pszFile[14] = L"System32\\wvboxservice.exe";
pszFile[15] = L"System32\\vboxtray.exe";
pszFile[16] = L"System32\\WBoxControl.exe";

memset(Buffer, @, @x288uisd);
memset(pszDest, B, Bx288uisd);

v = Bigd;

0ldvalue = @igd;

GetWindowsDirectoryW(Buffer, @wl@du);

if ( sub_18@041948() )
Wows4DisableWows4FsRedirection (801dValue);

Searching for VBOX files in Bumblebee

At this point, it will be useless to continue writing the anti-analysis capabilities, so for those
who want to see all, please visit the al-khaser project GitHub page.

Executing processes

Among the malware, capabilities are to execute Rundll.exe to run the DLL with the

InternalJob as an export function using Wscript.
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sub_180885FCa(
w56,
"Set objShell = CreateObject(\"Wscript.Shell\"}\r\n"
"objShell.Run “"rundll32.exe my_application_path, Iternalleb\"‘r\n",

BxBBuisd);
v55 = 15i64;
54 = Bisd;

LDEYTE{ a[e]) =
sub_lSBBBSFCB[ 5: my_applicatinn_path"J Bxl3uisd);

v32 = v53;
if { vS5 »= exle )
w32 = w53[e];
for { i = sub_18®@e5EDB(vSE, w32, @ied4, v54); i != -1; i = sub_138805ED8
1
sub_l3eeesvyeEa(vss, i, vs4, ve2, eie4, -1ligd)
w34 = w533
if { w55 »= @xle )
v34 = v53[8];
1
Sub 1888Bs5CCa(vs3);
w35 = vwhB;
f ( vS8 »= 8xle )
w35 = vSB[8];
v3B = v59;
if { vee »= @xle )
w36 = v5O[a];
Sub 18333556C[ 36, w35, v57);
v51 = 7ied;
V58 = Bied;

LOWORD(v42[@]) = @;
sub_183@ee/BEa(v49, L"wscript.exe™};

Executing Wscript
Also, the malware can use PowerShell to perform further activities

sub _138885FCB(v11E, "powershell", @xAuisd);
= GetCurrentProcessId();
sub_18@@@SBE@(v182, vi4);

7 = sub 1SBBBEBBB[SHLEC wBEB, wB5};
sub_18@@07E8@(v113, V7, 0i64, —1154};
sub_188885CCA(&126);
sub_188885CCe(v182);
sub_l18e@@7038(v118, "; Remove-Item -Path \"", @x15uig4);
sub_18@@67ESB(v113, v211l, @i64, -1i64);
sub_l18@ee7D3a(v1ls, "\" -Force", Buibd)};
sub_18eee7D3@(v113, "\"", 1luis4);

Executing PowerShell

och oo ca
] |\.
1

The little ones inside the flask

One of the most interesting things about the Bumblebee core component is the fact that it

contains two DLL files inside of him.
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[ pestudio9.23 - Mak
file settings about

?

Initial A

t - www.winitor.com

=5 chuserst bumblebee_malware.dll property value value value val
ol .'T]F“fators "62)_ ) name text .rdata .data -pd
22 ;"L";C‘ad"":;;‘ﬂ-' mds DES7486208B31D70D5A02418...  507B920B1105CECAEIARS1I... 4478DB0DT155BAB0DICA410... 3FC
e [P ]
= d°5 :ab ;4(0 bﬁ)'te;] entropy 6403 5557 4511 6.1
05-5TU €5,
. file-ratic (99.83%) 60.44 % 27.84 % 645 % 35
- = rich-header (17)
b file-header (Mar.2022) raw-address (000001000 (000165000 (000203000 ]
b optionsl-header (GU) raw-size (2408448 bytes) (00164000 (1458176 bytes)  0x000A4000 (671744 bytes)  0x00026000 (155648 bytes)  0x0
S directories (tirme-starnp) virtual-address (-0000000080001000 0x0000000080165000 (-0000000080209000 00
o I3 virtual-size (2408448 bytes) 000164000 (1458176 bytes) 000044000 (671744 bytes) 000026000 (155648 bytes) 0
7 libraries (11) * entry-point 0x0012CE48 - - -
4 | functions (232) characteristics (0x60000020 (040000040 (0xC0000040 2]
[ % exports (2) writable - - x
— executable x
o shareable
] discardable
-abe strings (35400) initialized-data
;@:— debug (time-stamp) uninitialized- data
JEI unreadable
seff-modifyin
2 g -
tusined Two DLL files ey
L file executable, offset: 0x002167...
file executable, offset: 0x0021D7...

Two hidden DLL files inside the unpacked Bumblebee
Both of these files have the same internal name RapportGP.dll (which is also used by the
security company Trusteer)

Offzet Mame Value Meaning
65C0 Charactenstics ]

65C4 TirneDateStamp  624405C7

65C8 Majoriersion ]

65CA Minorersion 0

65CC Mame TDES RapportGP.dIl
6500 Base 1

6504 MumberOfFunc... 0

6508 MumberOfMames 0

650 C AddressOfFunc... 0

65E0D AddressOfMames 0

65E4 AddressOfMam... 0

Bumblebee hooking DLL aka RapportGP.dII
The two DLL files are completely identical except for the fact that one of them is 32-bit and
the other is 64-bit.

PART 3: The shadow of Trickbot- Investigating the hooking DLL

In the last part, | will investigate the RapportGP.dIl, as said, there are two versions: 32\64 bit,
and for my analysis, | will focus only on the 32 bit.

The main concept behind RapportGP.dll is hooking, and the entire module’s mechanism is
supporting this activity.

Check for existing hooks
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One of the first activities of the module occurs in a function named “sub_700060C0’”, in
general, this function will be responsible to check if there is any hooked function from a list of
pre-determined functions.

Inside sub_100060CO0, the chain of events that leads to this is the following:

1. A handle to, , , obtained

2. The requested DLL’s path obtained

3. A call to the function made to get a copy of that stored in the allocated memory
4. The arguments are sent to another function named

strepy(str_GetSystemDirectorys, “LetSystemDirectoryA™);
ptr_GetSystemDirectoryA = @;

handle_kernel32 = GetModuleHandleW({L"kernel32.d11");
handle_ntdll = GetModuleHandleW(L"ntdll.d11"}); I Gett|ng module's ha ndle
handle_kernelbase = GetModuleHandleW(L"kernelbase.dl1l™};
handle_advapi32.dll = GetModuleHandleW(L"advapi32.dll™);
str_gGetSystemDirectoryA[@] = 71;

ptr_GetSystemDirectoryA = GetProcAddress(handle_kernel32, str_GetSystemDirectoryA);
result = 13
str_gGetSystemDirectoryA[@] = 49;
ptr_NtProtectVirtualMem =

if ( ptr_GetSystemDirectoryA )

if ( handle_ntdll ) Getting NtProtectVirtualMemory
{
(ptr_GetSystemDirectoryA)(str_modulePath, 259);
lstrcatA(str_modulePath, L"%\\");
lstrcatA(str_modulePath, "ntdll.d11™);
ptr_NtProtectVirtualMemory = e_get NtProtectVirtualMemory sub 180859B8(str_modulePath);
result = sub_1@885898(str_modulePath, handle_ntdll, list_ntdll functions, @, ptr_NtProtectVirtualMemory);

if ( handle_kernel32 . -

[ ( - : List of functions to check
(ptr_GetSystemDirectoryA)(str_modulePath, 259);
l=trcatA(str_modulePath, "\\");
lstrcatA(str_modulePath, "kernel32.dll™});
result = sub_10@85B98(str_modulePath, handle_kernel32, list_kernel32_functions, @, ptr_NtProtectVirtuazlMemory);

if ( handle_kernelbase )
{
(ptr_getsystemDirectoryA)(str_modulePath, 259);
l=trcatA(str_modulePath, "\\");
lstrcatA(str_modulePath, "kernelbase.dll™);
result = sub_16@85898(str_modulePath, handle_kernelbase, list kernelbase_functions, @, ptr_NtProtectVirtualMemory);

3
if ( handle_advapi32.dll )
{
(ptr_GetSystemDirectoryA)(str_modulePath, 259);
lstrcatA(str_modulePath, "\\"};
lstrcatA(str_modulePath, "advapi32.dll™);
result = sub_10885B99(str_modulePath, handle_advapi32.dll, list adwvapi32, @, ptr_NtProtectVirtualMemory);

}
1. RapportGP.dll checking and disabling existing hooks
The functions it wants to check are:

In Ntdil.dll
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list_ntdll functions dd offset aldrgetdllhandl

dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd

affset
affset
affset
offset
offset
offset
offset
offset
affset
affset
affset
offset
offset
offset
offset
offset
affset
affset
affset
offset
offset
offset
offset
offset
affset
affset
affset
offset
offset
offset
offset
offset
affset
affset
affset
offset
offset
offset
offset
offset
affset
affset
offset
offset
offset
offset
offset

}

¥
aldrhotpatchrou
aldrloaddll @ ;
aldrunloaddll :
atcontinue B
altcreatefile :
atcreateproces
altcreateproces
aNtcreatesectio
aNtcreatethread
aNtcreatethread
altcreateuserpr
aNtgetcontextth
aNtmapviewofsec
aNtprotectvirtu
aNtqueryinforma
altqueueapcthre
aNtreadvirtualm
aNtfreevirtualm

ahNtallocatevirt_

altresumethread
altsetcontextth
atsetinformati

aNtsetinformati_

altsuspendthrea
aNtunmapviewofs
aNtcreateevent ;
aNtcreatemutant

aNtcreatesemaph ;

alNtopenevent
aNtopensemaphor
aNtopenmutant ;

aMtwritevirtual ;

altqueryinforma_

aNtadjustprivil ;

aNtduplicateabj
altclose B

aNtterminatepro ;

altopenprocess ;
aNtopensection ;
aRtlcreateheap ;
aRtlexituserpro
aRtlexituserthr
akiuserapcdispa
akiuserexceptio
aNtopenthread ;
aRtldecompressb
aRtlqueryenviro

8 ;

¥
8

8 ;"

DATA XREF: e_check if already_

"Ldr@etDllHandle"

; "LdrHotPatchRoutine"

"LdrLoadDll"

"LdrUnloadDll”

"NtContinue™

"MtCreateFile”

;3 "NtCreateProcess

"NtCreateProcessEx™

; "NtCreateSection”
"NtCreateThread"”

"NtCreateThreadEx"

;3 "NtCreatelserProcess’

;3 "NtGetContextThread”

; "NtMapViewOfSsection™

NtProtectVirtualMemory™

3 "NtQueryInformationThread”

; "NtQueuefpcThread”

; "NtReadVirtualMemory™

; "NtFreeVirtualMemory™

3 "NtallocateVirtualMemory™

;3 "NtResumeThread”

;3 "NtsetContextThread”

;3 "NtSetInformationProcess™

"NtSetInformationThread”

; "NtSuspendThread”

3 "NtUnmapViewdfSection™
"NtCreateEvent™

;3 "NtCreateMutant™

"NtCreateSemaphore”

"NtOpenEvent”

; "NtOpenSemaphore”

"NtOpenMutant”

"NtWriteVirtualMemory™

@ ; "NtQueryInformationProcess

"NtAdjustPrivilegesToken"

3 "NtDuplicateObject”

"NtClose™
"NtTerminateProcess’

"NtOpenProcess™

"NtOpenSection™

"RtlCreateHeap”

; "RtlExitUserProcess"
;3 "RtlExitUserThread"
; "KiUserfpcDispatcher™”

; "KiUserExceptionDispatcher™
"NtOpenThread"

; "RtlDecompressBuffer”

3 "RtlQueryEnvironmentVariable"

RapportGP.dll list of Ntdll functions to check

In Kernel32.dll
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list _kernel32 functions dd offset aCreatefilea

dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset

; DATA XREF: e_check_if already_hooked _sub_l@e

;3 "CreateFileA
aCreatefilemapp @ ; "CreateFileMappingh”
alreatemailslot ; "CreateMailslotA”
aCreatemailslot @ ; "CreateMailslotW”
aCreatenamedpip ; "CreateNamedPiped”
gCreatenamedpip @ ; "CreateNamedPipeld”
aCreateprocessa ; "CreateProcessA”
aCreateprocessi ; "CreateProcessInternala”
aCreateprocessi @ ; "CreateProcessInternalW”
aCreateprocessw ; "CreateProcessi”
alreateremoteth ; "CreateRemoteThread”
aFindfirstfilee ; "FindFirstFileEwA"
gFindfirstfilee ® ; "FindFirstFileExW"

gloadlibrarya ; "LoadLibrarya"

glLoadlibrarywmo ; "LoadlLibraryWMoveFileWithProgressaMoveFi”.

aBasethreadinit ; "BaseThreadInitThunk™
aRtlinstallfunc ; "RtlInstallFunctionTableCallback"

alinexec 3 "WinExec"

RapportGP.dll list of Kernel32 functions to check

In Kernelbase.dll

list_kernelbase_functions

dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset

dd offset aCreatefilemapp

; DATA XREF: e_check_if alre

; "CreateFileMappingNumai”
aCreatefilemapp_1 ; "CreateFileMappingh"
aCreatefilew ; "CreateFilel”
aClosehandle ; "CloseHandle"
adpenthread ; "OpenThread”
aGetprocaddress ; "GetProcAddress”
aCreateremoteth @ ; "CreateRemoteThread"
aCreateremoteth_1 ; "CreateRemoteThreadEx”
aCreatethread ; "CreateThread”
aFindfirstfilea ; "FindFirstFileld”
aFindfirstfilew ; "FindFirstFilelW"
aHeapcreate 3 "HeapCreate"
aloadlibraryexa ; "LoadLibraryExas"
aloadlibraryexw ; "LoadlLibraryEx"
aMapviewoffile ; "MapViewOfFile™
aMapviewoffilee ; "MapViewOfFileEx"
aQueueuserapc ; "QueusUserAPC”
asleepex ; "5leepEx"
avirtualalloc ; "virtualAlloc"
avirtualallocex ; "VirtualAllocEx"
avirtualprotect 1 ; "VirtualProtect”
aVirtualprotect 2 ; "VirtualProtectEx"
allriteprocessme_@ ; "WriteProcessMemory”
aGetmodulehandl ; "GetModuleHandleW®

RapportGP.dll Iist_éf Kernelbase functions to check

In Advapi32.dll

list adwapi32 dd offset

dd offset
dd offset
dd offset
dd offset
dd offset

aCryptimportkey
; DATA XREF: e _check if
3 "CryptImportikey”
aCryptduplicate ; "CryptDuplicatekey"
alLogonusera 3 "LogonUserA”
glogonuserexa ; "LogonUserExa”
aglLogonuserexw ; "LogonUserExW"

alogonuserw ;3 "LogonUsery
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RapportGP.dll list of Advapi32 functions to check

In sub_10005B90, the module path of the requested DLL file will be mapped to memory and
will be sent to an additional function named “sub_10005D40” that will deal with the actual
checking.

lpBaseAddress = @;

handle_file = @;

hobject = @;

strepy(str CreateFileA, "2reateFileA™);

strepy(str _CreateFileMappingd, ™3reateFileMappingA™};
strepy(str_MapViewOfFile, “dapViewOfFile™);
handle_kernel3? = GetModuleHandleW(L"kernel32.d11");
str_CreateFileA[8] = 67;

ptr_CreateFileA = GetProcAddress(handle kernel32, str_CreateFileA};
str_CreateFileA[@] = 52;

str_CreateFileMappingi[@] = 67;

ptr_CreateFileMappingA = GetProcAddress(handle_kernel32, str_CreateFileMappingA};
tr CreateFileMappingA[8] = 55;

str_MapViewOfFile[@®] = 77;

ptr_MapViewODfFile = GetProcAddress(handle_kernel32, str_MapViewOfFile);

str_MapViewDfFile[@] = 48;
handle_file = (ptr_CreateFileA)(str_mocdule_name, 6xBoB60666, 1, @, 3, 8, 8);

if { handle file I= -1 )
hobject = (ptr_CreatefileMappingf)(handle_file, @, ox1600002, @, ©, 8);
if { hObject != -1 )

lpBaseAddress = (ptr_MapViewOfFile)(hObject, 4, @, @, 8};
e_check_if hooked_sub_10065D48(lpBaseAddress, handle_DLL, list functions, a4, ptr_NtProtectVirtualMemory);

}
2. RapportGP.dll checking and disabling existing hooks

As for the checks themselves, it is quite simple:

1. The malware iterate through the export functions of the legitimate DLL file that was
mapped to memory by the process when it loads.

2. The malware will check if the name is one of the function names it wants to check

3. Once found, the malware calls that checks for hooks evidence in the DLL that was
mapped by the process loader

4. The malware will do the same for the DLL that was mapped by the malware itself (in ).

5. If no hooks are found, it will continue to iterate
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v35 = lstrlenA(lpString);
while ( *(a3 + 4 * v45) )

{
w34 = lstrlenA(*(a3 + 4 * v45));
if ( v34 <= v35 )
33 = v34;
else
w33 = v35;
if ( !e_compare_names_sub 1888593@8(1pString, *(a3 + 4 * v45), v33) }// Iterate the DLL export function
// Checks if the function name is one of the function it wants to check
1
vas = 13
break;
b
+Hwds;
}
if ( v4s )
1
lpaddress = (*(v31 + 4 * *(v32 + 2 * 1}) + a2);
27 = (*(v31 + 4 * *(v32 + 2 * 1)) + al);
V3D = B8;
A4 = B
vAD = 8;
for ( 7 =8; 7 < 25; ++7 )
1
16 = 83
17 = @;
/18 = B3
19 = @;
12 = B3
12 = 83
14 = 8;
/15 = 83
w38 = lpAddress + wi4d;
w29 = &v27[v44];
v28 = sub_leesle4e(lpiddress + w44, &v1B);// checking the function that is mapped by the process loader
vidd 4= v28;
if ( *v3e == *v22 )
1
w24 = sub_leealeda(v2o, &v12)3// checking the function that was mapped by the malware itself
if ( w24 == v2B /f If both are equal everything is good
i ()
break;

3. RapportGP.dIl checking and disabling existing hooks
And if there is an indication of hooks, the malware does the following

1. Get information about the original function

2. It will change the protection

3. Check if it's writable

4. Write the content of the mapped function to the original function. In this way, it restores
it to the state it should be if there are no hooks.
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if ( w39 ) ’ /f If they are not equal

{
v23 = @;
ptr_NtProtectVirtualMemory = a5;
Buffer.Basefddress = @;
Buffer.AllocationBase = @;
Buffer.AllocationProtect = @;
Buffer.Regionsize = @;
Buffer.state = @;
Buffer.Protect = @;
Eu——E'.Type = @;

original_function;

.S GetCurrentProcess();

( virtualQueryEx(ve, vs, &Buffer,

i
{ >

W

= 28 )// Get information about the original function

V22 = AB9G;
v21 = Buffer.BaseAddress;
v7 = GetCurrentProcess();
if ( !ptr NtProtectVirtualMemory(v7, &v21, &v22, 64, &23) }// Changing protection
{
virtualQuery(eoriginal function, &vE, @x1Cu);// Get information about the original function

if ( vE.Protect == @x48 )

¥

e_memset_sub_1888589@(criginal f

function_to_copy, v39);// Remove hooks by restoring normal state

4. RapportGP.dll checking and disabling existing hooks
If we wanted to observe this activity dynamically, all we need to do is to change the bytes
from the beginning of one of the functions the malware wants to check. For example, let's

take NtCreateFile.

1. Original function at 775222C0

2. The function that mapped by the malware at 02E022C0

HY LA UV W L S TR T R
push ecx

call 3zbitas. 10001040

mov dword ptr sg:|[febp-54),eax
mov edx,dword pkr ss:|febp-14])
add edx,dword p s5: lebp-54)
mov dword ptr ssilfebp-14§,edx
mow

JJSﬂDomg checks

- cx]
mov ecx,l
imul edx L ECK O
mow ecx,dwurd pty ss:|Jebp-50{

movZzx edx,byte
cmp eax,edx

je 3zZbitas. 1000fFA3

mov byte ptr sgtlebp-10,1
jmp 32bitas. LO0P0OSFLO

Tea eax,dword ptr ss:[Jebp-32C]
push eax
mov ecx,dwordfptr ss:|[lebp-50]
push ecx
call 3zbitas. 10001040

r ds:[ecx+edx]

ECX FT75222C0 =ntd11.NtCreateFile>
EDX O02EQ22C0 <ntdl 1. NtCreateFilex
B 3:13 L ln) 3 o = oul

ESP  OOEFF3AS AN "Rwioi"

ESI OOEFF598
EDI 10005860

<32bitas. EntryPoint>

EIP 10005F6&7 32bitas.10005F67
EFLAGS 00000304
ZF 0O PF 1 AF O
OF 0 5F 0 DF O
CFO TF 1 IF 1

LastError 00000000 (ERROR_SUCCESS)
I aststatus CONON IR TSTATIIS DI 1 - NOT FOLK
<

Default (stdcall)

1: [esp] 775222C0 <ntdll.MNtCreateFilex
2: [esp+4] OO0EFF3FC
3: lTesp+81 77522000 <ntdll.NtAccessCheck

5. RapportGP.dIl checking and disabling existing hooks
When looking in the dump, we can see that their code is exactly the same
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Original NtCreateFile

Address | Hex

F75222C0|B8& 55 00 00|00 BA 30 BD|53 FF7 FF D2 (C2 2C 00 920
FFL222D0| B8 56 0O Q0O(0D BA 30 BD|53 FF FF D2(C2 14 00 90
FFR22Z2EQ0| B8 57 0O 0O|0OD BA 30 8D |53 77 FF D2(C2 18 00 90

I ]
Malware's NtCreateFile

Address | Hex |
QZEQ22CO | B8 55 00 OD(0D BA 30 BD|53 77 FF D2 (C2 2C 00 B0
0ZEQZ2Z2D0| B8 56 OO0 OO|(0D BA 30 8D|53 77 FF D2 (C2 14 OO0 B0
OZEQZZEQ| B8 57 00 000D BA 30 B8D|53 77 FF D2 (C2 15 00 20

6. RapportGP.dll checking and disabling existing hooks
Let's change the first byte of the original to have an E9 opcode (jump)

Original NtCreateFile

Address

Hex

Fr5222C0
7r5222D0
Fr5222ED

ES| 55 00 00
B& 56 00 00
B8 57 00 00

00 BA 30 BD
00 BA 30 8D
00 BA 30 BD

53 77 FF D2
53 77 FF D2
53 77 FF D2

c2
c2
c2

2C 00 90
14 00 30
18 00 90

7. RapportGP.dIl checking and disabling existing hooks

Now,

if we will try to debug dynamically, we will be able to get to the last part of the code.

1 ¢| 10006086 FF15 68700010 €&l dword ptr ds:[<&virtualquerys]l ZF 1 PF 1 AF O
| e || 1000608C 83BD 48FFFFFF 40 cmp dword pt gE g _IF:E g EE 2
! 5 : L . . .
! ----#| 10006093 ~ 75 11 jne 32bitas.
14 & 10006095 8B45 D8 mov eax,dwor Drlglnal funCtlon h
il e 10006098 50 push eax 00000000 (ERROR_SUCCESS)
i f @ (| 10006039 Sy—oib i lieli mov ecx, — S ——— Tus CONNNT3IS (STATIS M1 NOT FOLND
o o 1000609¢ push ecx ! H I <
o s Memset nov <a.4Malware's function
f o ®| 100060AC push edx Default (stdcall)
[E 1F g X ES EAF7FFFF €all 32bitas.10005890 \ 1: [es i
i i - - - B pl 775222C0 <ntdl1.NtCreateFilex
Lo 100060A6 ~ E3 GBFDFFFF jmp 32bitas.l10005E13 2: [esp+4] D2E022C0 <ntdil.NtCreateFiles
o 100080AB 8BES mov esp,ebp 3: [esp+s] 000DOOOA
o 100060AD 5D pop ebp v
o 100060AE €2 1400 EEE 14
< > <
WWoumpt  @Wpoumpz  @Woump3  @Uoump4  @oumps @ watch1  [x=lLocals — .
t £ £ S Original function before
laddress | Hex ASCII . .
775222C0[E9/ 55 00 00[00 BA 30 8D[53 77 FF D2[C2 2C 00 90|EU...°0.SwyDA, memset - E9 at the begmnmg
77522200|B8 56 00 00|00 BA 30 8D |53 77 FF D2|C2 14 00 90| V...°%0.SwyDA.
775222E0|B8 57 00 00|00 BA 30 8D|53 77 FF D2[C2 18 00 90| W...®=0.SwyDA.

8. RapportGP.dll checking and disabling existing hooks
After stepping over memset, we can see that the E9 byte no longer exists and the original

function returned to its normal state.

I ® ( 10006040 52
| & 100060481 E8 EAF7FFFF
. ~-E2 G8FDFFFF
& 100060AB BEBES
& (( 100060AD ED
®( 100060AE C2 1400
£

push edx
call 22bitas. 10005820

Jjmp
mow
pop
ret

32bitas.10005E13
esp, ebp

ebp
14

riginal function returned to normal state

B4 Dump 1
Address | Hex | AscIT
FrLz2zC0O | B8 55 00 00|00 BA 30 BD |53 77 FF D2|C2 2C OO0 9 U .m0, Emﬁl co
F7522Z2D0 | B8 56 00 0D|0O0 BA 30 BD |53 77 FF DZ2|CZ2 14 OO0 9 Vel am0, 5'&'}'1:?.3; oo
F7L222EQD _EE 57 00 00| 00 Eﬂn 30 E_D 53 77 FF D2|C2 18 00 S WL .T0. 5'-\'}'1:!.3; oo

9. RapportGP.dIl checking and disabling existing hooks
At a very high level, the process eventually looks like this:

30/44



CreateFileA CreateFileA

Data: ES 55 00 BA 30 Data: B8 55 00 BA 30

Mo

fes

Copy CreateFileA

Do nothing CreateFileA
Continue to ofher

function

Data: B 55 00 BA 30 Data: B8 55 00 BA 30

10. RapportGP.dll checking and disabling existing hooks

Setting the hooks

After checking that there are no other hooks, the malware turns to set its own hooks. The
malware will have two kinds of hooks for different purposes.

First hooks: Disable Exceptions

The malware will set a hook on the function RaiseFailFastException which is located in
kernel32.dll and api-ms-win-core-errorhandling-11—1-2.dll.

The function that will be triggered will be empty, therefore no exception will be triggered.

dword_168891B8[ dword_188891F8++] = e_hooking main_1 sub_188845E6(

"kernelB?.dll", . void stdcall sub_l@@@s7Fe(int al, int a2, int a3)
"RaiseFailFastException”, [ - -
e_hook_for_exceptions_sub_leeesiFe, .
&unk_10009234, \} i
2);

dword_168891B8[ dword_188891F8++] = e_hooking main_1 sub_188845E6(

"api-ms-win-core-errorhandling-11-1-2.d11",
"RaiseFailFastException”, /
e_hook_for_exceptions_sub_leeesiFe,

&unk 10089234,

1);

RapportGP.dll hooks to disable exceptions

Second hooks: Further code execution
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The malware will use the same technique the bumblebee loader did. It will first get the
addresses of the function ZwMap ViewOfSection, ZwOpenSection, ZwCreateSection,
ZwOpenfFile, ZwClose, and LdrLoadDII.

) handle_kernel32 dll = GetModuleHandleW(L"kernel32.d11"});
if ({ !handle_kernel32z dll )
handle_kernel32_dll = LocadlLibraryW(L"kernel32.d11"};

1
if ( 'handle_ntdll d11 )

handle ntdll dl1 = GetModuleHandleW({L"ntdll.d11");
ptr_ZwMapViewOfSection = GetProciAddress(handle _ntdll d11, "ZwMapViewOfSection™);
ptr_ZwlpenSection = GetProcAddress(handle_ntdll d11, "ZwOpenSection™);
ptr_ZwCreateSection = GetProcAddress(handle_ntdll_dl1l, “ZwCreateSection™);
ptr_ZwlpenFile = GetProcAddress{handle_ntdll_d11, "ZwOpenFile™};
ptr_ZwClose = GetProcAddress(handle_ntdll dl1l, "ZwClose™};
ptr_RtlCompareUnicodeString = GetProcAddress(handle_ntdll dll, "RtlCompareUnicodeString™);
ptr RtlInitUnicodeString = GetProcAddress{handle ntdll d11, "RtlInitUnicodeString");
ptr_LdrLoadDll = GetProcAddress{handle_ntdll d11, "LdrLoadDl1l"};
ptr_SetThreadInformation = GetProcAddress{handle kernel32 dl1, “SetThreadInformation™);

RapportGP.dll second hooks

And similar to the Bumblebee’s loader, it will first set the hook, and then will call LdrLoadDlI
which is the lower lever equivalent of LoadLibrary to load the module “wups.dIl’, which will
trigger the chain of events we already discussed in the Bumblebee loader part.

ptr_RtlInitUnicodeString(&v5, L"wups.dll"™});
dword_108891B8[ dword _188091F84++] = e_hoocking_main_2 sub_lees4s38(
handle_ntdll_d11,
ptr_ZwMapViewdfsection,
sub_10004C50,
Sdword_1eaa9208) ;
e_hooking main_2 sub_leB84c38(
handle ntdll d11,
ptr_FwlpenSection,
sub_18684FF@,
Sdword_18809214%;
e_hoocking main_2 sub_ 108846538
handle ntdll_d11,
ptr_ZwCreateSection,
sub_10004BCA,
Sdword_18e0928C);
dword _186691B6[ dword _188831F84++] = e_hooking main_ 2 sub 18864536(
handle ntdll d11,
ptr_ZwlpenFile,
sub_10004F20,
Sdword_108891F8) ;
dword_188891F4 = GetCurrentThreadId();
v1ll = ptr_LdrLoadDll(e, @, &5, &hMcdule);

RapportGP.dll second hooks

dword_18e891868[ dword_188891Fa++]

dword 108891868 [ dword_188891F8++]

The Trickbot hooking engine

Although both hooks are doing completely different things, the hooks’ installation mechanism
is the same. Interestingly, this mechanism is also the same as the web-inject module of
Trickbot.
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Bumblebee hook install

e_memset_sub_leeessFe((sl + 36), @x9e, 35); // Write nops
if (a4 )

v3 = sub_leee287e(*(al + 1), al + 36, 5Su); // Do checks and return size
else

va = 53
*(al + 5) = vo9;
if ( !*(a1 +5) )

return @;
e_memset_sub_le@e589e( (a1 + 6), *(al + 1), *(al + 5));
if (a4 )

*ad = al + 363
BxE9u;
a3 - *{al + 1) - 5;
v7 = VirtualProtectEx(@xFFFFFFFF, *{al + 1}, *(al + 5), @wd8u, &T10ldProtect);// Changing protection in order to write
if (w7 )

return @;
*(al + 68) = BxE9u;
*(al + 67) = *(al + 1) - (al + 686} + *(al + 5) - 5;
e_memset_sub_le@e@ssde(*(al + 1), &5, 5); /{ Write hook
VirtualProtectEx(@xFFFFFFFF, *(al + 1), *(al + 5), floldProtect, &fl0ldProtect);// Restore protection to old state
return 1;

Vo

}

Trickbot hook install

V23
V2 + 36;
mset_sub_18@881907((v2 + 36), @x9@, 35); // Write nops
a2 )
v5 = sub_18881658(*(v3 + 1}, wvi); // Do checks and return size
else
vS = 53
*(v3 + 5) = v5;
if ( lvs )
return @;
e_memset_sub_ 18@81A11{*{v3 + 1), v3 + 6, v5);
if (a2 )

e_m
if

o

L

if ( !WirtualProtectEx(@xFFFFFFFF, v&, v7, @x48u, &f10ldProtect) }// Changing protection in order to write
return 8;
va o= *(u3 + 1);
Vi = *(v3 + 5) - v3i - 71;
*(v3 + B6B) = @xEu;
*(v3 + 67) = vI + vie;
e_memset_sub_10@81A11(&. 11, vo, 5); // Write hook
VirtualProtectEx(@xFFFFFFFF, *(v3 + 1), *(v3 + 5), flo0ldProtect, &Fl0ldProtect);// Restore protection to old state
return 1;

Bumblebee’s RapportGP.dIl vs Trickbot’s web-inject module

As with many ex-bankers that use hooking such as Panda, Trickbot, and Qbot, their hooking

code is based on the Zeus leak, however, each of them has its flavor and changes and
Trickbot is no different.

In the Trickbot web-inject hooking mechanism, which has already been documented[8], when
creating the inline hooking “trampoline” there is the following evasion technique:

1. Trickbot writes 35 bytes of NOPS (0x90)
2. Add the traditional function prologue
3. Write the jump to the targeted function at the end of the NOPS
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8BFF mov edi,edi

5G push ebp -

S8EC moy_chp, esp Function prologue
20 nop

90 nop

90 nop -

% nop INo operation

90 nop

20 nop

a0 nop

90 nop

20 nop

90 nop

90 nop

90 nop

90 nop

20 nop

a0 nop

90 nop

20 nop

90 nop

90 nop

90 nop

90 nop .
90 nop Jump to a function
a0 nop

90 nop

E9 FF3IF1572 |Jmp EEFﬁETIIT?EIIHﬁﬁS

0000 add byte ptr ds:[ea al

0000 add byte ptr ds:

0000 add byte ptr ds:|[fkernal32.75144085

000 add byte ptr ds:[jpop ebp

0000 add byte ptr ds:[imp dword ptr ds:[<&CreateProcessAsUserAs]

Trickbot’s web-inject module evasion technique

As we debug Bumblebee, we notice it uses the same unique evasion as well (adjusted for
the API calls it wants to hook). So for example when hooking the ZwMap ViewOfSection,
which instantiates a Syscall, it will look like this.

DZAFOOBZ E& Z2E000000 mov eax,z:&
OZAFO0BT 90 naop

OZAFO0BS 90 nap

OZAFO0BD 90 nop

OZAFOOBA 90 nop

OZAFOOBE 30 nop

OZAFDOBC 90 nop

0ZAFO0BD a0 nop

0ZAFO0OBE 90 nop

OZAFO0OBF 90 nop

OZAFO0CO 90 nap

OZAFOOCL 90 nop

OZAFOOC2 90 nop

OZAFOOC3 30 nop

DZAF0OC 4 a0 nop FLIITIblEbEE
OZAFOOCS a0 nop

0ZAF00CE 90 nop

OZAFOOCT 90 nop

OZAFO0CS 90 nap

OZAFO0CS 90 nop

OZAFOOCA 90 nop

OZAFOOCE 30 nop

OZAFOOCC 90 nop

0ZAFO0CD a0 nop

0ZAFO0OCE 90 nop

OZAFOOCF 90 nop

OZAFO0DO ~ E9 Z01FA3T4 jmp ntd11.77521FF5

OZAFOODS 0000 add byte ptr ds:[eax],al
OZAFOODT 0000 add byte ptr ds:[eaxl.al
OZAFO0D S 0000 add byte ptr ds:[e{ntdll.77521FF5
OZAFOODEB 0000 add byte ptr ds:[e{mov edx,ntdl1.77538D30
02AF00DD 0000 add byte ptr ds:[=C@811 edx
0ZAFOODF 0000 add byte ptr ds:[elCEf 25

Bumblebee’s RapportGP.dIl evasion technique
And when targeting the user-mode functions RaiseFailFastException, it will look exactly like
in Trickbot.
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OZEBDDZ24
DZEB0026
02ZEBDO27
DZE80029
DZEBDOZA
0ZEBD02BE
DZEB002C
0ZEBDO02D
0ZEBD02E
DZE8S002F
0ZEB0030
DZES80031
0ZEBDO32
0ZEBD033
DZES80034
02ZEBD035
0ZEBDO36
0ZE8S0037
0ZEBD038
DZE80029
DZEBDO3ZA
0ZEBD03BE
DZES003C
0ZEB003D
0ZEBD03E
0ZES8003F
0ZEB0040
DZES80041
0ZEBDO42

r

BEFF
55
BBEC
20
a0
90
20
20
o0
0
a0
20
a0
90
20
20
o0
0
a0
20
a0
90
20
20
o0
0
a0
20
ES EEAZD1F1

mov edi,edi
push ebp
mov ebp,esp
nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

jmp kernelbase.74B9A335

Bumblebee’s RapportGP.dIl evasion technique

Static differences and code evolution

When inspecting the entire code flow graph of the hook installation function, we can see a
striking similarity between Bumblebee’s RapportGP.dll and Trickbot’s web-inject module.
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Bumblebee Install hook Trickbot Install hook

=

Bumblebee’s RapportGP.dIl vs Trickbot’s web-inject module install hook functions
Interestingly, although the actual functionality is the same, we might think that statically
everything is the same, even the sub-functions inside the hooking installation function. Funny
enough, this is not the case.

As mentioned above, in the hooking installation function, one function is responsible for
doing checks and return size (Please see the image above).

1. In Trickbot its
2. In Bumblebee its

However, when inspecting their code and code flow statically, this is how they both look like
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In Bumblebee its sub_10002870 In Trickbot its sub_10001650

Kifhi

Bumblebee’s RapportGP.dIl vs Trickbot’'s web-inject module- same functionality, different flow
Obviously, in Bumblebee, the authors have decided to use Control-flow-flattening[9] to
obfuscate the entire flow of the function. For those of you who are not familiar with this
obfuscation technique, | strongly recommend the following video[10].

In addition, inside each of these functions (sub_10001650 in Trickbot, sub_10002870 in
Bumblebee) there are 3 functions (one of them is memset), and the Control-flow-flattening
concept continues in Bumblebee inside them as well.

For example, here are another two functions that act the same dynamically:
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In Bumblebee - sub 10001040 In Trickbot - sub_100013DO

T ac

Bumblebee’s RapportGP.dll vs Trickbot’s web-inject module- same functionality, different flow
When observing the two functions in Bindiff flow graphs, we could see some similarities.
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In Bumblebee - Sub_lﬂﬂﬂlﬂdﬂ In Trickbot - sub 100013D0O

Bumblebee’s RapportGP.dIl vs Trickbot’s web-inject module-Bindiff

Additional similarities

In both modules, there are other functions that are not completely identical by code,
however, they serve the same functionality.
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Example_1

Before entering the hooking functions, both Trickbot and Bumblebee attempt to use
LoadLibrary and get the address of the function it wants to hook.

The difference is that in Trickbot it explicitly writes “Kernel32.dII’ and in Bumblebee it gets the

DLL’'s name from the caller function.

In bumblebee

signed int _ stdcall sub 18@@45E@(LPCSTR lplLibFile
{

signed int result; // eax

int v6; // [esp+@h] [ebp-8h]

int v7; f/ [esp+ah] [ebp-4h]

vE = B
/7 = [sub_18884718(1pLibFilelane, a2, &6, a5);]
if (w7 )

result = e_sub_le@ed4s3e(vec, v7, a3, ad);
else

result = -1;
return result;

1

In Trickbot

unsigned int _ usercall sub_le@els9di<eax>(int alf@<edx>, int
{

int v3; // ebx

HMODULE wa; // =ax

_BYTE *v5; [/ eax

unsigned int result; // eax

HMODULE v7; // [esp+Ch] [ebp-8h]

int _ stdcall sub_108@4718(LPCSTR lpLibFileName, L
i

BOOL v5; // [esp+eh] [ebp-Ch]

HMODULE v&; // [esp+Bh] [ebp-4h]

5 = ad l= @;
if { lpLibFileName &8 *lpLibFileName == 63 )}
i

++1pLibFileName;

5 = 83

if (w5 )

w6 = LoadLibraryA(lpLibFileName);
else

v6 = GetModuleHandleA{lpLibFileName);
if ( lve )

return @;
*a3 = v6;

return e_get_address_sub_18e8328@(a3, 22);

Bumblebee’s RapportGP.dIl vs Trickbot’s web-inject module- same functionality, a different

v3 = al;
v4 = LoadLibraryA("KERNEL32.DLL");
if ( v4 && (v7 = w4, (v5 = sub_l@e@elAsF(&v7, v3)) !'=8) )
result = e_sub h@@BLRID(vS, 22, a3);
else
result = -1;3
return result;
1
approach
Example_2

The call for the hooking activity looks very similar as well
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In Bumblebee

dword 18869186 [ dword _188831F84++] = e_hoocking main_1 sub 188845E@(
"kernel32.d11",
"RaiseFailFastException”,
e_hook_for_exceptions_sub_188657F8,
&unk_1ee89234,
a);

dword_ 18889188 [dword_188891F8++] = e_heooking main_1 sub 1e8845E8(
"api-ms-win-core-errorhandling-11-1-2.411",
"RaiseFailFastException”,
e_hook for_ewceptions_sub 188857Fa,
Zunk_lee89234,

1}

In Trickbot

/8 = e_hooking main_sub_18@81893D("CreateProcessA”, sub_leealesd, &dword 18813E7C);
/1 = dword_18813E74;

dword_18813E86[dword_18813E74] = vi;

dword_18813E74 = v1 + 1;

72 = e_hooking main_sub_ 18881390("CreateProcessW", sub_leeeleCs, &dword 18813E98);
/3 = dword_18@13E74;

dword _18813E36[dword 18813E74] = v2;

dword 18813E74 = v3 + 1;

Bumblebee’s RapportGP.dIl vs Trickbot’s web-inject module
Example_3

Outside the hooking, the Bumblebee’s hooking module starts with getting the process handle
and eventually duplicating a thread handle, whereas, the Trickbot’'s module starts with getting
the process handle and duplicating the token. Again, the same objective, in a different way.

Customize flattened RC4

Another interesting activity lies inside the hooked ZwMap ViewOfSection function. The hook
appears to use a customize RC4 obfuscated with the Control-flow-flattening technique.
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if ( var_counter < @x1e8 )

4 = BxCE35EF47;
vl = wid;
)
if ( w9 = @xA99D3561 )
break;

vl2 += *{a2 + v18) + vl4[var_counter_2 + 2];
vB = vl4[var_counter_2 + 2];
vi4[var_counter 2 + 2] = v14[v12 + 2];
vi4[vi2 + 2] = v8;
vi = Bx48FB6BEF;
1
if ( vo != @xCE3SEF47 )
break;
vl4[var_counter + 2] = var_counter;
vE o= Bx74AF2181;
¥
if ( vo != @xD94E1888 )
break;
@xOEAEBSE2;
a3 > @8 )
= Bx9417B874;

w53

w5

if

=

if ( vo != @xFE2285E7 )
break;
vh = @x581F1DF4;
if ( var_counter_2 < 8x1088 )
vE = BwA24EEABF;
Custom RC4 with CFF obfuscation

RapportGP.dll High-level summary

When trying to summarize the entire file behavior, it eventually is the following:

vll = @;
hModule = @;

var_procID = GetCurrentProcessId();
var_ThreadId = GetCurrentThreadId(); Dunplicate handle
e_handle duplication_sub_18884A28(var procID, var ThreadId, 1);— | P
e_check_if_already_hooked_sub_188868Ca();

hEvent = CreateEventW(®, 1, @, L"wtHEwnt");

for (1 =8; 1 < 6; ++1 ) .
dword_100@91B8[i] = -1; Check if hooked
if { 'handle kernel32 d11 )

handle_kernel32 dll = GetModuleHandleW(L"kernel32.d11™);
if ( !handle_kernel32_dll )
handle_kernel32_dll = LoadlLibraryW(L"kernel32.d11");

¥
if { !'handle_ntdll_d1l )

handle_ntdll dl11 = GetModuleHandleW(L"ntdl1l.d11™);
ptr_ZwMapViewOfsection = GetProcAddress(handle_ntdll_dll, "ZwMapViewOfSection™};
ptr_ZwlpenSection = GetProcAddress(handle_ntdll_dll, “ZwOpenSection™);
ptr_ZwCreateSection = GetProcAddress(handle ntdll dl1, "ZwCreateSection™);
ptr_ZwlpenFile = GetProcAddress(handle_ntdll_dll, “ZwOpenFile™);
ptr_ZwClose = GetProcAddress(handle ntdll d11, "ZwClose™);
ptr_RtlCompareUnicodestring = GetProcAddress(handle_ntdll dl1l, "RtlCompareUnicodeString™);
ptr_RtlInitUnicodeString = GetProcAddress(handle_ntdll dll, "RtlInitUnicodeString”™};
ptr_LdrLoadDll = GetProcAddress(handle_ntdll_dl1, “"LdrloadDll™);
ptr_SetThreadInformation = GetProcAddress(handle_kernel32_dll, "SetThreadInformation™);
dword_188891C8 = *al;
dword_188e91CC = *(al + 4);

dword_1e8891D8 = *(al + 8);

if  ntr SatThreadTafarmatinn b I mmdime Frimetimm Far lhAanl~
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v3 = GetCurrentThread();
ptr_SetThreadInformation(vz, 2, &g, 4);
}
dword_18889168[dword_188891F8++] = e_hooking_main_1 sub_ 188845E8(
"kernel32.d11™,

"RaiseFailFastException”, :
e_hook_for_exceptions_sub_l188857F8, S?ttu1g|10{)ks FO
funk_18009234, disable exceptions

a);

dword_188891B8[dword 188891F8++] = e _hooking main_1 sub 188845E8(
"api-ms-win-core-errorhandling-11-1-2.411",
"RaiseFailFastException”,
e_hook_for_exceptions_sub_18eas7Fa,
Runk_10880234,
1);

ptr_RtlInitUnicodeString(&vs, L"wups.dll™};

dword_188891B8[dword 188891F8++] = e hooking main_2 sub 18884638(
handle_ntdll_d11,
ptr_ZwMapViewOfSection,
sub_18884C5@,
Sdword_16689206) ;

dword_188891B8[dword 188891F8++] = e hooking main_2 sub 18884638(

handle_ntdll_d11,

ptr_ZwOpenSection, Setting hooks to execute
Sul:I_llZﬂZ'Bﬁl-FFEi'J [N .

Rdword_18089214) ; content In memory

dword_188891B8[dword 188891F8++] = e hooking main_2 sub 18884638(
handle_ntdll_d11,
ptr_ZwCreateSection,
sub_1@@@4BCHE,
&dword_1866928C) ;

dword_188891B8[dword 188891F8++] = e hooking main_2 sub 18884638(
handle_ntdll _d11,
ptr_ZwlpenFile,
sub_1@@@4F28,
&dword_188691F3);

dword_188891F4 = GetCurrentThreadId();

w1l = ptr LdrLoadDll(®e, @, &v5, &hModule); .

if ( f_ =9) ( L Trigger the hooks

e_disable_hooks_sub_1e8e4sD8(2);
e_disable_hooks_sub_18884608(3);
e disable hooks sub 1eeesspe(4); —— — Disable the hooks
e_disable_hooks_sub_188846D8(5);
sub_leead4aca();
SetEvent(hEvent);
CloseHandle(hEvent);

RapportGP.dll overall activity

Conclusion

The bumblebee malware is a very interesting piece of code, and to perform their objectives,
the authors show a high level of creativity and innovation.

The interesting similarities between the Bumblebee hooking DLL and the Trickbot’s web-
inject DLL raise questions and speculations.

On one hand, the similarities are not strong enough to deduce that the authors of Bumblebee
and Trickbot are the same, on the other hand, it is not far-fetched to assume that the authors
of Bumblebee have the source code of the Trickbot’s web-inject module.

In any case, the authors took an already proven and working code and evolve it to be less
detectable to AV products, and challenging to security researchers.
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bumblebee_dropper: 4a35fa2f0903f7ba73ac21564a5a0e2a25374¢e10
bumblebee_malware: 5dbb3bbc57653¢c348be7778628ed0ef11ffef35d
bumblebee_rapportgp: 5¢c8f7465ba67138e58d3ca61e4346e31¢c2b799d8

Trickbot web-inject module: 0785D0C5600D9C096B75CC4465BE79D456F60594
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