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"aa" distribution Qakbot (Qbot)_infection with DarkVNC traffic

Published: 2022-04-20

Last Updated: 2022-04-20 03:17:36 UTC
by Brad Duncan (Version: 1)

1 comment(s)

Chain of Events

Email --> link --> downloaded zip archive --> extracted Excel file --> enable macros -->
HTTPS traffic for Qakbot DLL files --> Qakbot C2 activity --> DarkVNC traffic

Images
D conta2000.cl/po/cocithouegrta X —f— o o X
<5 G A Not secure | conta2000.cl/po/cocithoueqrta A Y8 4«0 -
Downloads B Qa - £
:  What do you want to do with cocithoueqrta.zip?
Open Save as hd
See more

Shown above: Link from an email distributing Qakbot ("aa" distribution tag) in a web
browser.
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¥ v =

£ Extract
Home Share View Compressed Folder Tools 0
« v 4 | » ThisPC » Downloads » cocithouegrta.zip v D Search cocithoueqrta.zip
Name h Type Size Date modified
i )-233015633.xsb Microsoft Excel Binary Worksheet 1,188 KB  4/19/2022 3:57 AM
s J-233015633.xsb [Read-Only] - Excel Sign in /|
File Home Insert Page Layout Formulas Data Review View Help Q Tellme
o MARKED AS FINAL  An author has marked this workbook as final to discourage editing. Edit Anyway X
o SIGNATURES This document contains valid signatures. View Signatures... x
I SECURITY WARNING Macros have been disabled. Enable Content X
Al v I v
o This document protected by
“ TO OPEN THIS DOCUMENT PLEASE FOLLOW THESE STEPS:
15
16:
:;. * Select Enable Editing
;' @ PROTECTED VIEW Be careful - files from the Internet can contain viruses. Unless you need to edit, it's safer to stay in Protected View.  Enable Editing
21] z‘
Sheet 2 4] [»]
Ready [3% B O [ -——+—+ 65%
1 item E -
Shown above: Downloaded zip archive and extracted spreadsheet.
| ¥ s | Rfgsg = 0 X
Home Share View o
<« v P » This PC » Local Disk (C:) » Rfgsg v D L Search Rfgsg
e
Name Date modified Type Size
' Jefseg.ooccxx 4/19/2022 4:32 PM OOCCXX File 1,354 KB
~ Jefsega.ooccxx 4/19/2022 4:33 PM OOCCXX File 1,354 KB
- Jefsegb.oocox 4/19/2022 4:33 PM OOCCXX File 1,354 KB
3 items =

Shown above: Qakbot DLL files saved to an infected Windows host.
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Time Dst port Host Info

2022-04-19 16:32:15 201.148.104.40 80  CONta2000.cl GET /po/cocithoueqrta HTTP/1.1
2022-04-19 16:32:16 201.148.104.40 80  cONta2000.cl GET /po/A_3106126785.zip HTTP/1.1
2022-04-19 16:33:13 185.87.187.230 443 debtsolversuk.co.uk nfT ' .

2022-04-19 16:33:17 108.167.132.188 443 pablopereirasilvaluis.com.br n | I |] ' I : ;l I B m
2022-04-19 16:33:19 148.163.89.220 443 portalregionpuno.com nt_He (1o

2022-04-19 16:39:52 189.146.73.62 443 S OAK :Im | | ] ' | w
2022-04-19 16:39:57 189.146.73.62 443 clien\ 4u L

2022-04-19 16:39:59 189.146.73.62 443 Client Hello

- I
2022-04-19 16:45:08 189,146.73.62 443 ient Hel
2022-04-19 16:50:29 189.146.73.62 443 gy Em @ Eﬂ unKBnT
2022-04-19 16:55:45 189.146.73.62 443 i
2022-04-19 17:01:06 189.146.73.62 443 Client Hello
2022-04-19 17:01:13 189.146.73.62 Client Hello

2022-04-19
2022-04-19

17:02:10
17:07:26

189.146.73.62
189.146.73.62

2022-04-19 17:13:58 75.99,168.194
2022-04-19 17:18:03 75.99.168.194 443
2022-04-19 17:23:24 75.99.168.194 443
2022-04-19 17:28:40 75.99.168.194 443
2022-04-19 17:34:01 75.99.168.194 443
2022-04-19 17:39:17 75.99.168.194 443
2022-04-19 17:44:38 75.99.168.194 443
2022-04-19 17:44:47 75.99.168.194 443 Client Hello
2022-04-19 17:45:3@ 37.252.0.102 443 Client Hello

2022-04-19 17:45:35 37.252.0.102 443
2022-04-19 17:45:39 37.252.0.102 443 | | me @:m
2022-04-19 17:45:42 75.99.168.194 443 4 f

Client
Client Hello
Client Hello

2022-04-19 17:45:42 75.99.168.194 443 Client Hello
2022-04-19 17:46:42 75.99.168.194 443 Client Hello
2022-04-19 17:46:44 75.99.168.194 443 / Client Hello
2022-04-19 17:46:52 23.196.167.186 443 www.Openssl.org Client Hello

2022-04-19 17:47:46 75.99.168.194 443 Client _Hello

2022-04-19 17:47:51 75.99.168.194 443 ﬁHP ﬁm tm unKBuT @
2022-04-19 17:48:50 75.99.168.194 443
3

(=]

AAAA AL AR AT . ARL.EA TE AR AsA ana aam P T PR L .

4

Shown above: Traffic from the infection filtered in Wireshark.

|' v Wireshark - Follow TCP Stream (tcp.stream eq 46) - 2022-04-19-aa-Qakbot-with-DarkVNC-traffic.pcap - + x|
- cccoaccooa EUSR-DESKTOP%1LHGO706( herman.wendt)_EF18358B61F8632D12A4D6-
LgjKeoll214..... VK. .}
o oo o0 0aa0n A s aG0ds00c VB0 0 csocimon Ve oaaadacoa Wiacoooodaas Vilgsaaanscss Vlico oo oobon ViR
..... VK. .o oeee VKoo oo vian s MKaacaonuee s VKeoaaaoaaadVKooaa
[~ Wireshark - Follow TCP Stream (tcp.stream eq 47) - 2022-04-19-aa-Qakbot-with-DarkVNC-traffic.pcap - + x
S-ccocoooooc EBOT-DESKTOP%1LHGO706 (herman.wendt)_EF18358B61F8632D12A4D6-
LgjKeolJ214...... LT L e L LA i Dono e L *
Felient |« s awoennnas Ll . oot e e oo o R L I - i g R
Entire ) "
. k [ = Wireshark - Follow TCP Stream (tcp.stream eq 50) - 2022-04-19-aa-Qakbot-with-DarkVNC-traffic.pcap -+ x|
ind:
= || | E5eeonee W SIdwp..... Jlaba[es NSl e er A a8t/ o o 0 2o st a o ac KI.. B
ol [-19w.p.....[.]13w.p - q
-

_| 5 client pkts, 4 server pkts, 7 turns.

Gelient P51 Entire conversation (78 bytes) - Show data as ASCII * | Stream 50 :
Entire con 47 |2
-| Find: Find Next [
Find: nd Next
-| | @Help Filter Out This Stream Print Save as... Back * Close |
@Help : = = = o Close

Shown above: TCP streams for DarkVINC traffic on 45.153.241[.]142 over TCP port 443.
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[~ 2022-04-19-aa-Qakbot-with-DarkVNC-traffic.pcap =
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

(X =] '] & basic

-

L |tcp<stream eq 99

Time Src port Dst port Info

2022-04-19 17:46:59 10.4.19.101 60787 23.111.114.52 65400 60787 - 65400 [ACK] Seqg=1

2022-04-19 17:46:59 10.4.19.101 60787 23.111.114.52 65400 60787 - 65400 [PSH, ACK]
2022-04-19 17:46:59 23.111.114.52 65400 10.4.19.101 60787 65400 - 60787 [ACK] Seq=1
2022-04-19 17:47:59 23.111.114.52 65400 10.4.19.101 60787 [TCP Keep-Alive] 65400 -
2022-04-19 17:47:59 10.4.19.101 60787 23.111.114.52 65400 [TCP Keep-Alive ACK] 6078
2022-04-19 17:48:59 23.111.114.52 65400 10.4.19.101 60787 [TCP Keep-Alive] 65400 -

Wireshark - Follow TCP Stream (tcp.stream eq 99) - 2022-04-19-aa-Qakbot-with-DarkVNi = + x Keep-Alive] 65400 —

.......... fyrwcb122144........ 00000000 ...173.66.146.112, .s1.V.TO
S R e O o D S T R e R e e R e e e e P e PR e Rt W e = Rt

.................................................................

Keep-Alive ACK] 6078
Keep-Alive] 65400 -
Keep-Alive ACK] 6078
Keep-Alive] 65400 —
Keep-Alive ACK] 6078
Keep-Alive] 65400 —
Keep-Alive ACK] 6078

Keep-Alive] 65400 -
Keep-Alive ACK] 6078
Keep-Alive] 65400 -
Keep-Alive ACK] 6078
Keep-Alive] 65400 —
Keep-Alive ACK] 6078
Keep-Alive] 65400 -

1 client pkt, @ server pkis, 0 turns.

MNRNMNMNMNNNNRODNONNNNRDODRNDDODNDNDNDN

Entire conversation (516 bytes) ~ | Show data as | ASCII ~ | Stream 99 . | Keep-Alive ACK] 6078

. . Keep-Alive] 65400
Find: Find Hextl Keep-Alive ACK] 6078

2 ; . Keep-Alive] 65400 -

| I Th P | N

@Help Filter Out This Stream rint Save as Back * Close Keep-Alive ACK] 6078

P22-04-19 18:00:02 23.111.114.52 65400 107471916 Keep-Alive] 65400 —
2022-04-19 18:00:02 10.4.19.101 60787 23.111.114.52 65400 [TCP Keep-Alive ACK] 6078

2022-04-19 18:01:02 23.111.114.52 65400 10.4.19.16e1 60787 [TCP Keep-Alive] 65460 — <

L4

Shown above: Qakbot traffic on 23.111.114[.]52 over TCP port 65400.
Indicators of Compromise (IOCs)
Malware from an infected Windows host:

SHA256 hash: 685aa1d29540f5b63effec08fdf63f8bc7e995d1f15635cc1fd251bb7fb0dc73

File size: 1,093,506 bytes

File name: cocithoueqrta.zip

File location: hxxps://conta2000][.]cl/po/cocithoueqrta

File location: hxxps://conta2000].]cl/po/A3105126785.zip
File description: zip archive downloaded from link in email

SHA256 hash:
236b9d345a9b405c4850f880e1734712967d7cc34b176¢270e78dd6f02f9839d

o File size: 1,215,731 bytes
o File name: J-233015633.xIsb
 File description: Excel file with macro for Qakbot

SHA256 hash: 74400f2acc98e59ddebabd55da3ee0ealc909eefdefecadf1d3bf817a27b692b

47
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File size: 1,385,866 bytes

File location: hxxps://debtsolversuk[.]Jco[.]Juk/HLpeQJZi/NbVfNbhn.png
File location: C:\Rfgsg\Jefseg.ooccxx

File description: Initial Qakbot DLL

Run method: regsvr32.exe [filename]

SHA256 hash: 29942eb47c0de0415b2507dff8822e3309dd4fcc2ac8d01434b37eb4f75efbe

File size: 1,385,893 bytes

File location: hxxps://pablopereirasilvaluis[.Jcom[.]or/OHTvXEr9c/NbV{Nbhn.png
File location: C:\Rfgsg\Jefsega.ooccxx

Run method: regsvr32.exe [filename]

SHA256 hash: 59fb3927427c68deedc2f267f3ed4eea82dc07058061e06b3cd9b18d1a84b77f

o File size: 1,385,920 bytes

 File location: hxxps://portalregionpuno[.Jcom/088aFy0Xc8ap/NbV{Nbhn.png
 File location: C:\Rfgsg\Jefsegb.ooccxx

e Run method: regsvr32.exe [filename]

Traffic for zip archive:

¢ hxxps://conta2000][.]cl/po/cocithoueqrta
o hxxps://conta2000][.]cl/po/A3105126785.zip

Traffic for Qakbot DLL files:

o hxxps://debtsolversuk].]co[.Juk/HLpeQJZi/NbVfNbhn.png
¢ hxxps://pablopereirasilvaluis[.Jcom[.]or/OHTvXEr9c/NbVfNbhn.png
» hxxps://portalregionpuno[.Jcom/088aFy0Xc8ap/NbVfNbhn.png

Qakbot post-infection traffic:

e 189.146.73[.]62 port 443 - HTTPS traffic

e 75.99.168[.]194 port 443 - HTTPS traffic

e 37.252.0[.]102 port 443 - HTTPS traffic

e port 443 - www.openssl[.Jorg - HTTPS traffic (connectivity check, not inherently
malicious)

e 23.111.114[.]152 port 65400 - TCP traffic

Dark VNC traffic:
45.153.241[.]142 port 443 - TCP traffic with encoded data.

Certificate issuer data for Qakbot HTTPS traffic:
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Certificate issuer data for HTTPS traffic to 189.146.73[.]62:

id-at-countryName=AU
id-at-stateOrProvinceName=DA
id-at-localityName=Ileiaegim
id-at-organizationName=Vuropti Mika Aguaugaf Inc.
id-at-commonName=qchzpkuwhuh.org

Certificate issuer data for HTTPS traffic to 75.99.168[.]194:

id-at-countryName=AU
id-at-stateOrProvinceName=WD
id-at-localityName=Nip
id-at-organizationName=Venyec Giteg Xgsw Inc.
id-at-commonName=onuwbkiz.us

Certificate issuer data for HTTPS traffic to 37.252.0[.]102:

id-at-countryName=US
id-at-stateOrProvinceName=CA
id-at-localityName=Los Angeles
id-at-organizationName=vipsauna[.Jcom
id-at-commonName=vipsauna[.Jcom

Final words

A packet capture (pcap) of the infection traffic and the associated malware samples are
available here. The pcap is from an Active Directory (AD) environment. The pcap been
sanitized to disguise usernames, hostnames, domains, internal IP addresses, the public IP
address used to connect from my test lab to the Internet, and any other information that

could identify the environment.

Brad Duncan
brad [at] malware-traffic-analysis.net

Keywords: DarkVNC Excel macros Qakbot Qbot VNC zip
1 comment(s)
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