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# Phwong phap phan tich va unpack cac file PE (Portable Executable) bi nén #####H#
Author: "HoangNCH" ## :rocket: |. Packed PE file va Packer la gi? **Packed PE (Portable
Executable) file** la mét file ma ma thwc thi gbc cia né sé bi 4n di khi ta load né vao céac
trinh disassembler dé phan tich va lwu lai bang cach ap dung cac ky thuat nhw nén, ma hoa,
tw dong bd sung moét hodc nhiéu section va doan stub, cudi cuing la chén thém doan
**Packed Data**. Trong **Packed Data** nay c6 chira ma thwc thi gbc, do d6 khi thuc thi,
**Entry Point** (EP) clia chwong trinh s& dwoc chuyén hwéng vao viing code nay, goi la
**Qriginal Entry Point** (OEP). OEP la m4u chét dé chung ta unpack va lay ra dwoc packed
data tw file PE da bi packed. ![](https://i.imgur.com/AxYWapZ.png) Cac trinh **packer** chinh
la cong cu dé tao ra céc file PE bj packed tir cac file PE binh thwérng nham muc dich khién
cracker/reverser gap kho khan va tén thoi gian hon trong viéc bé khda hodc ddo nguwoc
phan mém cla ho. N6 ciing dwoc st dung béi nhirng ké phat tan malware nham "tang st
dé khang" cho malware khi gép phai sw "truy quét" clia cac phan mém anti-virus dwoc cai
dat trén hé théng, béi khi quét moét file PE bi packed cac phan mém anti-virus théng thuwdng
s& quét theo tuyén tinh, tr DOS MZ Header, PE Header rdi cac section trong section table.
Ma section table ctia moét file PE bj packed nhw da néi & trén sé& dwoc chén thém rat nhiéu
section "rac", va cac section "rac" nay véi cac phan mém anti-virus thi né vé hai. Trong khi
section thuc sw "cé hai" nam & **Packed Data**, dir liéu dwoc nén trong **Packed Data** chi
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dwoc gidi nén khi chay chuong trinh (runtime). Cac ban c6 thé tim hiéu sau hon vé cu tric
file PE tai [day](https://securitydaily.net/tim-hieu-ve-cau-truc-pe-file/), nguyén ly hoat dong
cua Packer hay nguyén ly unpack tai [day](https://securitydaily.net/tong-quan-ve-pack-va-
unpack/). Minh thi khéng thich néi ly thuyét suédng nén trong bai viét nay sé dung cac bai lab
minh cho la tiéu biéu dé& néi vé kj thuat Pack va Unpack. Pack ma minh st dung trong tat ca
cac bai lab nay I1a **UPX** vi né kha 1a don gian va than thién véi newbie khi nghién ctru vé
unpacking. ## :rocket: Il. Phan tich tinh (Static analysis) > UPX la mét packer hoan toan
mién phi va open-source, cac ban co thé tai né vé tai [day]
(https://github.com/upx/upx/releases/tag/v3.96). O day ta s& dung ban **upx-3.96-win64** dé
pack mot phan mém kha la quen thudc dé la [Putty]
(https://samsclass.info/127/proj/putty.exe). Sau dé st dung mét tool phan tich tinh la
[Pestudio](https://www.winitor.com/features) (vi né kha da ndng, cung cip cho ta nhiéu théng
tin vé mot file thyc thi) dé so sanh 2 file **putty gbc** va file **putty bi pakced** xem c¢é gi
khéac biét. Chay command prompt v&i quyén admin, gé l1énh “upx -o putty packed.exe
putty.exe” dé pack file “putty.exe’ va cho ra output |4 file “putty_packed.exe’. ![]
(https://i.imgur.com/TtgycOm.png) Cho file "putty _packed.exe’ va "putty.exe’ vao [Pestudio]
(https://www.winitor.com/features) dé kiém tra cac [artifact]
(https://nasbench.medium.com/windows-forensics-analysis-windows-artifacts-part-i-
c7ad81ada16c¢) cé trong file PE nay. C6 thé thay tat ca cac gia tri hash cta 2 file nay déu
khac nhau, nhwng khi click vao dé chay thi ca 2 file nay déu hoat déng nhw nhau khéng c6
gi khac biét. Diéu doé chirng té sau khi packed thi ndi dung cla file “putty.exe’ da bj thay déi.
Ddng thoi & property **signature** cltia “putty.exe’ c6 gia tri 1a "Microsoft Visual C++ 7.0

MFC cho chuing ta biét “putty.exe” dwoc viét bang C++, trong khi **signature** cta
‘putty_packed.exe” chi cho biét packer ma né st dung. Tra 1o dwoc cau hdi "nd duoc viét
bang ngdn ngi lap trinh gi?" 1a buwdc dau tién va quan trong trong qua trinh dich nguoc, va
day rd rang la kho khan dau tién khi phan tich mét file bi packed. ![]
(https://i.imgur.com/3YbAB8s.png) Khéng nhitng vay, khi kiém tra muc **sections** ctia ca 2
file trén ta cling thay sw khac biét rd rét: I[](https://i.imgur.com/Evjm8vt.png) Cé thé tém t&t
nhirng diém khac nhau d6 nhu sau: - “putty.exe’: \+ Cé [4 section]
(https://keystrokes2016.wordpress.com/2016/06/03/pe-file-structure-sections/) dac trwng cla
moét file PE 1a **Executable Code Section** (".text’), 2 **Data Section** gébm’.rdata” va
*.data’, cudi cung 1a **Resources Section** (".rsrc’). \+ Khi so sanh **raw-size** (kich thwédc
cla file PE khi dwoc Iwu trén 6 dia) va **virtual-size** (kich thwéc cia file PE khi dwoc load
tr 6 dia vao bd nhé) & tirng section (ngoai trir section ".data’), cé thé thdy sw chénh léch
**raw size - virtual size** |a khéng dang k&, **raw size** nhinh hon mét chat so véi **virtual
size**, tuan theo dung cau truc ctia mot file PE théng thworng (xem gidi thich tai [day]
(http://www.asmcommunity.net//forums/topic/?id=29605)). \+ V& **phan quyén**, c6 thé thay
file “putty.exe’ da tuan tha dung quy tac bado mat co ban ctia mét file PE: **khéng cho phép**
**quyén ghi** (writable) **va** **quyén thyc thi** (executable) **nam trén cling mét section**
. Chi c6 section ".text’ c6 **quyén thwc thi** vi day la noi chira toan bd cac opcode va
system call, trong khi do chi section “.data® m&i cé **quyén ghi** vi né la noi chira di liéu
dau vao va dau ra ctia chwong trinh. \+ **Entry point** - noi chwong trinh bat ddu chay nam
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& dia chi "0x000550F0", thudc section ".text™ (dung chuén). Pay dwoc goi la OEP (Original
Entry Point). \+ **Entropy**: khéng c6 section nao cé entropy vwot qua **6.7**, do dé file
“putty.exe” khéng co section nao chira packed data. 2 section c6 entropy cao nhét |a ~.text’
va ".rdata’, do ".text’ la noi tap trung ma thwe thi va “.rdata’ di liéu chinh cé thé doc dwoc
dung dé nap vao khi chwong trinh chay. 2 section cé entropy thap nhét 1a ".data’ va ".rsc’ vi
chtra cac dir liéu khéng dwoc sir dung, dwoc chl yéu la cac bit 0. - “putty_packed.exe:” \+
Chi c6 **3 section** 1a **UPX0**, **UPX1** va ".rsrc’, v&i **UPX0**, *UPX1** dwoc sinh ra
khi UPX nén file. \+ Khi so sanh **raw-size** va **virtual-size** & tirng section thi ta da thay
cé sw chénh léch bt thwong & section **UPX0** khi raw size la 0 bytes con virtual size thi
rat 1on, 1én dén 294912 bytes. Tir d6 két luan section UPX0 khoéng ton tai trén 6 dia, va sé
dwoc tw dong lap day khi chwong trinh chay. \+ Vé **phan quyén**, c6 t&i 2 section vira c6
quyén ghi vira cé quyén thuce thi la UPX0 va UPX1, khéng tuan theo quy tac bao mat. Quyén
ghi dwoc cép cho 2 section nay c6 |18 sé sir dung cho viéc khéi phuc lai ma chwong trinh gbc
ban dau & cac section tréng nhw UPXO0. \+ **Entry point** nam & dja chi "*0x000860E0" thudc
section UPX1. Bay chi la Entry Point cia mét doan stub trong UPX1. \+ **Entropy**: raw size
ctia UPXO0 l1a 0 bytes, né khéng chira mét cai gi ca, do dé entropy ctia né ciing khéng tén
tai.Section ".rsrc’ thi cé entropy van & mdc binh thwdng, nhwng entropy ctia UPX1 lai 1én
dén 7.932°, I&n hon **6.7**. **--> Gia thuyét dat ra: UPX1 la noi chira packed data, con
UPXO Ia khoéng gian trébng ma file “putty _packed.exe’ danh ra nham phuc vu cho viéc khéi
phuc lai ma chwong trinh gbc ban dau. (1)** ## :rocket: lll. Kiém chirng gia thuyét, phan tich
doéng va tach packed data ra khai file bi packed bang céng cu OllyDbg > Ta sé& "dao sau" va
kiém chirng gia thuyét dat ra & muc |1, tr d6 tim kiém thém cac théng tin cé ich cho viéc
phan tich déng (bang cach debug) va cudi cung la tach packed data ra khéi file bj packed.
OllyDbg la mét debugger s&r dung Assembly 32bit danh riéng cho Windows. Mac du hién
nay da co rat nhiéu tool hién dai hon nhuw IDA (ta sé dé cap dén né & phan sau) hay x64dbg
nhwng OllyDbg van 1a mét trong nhirng debugger ra d&i s&ém nhét, khéng gay tinh trang bi
"ngop" vi qua nhiéu tinh nang nhw IDA. OllyDbg ciing hoan toan mién phi va ban c6 thé tai
né tai [day](https://www.ollydbg.de/). ### 1. Kiém chirng gia thuyét: Lwu y luén chay OllyDbg
v&i quyén admin. Sau d6 ta s& mé file “putty.exe’, cuing luc d6 bat thém mét clra sd OllyDbg
nira rdi mé file “putty _packed.exe'. O cira sd mé file “putty packed.exe’, néu cé pop-up
**Compressed code?** hién Ién thi click **No** dé git» nguyén trang file bi packed. ![]
(https://i.imgur.com/wVS9tqc.png) Maximum cla sd "CPU" I&n, ta thdy cac tham sb thu dwoc
trong qua trinh phan tich tinh hoan toan tring khép véi nhivng gi thé hién trén trinh
disassembler ctia OllyDbg: ![J(https://i.imgur.com/Xv9xdhb.png) Trong d9, file "putty.exe’ bat
dau voi 1énh "PUSH 60" & dia chi "004550F0" con vd&i file “putty _packed.exe’ thi né la
"PUSHAD" & dia chi "004860E0". Lénh "PUSHAD" sé& day gia tri cia tat c& cac thanh ghi
(general registers) vao stack. Diéu dé thé hién khi tai 'PUSHAD' ta 4n **F7** (step into) dé
chay lénh nay: ![J(https://i.imgur.com/Bo2wHbW.png) Trén cira sé OllyDbg, click **View ->
Memory** dé kiém tra cac viing nhé trén 6 dia ma 2 file PE nay chiém dung khi thwe thi. Ca
2 chwong trinh khi chay déu dwoc nap vao d dia tai dia chi gbc (base address) "400000°
gidbng nhw moi chwong trinh Windows 32 bit khac. Ngoai ra c6 thé thdy cac section quen
thudc ".text’, “.rdata’, ".data’, ".rsrc’ cua file "putty.exe’ va "UPX0", "UPX1", ".rsrc’ cua file
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‘putty _packed.exe® & day: ![](https://i.imgur.com/gM6Ynmh.png) St dung **Pestudio** mai
chi cho ta biét kich thwéc cla tirng section khi phan bé trén 6 dia nhw thé nao (raw size).
OllyDbg con cho ta biét bén trong tirng section dé cé cai gi. Click chudt phai vao section
“text’ cla “putty.exe’ va "UPXO0' cla “putty_packed.exe rdi chon **Dump** dé xem di liéu
trong cac section nay. Trong khi ".text" chira ma assembly ctia chuwong trinh thi "UPXO0" chi
toan 1a cac bit 0. ![](https://i.imgur.com/IP2XIEr.png) Dong thdi khi st dung **Pestudio** dé
xem xét **entropy** clia tirng section, ta c6 dat gia thuyét "section UPX1 Ia noi chira packed
data" do entropy cua section nay I&n hon **6.7**. Khi dump di liéu cta section UPX1 ra nhw
trén thi dung la nhw vay: ![](https://i.imgur.com/RdRobHf.png) D{ liéu trong section UPX1
clia putty_packed.exe’ bao gbm mét doan stub cé néi dung gibng dén khodng 60% ma
assembly trong section ".text’ cua “putty.exe’, nhwng doan stub nay hoac la da bi obfuscate,
hodc Ia bi chén thém mot sé doan di liéu "tréng c6 vé nhu" 1a cac Iénh assembly nhung lai
khéng phai vi OllyDbg khéng thé bién dich dwoc chung, duwoc danh dau la "Unknown
command". Tt gia tri entropy thu dwoc bang **Pestudio** ta biét dwoc dé chi la nhivng di
liéu dwoc sinh ra ngdu nhién béi packer. **--> Gia thuyét (1) dat ra 1a dung.** Khéng nhirng
vay, tai di¥ liéu dwoc dump ra tir section "UPX1", khi kéo chudt xuéng duwi dé tim diém két
thdc cla section nay thi thdy mét loat Iénh "ADD" nhw “"ADD BYTE PTR DS:[EAX],AL .
Nhwng diéu dang quan tam 13 truéc loat 1énh “ADD" nay c6é 1énh "JMP putty pa.004550F0".
Lénh "JMP" sé& bat chwong trinh phai nhay dén cau 1&nh tai dia chi "004550F0". Rd rang, &
day sau khi thye thi toan bd ma 1énh tai Stub va tai tao lai ma gbc ban dau ctia chwong trinh,
chwong trinh sé nhay t&i OEP tai dia chi "0x004550F0°. Dia chi nay cé mét chut khac biét so
véi OEP ma ta thay khi dung **Pestudio** dé kiém tra & muc Il, d6 |1a do Entry Point
"0x000550F 0" hién thij trong **Pestudio** |a dia chi trong bd nh& 3o (virtual address), khi ma
dwoc nap vao & dia tai dia chi gbc (base address) *0x00400000" thi dia chi that (raw
address) clia né sé la: "base address + virtual address = 0x00400000 + 0x000550F0 =
0x004550F0°. Suy cho cung, tuy hai nhwng van la mét. ![J(https://i.imgur.com/iCblzOz.png)
**--> Vay OEP cua file “putty _packed.exe’ la chinh la "0x004550F0"** ### 2. Phan tich déng
(dynammic analysis): Nhw da dé cap & muc |, OEP chinh la mau chét dé lay ra dwoc packed
data tir file PE da bj packed. OEP thi da c6, dé& xem ma clia chwong trinh gbc cé dwoc khoi
phuc sau [énh "JMP" dén OEP nhw ta da suy doan & cudi phan "Kiém chirng gia thuyét"
khéng, ta vao disassembler ctia OllyDbg rbi 4n **F2** d&t breakpoint tai Iénh "JMP

putty pa.004550F0". ![](https://i.imgur.com/liICMUbN.png) An **F9** (Run) dé& chwong trinh
chay dén 1énh nay, lwu dia chi cta Iénh "JMP putty _pa.004550F0" vao thanh ghi EIP. I[]
(https://i.imgur.com/4mBC9Gq.png) Tiép tuc an **F7** (Step into) dé thwc thi [&nh "JMP
putty_pa.004550F0". Chwong trinh sé nhay t&i Iénh "PUSH 60" tai OEP "0x004550F0". ![]
(https://i.imgur.com/N1GRi86.png) T day, khdi ma nay chira cac Iénh ndm trong section
“text’ "that", rat gibng va&i code tai cuing dia chi & file gbc “putty.exe’. **Hay néi cach khac,
chung ta da tim ra dwoc vi tri cia packed data.** ### 3. Tach packed data thanh mét file PE
méi: Sau khi tim ra packed data cta file “putty_packed.exe' ndm & dau, ta c6 thé chay n6
bang Debugger ctia OllyDbg. Nhwng dé tach hoan toan né ra va tao thanh mot file PE mai,
ta can tap hop cac "manh binary" riéng |é lai v&i nhau déng thoi dwng lai PE header, vi UPX
packer da hily méat import table & trong dé. OllyDbg c6 mét plugin cho phép ching ta lam
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duoc diéu nay do |a [OllyDump](http://www.openrce.org/downloads/details/108/OllyDump). !
[1(https://i.imgur.com/J4dDnre.png) Click **Plugins -> OllyDump -> Dump debugged
process**. I[](https://i.imgur.com/ASIxyfr.png) Pop-up **OllyDump** hién ra, hién thj cac
sections cua file PE, Entry Point va phuwong phap OllyDump st dung dé xay dwng lai import
table. ![](https://i.imgur.com/TilKkHI.png) Céac théng sb déu dung véi trang thai ctia chwong
trinh tai OEP nén ta d& mac dinh khéng chinh stra gi, chi viéc click vao **Dump**. Lwu file
dwoc dump ra véi tén la “putty_unpacked.exe’. Kiém tra file nay bang **Pestudio**, dbi chiéu
vai file gbe “putty.exe™: I[J(https://i.imgur.com/mst4Cta.png) Ngoai trir mét section méi thém
la *.newlID" thi tén cac section clia “putty_unpacked.exe’ van gilr nguyén. Tuy nhién cac
thédng sb6 cla tirng section da thay dbi khi: - Section UPXO0 khéng con bj réng khi nap vao 6
dia. - Chénh |&ch gitra ‘raw-size" va “virtual-size” & tirng section hau nhw déu bang 0. -
Khéng con section nao cé entropy I&n hon 6.7. - Entry point dwoc trd vé dung dia chi gbc &
"0x000550F0 . ## :rocket: IV. Két hop phan tich tinh va dong st dung IDA Pro > OllyDbg chi
dirng lai & mrc "mot debugger t6t", né cung cip kha nang phan tich ddng manh mé nhung
kha n&ng phan tich tinh van con kha han ché. Reverse engineering yéu cau phai manh & ca
2 kha nang nay do d6 khi dung OllyDbg ta phai bé tro thém cac cong cu phan tich tinh nhw
Pestudio. Liéu c6 cong cu nao phan tich tinh hay déng déu manh hay khéng? D6 chinh |a
IDA Pro. IDA Pro 1a mét cong cu reversing hoan chinh, st dung dwoc trén ca hai nén tang
32-bit va 64-bit, vira 1a mot trinh disassembler déng thdi ciing hé tro' debug nhw mét trinh
debugger, hoat ddng dwoc trén cac méi trvdng hé diéu hanh khac nhau nhw Windows,
Linux ho&c Mac OS X va tham chi |a remote (tir xa). Trong phan **IV** ctia bai viét, minh sé
giai quyét bai toan di tim ham main clia mét mau file khac ciing bi packed béi UPX cé tén la
[upxflag2c1.exe](https://samsclass.info/126/projlupxflag2c1.exe). Lan nay sé& khéng con file
gbc nao dé déi chiéu niva, ta sé khong biét OEP cla **upxflag2c1.exe** & dau va bét budc
phai 4p dung céc ki thuat dynamic analysis va static analysis trén IDA Pro dé tim ra ham
main cta chwong trinh nay. ### 1. Kiém tra file thwc thi [a 32 bit hay 64 bit: IDA Pro c6 2
ban, 1 ban dé phan tich cac file thwc thi 32 bit va ban con lai la 64 bit, do d6 trwdc tién ching
ta can phai kiém tra xem file "upxflag2c1.exe’ nay la thudc loai nao. O’ day ta sé dung [HxD]
(https://mh-nexus.de/en/downloads.php?product=HxD) dé kiém tra: ![]
(https://i.imgur.com/OTJQtUy.png) Céac ban cé thé thy chi **PE..L** bén trong string cla
file nay, do dé né la file 32-bit. Tl théng tin d6, ching ta biét sé phai mé& “upxflag2c1.exe’
bang phién ban 32-bit ctia IDA. Khi giao dién cta IDA xuét hién, chon New dé& mé file méi,
tim dwong dan t&i “upxflag2c1.exe” dé load né vao IDA. Gitr nguyén céc thiét 1ap mac dinh
va nhan OK dé IDA tién hanh phan tich file. ### 2. Phan tich tinh (Static analysis): Load file
vao IDA va chon **Manual load** vi tuy chon nay sé giip ching ta cé thé **nap tat cac
section** cda file, ddng thdi bé lwa chon **Create imports segment** (chuyén gia Ricardo
Narvaja khuyén nghi nén bd chon khi lam viéc v&i cac packed files). I[]
(https://i.imgur.com/PtYGFpo.png) V&i cac "Please enter an address" box hién ra sau do,
chang ta sé& click "Ok" hét. I[J(https://i.imgur.com/pkb3G4H.png) Pay 14 luc IDA nap tirng
section cta PE file. Click "Yes" cho tat ca cac "Please confirm" box nhw thé nay dé nap hét
tat ca cac section. ![](https://i.imgur.com/uhsF31c.png) Day la giao dién cta IDA sau khi da
load file xong: ![](https://i.imgur.com/fSqnl08.png) Tiép theo ta di tim Entry Point cla file
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‘upxflag2c1.exe’. Bat dau tir viéc kiém tra cac section hay segment cla file nay bang cach
an **Shift F7** d& mé ra tab **Program Segmentation**. ![J(https://i.imgur.com/qL6K1L3.png)
Click vao segment UPXO0 trwdc d& xem code tai dia chi bat dau (‘start=00401000") ctia n6
nhw thé nao. ![](https://i.imgur.com/CBhFjyu.png) D& y tai dia chi "0040162D" cé dong
comment 'CODE XREF: start+1BC|j" (doc thém vé XREF tai [day]
(https://reverseengineering.stackexchange.com/questions/18074/what-does-xref-mean)).
Day la mét tham chiéu trong ma thuwe thi, chudt phai vao “start+1BC|j" rdi chon **Xrefs graph
to ...** d& xem xét cau Iénh nay lam gi. ![](https://i.imgur.com/Tj7b5S4.png) Cau Iénh nay
dang tham chiéu dén entry point cla file “upxflag2c1.exe’. ![]
(https://i.imgur.com/LWJIRTO0.png) Chuyén t&i viing code dwoc tham chiéu dén va ta c6 1énh
‘jmp near ptr byte_40162D" ndm & entry point. ![](https://i.imgur.com/9eYu16C.png) Nhwng
day chi la **Entry point clia Stub**, khéng phai OEP. Chung ta can debug chwong trinh bat
dau tir 1énh “JMP" nay dé tim ra ham main. ### 3. Debug file PE bang IDA: An **F2** dé dat
mot breakpoint tai function “jmp near ptr byte_40162D" nay. Sau khi c6 break point thi nhan
**F9** §& debug. Lwu y chon Debugger 1a **Local Windows debugger** dé ching ta c6 thé
debug truc tiép trén localhost. Sau d6 sé c6 pop-up **Debugger Warning** hién I&n thi ta
chon **Yes**. I[](https://i.imgur.com/leRx66C.png) Thao tac debug trén IDA dbng nghia v&i
viéc mé va thwe thi ludn file “.exe’. Nhwng khac véi viéc ta click vao va nhw théng thudng
file *.exe’ s& chay mot mach t&r dau dén diém két thuc ciia chwong trinh, debugger cho phép
ta nhay t&i diém nao thi file ".exe’ s& chay dén dé. F8 lién tuc (Step Over) dé trace qua tat ca
cac lénh cho dén khi IDA sé& hién thi mét théng bao nhw dwdi, cir nhan **Yes** dé thong bao
cho IDA biét va nhan dién lai section **UPX0** ban dau nhw la **CODE** (ban dau n6 dwoc
dinh nghia 1a *DATA*). I[](https://i.imgur.com/SKU4IMO0.png) Tiép tuc F8 lién tuc cho dén khi
IDA khéng cho chung ta F8 nira. N6 sé bi khwng lai khi nhdy dén mét dia chi nao dé véi 1énh
“call sub_C1000°, ddng th&i khi nhin vao man hinh console dang chay file "upxflag2c1.exe’
ltc nay thi thay c6 in ra dong chir "Enter password:". Lénh'call sub_C1000" sé goi dén
**ham API “sub_C1000 **, rat cé thé **ham API nay chinh 1& ham main ctia chwong trinh**
nén khi debug dén day chwong trinh mai in ra dwoc "Enter password:" nhw thé. I[]
(https://i.imgur.com/yIDPNoT.png) Di vao ham “sub_C1000" nay dé xem thi qua dung la nhw
vay. [[](https://i.imgur.com/JbFKxQT.png) IDA cho phép ta doc ma gia cua ham main nay
bang cach an phim **Tab**. I[J(https://i.imgur.com/tiLY 1mZ.png) M4 gia do IDA Pro bién dich
c6 syntax cwe ki gibng C, chi khac & chd cac tén ham chwa duoc IDA bién dich sé dwoc dé
theo format 1a “sub_XXXXX" va nhiém vu clia ching ta |a debug va doc assembly dé xem
cac ham ‘sub_ XXXXX" né la ham gi trong C. Day la code C do minh bién dich lai, di kém
theo comment giai thich tirng dong code & bén canh. **“c= int main() { char v1; // contains
flag inti; // _BYTE v3[100]; // byte pointer char v4[12]; // contains inputted password char
v5[8]; // this variable depends on v3 strcpy(v3, aW000111222asss); // copy value of
aW000111222asss (a string) to pointer v3 for (i=0; i< 5; ++i ) // run a for loop from i=0 to 5
v5[i] = v3[10 * i]; // to append each element in the index "10*1" of the string
aW000111222asss pointed by v3. v5[5] = 0; // assign the final element of string v5 with "\x00'
to terminate it. printf('Enter Password:', 5); scanf(&unk_3581B4, (char)v4); // input password
to v4 if(strcmp(v4, v5)) // compare v4 and v5 printf("You didn't say the magic word! No flag
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for you!", v1); else printf(‘Congratulations! The flag is', v1); // v4 and v5 is the same, print v1
containning. return 0; } *** Tém lai, password ma chuing ta da can tim dang nam & bién "v5'.
Bién nay dwoc tao ra bang cach iterate va append tirng phan tir cla string "v3' v&i index c6
cong thirc 1a “10*". Ma "v3' nay la pointer tré dén constant "aWw000111222asss". Va
*aW000111222asss’ n6 ndm & day (click thdng vao né dé xem): I[]
(https://i.imgur.com/R3VkfOj.png) Chung ta chi cdn demo lai thuat toan dé tao ra "v5' rdi
chay 13 14y dwoc password. O day minh str dung python: ![J(https://i.imgur.com/z6lfurb.png)
Password 1a "WALDO'. Gi¢ chi can bat file "upxflag2c1” 1én roi nhap vao la lay dwoc flag. I[]
(https://i.imgur.com/kA2mbbH.png) **Flag:** "CORRUPTED_FILE_CONFUSES_UPX’
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