Avast Finds Compromised Philippine Navy Certificate Used in Remote
Access Tool
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Avast Threat Intelligence Team has found a remote access tool (RAT) actively being used in the wild in the Philippines
that uses what appears to be a compromised digital certificate belonging to the Philippine Navy. This certificate is now
expired but we see evidence it was in use with this malware in June 2020.

Based on our research, we believe with a high level of confidence that the threat actor had access to the private key
belonging to the certificate.

We got in touch with CERT-PH, the National Computer Emergency Response Team for the Philippines to help us contact
the navy. We have shared with them our findings. The navy security team later let us know that the incident has been
resolved and no further assistance was necessary from our side.

Because this is being used in active attacks now, we are releasing our findings immediately so organizations can take
steps to better protect themselves. We have found that this sample is now available on VirusTotal.

Compromised Expired Philippine Navy Digital Certificate

In our analysis we found the sample connects to dost[.]igov-service[.]net:8443 using TLS in a statically linked
OpenSSL library.

[ ] Connects to dost[.]igov-service[.]net:8443 < -

——N
Expects *.navy.mil.ph certificate from C&C

A WHOIS lookup on the C&C domain gave us the following:
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https://decoded.avast.io/threatintel/avast-finds-compromised-philippine-navy-certificate-used-in-remote-access-tool/
https://decoded.avast.io/author/threatintel/
https://www.ncert.gov.ph/
https://www.virustotal.com/gui/file/85fa43c3f84b31fbe34bf078af5a614612d32282d7b14523610a13944aadaacb

Whois Lookup

Create date: 2819-12-89

Domain name: igov-service.net

Domain registrar id: 146

Domain registrar url: http://registrar.godaddy.com
Expiry date: 2021-12-89

Mame server 1: ns@l.domaincontrol.com
Mame server 2: ns@2.domaincontrol.com
Query time: 2819-12-18 17:42:29
Registrant address: 32673@9318f7346c
Registrant city: 326730@9318f7846c
Registrant company: 3267309318f7846cC
Registrant country: United States
Registrant email: 3267303318f7846cs@
Registrant fax: 3267309313f7846c
Registrant name: 3267389318f7846c
Registrant phone: 32673@3318f7846¢
Registrant state: 48848al6fcb4esfc
Registrant zip: 32673@89313f7846¢c
Update date: 2819-12-89

The digital certificate was pinned so that the malware requires the certificate to communicate.
When we checked the digital certificate used for the TLS channel we found the following information:

wh Certificate *

General Detalls | Certification Path

Show: | <All> w
Field Value &
DSignathe hash algorithm sha2s6
Dlssuer GlobalSign RSA OV S5L CA 201..,
BValid from sunday, December 15, 2019 &...
E|Valid to Tuesday, December 15, 2020 ...
|5 subject * navy.mil.ph, Philippine Nawvy...
=] Public key RSA (2043 Bits)

DPuinc key parameters 0500
Jzell ity Tnfrematinn Arreee  [11Antharits Tnfn Srress: Arr

CMN = *.navy.mil.ph
0O = Fhilippine Mavy
L = Cavite

S = Calabarzon
C=PH

Edit Properties... Copy to File...

Some important things to note:

« The certificate is a valid certificate with a subject of *.navy.mil.ph , the Philippine Navy.

« The certificate has recently expired: it was valid for one year, from Sunday December 15, 2019 until Tuesday
December 15, 2020.

o Our research shows that Censys saw this certificate employed by the actual navy.mil.ph website

Based on our research, we believe with a high level of confidence that the threat actor had access to the private key
belonging to the certificate.
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https://censys.io/
https://search.censys.io/certificates/992310ac9ea465cf62c6e93c1fd86ec5ae266364ef0b35acd2688063b1e59f25

While the digital certificate is now expired we see evidence it was in use with this malware in June 2020.

The malicious PE file was found with filename: C:\Windows\System32\wlbsctrl.dll and its hash is:
85FA43C3F84B31FBE34BFO78AF5A614612D32282D7B14523610A13944AADAACB .

In analyzing that malicious PE file itself, we found that the compilation timestamp is wrong or was edited. Specifically, the
TimeDateStamp of the PE file was modified and set to the year 2004 in both the PE header and Debug Directory as

shown below:

:+ Debug Direc

09:47

However, we found that the author used OpenSSL 1.1.1g and compiled it on April 21, 2020 as shown below:

alpenss1111g2lA OpenSSL 1.1.1g

The username of the author was probly udste . This can be seen in the debug information left inside the used
OpenSSL library.

aClsersUdsteDes db

We found that the malware supported the following commands:

e run shellcode

e read file

o write file

e cancel data transfer
o list drives

e rename a file
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o delete a file
 list directory content

enum COMMANDS
RUN_SHELL_COMMAND =
READ_FILE
WRITE_FILE
CANCEL_TRANSFER

GetDrives
DoPathRen
DoPathDel
GetDirectory
QuUIT

Some additional items of note regarding the malicious PE file:

¢ All configuration strings in the malware are encrypted using AES-CBC with the exception of the mutex it uses.That
mutex is used as-is without decryption: t7As7y9I6EGWIOQkJZz10RVPUFX1CJTsjzgDImOCxIad= .

« When this string is decrypted using the hard-coded key it decrypts to QSR_MUTEX_zGKwWAe]jTD9sDitYcK . We
suspect that this is a failed attempt to disguise this malware as the infamous Quasar RAT malware. But this cannot
be the case because this sample is written in C++ and the Quasar RAT is written in C#.

Avast customers are protected against this malware.

Indicators of Compromise (loC)

SHA256 File name

85FA43C3F84B31FBE34BF078AF5A614612D32282D7B14523610A13944AADAACB  C:\Windows\System32\wlibsctrl.dll

Mutex

t7As7y916EGwJOQkJz10RVPUFx1CJTsjzgDImOCxla4=

C&C server

dost[.]igov-service[.]net:8443

Tagged asanalysis, backdoor, malware, rat

4/4


https://gchq.github.io/CyberChef/#recipe=From_Hex('Auto')From_Base64('A-Za-z0-9%2B/%3D',true)AES_Decrypt(%7B'option':'Hex','string':'40%206e%209c%20b6%20df%20e1%202a%2063%20f5%202f%203f%209a%2032%20ae%200a%20e0%20c8%2092%2087%208b%2028%20ec%2077%2048%204a%20b7%20f9%2019%20%2091%20cd%20c3%205f%20'%7D,%7B'option':'Hex','string':'03%20b5%2064%20f4%20ad%2087%20e4%20ea%20c0%2029%2026%20c4%208b%203c%20ce%204b%20'%7D,'CBC','Raw','Raw',%7B'option':'Hex','string':''%7D,%7B'option':'Hex','string':''%7D)&input=NzQgMzcgNDEgNzMgMzcgNzkgMzkgNDkgMzYgNDUgNDcgNzcgNEEgNEYgNTEgNkIgNEEgN0EgMzEgNkYgNTIgNzYgNTAgNTUgNDYgNzggMzEgNDMgNEEgNTQgNzMgNkEgN0EgNjcgNDQgNkMgNkQgMzAgNDMgNzggNDkgNjEgMzQgM0QgMDA
https://github.com/avast/ioc/tree/master/Philippine-Navy-Certificate
https://decoded.avast.io/tag/analysis/
https://decoded.avast.io/tag/backdoor/
https://decoded.avast.io/tag/malware/
https://decoded.avast.io/tag/rat/

