Midas Ransomware: Tracing the Evolution of Thanos Ransomware Variants

Key Takeaways: An in-depth analysis of Midas and trends across other Thanos ransomware variants reveals how
ransomware groups shifted tactics in 2021 to:

o lower sunk costs by using Raa$S builders to reduce development time

* increase payouts with double extortion tactics by using their own data leak sites

» extend the length and effectiveness of campaigns to get the highest investment returns by updating
payloads and/or rebranding their own ransomware group

Advertised on the darkweb for Ransomware-as-a-Service (RaaS), Thanos ransomware was first identified in February
2020. Written in C# language running on the .net framework, this serious offender reboots systems in safeboot mode to
bypass antivirus detection and includes a builder that enables threat actors to create new variants by customizing
samples. Source code of Thanos builder also leaked and there are lots of different variants that have been seen based
on that. Here we discuss the four 2021 variants shown in Figure 1 below that used double extortion tactics.
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https://www.zscaler.com/blogs/security-research/midas-ransomware-tracing-evolution-thanos-ransomware-variants
https://www.fortinet.com/blog/threat-research/analysis-of-net-thanos-ransomware-supporting-safeboot-with-networking-mode

FEB 2020 —}[ Thanos ]
FEB 2021 » Prometheus
JULY 2021 |[—» Haron
SEPT 2021 > Spook
OCT 2021 > Midas

Figure 1:Timeline of Thanos derived ransomware variations

Beginning in February 2021, the Prometheus ransomware variant emerged as one of the new Thanos built variants of
the year. It encrypts files and appends “.[{ID}],.PROM[[email protected]{.}ch] , {ID}[[email protected]{.}com] “ extension
and drop “RESTORE_FILES_INFO.txt, RESTORE_FILES_INFO.hta” ransom note. The Prometheus group which
operates the variant has claimed to be part of the notorious REvil ransomware group responsible for the Kaseya supply
chain attack, however experts doubt the claim as a solid connection between the two has never been established. This
variant is known for using double extortion techniques to make organizations pay that include threatening to leak
valuable data on their leak site. A quick check reveals that the leak site is currently down, but the threat still holds
potential weight

“

In July 2021, another Thanos derived ransomware called Haron was discovered. It encrypts files and appends
{Targeted Company name}”’ extension and drops “RESTORE_FILES_INFO.hta,RESTORE_FILES_INFO.txt” ransom
note. Haron ransomware group also have their own data leak site used for double extortion. This variant has striking
similarities with Avaddon ransomware based on examination of the ransom note and data leak site information.

September 2021, the Thanos builder was used again to develop the Spook ransomware variant. It encrypts files and
appends “.{ID}” extension and drops “RESTORE_FILES_INFO.hta,RESTORE_FILES_INFO.txt” ransom note. Similar
to the other variants, Spook ransomware also uses double extortion techniques with their own data leak site as shown in
the screenshot below.

Rounding out the year in October 2021, another Thanos ransomware family emerged with the Midas variant that
appends “{Targeted Company name}”’ extension and drops “RESTORE_FILES_INFO.hta and
RESTORE_FILES_INFO.txt” ransom note. In January 2022, ThreatLabz investigated a report of Midas ransomware
being slowly deployed over a 2-month period and the attacker was observed using different powershell scripts, remote
access tools and an open source windows utility.

Like the others, Midas features its own data leak site for double extortion. Interestingly, the site contains leaked victim
data from a Haron ransomware attack, suggesting to researchers that Midas is potentially linked to the Haron
ransomware operators.
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Figure 2: Count of companies with leaked data by 2021 Thanos ransomware variants.

Identifying Thanos as the Source for the Prometheus, Haron, Spook, and Midas
ransomware variants

Tracing the evolution of Thanos based ransomware variants back to the source provides threat researchers with an
inside look at how ransomware gangs operate and evolve over time. To establish a connection between each variant,
the ThreatLabz team looked for the use of common signatures and indicators that would point back to the Thanos
ransomware builder. After determining that each variant was derived using the builder, the team set about analyzing the
similarities and differences in the shifting techniques adversaries employ to make new variants of a common origin
ransomware more effective. These observations help us to gain insights into the cooperation happening between
adversary groups and better understand the development lifecycle and alternating impacts of ransomware through its
variants.

The analysis that follows walks you through identifying Thanos variants through an examination of common signatures
found in the ransom note key identifiers and the consistent use of a common file marker “GotAllDone”. Followed by an
in-depth analysis of the latest Midas variant.

Identifying Thanos Variants

All four of the 2021 Thanos based ransomware variants contain a key identifier with common signatures for the Thanos
builder found in the ransom notes as shown in Figure 3 below.
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It doesn't matter to us what you choose pay us or we will sell your data.
We only seek money and our goal is not to damage your reputation or prevent your business from running.
Write fo us now and we will provide the best prices.

Prometheus

Instructions for contacting ns:
» You have two ways:

o 1) [Recommended] Using a TOR browser!
a. Download and tnstall TOR browser from this site: https:/torproject.org/
b. Open the Tor browser. Copy the link- http://promeths =~ © e "
Y454 and paste it in the Tor browser
c. Start a chat and follow the further instructions.

» 2) If TOR blocked in your country, v to use VPN! But you can use our secondary website. For this:
a Open your any browser (Chrome, Frefox, Opera, IE, Edge)
b. Open our secondary website: http://promethensdec.in‘ticket.php Mtrack=
c_ Start a chat and follow the further imstructions

Warning: secondary website can be blocked, thars why first variant much better and more
available.

Attention
ith third-party software will corrupt it

TAMqUzjkcWLN ke C XRFFUbPHUjlehiZ e P Tt Sme ¥ VK AMAL+SIEwDGbLIZSPlgSTY 2y SV

Haron

#%%D0 NOT DELETE THIS FILE UNTIL ALL YOUR DATA HAVE BEEN RECOVERED**#

All your documents, photos, databases and other important files have been encry
You a;g1not able to decrypt it by yourself. But don’t worry, we can help you tc
your files!

The only way to_restore your files is to_buy our special software. only we can
software and only we can restore your files!

we have also downloaded a Tot of private data from your network.

If you do not contact as in a 3 days we will post information about vour breact
news webs http:// omior
days the whole downloaded info.

You can get more information on our page, which is located in a Tor hidden netw

HOw TO get TO our page

1.pownload Tor browser - https://www.torproject.org/
2.Install Tor browser

3.0pen 1ink in Tor browser - X
http: /A .onion

4.use login:

5.Follow the instructions on this page

* DO NOT TRY TO RECOVER FILES YOURSELF!®*
* DO NOT MODIFY ENCRYPTED FILES!
® * * OTHERWISE, YOU MAY LOSE ALL YOUR FILES FOREVER! * # =

Key Identifier:

v = VoYdT5FECXHOMI 1K1 IpDyTvyd FYanNZNTEXal /USLTEFLEYYURpgIT /QHSvKVT
agFmf 35ax1d4HZ Yu+oVDISKr 1ZWXSOXN
+TsE7BXegBLdgKKUemjG7oLsXdiw,/CPBB3D34AHKI6agwHXTYyqqfyN8gh, /mnB1M4 IRCF 5GKOQvvod4n
fdgrwbHCZacr gme 55Ihn5gKzaf13h9sPTv4m/3nIFSSQUiXjusLUNKVgjiydl49vee .
+6vZ1uNvNyhbLdbGF /kL Jwvor Iuz05zt0asf FvQukwa3q8UEZT UDBBIrkG2HoeGy 108wt HbOwowxp /1
rz9r UROQPEBAUQSXIRNWOr jP
+UDRVFQHCpAA 07MTOTX3WIMVZIN/gno4 122wy quhougsofcg'l auNgl 2QSBRUWiOr HFSFipFyas
UZgC3T0AATUZIENFF8kdhILRF4dr 704 3F T jqpcQL1IswwGSTqnpy7 vOUEBXr ABdowDzPcd 3pbtriTzy
p71R+zKnrd6XqDmvVSdulLC,/303v7 552QT3INDN9qFbOTN+t YpWDABCi1LZ7t YazyBI27GOF IF6xtGwFL

"all your files are encrgp‘ted and cannot be recovered.”
A1l your documents have been uploaded and compromised

COMPANY INFO: .
Midas

company name

Adress: W

website:http:
email:sunnort
Tel. -t

-what data was received:

Contracts, financial documents, HR documents, client information, etc.
over 400 B of confidential information.

-what will become of you:

you have 72 hours to get in touch with us, if dur\‘n? this time you do not contact
us, all your information will be published in our blog.

e can access it.we will inform the client, employees, and merge your
information with other hacker groups.
You will receive multiple lawsuits, suffer huge financial Tosses, and Tose your
reputation.

HOW TO Qet TO our page

pownload Tor browser - https://www.torproject.org/

Install Tor browser

open Tink in Tor browser -

midasbl e et ST —_— it
Td=DOJ1, ryytme, vowe smew o
Follow the instructions

Ahp:odmun?xuqsm?uwsmvsﬁvswwusekxpm:/.fl:2/c SMIYE/P3utPTax6dtzwaczusqjsc3
MHUPC2WQWE58NSB5 55y 1S6KKSXtZ80b1B1Y

+1

AT7133

+kqgeraclgyBLIQaGr jmunNtDFIZD2LdH/f 1dwdk? /¥I /MAIXOcHr 8Drehtg+0crP4QkrqIsq3ymxotuqfmy

+uI03nQBwo5,/vIvEMIDIhleizTol,/6b7b+HI01ZKIT 8FYmMYXBk5CZI0G7 GONM

+9tBTNUOB37gB 1yKkdr dTYRbOGP1Ik02 2wiWe6pPHTXa,/ NvAPX1 JHe3MQ 1 ngwi nsboPgvwiWyeq2QRw/ ahA
Z

WCI9R/B8cMjzswtvEMPE3TONjKyIb192 cEzyGrrdQ9dRt7uynZDvjyE jXLCwnbZ afkQyz SbMQa sNvN74 /8 3
7/14u/sdyNm+VHIOEI4 601 IaNuoF+CIufBwfo2EQLEbFF1XTbOKPHTVS 3ap19SISpTNZTEGU

+f8UjK/ SEKhxHT7LhonkTOf 3105D/5L1f XHRYZXRUIbRCRGyDOw /eyZpeFk00bexzQvvRhiu3xeNZ1EpTLowW
7hA1RRNgSPEBG4ZZy3ttTdHABO7 FVzjfKzuFMC 1 ZzPWSLF8nm/H+P/JyRsPQLhASWdBueC17Znho5ZbC 2xsw=

= Spoolk

YOUR COMPANY WAS HACKED AND COMPROMISED!!!
Al yous important files have been encrypted!

Our encryption elzorithms ere very strong and your files ere very well protected.

the enly way to get yous files back is to cooperate with us and get the decryptes program

Do not try to recover your files without a decrypter program, you may damage them and then they will be impossible to recover

Forus this is just business and to prove to you our sefiousness, we will dacrypt you thrae files for free
Just open our website, upload the encrypted files and get the decrypted files for free.

! WARNING !
Whaole your network was fully COMPROMISED!

Wee hias DOWNLOADED of yous PRIVATE SENSITIVE Data. ineluding yous Billing info, Insuranse cases, Finansial reports,
Business audit, Banking Accounts! Also we have corporate comespondence. informanion about your clients
We got even more info sbout yous partners and even about your stall

Additionafly, you must know that vour sensitive data has been stelen by our anshyst sxperts and if you choose ta ne cooperate
with us,
you are exposing yourself to huge penalties with lawsuits and zovemment o we hoth don't find an agreement
Ve have seen it before cases with multi millon costs i fines and lawsuits,
not to mention the company reputation and losing clients trust and the medias calling non-stop for answers
Come chat with us and you could be surprized on how fast we both can find an agrecment without getting this incident public

IF YOU ARE AN EMPLOYER OF A COMPANY THEN YOU SEOULD KNOW THAT SPREADING SENSITIVE
INFORMATION ABOUT YOUR COMPANY BEING COMPROMISED 1S A VIOLATION OF CONFIDENTIALITY.
YOUR COMPANY'S REPUTATION WILL SUFFER AND SANCTIONS WILL BE TAKEN AGAINST YOU,

‘WE HIGHLY SUGGEST THAT YOU DONT CONTACT THE AUTHORITIES REGARDING THIS INCIDENT BECAUSE IF YOU
DO, THEN AUTHORITIES WILL MAKE THIS PUBLIC WHICH COMES WITH A COST FOR YOUR ENTERPRISE.

THE RECOVERY PROCESS OF YOUR FILES WILL BE FASTER IF YOU COME AND CHAT WITH US EARLY. [F YOU
CHOOSE TO COOPERATE, YOU WILL SEE THAT WE ARE PROFESSIONALS WHO GIVES GOOD SUPPORT.

Instructions for sontacting us:

You have way:

1) Using a TOR browser!
2. Download and install TOR browser frem this site: hitps. terproject.org

b. Open the Tor browser. Copy the nk: hitp:!/spook onion chat php?
track v and paste it in the Tor browser
«©_ Start a chat and follow the further instructions.

IK'V'_I
Ap/SZePYCwIpGIESEA VI Lizifzd3 TNuA AlhaQGe g QRICTRODICTTII T py WTafVBdz AskcHz44qms6ZdSKuDCwT |

Figure 3: Screenshots of ransom notes showing the common signature ‘Key Identifier’ for 2021 Thanos ransomware
variants: Prometheus, Haron, Spook and Midas.

Another similarity is that after encryption they append base 64 encoded key after encrypting data of every file.
Prometheus, Haron, Spook, and Midasall contain the same FileMarker that is “GotAllDone” appended at the end of each
encrypted file. Below screenshot displays the FileMarker info and Base64 encoded key appended after the data
encrypted by Midas ransomware.
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Figure 4: Screenshots of FileMarker and Base64 encoded key appended

Midas Ransomware

The Midas data leak site currently displays data from 29 victim companies including data from several victims previously

seen on the Haron data leak site which is now inactive.
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| DATALEAK BLOG ‘ ‘ ABOUT US| |

Rules

- We always produce test decryption for any client
upon request in the chat.

-A request for a decryptor is possible only after full
payment.

-Deletion of information from servers and blog is
possible uiyiwdutmmmnhdhanagmﬂdm
our terms. ’ '

-We always provide a decrypior after payment as
soon as possible.

About Us

We are a group of pentesters who use our skills to
audit the security of corporate networks.

To confirm the fact that the company has problems
in the network, we perform encryption and data
extraction from those companies.

-We do not pursue political goals, do not belong to
any government groups. Just as we are not

-Our goal is to point out companies about their
neiwork security problems, albeit in such a rude
way, and get a reward for it

onhion/about.php B 7

TO CHAT ‘ ‘CONTACT us

Information

We use the most advanced and secure encryption
algorithms.

All your information can be easily restored, your
files are safe and not corrupted

-Files are encoded using a military grade security
algorithm which also ensures a complete file
recwarrwmindilﬁwltﬁrwm.

~Cryptographically strong high entropy

a password is generated for each file and is
protected by 4096 RSA bits, which is redundant -
and makes data recovery is almost impossible
Inﬂlunﬂmappmpriateauﬂmzaqus.

Figure 5: Screenshot of the Midas ransomware data leak site index page.
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< cC © . . ' . v . onion/blogs.php?id=45 B9 O %

| DATALEAK BLOG | ‘ ABOUT US > TO CHAT ‘ |CONTACT us

NEW COMPANIES

Next l:lpdate:
Next update:
" Next update:
Next update:

Next update:

Next update:

h\ You have 72 houirs to get in touch with us, if during this time you do not contact us, all your information will be
Next update: published in our blog.
Anyone can access it.We will inform the client, employees, and merge your information with other hacker
groups.

You will receive multiple lawsuits, suffer huge financial losses, and lose your reputation.

Figure 6: Screenshot of victim companies listed on Midas ransomware data leak site.

Technical analysis

Midas ransomware is written in C# and obfuscated using smartassembly. Once executed this variant starts terminating
processes using taskkill.exe. It terminates processes that inhibit encryption processes and processes related to security
software, database related programs so it can encrypt more files. Below is a list of the common processes typically
terminated by Thanos based ransomware.

Most commonly terminated processes:
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RaccineSettings.exe
mspub.exe
CNTAoSMgr.exe
xfssvccon.exe
mydesktopgos.exe
sqlbrowser.exe
sqlwriter.exe
tbirdconfig.exe
visio.exe
sqlservr.exe
sqbcoreservice.exe
thebat64.exe
mysqld.exe
dbeng50.exe

Ntrtscan.exe

isqlplussvc.exe  tmlisten.exe
synctime.exe mbamtray.exe

firefoxconfig.exe PccNTMon.exe

winword.exe mydesktopservice.exe
ocomm.exe excel.exe

agntsvc.exe onenote.exe
infopath.exe msftesqgl.exe

ocautoupds.exe  wordpad.exe

mysqld-opt.exe  ocssd.exe

sglagent.exe mysqld-nt.exe
powerpnt.exe oracle.exe
steam.exe dbsnmp.exe
zoolz.exe outlook.exe
encsvc.exe msaccess.exe
thebat.exe

It also deletes the process, schedule task and registry related to the Raccine tool. It is a ransomware prevention tool that
protects the system from ransomware processes to delete shadow copy.

Prometheus, Haron, Spook and Midas have been seen terminating Raccine related artifacts.

‘taskkill' /F /IM RaccineSettings.exe
Teg' delete '"HKCU\SOFTWARE\MicrosoftiWindows\CurrentVersion\Run' /\V/ 'Raccine Tray' /F
Teqg' delete HKCU\Software\Raccine /F

'schtasks' /DELETE /TN 'Raccine Rules Updater' /F

Figure 7: Command used to terminate Vaccine process and other artifacts.

The Midas variant is designed to stop service related to security products, database software, backups and email

exchanges.

List of most commonly disrupted services:

start Dnscache /y

stop msexchangeimap4 /y

stop MSSQLServerADHelper /y

start FDResPub /y

stop ARSM /y

stop McAfeeEngineService /y

start SSDPSRV /y

stop MSSQL$BKUPEXEC /y

stop VeeamHuvintegrationSvc /y

start upnphost /y

stop unistoresvc_1af40a /y

stop MSSQLServerADHelper100 /y

stop avpsus ly

stop BackupExecAgentAccelerator /y

stop McAfeeFramework /y

stop McAfeeDLPAgentService ly  stop MSSQL$ECWDB2 /y

stop VeeamMountSvc /y
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stop mfewc ly

stop audioendpointbuilder /y

stop MSSQLServerOLAPService ly

stop BMR Boot Service /y

stop BackupExecAgentBrowser /y

stop
McAfeeFrameworkMcAfeeFramework

ly

stop NetBackup BMR MTFTP
Service ly

stop MSSQLSPRACTICEMGT Jy

stop VeeamNFSSvc /ly

stop DefWatch /y

stop BackupExecDeviceMediaService /y

stop MySQL57 ly

stop ccEvtMgr /y

stop MSSQL$PRACTTICEBGC ly

stop McShield /y

stop ccSetMgr /y

stop BackupExecJobEngine /y

stop VeeamRESTSvc /ly

stop SavRoam /y

stop MSSQLS$PROD /y

stop MySQL80 /y

stop RTVscan ly

stop AcronisAgent /y

stop McTaskManager /y

stop QBFCService /ly

stop BackupExecManagementService /y

stop VeeamTransportSvc /y

stop QBIDPService ly

stop MSSQL$SPROFXENGAGEMENT /y

stop OracleClientCache80 /y

stop Intuit.QuickBooks.FCS /y

stop Antivirus /y

stop mfefire /y

stop QBCFMonitorService /y

stop BackupExecRPCService /y

stop wbengine /y

stop YooBackup /y

stop MSSQL$SBSMONITORING /

stop ReportServer$SQL_2008 /y

stop YoolT /y

stop MSSQL$SBSMONITORING /y

stop mfemms /y

stop zhudongfangyu /y

stop AVP /y

stop wbengine /y

stop stc_raw_agent /y

stop BackupExecVSSProvider /y

stop RESvc ly

stop VSNAPVSS /y

stop MSSQL$SHAREPOINT /y

stop mfevtp /y

stop VeeamTransportSvc /y

stop DCAgent /y

stop sms_site_sql_backup /y

stop VeeamDeploymentService
ly

stop bedbg /y

stop SQLAgent$BKUPEXEC Jly

stop VeeamNFSSvc /y

stop MSSQL$SQL_2008 /y

stop MSSQL$SOPHOS /y

stop veeam Jy

stop EhttpSrv /y

stop
SQLAgent$CITRIX METAFRAME Jy

stop PDVFSService /ly

stop MMS /y

stop sacsvr /y

stop BackupExecVSSProvider /y

stop MSSQL$SQLEXPRESS /y

stop SQLAgent$CXDB /y

stop
BackupExecAgentAccelerator /y

stop ekrn /y

stop SAVAdminService /y

stop BackupExecAgentBrowser
ly

stop mozyprobackup /y

stop SQLAgent$ECWDB?2 /y
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stop
BackupExecDiveciMediaService

ly

stop MSSQL$SYSTEM_BGC /y

stop SAVService ly

stop BackupExecJobEngine /y

stop EPSecurityService ly

stop SQLAgent$PRACTTICEBGC Jy

stop
BackupExecManagementService

ly

stop MSSQL$VEEAMSQL2008R2 /y

stop SepMasterService /y

stop BackupExecRPCService /y

stop MSSQL$TPS /y

stop SQLAgent$PRACTTICEMGT ly

stop AcrSch2Svc ly stop EPUpdateService /y stop ShMonitor /y

stop AcronisAgent /y stop ntrtscan /y stop SQLAgent$PROD /y

stop CASAD2DWebSvc ly stop MSSQL$TPSAMA ly stop Smcinst /y

stop CAARCUpdateSvc /y stop EsgShKernel /y stop
SQLAgent$PROFXENGAGEMENT /y

stop sophos /y stop PDVFSService /ly stop SmcService ly

stop MsDtsServer /y

stop MSSQL$VEEAMSQL2008R2 /y

stop SQLAgent$SBSMONITORING
ly

stop IISAdmin /y

stop ESHASRYV /y

stop SntpService /y

stop MSExchangeES /y

stop SDRSVC ly

stop SQLAgent$SHAREPOINT /y

stop EraserSvc11710 /y

stop MSSQL$VEEAMSQL2012 /y

stop sophossps /y

stop MsDtsServer100 /y

stop FA_Scheduler ly

stop SQLAgent$SQL_2008 /y

stop NetMsmqActivator /y

stop SQLAgent$VEEAMSQL2008R2 /y

stop SQLAgent$SOPHOS /y

stop MSExchangelS /y

stop

MSSQLFDLauncher$PROFXENGAGEMENT

ly

stop SQLAgent$SQLEXPRESS /y

stop SamSs /y

stop KAVFS Jy

stop svcGenericHost /y

stop ReportServer /y

stop SQLWriter /y

stop SQLAgent$SYSTEM_BGC /y

stop MsDtsServer110 /y

stop

MSSQLFDLauncher$SBSMONITORING /y

stop swi_filter /y

stop POP3Svc /y

stop KAVFSGT ly

stop SQLAgent$TPS ly

stop MSExchangeMGMT Jy

stop VeeamBackupSvc /y

stop swi_service /y

stop SMTPSvc /y

stop MSSQLFDLauncher$SHAREPOINT /y

stop SQLAgent$TPSAMA Jy

stop ReportServer$SQL_2008 /y

stop kavfsslp /y

stop swi_update /y

stop msftesql$PROD /y

stop VeeamBrokerSvc /y

stop SQLAgent$VEEAMSQL2008R2
ly
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stop SstpSvc /y

stop MSSQLFDLauncher$SQL_2008 /y

stop swi_update_64 /y

stop MSExchangeMTA /y

stop kinagent /y

stop SQLAgent$VEEAMSQL2012 Jy

stop
ReportServer$SYSTEM_BGC /y

stop VeeamCatalogSvc /y

stop TmMCCSF /y

stop MSOLAP$SQL_2008 /y

stop MSSQLFDLauncher$SYSTEM_BGC ly

stop SQLBrowser /y

stop UlODetect /y

stop macmnsvc /y

stop tmlisten /y

stop MSExchangeSA /y

stop VeeamCloudSvc /y

stop SQLSafeOLRService /y

stop ReportServer$TPS /y

stop MSSQLFDLauncher$TPS /y

stop TrueKey ly

stop MSOLAP$SYSTEM_BGC
ly

stop masvc ly

stop SQLSERVERAGENT /y

stop W3Svc ly

stop VeeamDeploymentService /y

stop TrueKeyScheduler /y

stop MSExchangeSRS /y

stop MSSQLFDLauncher$§TPSAMA /y

stop SQLTELEMETRY /y

stop ReportServer$ TPSAMA Jy

stop MBAMService /y

stop TrueKeyServiceHelper /y

stop MSOLAPS$TPS /y

stop VeeamDeploySvc /y

stop SQLTELEMETRY$ECWDB?2 /y

stop msexchangeadtopology /y

stop MSSQLSERVER /y

stop WRSVC ly

stop AcrSch2Svc ly

stop MBEndpointAgent /y

stop mssql$vim_sqglexp /y

stop MSOLAPSTPSAMA /y

stop VeeamEnterpriseManagerSvc /ly

stop vapiendpoint /y

Another technique used by most variants of Thanos based ransomware is to evade detection by finding and terminating

processes for analysis tools by searching the list of keywords shown below:

http analyzer stand-alone NetworkTrafficView

CFF Explorer

fiddler HTTPNetworkSniffer  protection_id
effetech http sniffer tcpdump pe-sieve
firesheep intercepter MegaDumper
IEWatch Professional Intercepter-NG UnConfuserEx

dumpcap ollydbg Universal_Fixer
wireshark dnspy-x86 NoFuserEx
wireshark portable dotpeek cheatengine
sysinternals tcpview dotpeek64

NetworkMiner

RDG Packer Detector

Further, it changes the configuration of specific services as shown below.
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sc.exe config Dnscache start= auto

sc.exe config SSDPSRV start= auto

sc.exe config SQLTELEMETRY start= disabled

sc.exe config SQLWriter start= disabled

sc.exe config FDResPub start= auto

sc.exe config upnphost start= auto

sc.exe config SQLTELEMETRY$SECWDB2 start= disabled
sc.exe config SstpSvc start= disabled

Figure 8: Screenshot of service configuration changes.
It deletes shadow copy using powershell command so the system is unable to recover data.

Command : "powershell.exe" & Get-WmiObject Win32_Shadowcopy | ForEach-Object { $_Delete(); }

File Encryption

Midas ransomware searches through each drive and directory and encrypts the files. It creates a random key and
encrypts a file using Salsa20 algorithm. Then the Salsa20 key is encrypted by the RSA public key as shown in the
screenshot below. The encryption key is encoded in base64 and appended to each impacted file. It also added
FileMarker “GotAlIDone” at the end of each encrypted file. The encrypted key is also saved in the Registry under
‘HKEY_CURRENT_USER\SOFTWARE\KEYID\myKeyID”. After encryption, it drops the “reload1.Ink” file to open a
ransom note at every restart.

Path: "C:\\Users\\{Username}\\AppData\\Roaming\\Microsoft\\Windows\\Start
Menu\\Programs\\Startup\\reload1.Ink".

byte_0
int_0

string_0

num

Figure 9: Screenshot of encrypting Salsa20 key with RSA public key.

It encrypts the file contained below extensions:

dat, txt, jpeq, gif, jpg, png, php, cs, cpp, rar, zip, html, htm, xIsx, xIs, avi, mp4, ppt, doc, docx, sxi, sxw, odt,
hwp, tar, bz2, mkv, eml, msg, ost, pst, edb, sql, accdb, mdb, dbf, odb, myd, php, java, cpp, pas, asm, key,
pfx, pem, p12, csr, gpg, aes, vsd, odg, raw, nef, svg, psd, vmx, vmdk, vdi, lay6, sqlite3, sqglitedb, java,
class, mpeg, djvu, tiff, backup, pdf, cert, docm, xlsm, dwg, bak, gbw, nd, tig, Igh, pptx, mov, xdw, ods, wav,
mp3, aiff, flac, m4a, csv, sql, ora, mdf, Idf, ndf, ditsx, rdl, dim, mrimg, qgbb, rtf, 7z
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After encryption it appends “.{Targeted Company name}” extension and drops “RESTORE_FILES_INFO.hta and
RESTORE_FILES_INFO.txt” ransom note. Below is the screenshot of the ransom note. RESTORE_FILES_INFO.hta
doesn’t contain Key ID but RESTORE_FILES_INFO.txt contains key ID.

""All your files are encrypted and cannot be recovered.”

COMPANY INFO:

+ Company name: ]

+ Website:
+ Email'siy
+ Tel301-

-What data was received:

Contracts, financial documents, HR documents, client information, etc.
Over 400 GB of confidential information.

-What will become of vou:

You have 72 hours to get in touch with us, if during this time vou do not contact us, all vour
information will be published in our blog.

Anvone can access it.We will inform the client, emplovees, and merge vour information with
other hacker groups.

You will receive multiple lawsuits, suffer huge financial losses, and lose your reputation.

How to get to our page
Download Tor browser - https:/www.torproject.org/

Install Tor browser
Open link in Tor browser -

sl o

4. Follow the instructions

Figure 10: Ransom note of Midas

Cloud Sandbox Detection
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(QZSCBIEI Cloud Sandbox

SANDBOX DETAIL REPORT ®HghRik  *ModeramRsk  © LowRisk
Report ID (MD5): 3767A7D073F5D2729158578A7006E4C4 Analysis Performed: 5/2/2022 11:40:25 pm
CLASSIFICATION MACHINE LEARNING ANALYSIS
Class Type Threat Score * Malicious - High Confidence
Malicious
Categry 100
Malware & Botnet Detected: [ [T}

Win32.Ransom.Thanos

VIRUS AND MALWARE SECURITY BYPASS
= IL:Trojan.MSILZilla 7042 * Sample Execution Stops While Process Was Sleeping (Likely An Evasion) ~
= Win32.Ransom.Thanas * Sample Sleeps For A Long Time (Installer Files Shows These Property).

* Queries Sensitive Processor Information (Via WMI, Win32_Processor, Often
Dane To Detect Virtual Machines)

* Uses Taskkill To Terminate Processes
Found A High Number Of Window / User Spacific System Calls

Executes Massive Amount Of Sieeps In A Loop v
STEALTH b4 SPREADING
= Sample Might Executed Code Dummy Loops To Delay Execution * Performs A Network Lookup / Discovery Via ARP
= Found Potential Dummy Code Loops
Disables Application Error Messages
EXPLOITING i PERSISTENCE
= Known MDS = Uses Reg.exe To Modify The Windows Registry

* Uses Sc.exe To Modify The Status Of Services
* Uses Schtasks.exe Or At.exa To Add And Madify Task Schedules
* Uses Cmd Line Tools Excessively To Alter Registry Or File Data

Figure 11: Zscaler Cloud Sandbox detection of Midas ransomware

In addition to sandbox detections, Zscaler’s multilayered cloud security platform detects indicators at various levels.

Win32.Ransom.Thanos
https://threatlibrary.zscaler.com/?threatname=win32.ransom.thanos
Win32.Ransom.Prometheus

https://threatlibrary.zscaler.com/?threatname=win32.ransom.prometheus

Win32.Ransom.Spook
https://threatlibrary.zscaler.com/?threatname=win32.ransom.spoo
Win32.Ransom.Haron

https://threatlibrary.zscaler.com/?threatname=win32.ransom.haron

Win32.Ransom.Midas

https://threatlibrary.zscaler.com/?threatname=win32.ransom.midas

MITRE ATT&CK Technique

=)

File Type: exe

MITRE ATT&CK

This report contains 14 ATTECK techniques mapped to 5 tactics

NETWORKING

= Modifies The Windows Firewall
= Performs Connections To IPs Without Corresponding DNS Lookups
URLS Found In Memory Or Binary Data

INFORMATION LEAKAGE

No suspicious activity detected

SYSTEM SUMMARY

« Dynamic Yara Hits
= Abnormal High CPU Usage
= Contains Thread Delay
= Program Does Not Show Much Activity
NET Source Code Contains Many AP Calls Related To Security
Classification Label
Contains Modern PE File Flags Such As Dynamic Base Or NX

ID Technique

T1059 Command and Scripting Interpreter

T1569.002 Service Execution
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https://threatlibrary.zscaler.com/?threatname=win32.ransom.thanos
https://threatlibrary.zscaler.com/?threatname=win32.ransom.prometheus
https://threatlibrary.zscaler.com/?threatname=win32.ransom.spook
https://threatlibrary.zscaler.com/?threatname=win32.ransom.haron
https://threatlibrary.zscaler.com/?threatname=win32.ransom.midas

T1112 Modify Registry

T1562.001 Disable or Modify Tools

T1010 Application Window Discovery

T1057 Process Discovery

T1518.001 Security Software Discovery

T1083 File and Directory Discovery

T1490 Inhibit System Recovery

T1489 Service Stop

T1486 Data Encrypted for Impact
10C

MD5:3767a7d073f5d2729158578a7006e4c4

About ThreatLabz

ThreatLabz is the security research arm of Zscaler. This world-class team is responsible for hunting new threats and
ensuring that the thousands of organizations using the global Zscaler platform are always protected. In addition to
malware research and behavioral analysis, team members are involved in the research and development of new
prototype modules for advanced threat protection on the Zscaler platform, and regularly conduct internal security audits
to ensure that Zscaler products and infrastructure meet security compliance standards. ThreatLabz regularly publishes
in-depth analyses of new and emerging threats on its portal, research.zscaler.com.
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