Fake antivirus updates used to deploy Cobalt Strike in
Ukraine
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Ukraine's Computer Emergency Response Team is warning that threat actors are distributing
fake Windows antivirus updates that install Cobalt Strike and other malware.

The phishing emails impersonate Ukrainian government agencies offering ways to increase
network security and advise recipients to download "critical security updates," which come in
the form of a 60 MB file named "BitdefenderWindowsUpdatePackage.exe."
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From: jov.ua Sent: Thu 3/10/2022 3:25 PM
To: ov.ua

e
Subject: ¥eara !!!!
—I Message | * IncTpyxuin 3 aHTMsipycHoro saxvcry.doc (44 KB) * Incrpykuis kopuctysauie.doc (42 KB)

B ymopax 36pofinoi arpecii PO ¢ikcyeTbes 3HAUHA aKTHRI3aLIA KOMIT'IOTEPHHX aTak Ha iH(OpMaliiiHi CHCTEMH YKPaiHCBKOTO CerMeHTa Mepeki
Iarepuer.

Bignoeiguo no 3akony Vipaiau " Ilpo saxuet indopMmarii B iHGopManiiiHO-TeTeKOMYHIKaIliHHX cHeTeMax " Ha mijgcrasi pimenns PHBO Vkpainu Bix
06.03.2022 poky Jlep:KaBHOIO CIIyKOO0K CHEMIaTbHOTO 3B'A3Ky cHinsHO 31 Cayx6oro Gesnexn Vipainu 3a diHaHcoBol migrpumkn Vpsxy OpaHmil
TPOBOIATECS 3aXOMH OO 3MiIHCHHA indopMamiiinol Ge3mexn.

3 METO0 BHKIIOUMEHHA 3aTP03 AepsKaBHiH Oe3meni YKpainu Ta 3a0e3nedeHHa 3axueTy iHGoOpMaIifHHX pecypeiB OpraHiB BJIaIH, opraHisamiii Ta ycTaHOB
yeix ¢opM BracHOCTI HeOOXiAHO JOTPHMYBATHCA HACTYIIHHX PEeKOMEHIAiH:

- BCTAHOBHTH JIOJIaATKOBI KPHTHYHI OHOBJICHHA Ge3NeKH onepauifinoi cuctemu Microsoft Windows 3 nepeIBcTaHOBICHHM cepTH(PIKOBAHHM aHTHBIPYCOM,
JOCTYIIHI UTA 3aBaHTa’keHHA 3 odimiiiHoro caiity Bitdefender; ( https://forkscenter fi- )

- BHKOPHCTOBYBATH HA BCix 00'ekTax iHpopManiliiHo-TenekomyHikanifinoi Mepe:xki ceprudikopani CBY aHTHBIPYCHI 3aCO0H 3 aKTYaTbHUMH
OHOBJIICHHAMH;

- OpTaHizyBaTH Ha cepBepi eneKTpoHHOI NomTH ¢iTkTpanito BXiTHOT eIeKTPOHHOI KOPECTIOHICHIIIT Ha MPeaMeT HASBHOCTI CMaM-TIOBiTOMIICHE, a TAaKOXK
CJIEKTPOHHHX JHCTIE, IO MICTATH BKIAJC¢HHA HACTYIIHOIO THIY: exe, bat, epl, dll, jar, msi, scr Tomo:

- opranizyBaTH ¢inpTpaniio BXigHoro Be6-rpadiky 3 BUKOPHCTaHHAM KOHTEHT-(QIIbTPIB COMiaIbHUX MEPEK i caiiTiB po3BaskalbHOIO XapaKIepy.,
TNOTEHNIHHO HeGe3NeUHHX PeCyPCiB;

- IPOBECTH J0JATKOBHH iHCTPYKTAK CIIBPOOITHHKIE PO MoxKaHBI "(ilmuHrosi" atakH;
- YHHKATH BHKOPHCTAHHA cTOPOHHIX DNS-cepBepiB;
- 0O3HAHOMHTH BIIOBiJaTbHHX CHIBPOOITHHKIB 3 HAJAHHMH IHCTPYKITIAMH.

BianosiganbHICTE 32 HEBHKOHAHHA BHK/IAaJeHHX PeKOMeHJalifl MoKIajacTbCca Ha KEPIBHHKIB
OpraHiB BIIaJH. OpraHizanii Ta ycTaHOB ycix ¢ opM BiIacHOCTI.

Jls opraunizanii B3aeMoil 2 po3ciilyBaHHA KOMITI'IOTEPHHX iHIHICHTIR 3BEPTATHCA 10 NpoeiaHoro dgaxiena Jlepxkenenss'azky Kyaukamory JI.1
q I’ .ua).

Phishing email urging the download of a fake AV updater (CERT-UA)

These emails contain a link to a French website (now offline) that offers download buttons for
the alleged AV software updates. Another website, nirsoft[.]me, was also discovered by
MalwareHunterTeam to be acting as the command and control server for this campaign.
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Malware-delivering website
Source: CERT-UA
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When a victim downloads and run this fake BitDefender Windows update [VirusTotal], the
screen below will be shown prompting the users to install a 'Windows Update Package.'

Q YcTaHOBKa NakeTa obHoeNeHMa Windows - L

Installing the Windows Update Package

It is recommended to install service packs, as they contribute to the
timely updating of Windows, as well as the reliability and
performance of the OS. Otherwise, your system will be exposed to
the threat of an attack from intruders

D | agree to data processing

Before proceeding, save the working documents and data and close all programs
The installation will take some time and during it you may need to restart
your computer several times.

Microsoft Corporation, 2022. All rights reserved. Lz iz

The Bitdefender Windows Update Package

Source: MalwareHunterTeam

However, this 'update' actually downloads and installs the one.exe file [VirusTotal] from the
Discord CDN, which is a Cobalt Strike beacon.

Cobalt Strike is a widely abused penetration testing suite that offers offensive security
capabilities, facilitates lateral network movement, and ensures persistence.

The same process fetches a Go downloader (dropper.exe) which decodes and executes a
base-64-encoded file (java-sdk.exe).

This file adds a new Windows registry key for persistence and also downloads two more
payloads, the GraphSteel backdoor (microsoft-cortana.exe) and GrimPlant backdoor (oracle-
java.exe).
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Go downloader

dropper.exe
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| https://forkscenter.fr/Sdghrt_umrj6/wisw.exe |

| Go downloader l

https://cdn.discordapp.com/attachments/947916
997713358890/949978571680673802/cesdf.exe

wisw.exe

The infection chain of the uncovered campaign (CERT-UA)
All executables in the campaign are packed on the Themida tool, which protects them from
reverse engineering, detection, and analysis.

Go payloads

~>| http://45.84.0.116:443/m }-»

oradle-java.exe

*{ hitp://45.84.0.116:443/p P»

microsoft-cortana.exe

GraphSteel

Both GraphSteel and GrimPlant are malware written in Go,
programming language with minimal footprint and low AV d

a versatile and cross-platform
etection rates.

The capabilities of the two tools cover network reconnaissance, command execution, and file
operations, so the fact that both are deployed in the same system is likely done for

redundancy.

GraphSteel features:

e Gather hostname, username, and IP address information

e Execute commands
e Steal account credentials

e Use WebSocket and GraphQL to communicate with C2 using AES and base64

encryption

GrimPlant capabilities:

o Gather IP address, hostname, OS, username, home dir

o Execute commands received remotely and return res
e Use gRPC (HTTP/2+SSL) for C2 communication

ults to C2

Not many technical details have been provided on these two payloads, and we can't exclude
the possibility of them being known backdoors given new names in this report.
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Attribution

Given the current situation in Ukraine, it's easy to attribute all hostile activity to Russian and
pro-Russian threat actors, and this seems to be the case here too.

The Ukrainian Computer Emergency Response Team associates the detected activity with
the UAC-0056 group with medium confidence.

UAC-0056, also known as "Lorec53", is a sophisticated Russian-speaking APT that uses a
combination of phishing emails and custom backdoors to collect information from Ukrainian
organizations.

UAC-0056 was spotted ramping up its phishing distribution and network compromise efforts
in Ukraine since December 2021.

The same actor was spotted targeting Georgian government agencies with phishing lures in
the recent past, so there's a high level of coordination and alignment with the interests of the
Russian state.
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