Hacktivist group shares details related to Belarusian Railways
hack

@ curatedintel.org/2022/01/hacktivist-group-shares-details-related.html

BushidoToken

The Belarusian Cyber Partisans have shared documents related to another hack, and explained that
Curated Intel member, SttyK, would “understand some of the methods used.”

Written by @BushidoToken and edited by @SteveD3

On Monday 24 January 2022, a Belarusian hacktivist group going by the name Belarusian Cyber-Partisans
claimed responsibility for a limited attack against the national railway company. A primary objective of the
attack, they claimed, was aimed at hindering Russian troop movements inside Belarus.

1/7


https://www.curatedintel.org/2022/01/hacktivist-group-shares-details-related.html
https://blogger.googleusercontent.com/img/a/AVvXsEgywkc_qEfby-2MmjlpY5n7ubIOqDemcU3zdSdxdirKRDZVEMEwJi1TM1OgDF6O0h56Fp-T-0DyMHz8M8W7tfIURs0NFltqMGKt0wDZzOYVkzbX6E6QPUx7CoeP3zmSWWVUbpL-zA3u9yA6HjtaRbRNnz-KlWqBPgUbtqmbS82Lym8UPrf9WkB4E0-6=s2250
https://twitter.com/BushidoToken
https://twitter.com/steved3

u& Belarusian Cyber-Partisans

We have encryption keys, and we are ready to return
Belarusian Railroad's systems to normal mode. Our
conditions:

Release of the 50 political prisoners who are most in
need of medical assistance.

Preventing the presence of Russian troops on the
territory of

4 Belarusian Cyber-Partisans @cpartisans - 22h

At the command of the terrorist Lukashenka, #Belarusian Railway allows the
occupying troops to enter our land. We encrypted some of BR's servers,
databases and workstations to disrupt its operations. Automation and security
systems were NOT affected to avoid emergency situations

In public media reports, it has been stated that the rail service’s website issued a warning to passengers
that some e-ticket systems were unavailable (source: rw[.]by), seemingly confirming the Cyber-Partisans’
claims that they targeted network assets in order to disrupt operations. The Belarusian government has not
commented on the incident.

On Tuesday 24 January, Curated Intelligence member @SttyK obtained documents from Cyber-Partisans,
which the group claimed would help SttyK “understand some of the methods used” during the attack. Initially
SttyK reached out to the group seeking access to the malware used in the attack, which would have then
been studied. However, the group declined to share the code, but noted they would “gladly do that once the
authoritarian regime in Belarus is gone.”

Known Information:

Based on public reporting and previous interviews, the Belarusian Cyber-Partisans are "a group of 15 self
taught hacktivists who claim to have assistance and support from disaffected Belarusian security forces"
(source: CyberScoop). The group has been closely associated with a series of government website
defacement operations. Last August, the group spoke to Patrick Howell O’Neill at Technology Review, in a
rather informative interview, should anyone want some additional background.

New Information:
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https://www.rw.by/corporate/press_center/news_of_passengers/2022/01/vnimaniyu-passazhirov_24012022/
https://twitter.com/SttyK
https://www.cyberscoop.com/cyber-partisans-belarus-russia-ukraine/
https://www.technologyreview.com/2021/08/26/1033205/belarus-cyber-partisans-lukashenko-hack-opposition/

As mentioned, SttyK reached out to the group in order to obtain malware samples for study. Instead, what
the group responded with were a series of documents. These documents represent a report based on an
investigation into an attack on 14 March 2021, which concluded on 8 April of the same year.

Editor Note: One of the first questions asked internally by Curated Intelligence members was “why?”. Why
are they sharing such details, and what do they have to gain by exposing a previously released incident
report? There are a number of answers to that question, but the key answer is exposure. As is the case with
articles in major publications, blogs such as this one give hacktivists attention to their cause. So then the
question becomes, is the information they shared with us of importance to the public (yes, it is). Thus giving
them attention is worth the trade-off in our opinions, and serves our goal of informing the public.

The Stolen Incident Response Report:

e The report was first mentioned in a YouTube video on the Cyber-Partisans’ own YouTube Channel in
November 2021 (see here)

« The investigation and report began on 25 March 2021 and was done by VirusBlokAda (the antivirus
firm that also first discovered Stuxnet)

o The incident report costed 2530.00 BYN (worth an estimated $1,000 USD)
¢ In the report, the initial date of compromise was discovered to be 14 March 2021

e According to the report, the victim was the Academy of Public Administration under the President of
the Republic of Belarus

25 mapta 2021 roma B OJIO «BupycbrokAna» obpatuncs mpeicTaBUTelb
Axkagemun ynpasnenus npu [lpesunente Pecniybnuxn benapych B CBA3H ©
KOMIIpDOMETAlMEed CHCTEMBI 3alUMThl BHYTPEHHCH CCTH TNPEANpHATHS U
HECAHKIIMOHHPOBAHHOM JOCTYIE K BHYTPEHHHM PECYpCaM OpraHU3alium.

Fig. 1 - Confirmation of who the victim was in the report

[petensuii co cTOpoHbl 3aKa3unKa HET.

CroumocTs paGor cocrasuser 2 530, 00 ([IBe ThIcAYHM OSTHCOT TPHANATD)
Geaopycekux py6asi 00 koneek Ges HJIC (ocoboxaensl o1 yniaTtsl HIC B cooTBETCTBUM
nysxTom 27 riasbl 5 Honoskenns o I1apke BEICOKIX TEXHOJIOMMH, yTBEPIKACHHOIO JleKpeTom
[pesunenta Pecrry6auku Benapycs ot 22.09.2005 Nel2 B peaaxumnn Jlekpera [Tpesnienra
PecnyGauku benapyes ot 16.07.2019 N 4).

Fig. 2 - The incident report costed 2530.00 BYN (worth $1,000)

AHaiu3 BpEMEHHBIX METOK OGHapyXKeHHbIX GailoB yTHIMT 3proxy [O3BOJIHI
ClIeNaTh BRIBOJ O AaTC KOMIIpOMeTalnn nHGpacTpykTyps! : 14 mapta 2021 roaa.
Vccnenopanue xyphanos tpaddrka Ha nUto3e (IpoxcH) 3a neprox 14-25 mapra He
BBISIBHIT KOMIIPOMETUPYIOIIMX 3alHCEH.

Fig. 3 - Initial date of compromise was 14 March 2021
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https://www.youtube.com/watch?v=8l4etG0YKKQ
https://en.wikipedia.org/wiki/Vba32_AntiVirus#VirusBlokAda

Cyberattack on Lukasheko's Academ
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Fig. 4 - Screenshot of files containing employee data being deleted
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Fig. 5 - Screenshot of files in the backup server being deleted
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— cle/pl MCIIONB30BAHMA CPECTRA YAAIEHEOrO BLIMONHEHHUS Koa impacket

https:/github.com/SecureAuthCorp/impacket (3amucH B CHCTEMHOM ypHAJE,

(haiiibl KOHTPOIA BBIBOZA YTHIINT).
g .

OBume MogpobHocTn

B cncTeme ycraHoBAEHA CywBa.

rin coykBel: mstepsved2

Wran davina coyxBer %COMSPEC% /Q /¢ echo net user aaiadmin /diomain #> 1 127.0.0.1
DR ey 2n A8t > BTEMPIexecute bat & %COMSPECS /G /c %TEMP%
\execute bat & del S%TEMP G execute.bat v

ua wyprana:  Cucrema

MeTounmr: Service Control Manager Aara: 24,33.2021 B:23:00
Keg 7045 Kareropua sagaqm  OreyTeTeyer

; YpoBeHs: Ceepetma Knrovesbie cnosa:  Kaaccnyecknit

: Monbzoe.: §-1-3-21-1608002941-18328% Komnbiotep: sdcl2.pac

Koa onepauuq: CseasHua

Mogpotnoct:  Cnpeska 7€ ANs

Konuposate aKpeITh

Fig. 6 - Screenshot of the report mentioning the use of Impacket
Impacket - https://github.com/SecureAuthCorp/impacket

Mepen cnenpanucrom OJIO «BupycbnokAna» Oblta I0CTaBICHA 3ajlaua
0OHAPYKUTL TOUKY BXO/Ia B CHCTEMY, & TaK e CIoco0 ee KOMIPOMETalHH.
I1pu uccieposanun kouTponnepa JomeHa sdc02 Ob110 0OHAPYXKEHO!

— WCIONHAEMBbIH (aiil cpeicTBa CO3JAHMA CETEBBIX TyHHeNeH chisel

https://github.com/jpillora/chisel

(sha256: bac88a899f41ddcel 57ed42a2a51800cd00fcbed00a98al 1295639 76cf4c9655);
— uWcnonusieMblii  Qaitl  cpejcTBa  yJaleHHOro ymnpaeieHHa RemoteAdmin
(sha256: 3¢2fe308c¢0a563e06263bbacf793bbedb2259d795fcc36b953793a7e¢499¢7£71);

— Powershell-cKpHITTHI U151 IPOBEIEHUS CETEBOH Pa3BEaKH;

Fig. 7 - Screenshot of the report mentioning the use of Chisel
Chisel - https://github.com/jpillora/chisel

Beuay MCNONL30BaHMSL TYHHENs, KOHEYHBIH ajipec HCTOYHHKA U JIOCTyna B
MHGOPMALMOHHYIO CHCTEMY 0OHAPYKHTh HE yAaI0Ch.

JaneHeimuit ananus HEQOPMALMOHHOH HH(PACTPYKTYPLI MO3BOMI 0OHAPYKHUTL
HalMyMe paja  CEpBEpOB, TAE  ObUld  MCIONB30BAHA  YTHIMTA  3proxy
(https://3proxy.ru/) and TPOKCHPOBAHUS KaHala [IOCTyna B HHPPACTPYKTYPY
OpraHH3aLnm.

AHanH3 BpPEeMeHHBIX METOK OOHAPYKeHHBIX GalinoB yTuianT 3proxy MO3BOIHI
CJIeNAaTh BEIBOJ O /IaTe KOMIPOMETAIMK HH(pacTpyKTypsl : 14 mMapTa 2021 roza.
Wcenenosanue sxypHanos Tpadduka Ha muiose (HpokcH) 3a mepuop 14-25 mapra He
BBISBHJI KOMITPOMETHPYIOIIUX 3alluceH.

Fig. 8 - Screenshot of the report mentioning the use of 3proxy[.Jru
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https://github.com/SecureAuthCorp/impacket
https://github.com/jpillora/chisel
https://3proxy.org/

[Tpn

anaamze daiina konburypauuu nunoza ObuiM  0OHapyXEHBI HACTPOHKH,

CBHAETEIBCTBYIONIHE O BO3MOKHIOCTH JOCTYNAa M3 CETH HHTCPHET K PAAY CEPBEPOB U
pabounx CTaHUMH BHYTPH NepUMeTpa 1o mporoxony RDP:

#itH NAT ###

# Instances

ipfw nat 1 config ip $oipau same_ports |
redirect port tep 192.168.250.43:3389 5000
redirect port tep 192.168.250.53:3389 9001 \
redirect_port tep 192.168.10.129:4899 9002
redirect_port tep 192.168,10.104:3389 9003

Fig. 9 - Screenshot of the report mentioning 3389 (RDP) port forwarding over TCP

Ha cepsepe 192.168.250.43 (slibO1) 6bunu obHapysxeHbL:

YTAAUTA 3ProxXy JUlsl COBAaHHsS TyHHEH

cIIe bl TPOBEAEHHS CETCBOH Pa3BEAKH YTUIMTOH nmap

cr1e1bl HCTIOAb30BaHKs yTHINTRl mimikatz

co3manmbli nonbzosatens slib01/user ¢ Bpemenem noctyna no RDP 14 mapra
2021 r. B 1:24:47

Cepsep slib01 paboraer 1o/ yrnpabieHUeM Windows 2008 R2, na rekylui MOMEH1
He ToIepKuBacMOil mponsBomuTeneM. Tak e Ha cepsepe OTCYTCTBOBATH BAKHBIC
oOHOBIEHHs  ©$E30IacHOCTH,  KOTOpBIC MO3BONHIN  3TOYMBILLIEHHUKAM
pocriob3oBathest  yasuMoctsio  CVE-2019-0708  wisi cozaanus NoJE30BATEN,
noMydeHus JOCTYIa K PEecypeaM cepsepa M MPOAOIKEHHSA IPOBCACHHA CETCHOM
pa3sBeIKM BHYTPH NEPHMETPa OPraHH3aLHH.

Fig. 10 - Screenshot of the report mentioning the use of Nmap, Mimikatz, CVE-2019-0708

Considering this was a full incident response investigation that cost less than $1,000 it is unsurprising that

the findings are unclear. The attack chain was not fully explained, but we have tried to piece it together as
best we can with the help of a Curated Intelligence member, @OxDISREL, who can read and write Russian.

We still are not confident this is a full accurate representation of the group's TTPs, but should help
nonetheless.

Summary of Attack:

Initial access via BlueKeep RCE (CVE-2019-0708) in RDP in a Windows Server 2008 R2 system
Used the 3proxyl[.Jru service to launch attacks from a VPS

Use of Mimikatz to dump LSASS (SYSTEM level privileges are required however, how they obtained
these is currently unclear)

Nmap to identify systems (used Nmap to identify systems with Port 3389 open)

Used RDP to move laterally

Eventually landed on the victim's Domain Controller

Configured TCP port forwarding to open Port 3389 to the internet for persistent access

Deleted data (such as employee records) from live and backup systems

Indicators of Compromise (IOCs):
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https://twitter.com/0xDISREL

Type Indicator Context

SHA256 3c2fe308c0a563e06263bbacf793bbe9b2259d795fcc36b953793a7e499e7f71  RemoteAdmin.exe

SHA256 bae88a899f41ddce157ed42a2a5f800cd00fcbc400a98a11a9563976ef4c9655 psexec.py

Domain  3proxy[.Jru VPS Proxy

Threat Hunting Tips:

Executed commands:
mstcpsve32 %COMSPEC% /Q /c echo net user aaiadmin /domain *>\\127.0.0.1\ADMIN$\hibfile.sys
2/>h8&1 > % TEMP%\execute.bat & % COMSPEC% /Q /c % TEMP%\execute.bat & del
%TEMP%\execute.bat

Forwarded Ports:
* 3389 (RDP) -> Port 9000
e 3389 (RDP) -> Port 9001
e 4899 (RAdmin) -> Port 9002
* 3389 (RDP) -> Port 9003

User Accounts:
They used the default user aaiadmin

Cyber Kill Chain:
Curated Intelligence member, @TrevorGiffen, roughly mapped the intrusion analysis to Cyber Kill Chain,
Diamond Model, and MITRE ATT&CK.

7/7


https://twitter.com/TrevorGiffen

