[RE009] Phan tich ma déc “KE HOACH, NHIEM VU
TRONG TAM NAM 2020.doc” dinh kém email phishing

=== blog.vincss.net/vi/re009-phan-tich-ma-doc-ke-hoach-nhiem-vu-trong-tam-nam-2020-doc-dinh-kem-email-phishing-2/

(3 17/12/2019

Théng qua Steve Miller (@stvemillertime) cua FireEye, ching t6i c6 dwoc
théng tin va mau ma déc nay Do mau ma déc nay ¢6 néi dung nham vao
Viét Nam nén VinCSS quyét dinh sé phan tich dé chia sé cho céng dong an
ninh mang Viét Nam.

Thong tin co ban

« File name: KE HOACH, NHIEM VU TRONG TAM NAM 2020.doc
¢ File Timestamps: 2019-12-09 18:50:00
« Size: 783.77 KB (802578 bytes)
 File type: RTF (Rich Text Format)
e Pages: 6
o File Hash (SHA-
256): bcb226f7d614c905abc94aef9e096b03921¢cc8e2077c464224084670213e10b5

Phan tich so lwoc

S dung cdng cu rtfobj trong bo oletools dé kiém tra file. Thong tin cé dwoc nhuw sau:

Dwa vao d4u hiéu Equation cé thé khang dinh tai liéu nay khai thac 16 héng cua

cua Microsoft Office Equation Editor (CVE-2017-11882, CVE-2018-0802). Ngoai ra, nhw
trong hinh c6 thé thay tai liéu nay nhung thém mét OLE Stream 0 (wd32PrvSE.wmf) cé kich
thwdc 208 KB (212992 bytes). Tiép tuc st dung rtfobj dé trich xuat object nay:

So sanh ndi dung cua file vira extract & trén v&i ndi dung cua cac file 8.t va e.m ma ching
t6i da phan tich trwdc day thi cé thé thay ki thuat thuc hién twong tw nhau.

wd32PrvSE.wmf:

8.t
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e.m:

Phan tich hanh vi

Tai liéu khi mé& bang trinh doc Microsoft Word sé thwc hién tao céc files tai thw

muc %Temp% va tao shortcut trong thw muc Startup cia Windows
(%AppData%MicrosoftWindowsStart MenuProgramsStartup) dé kh&i chay ma doc khi nguoi
dung kh&i déng lai may:

Phan tich ma thwc thi

Stage 1: Dump decoded PE payload

Céch thiét 1ap dé thyc hién debug da dwoc dé cap & nhiéu bai viét. Khi mé tai liéu bang &ng
dung Microsoft Word, tién trinh EQNEDT32.exe sé& dwoc khdi chay, théng qua 16i cla (rng
dung nay dé tao file wd32PrvSE.wmf trong thw muc %Temp%. Dat bp tai

ham CreateFileA/W ta sé& thay tién trinh doc file wmf:

Tiép theo sé& goi ham ReadFile dé doc nodi dung ctia wd32PrvSE.wmf vao ving nhé da

dwoc cip phat:

Twong tw nhw cac sample da tirng phan tich, st dung vong lap xor dé thwe hién gidi ma
toan bd ndi dung cua file wd32PrvSE.wmf trong memory tai dia chi 0OXx1EE0000 (trén may
phén tich)

Thyc hién dump PE m&i nay va lwu lai dé thuce hién phan tich tiép. File dump duwoc la
moét PE32 exe:

Stage2: Phan tich PE32 da dump
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T WinMain sé goi t¢i ham DropFilesAndCreateLnk (sub_00401200). Ham nay thwc hién
cau thanh dwdng dan day da cho cac files mpsve.dil; RuntimeBroke.exe:

Sau do ghi 2 file trén vao thw muc %Temp%:

RuntimeBroke.exe chinh la MsMpEng.exe cia Windows Defender:

Tiép theo tao file StructuredQuery.tmp:

Ap dung ki thuat persistence théng qua startup folders bang cach tao
file RuntimeBroke.Ink tai (%AppData%MicrosoftWindowsStart MenuProgramsStartup):

Code tai ham CreateLink c6 ndi dung nhuw sau:

Ta c6 file shorcut la RuntimeBroke véi target tré t¢i RuntimeBroke.exe ¢ thw
muc %Temp% nhuv sau:

Nhw vay, khi nguoi dung khéi déng lai may thi tién trinh RuntimeBroke.exe sé& khdi chay.
Thoéng qua ki thuat DLL SidelLoading, RuntimeBroke.exe sé nap file mpsve.dll chira ma
doc dé thye thi:

Stage 3: Phan tich file mpsvc.dll:

File nay exports cac ham sau:
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Kiém tra thi thdy né chi goi t&i ServiceCrtMain. Tai ham, sé& thwc hién mé
file StructuredQuery.tmp théng qua ham IsStructuredQueryTmpNotExisted:

Théng qua mét vong 18p lién tuc dé thwe hién viéc truy xuét téi C2:

Code bén trong sub_6A7F20A0 (offset 0x14A0) sé& thwc hién nhiém vu ciu thanh cac chudi
sau trong memory:

Sau dé khai tao két ndi Internet voi User-Agent: HTTPS, m& HTTP session t¢i cloudflare-
dns[.Jcom:443,c4u thanh target Object “dns-query?
name=pjfdknrvbz.mefound.com&type=A” phuc vu cho ham HttpOpenRequest nham
kh&i tao mot HTTP request vé&i phwong thire GET. Cudi cung glri request téi HTTP Server
va goi ham InternetReadFile dé doc di¥ liéu vao vung buffer da dwoc cap phat:

Can cl théng tin trén hinh thi ¢ thé thay ké tAn cong dang thuc hién ki thuat DNS over
HTTPS (https://developers.cloudflare.com/1.1.1.1/dns-over-https/).

Do viéc két ndi t¢i C2 khdng thanh cdng nén qua trinh phan tich tam thei dirng lai tai day.
Chung t6i sé tiép tuc phan tich chi tiét malware mpsve.dil va cap nhat thém khi cé cac théng
tin cu thé.

Indicators of compromise (IOCs)

Dropped files:Location: % Temp% folder

1. RuntimeBroke.exe—21.7 KB (22,224 bytes)

(Original filename: MsMpEng.exe)

SHA-256: 33bc14d231a4afaa18f06513766d5f69d8b88f1e697cd127d24fb4b72ad44c7a
2. mpsvc.dll—141 KB (144,384 bytes)

SHA-256: 87f0ba25135f7a42a7219b8a7aa1013755f03ad11b6a897a9066e3089b438432
3. StructuredQuery.tmp—0 bytes

Persistence:Startup folder: %AppData%MicrosoftWindowsStart MenuProgramsStartup

File: RuntimeBroke (shortcut); Target: % Temp%RuntimeBroke.exe
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https://developers.cloudflare.com/1.1.1.1/dns-over-https/

Network:

GET https://cloudflare-dns[.Jcom/dns-query?name=pjfdknrvbz[.Jmefound[.Jcom&type=A
HTTP/1.1

Accept: application/dns-json
User-Agent: HTTPS
Host: cloudflare-dns.com

Name: pjfdknrvbz[.Jmefound[.Jcom
Address: 185.244.150.84

Dé tién theo dbi, ching téi cung cap bai phan tich dwéi dang PDF:

File Name: CSS-RD-ADV-191218-009_Phan tich ma doc
Ke.hoach.Nhiem.Vu.Trong.Tam.2020.pdf

File hash (SHA-

256): e09d4d203acfa90a6efe71dcd3fb54cf656d66180827e0ea7ac11a4b888d7aa7
CSS-RD-ADV-191218-009_Phan tich ma doc Ke.hoach.Nhiem.Vu.Trong.Tam.2020.pdf —
Google Drive

Tran Trung Kien (aka m4n0w4r)
R&D Center — VinCSS (a member of Vingroup)
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[REO16] Malware Analysis: ModiLoader

1. Gioi thieu Gan day, t6i cé tim hiéu mot dong loader ¢ tén 1a ModiLoader. Loader nay
dwoc phat tan théng qua cac dich vu Malspam dé Ilra ngudi dung thwe thi ma doc. Twong
tw nhw cac dong loader khac, ModiLoader ciing théng qua nhiéu buwdc (stage) dé tai vé
payload cudi cung cé nhiém vu danh [...]

(3 12/12/2023

[RE027].Nhém APT Mustang Panda c6 thé van dang tiép tuc hoat ddng_tAn céng_vao cac tb
chtrc tai Viét Nam

Tai VinCSS, chung tdi lién tuc chd ddng theo ddi tinh hinh an ninh mang, san tim cac mau
ma déc va danh gia mirc do nguy hiém ctia ching, dac biét 14 cac mau ma ddc nham tdi Viét
Nam. Gan day, trong qua trinh thwc hién hunting trén nén tadng cta VirusTotal, thuc hién tim
kiém cac mau byte dac trung lién quan t¢i nhém Mustang Panda (PlugX), ching téi da phat
hién mét loat mau ma déc ma ching t6i nghi ng® la ciia nhém nay dworc tai [én tir Viét Nam.
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YBER SECURITY

(o 24/04/2022

[REO26] A Deep Dive into Zloader — the Silent Night

Zloader, mét banking trojan con biét dén véi nhirng tén goi khac nhuw Terdot hay Zbot. Dong
trojan nay dwoc phat hién l1an diu tién vao nam 2016, va theo thdi gian sé lwong phat tan
cta no lién tuc gia tdng. Code clia Zloader dwoc cho la xay dwng dwa trén ma ngudn bj ro ri
ctia ma doc Zeu$S nbi tiéng. Vao ndm 2011, khi ma ngudn ctia ZeuS dwoc cong khai thi tir
dé téi nay né dwoc stir dung trong nhiéu mau ma doc khac nhau.
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(3 11/10/2021

[RE024]_Tim hiéu vé IDA Microcode

Gioi thieu Téng quan khi bién dich mét chwong trinh, compiler sé thwe hién nhw sau: Cac
buwdc co ban cia mét chwong trinh compiler Khi decompile mét chwong trinh sang ma gia
C, hexrays sé lam diéu nguwoc lai: Cac bwédc co ban cia mét chwong trinh decompiler Mot
trong nhirng bwdc quan [...]
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(3 27/09/2021

[RE025] TrickBot ... many tricks

DPuoc phat hién Ian dau vao ndm 2016, t&i thdi diém hién tai TrickBot (con dwoc biét dén véi
nhirng tén goi khac nhw TrickLoader hay Trickster) da tré thanh mét trong nhirng ma déc
nguy hiém va phd bién nhét hién nay. Nhirng ké dirng dang sau TrickBot lién tuc phat trién
dé thém céc tinh nang va thi thuat méi. Ma déc nay duoc phat trién dwdi dang mé-dun,
theo do6 payload chinh sé chiu trach nhiém tai cac plugin khac c6 kha nang thwc hién cac tac
vu cu thé, bao gdm danh cap tai khodn va théng tin nhay cdm, cung cap kha nang truy cap
tr xa, lay lan qua mang cuc bd, va tai xudng phan mém doc hai khac.
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