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The operators of the REvil Ransomware, otherwise known as Sodinokibi, have announced
that they will use stolen files and data as leverage to get victims to pay ransoms.

A new tactic by ransomware developers is to release a victim's data if they do not pay the
ransom. While we have seen these threats in the past, only recently have
Ransomware operators, such as Maze, actually followed through.

In a new post to a Russian malware and hacker forum shared with us by security
researcher Damian, the public-facing representative of the REvil ransomware known as
UNKN states that a new "division" has been created for large operations.

They claim that a recent operation from this group is the attack against the CyrusOne data
center that was reported last week. As part of this operation, UNKN claims that they have
stolen files from the company before encrypting their network.

REvil goes on to say that if a company does not pay the ransom, the ransomware actors
will publicly release the stolen data or sell it to competitors. It is in their opinion that this
would be more costly to the victim than paying the ransom.
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UNKN Posted: yesterday at 14:53 (changed) A complaint =2

b‘:te If we don't answer, then it's not interesting. Or there are no places.
%
We have opened a separate division, which is engaged in large
U operations. A week ago, access to CyrusOne was made. Judging by the
media, they are not going to pay. Very sorry. The "spend 100 million to
restore from scratch than 15 to buy” tactics are as effective as Garik
Seller Kukold Kharlamov’s excuses. Then you will explain to investors where the
o3 benefits are. Each attack is accompanied by a copy of commercial
21 posts

information. In case of refusal of payment - the data will either be sold to
Registration

04.07.2019 (ID: 94 050)

competitors or laid out in open sources. GDPR . Do not want to pay us -
pay x10 times more to the government. No problems.

It is very strange that cdhfund.com is still silent. They were also
susceptible to attack, all data was copied and encrypted. In case of failure

- our actions are indicated above.

Forum post by REvil operator
The original Russian text from the above post is below:

Ecnn He oTBevyaeM - 3HAYUT HE MHTEPECHbI. Jinbo mMecT HeT.

Mbl OTKPbLIIN OTAEe/IbHOE noApas3fefnieHne, KOTOopoe 3aHumMaeTCs KPYMHbIMW onepauusavu. Hegento
Ha3ag Obln ocywecTBneH AocTyn K CyrusOne. Cyas no CMW - nnaTuTb OHU He cobupalkTcs.
O4yeHb Xanb. TakTuka "noTpatum 100 MWUANIMOHOB Ha BOCCTaHOB/EHUE C HynsA, 4yem 15 Ha
BblIKyn" Takas xe adPeKkTuBHas, Kak M onpaBgaHusa Mapuka Kykonga XapnamoBa. WHBecTopam
noTtom b6ygeTte 0ObACHATL, rAe Bbiroga. Kaxgas aTaka COMPOBOXAAeTCA KOMMPOBaHUEM
KoMMepYecKoi uHbopmaumm. B cnydae oTKasa BbinaThl - AaHHble OyAyT Anb0 npofadsl
KOHKYpeHTam, b0 BblKiaAbBaTbCSA B OTKpPbIThiE UCTOYHWKM. GDPR. He XO0TuUTe naaTuTb Ham -
nnatute B x10 pa3 6o0nblie npaBUTeNbLCTBY. HeT npobnem.

O4yeHb cTpaHHOo, 4To cdhfund.com go cux nop mon4yaT. OHW TakKxe OblIM NOABEPXEHbl aTake,
BCE [aHHble CKOMMpoBaHbl U 3awndpoBaHbl. B cnyyae oTkaza - Hawu AeACTBUS 0603HAUEHbI
BblLE .

The English translation via Google Translate can also be read below:
If we don’t answer, then it’s not interesting. Or there are no places.

We have opened a separate division, which is engaged in large operations. A week
ago, access to CyrusOne was made. Judging by the media, they are not going to pay.
Very sorry. The “spend 100 million to restore from scratch than 15 to buy” tactics
are as effective as Garik Kukold Kharlamov’s excuses. Then you will explain to
investors where the benefits are. Each attack is accompanied by a copy of commercial
information. In case of refusal of payment - the data will either be sold to
competitors or laid out in open sources. GDPR . Do not want to pay us - pay x10
times more to the government. No problems.

It is very strange that cdhfund.com is still silent. They were also susceptible to
attack, all data was copied and encrypted. In case of failure - our actions are
indicated above.
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Ransomware attacks are now data breaches

For years, ransomware developers and affiliates have been telling victims that they must
pay the ransom or stolen data would be publicly released.

While it has been a well-known secret that ransomware actors snoop through victim's data,
and in many cases steal it before the data is encrypted, they never actually carried out their

threats of releasing it.

This all changed at the end of November when Maze Ransomware threatened Allied
Universal that if they did not pay the ransom, they would release their files. When they did
not receive a payment, they released 700MB worth of data on a hacking forum.

Ok, here a brief story of the hell is going on and an archive with a code signing certs, SSL certs, etc, some personal data and some e-
mail database.

codesigning.pfx has unknown password, but | believe it is not so hard to bruteforce it, as other passwords in company was guite
stupid.

Short story.

Well, it was not so long before we breached Allied Universal security company (wiki mentions it is the biggest private security
company in US). We exfiltrated ~5 GB of data from their networks and encrypted hundreds of systems. They contacted us and after
receiving of proofs about data leakage just disappeared.

We gave them time to think and they made their decision. Really stupid decision as we think, as money we were asking was not really

big considering reputational losses and consequences for their "security” company.

Here goes 10% of data we have exfiltrated.
archive password is maze
PrivatLab

My favourite part is a first archive with pfx certificates and file pw.txt. So..much...security... for a security company.

We give them 2 weeks until we send other 90% of data to wikileaks. Other 90% is a quite interesting part.

Allied Universal the-bleep Security, new price for you is now 50% bigger. Time is ticking.

P.S. Malwarehunterteam, | know you like to troll and talk about breaches. Guess what. We still have access to their systems. And both

Cylance and Sophos did not prevent exfiltration and encryption. Epic fail. One more name to use in your regular day-to-day trollings.
P.P.S. Canadian Insurance company (we will not disclosure the name yet), please, collect money faster!

P.P.P.S. You told us once "That is not how negotiation works". Now | am telling you: "That is not what is supposed to be called security

company”.

Public disclosure of Allied Universal data

During ransomware attacks, some threat actors have told companies that they are familiar
with internal company secrets after reading the company's files. Even though this should be

considered a data breach, many ransomware victims simply swept it under the rug in the
hopes that nobody would ever find out.

Now that ransomware operators are releasing victim's data, this will need to change and
companies will have to treat these attacks like data breaches.
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This is because employee medical records, personal information, termination letters,
salaries, and much more can potentially be disclosed. Furthermore, if any third-party
information is stolen, which is highly likely, then that requires further disclosure as well.

It is too soon to say whether these new tactics will push companies to treat ransomware
attacks like data breaches, but as more ransomware developers publish stolen documents,
we can expect lawsuits and public concern to rise.

Related Articles:

Industrial Spy data extortion market gets into the ransomware game

Snap-on discloses data breach claimed by Conti ransomware gang

Shutterfly discloses data breach after Conti ransomware attack

New RansomHouse group sets up extortion market, adds first victims

Ransomware attack exposes data of 500,000 Chicago students
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Lawsuits? That's like the victims of an armed robbery being sued by other customers!

i_awrence Abrams - 2 years ago

o

[e]

It's not unheard of for employees suing a company due to "poor" security after being
hacked.

Here is an example:

https://www.bleepingcomputer.com/news/security/citrix-sued-for-not-securing-
employee-info-before-data-breach/
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o
Hoping not to be a complete pedant but Pll unrecoverable from a ransomware attack

is already a data breach under article 4 paragraph 12. Also it could be argued that the
encryption of data by a malicious 3rd party could be unlawful "alteration" therefore
again a data breach in the eyes of the GDPR. My point being if you're company is not
treating ransomware encrypting Pll as a data breach it probably should be.

Lawrence Abrams - 2 years ago

o

[e]

| 100% agree, but to make matters worse and what | alluded to in the story, it has
been known for some time that ransomware attackers sift through company files in
order to add information to their ransom notes that scare the victim into paying.

It's just gotten worse with their willingness to actually publish data to public.
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