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Since October 2019, there has been a growing number of Emotet infection cases in Japan.
JPCERT/CC issued a security alert as follows:

Alert Regarding Emotet Malware Infection
https://www.jpcert.or.jp/english/at/2019/at190044.html

The purpose of this entry is to provide instructions on how to check if you are infected with
Emotet and what you can do in case of infection (based on the information available as of
December 2019). If you are not familiar with the detailed investigation methods described
here, it is recommended that you consult with security vendors who can assist you.

We have been informed of emails impersonating someone. What can we do?

When suspicious email impersonating someone with an attachment is received, it is possible
that either of the following events has occurred:

A) The device that uses the sender’s account is infected with Emotet, and information about
emails and contact list have been stolen.

B) Partners and users (with whom you have exchanged emails) have been infected with
Emotet, and their contact list has been stolen. (The recipients of the malicious email have not
been infected with Emotet, but the email address has been added to the lists of recipients.)

If the email referring to an actual message body (Figure 1) is received, the device that uses
the sender’s email account is likely to be infected (case A).

RE: [IENNEY - wtz—3 (FFANER)
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2019/11/18 (8) 18:21

Sender's mail account <] Actual sender (different domain)

Some subjects have “RE:" at the beginning.

5% | Email recipient |

== 4931994_20191118.--
IE:E 212 KB

BlRESITVET,

FE OWT BSEMATEY FHEAN

Sender’s mail account

Email address

>

RE:I Email subject actually exchanged I *Subject of the email actually exchanged is used here.

Actual email body received

BEMETT, | pefore (No reply header)

Actual email body received before

J The original message received before

From: |Sender’s mail account | [mailto:] Email address |!
Sent: Monday, June 03, 2019 7:45 PM
To: | Email recipient |<|Recipientemai| address |>

Subject: | Email subject actually exchanged

1. The original message continues

Figure 1 : Example of Emotet email in reply to an existing thread (A)
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In case of an email as in Figure 2, it is assumed that the email is auto-generated to disguise
itself as a reply to a thread. Both A) and B) can apply to this case, and it is unclear whether
the device that uses the email account is infected or not.

- =3 (FFANER)

2019/11/15 (&) 16:29

I Email account I < I_Actual sender (different domain) >
[ Subject | Email recipient |
5ask *The email subject is the same as the recipient’s name. N
—- 014709_20191115.doc _

=| 204 KB

BEIEBTEEEATLED SREBELALIBHEL

Email account

Email address

----Qriginal Message-----
Sent: Friday, November 15, 2019 4:29 PM
The sent date of the email and that

From: "[Email recipient I" dl Recipient email address I‘> - G
of the original message are close.

To: "|Email account |" <:|Emai| address >
ey

No message body

Figure 2 : Example of email disguising as a reply (B)

What can we do to check whether we are infected with Emotet or not?

(Updated on 6 February, 2020)
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JPCERT/CC released a tool “EmoCheck” to check whether a device is infected with Emotet.
See below for instruction.

1. Check Emotet infection with EmoCheck
1-1.Download EmoCheck
Please download EmoCheck from the following website and copy it to the device that is

suspected of being infected. Please choose emocheck x86.exe or emocheck x64.exe
depending on the device. (If you are not sure which to use, choose emocheck x86.exe.)

JPCERTCC/EmoCheck - GitHub
https://github.com/JPCERTCC/EmoCheck/releases

1-2.Execute EmoCheck

Execute the tool using the Command Prompt or PowerShell.

(Note: If you execute the program by double-clicking, it will be blocked by Windows Defender
Smart Screen as it does not have a Code Signing Certificate. We are now working to rectify
the issue in the next release.)

If you see the message “[!!] Detected” as follows, your device is infected with Emotet.

B C\Users\l\Downloads\emocheck_output-en.exe - O x

b.com/JPCERTCC,/EmoChecl

nt inue

Fiure 5:Emtt ieion detected by EmoCheck

The result is also exported in .txt file in the folder where EmoCheck was executed.
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J 20200203175600_emochecktxt - Notepad

File Edit Format View Help
HEmocheck ve.9.1]
Scan time: 2820-82-03 17:56:00

[Result]
Detected Emotet process.

[Emotet Process]

Process Name : shextsend.exe
Process ID 1 4496
Image Path : C:\Users\ \AppData\Local\shextsend\shextsend.exe

Please remove or isolate the suspicious execution file.

Ln 1, Col 1 100%  Windows (CRLF) UTF-8

Figure 6: Emotet result output

If you see the message “No detection.”, your device is not infected with Emotet.
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20200203181002_emocheck.txt - Notepad - (m} *

File Edit Format View Help
[Emocheck ve.8.1]
Scan time: 2020-92-03 18:10:02

[Result]
No detection.

Ln 7, Col 1 100%  Windows (CRLF) UTF-8

Figure 7: Emotet infection not detected

1-3. How to deal with the infection

If an infection has been found in your environment, you can deactivate the malware by either

of the following ways:
On Explorer, open the “image path” folder which is shown in the EmoCheck result and delete

the executable file in the folder.
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log
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SysinternalsSuite

1 BOEE ==

Figure 8: Image path that stores Emotet (example)

Launch Task Manager, and in the “details” tab, choose the process ID which corresponds to
the process shown in the EmoCheck result. Click “End Process”.
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Figure 9: Choose Process ID

If you are not able to confirm Emotet infection with EmoCheck, please follow the below
instruction to confirm.

1. Confirm with the impersonated person
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Check whether the person opened the suspicious attachment and saw the messages in the
sample screenshots (See Reference “The screenshots of the attached Word file”). If they
have seen one of the messages, check whether the macro is enabled on their device. If the
macro is enabled, it is possible that the device is infected with malware.

2. Perform the scan with anti-virus software

Perform device scan with the latest anti-virus signatures.

*Emotet has many variants, and even the latest signatures may not be able to detect
infection for a few days. No detection does not necessarily mean no infection. It is
recommended to update the signatures and conduct the scan regularly.

3. Check auto-start settings

Emotet has several methods for maintaining persistence such as setting auto-start registry
keys, save the payload into Startup folder, etc.
Check the following settings and confirm that suspicious file or setting does not exist.

[Typical Windows OS auto-start settings]

o Auto-start registry [*1]
o Task Scheduler

e Service

o Startup folder

(*1) HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
[Folders that Emotet is likely to be located]

o Folders under C:\Users(username)\AppData\Local\
C:\ProgramData\

C:\Windows\system32\

e C:\

C:\Windows

C:\Windows\Syswow64

*If there is a suspicious executable file under C:\ProgramData\ that is registered in the Task
Scheduler, it is likely that the device is also infected with Trickbot.

8/18



B LY I75- - o X
TPAUF REE) BTV BREAUA) ALTH)

I 13-4 —-¥HKEY_CURRENT_USER¥Software¥Microsoft¥Windows¥CurrentVersion¥Run
oL cop - & 745

ClickNote 1 28 oz REGSZ  (EDBEBL)

CloudStore abthod REG_SZ "C:¥Users¥IEUser¥AppData¥Local¥bodypartner¥bodypartner.exe”
ContentDel

Controls Fo

Diagnostics
Explorer

Ext
FileAssocia
FileHistory
GameDVR
Group Polic
Grolone ¥

=]
1l
|

O

Ed

A « 1-%F- 3 |EUser » AppData » Local » bodypartner AR ] bodypartnerDigE 0

#

= 142

_i|l|
m
M
i

BH]
s D490 T2

2 bodypartnerexe 2019/10/24 01:45 FIT—23y

[
[=]
[Te]
-
1
Iy
L
B
[=]
-~
m

@ CneDrive
E PC

& FuhT-7

1 EOEE =

Figure 3: Example of Emotet registered in the Auto-start Registry [*1]
(*Folder names and executable file names are randomly created for each device.)

4. Check email server log

Check the following points in your email server logs:

e High volume of impersonating emails whose HeaderFrom and EnvelopFrom do not
match

e Unusual increase in the volume of outbound emails

e High volume of emails with a Word file attachment

5. Check network traffic log

If you record/monitor outbound communication, check proxy and firewall logs for any
suspicious access to multiple ports (C&C server) from a single device.

[Example of ports that Emotet uses]
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20/TCP, 22/TCP, 80/TCP, 443/TCP, 446/TCP, 447/TCP, 449/TCP,465/TCP, 7080/TCP,
8080/TCP, 8090/TCP etc.

4 *0-hL TUFEE 2 =8 (EeR ==
I7AILF) BEE) F|R(NV) BHEG) FrIFe(C) H(A) HEE(S) SEy) EB(W) woLT) ALTH)
AW ® RE Re>=FTLBQRRQE
[W [httphost &&lssdp BE3 -] &t | +
No. Destination Protocol  host Info =
= A b R "k | HTTP " % ¢ % 130:8080 POST /tlb/ HTTP/1.1 (application/x-www-form-urlencoded)
: 21 «al " HTTP -2 3 M 79:8080 POST /raster/ HTTP/1.1 (application/x-www-form-urlencoded)
il MR HTTP W T & 217:8080 POST /enabled/attrib/ HTTP/1.1 (application/x-www-form-urlencoded) |
LER B | e HTTP = ok S 87 POST /walk/vermont/ HTTP/1.1 (application/x-www-form-urlencoded)
sBIFM "l HTTP - Ta i 37:8080 POST /cone/ HTTP/1.1 (application/x-www-form-urlencoded)
95 n W mom HTTP B =X =3 101:8080 POST /results/dma/ringin/merge/ HTTP/1.1 (application/x-www-form-..
104 [11 ") 4"'s HTTP - =220 POST /entries/ HTTP/1.1 (application/x-www-form-urlencoded)
118 [ [ 1} HTTP > 2 Er.191:8080 POST /jit/balloon/ringin/ HTTP/1.1 (application/x-www-form-urlenc..
26 " Iy '™ HTTP Mkl - -m 138:8080 POST /teapot/health/ HTTP/1.1 (application/x-www-form-urlencoded)
136 nm el HTTP & = " %:3080 POST /dma/site/ringin/merge/ HTTP/1.1 (application/x-wnw-form-url..
147 §] ", M0 HTTP = o= - ~13:8080 POST /taskbar/pnp/ HTTP/1.1 (application/x-www-form-urlencoded)
157 L HTTP =T oTet L 188:3080 POST /sitefwalk/ringin/ HTTP/1.1 (application/x-www-form-urlencod..
166 "I=0 1.1 201 HTTP  =3= =+~ " 136:3080 POST /odbec/json/ HTTP/1.1 (application/x-www-form-urlencoded)
B400 1 W Wm HTTP ST MO F30:443 POST /codec/window/ringin/merge/ HTTP/1.1 (application/x-www-form..
PN | DRLLLEN L || HTTP -~ & Mwa.93:8080 POST /arizona/enabled/ringin/ HTTP/1.1 (application/x-waw-form-ur..
272 18 1 11 HTTP W A " 88 POST /entries/between/ringin/merge/ HTTP/1.1 (application/x-www-f..
280 [ " " MW"l HTTP e s TT.26:8080 POST /prep/ HTTP/1.1 (application/x-www-form-urlencoded)
385 1 LI B | HTTP e T = 16:8080 POST /between/ HTTP/1.1 (application/x-www-form-urlencoded)
325 [M J0% HTTP 55 o 2 E:443 POST /json/guids/ringin/merge/ HTTP/1.1 (application/x-www-form-u..
3p am 11 L] HTTP R 78 POST /walk/symbols/ringin/merge/ HTTP/1.1 (application/x-www-form.
ELVA | DALY L | HTTP 1 = __ 150:8080 POST /ban/forced/ HTTP/1.1 (application/x-www-form-urlencoded)
368 11 u HTTP TN A 4T 77:8080 POST /psec/arizona/ringin/ HTTP/1.1 (application/x-www-form-urlen..
379 I "' K™ HTTR 4 M4 E".217:8080 POST /enabled/loadan/ HTTP/1.1 (application/x-wwu-form-urlencoded) -

Figure 4 : C&C communication by Emotet (*Destination IP differs by sample)

What can we do when we find Emotet infection?

1. Isolate the infected device, preserve evidence and investigate affected area

e Preserve evidence of the infected device
o Check the emails stored in the device and email addresses in the contact list (These
may have been leaked)

2. Change password of email accounts etc. used in the infected device

e Email accounts used in Outlook and Thunderbird
e Credentials stored in Web browsers

3. Investigate all devices in the network to which the infected device was connected

Check other devices in the network as the malware is capable of spreading infection by
lateral movement
The following TTPs have been confirmed for lateral movement:
» Leverage SMB vulnerability (EternalBlue)
= L og on to Windows network
» Use Administrative share
= Register services

4. Monitor network traffic log
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Make sure that the infected device is isolated and check whether there is any other
infected device

5. Check other malware infection

Check whether the infected device is also infected with other types of malware as
Emotet is capable of infecting the device with other types of malware. If this happens,
further investigation and response is required.
o Some victims in Japan have also been infected with banking trojans such as
Ursnif and Trickbot
o Victims overseas were also found infected with targeted ransomware

6. Alert stakeholders who may also be affected (whose email addresses have been stolen by the attacker)

Emails and email addresses in the contact list in the case A
Issue a press release if a wide range of stakeholders may be affected.

7. Initialise the infected device

How can we stop emails being sent from stolen accounts?

If emails and email addresses are stolen as a result of Emotet infection, impersonating
emails with a malicious attachment will be sent continuously. Information of the stolen email
addresses (message body and contact lists) are collected in the attack infrastructure, and
this is used to distribute malware-attached emails. There is no way to stop emails from being
sent.

It is likely that the recipients will continue to receive malware-attached emails repeatedly or
impersonating emails will be sent to the stolen contacts. Please beware not to open
suspicious email attachments. It is also recommended to perform the scan with the latest
anti-virus signatures and make sure that your OS and software are running with the latest
security updates.

What impact is expected if a device is infected with Emotet?

Emotet infection leads to exfiltration of emails and email addresses. Credentials stored in
Web browsers can be harvested. It is also possible that the infection spreads to other
devices in the network and that devices are at the risk of being infected with other types of
malware such as banking trojans and ransomware.

What can we do to prevent Emotet infection?

Please refer to JPCERT/CC'’s security alert for details.

Alert Regarding Emotet Malware Infection
https://www.jpcert.or.jp/english/at/2019/at190044.html
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(Reference) “The screenshots of the attached Word file”

Since October 2019, the following 6 types of Word files leading to Emotet infection have

been observed.

515_20191125.doc [E#/ENERE] [E#T—F] - Word =

BA T 7o SEER EWaxE 88 &R AT Q BEFRAR

L Calibri -1 - g S rimato. == o
-
. 0 B I U-aex, x° % =S===21=- HTE  BTE HTE .
.ﬁU{jIIJ < A P ) L e | AL g S EE | LTEED B -
PIf-F = Tt F EEE F 51 F ~
1 R 0BE —SHoFhT«J o ynEcEnEUR. Svh TR I ETENET. 27 UaEE x
] Office
This document was created in OpenOffice.
To edit this document, click Enable editing button from the yellow bar above.
Once you have enabled editing, please click Enable content button from the yellow bar above.
+
+
11/-5 oxF ¥ 0378 E B - + 100%

Figure 5 : Attached file example 1 (since 2019/11/26)
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504392_20191114.doc [Zx/EER] [E#E—F] - Word =

BA  TH LA Pk
L Calibri 11 - &
E_ﬁ'j{@j‘ B I U -abex, x° Fo
B ¥-A-Aa- KA A
PwIf-F & Javh

|

Bm Microsoft

of Microsoft Office.

114-5 0XxF [ D378

=1 - = . S i

FE e e

=R =LA
EEEE|§ =
B — — — =l | 4

@ | D 8l 5

F]

1 tFaVF+0BE —807577 o7 IERENEUL. T s AN R RN ET .

Fa LT Q BEFLAL
HTE  HTE HTE R
JEE | LfEED RsU1 5| | W=
A5 =
TR,

Office 365

You are attempting to open a file that was created in an earlier version

If the file opens in Protected View, click Enable Edition and then click
Enable Content.

Figure 6 : Attached file example 2 (since 2019/10/30)
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8540_20190927.doc (f£#F1—) - Word HAULY

[£3)

Il w=h A FHY  L(7OR 258N ELAaE BB R AT Q BE7 2

_ FEE— ARy AZEUTPAIE, D ILAICRRRL TV SEIREENBNET  FETIRBIRTNE - .
O R Cr . prsicLTaccrapmnLES e A= 5(E)
|
PRODUCT NOTICE

Word hasn't been activated. To keep using Word without

interruption, Enable Editing and Enable Content.

Microsoft Word
4 ]
11/8-9 4¥F B ERET B ® - ] + 100%

Figure 7 : Attached file example 3
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* PROTECTED VIEW
The action can't be completed because the file is open in Protected View.

Some active content has been disabled. Click Enable Editing and Enable
Content.

W= Type: Microsoft Word Document

Figure 8 : Attached file example 4

Microsoft Office Activation Wizard

Microsoft Office
] Office

Activation Wizard

Thank you. Your copy of Microsoft Office is activated.
To make you changes take effect, click Enable Editing and Enable Content.

Figure 9 : Attached file example 5
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1) Office 365

This document created in online version of Microsoft Office Word

To view or edit this document, please click "Enable editing” buttor
on the top yellow bar, and then click *Enable content”

Figure 10 : Attached file example 6

- Ken Sajo
(Translated by Yukako Uchida)

e Email

Author

£1& ﬁﬁ(Ken Sajo)

Joined JPCERT/CC in January 2019 after being engaged in security monitoring operation at
a financial institution. Currently in charge of threat analysis and incident response for email
scam and APT.

Was this page helpful?
0 people found this content helpful.
If you wish to make comments or ask questions, please use this form.

This form is for comments and inquiries. For any questions regarding specific commercial
products, please contact the vendor.
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please change the setting of your browser to set JavaScript valid. Thank you!
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