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Working in infosec and supporting clients and SOCs has always exposed me to a huge
number of alerts and incidents. Some of these are more interesting than others. Recently we
stumbled across a particular sample of Smoke Loader malware. Smoke Loader has been in-
the-wild since circa 2013 and is often used to distribute additional malicious components or
artifacts. While the sample is not new, it did prove to be a good opportunity to revisit this
threat and walk through some of the internals.

1/31


https://www.sentinelone.com/blog/going-deep-a-guide-to-reversing-smoke-loader-malware/
https://attack.mitre.org/software/S0226/

GOING DEEP

AGUIDETO
REVERSING SMOKE
LOADER MALWARE

By Mario Ciccarelli

J | ® () sentinelone

This alert was raised against a suspicious file, classified as a trojan, that was killed and
quarantined. What raised my curiosity was the number of detections over only a few hours,
always from the same workstation, and only from the same user.

Status File Details Endpoints Reported Time v Sites Classification Actions Done
07e81dfc0a01356fd96f5b75efe3d1blbcBbaded X4018 Sep 2nd 2019 16:21:43 Trojan Killed, Quarantined
07e81dfc0a01356fd?6f5b7 Sefe3d1blbcBbaded.up... X4018 Sep 2nd 2019 16:21:43 Trojan Killed, Quarantined
07e81dfc0a01356fd?6f5b75efe3d1b1bcB6aded X4018 Sep 2nd 2019 11:31:16 Trojan Killed, Quarantined
07e81dfc0a01356fd96f5b75efe3d1b1bcBbaded X4018 Sep 2nd 2019 11:31:16 Trojan Killed, Quarantined
07e81dfc0a01356fd96f5b75efe3d1blbcB6aded.up... X4018 Sep 2nd 2019 11:31:16 Trojan Killed, Quarantined
07e81dfc0a01356fd?6f5b75efe3d1b1bcBbaded X4018 Sep 2nd 2019 11:09:14 Trojan Killed, Quarantined
07e81dfc0a01356fd96f5b75efe3d1blbcBbaded X4018 Sep 2nd 2019 11:09:14 Trojan Killed, Quarantined
07e81dfc0a01356fd96f5b75efe3d1blbeBbaded.up... X4018 Sep 2nd 2019 11:09:14 Trojan Killed, Quarantined
07¢81dfc0a01356fd?6f5b75efe3d1blbeB6aded X4018 Sep 2nd 2019 10:29:02 Troian Killed. Quarantined

Knowing that the threat was killed without doing any harm, | decided to dig into it a bit more.
Just looking at the SentinelOne console, | was able to see :

e The full path where the detection was made.
e The associated risk level is High: this implies that it's a positive detection.
¢ File unique hash that can be tested for any public Indicators of Compromise (loC).
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07e81dfc0a01356fd?6f5b75efe3d1b1bc8baded

ACTIONS
Alert Quarantine

File Info

G File: 07e81dfc0a013
Path:

Device: X4018
Console visible |-G
IP Address:
Domain: [TALY
Username: [TAl

o, Seen on network:

NO NETWORK CONNECTIONS

More
CLASSIFICATION STATUS
TROJAN RESOLVED

Disconnect

O Mitigated
Summary
$1 Risklevels: @w= — e High
H] SHAT: 74c8a0941ef637050d9¢8aad42603d6994072853

P Signer |dentity: N/A

v 07e81dfc0a01356fd96f5075efe3d 1b1bcBbaded
Ver: N/A

O]

Detecting engine: Reputation Open policy

Apri "https://www.virustotal.com/#/file/74c8a0941ef637050d9c8aa442603db 99407285 3/detection” in un nuovo pannello

In order to do a walk-through of malware reverse engineering steps, | downloaded the threat
file and started the analysis.

First Layer: A Packed VB Win32 Program

With the downloaded file in my pocket, | quickly fired up an isolated analysis machine
equipped with the Flare tools and started to investigate. At first glance, the sample appears
to be a Visual Basic program leveraging Win32 APls.
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File: | C:\Users'\kartone\Desktop'\sample.exe

Entrypoint: 00001188 EP Section: | .text
File Offset: 00001188 First Bytes: 68,D8,1D,40

Linker Info: (6.0 Subsystem: \Win32 GUI

Microsoft Visual Basic 5.0 /6.0

Multi Scan Task Viewer | Options

|v Stay on top

Let’'s see what else we can get from its headers. Looks like pretty standard information,
confirming a Visual Basic program due to its import table.

| Disasm | General I DOS Hdr | Rich Hdr I File Hdr | Optional Hdr | Section Hdrs | Imports Resources = BoundImports

[+
Offset  Name Func. Coun Bound? OriginalFirs TimeDateSt Forwarder MNameRVA  FirstThunk
99F4 MSVBVM60.DLL 36 TRUE 9A1C FFFFFFFF  FFFFFFFF  9ABO 1000

We can spot some rude and folkloristic words inside the binary strings, some of which make
me think of a regional dialect of southern lItaly.
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4 pestudil
file help

i ol & ?

- chusers\kartone\desktop\sample.exe
-l indicators (2/16)
P virustotal (36/46)
dos-header (64 bytes)
BN dos-stub (136 bytes)
file-header (Oct.2013)
> optional-header (file-checksum)
= directories (4)
sections (95.83%)
libraries (msvbvm60)
._| imports (36)
{5
0
T4 resources (15)
abe strings (6/312)

M) &5

O version (Kosovo.exe)

)

property

md5

shal

sha256
file-type

date

language
code-page
Comments
CompanyName
FileDescription
LegalCopyright
LegalTrademarks
ProductName
FileVersion
ProductVersion
InternalName

OriginalFilename

value

A2867FOET06749819E8CBC1A1E1D1292
676FAEEFODSCCE2CF33DAS6CBIF6C19ADFCEFCBC
ABDGSF4F7FCA152D37D4FCF6ECIDEIAFELI03F5046D12DB16FD14245A893E94C6
executable

English-United States
Unicode UTF-16, little endian
Abbikkomal Mans
CamStudio Group

Sucamela tutta figghi medda
maunnastatu
tuttustutempula
Kemerlamokre

33.00.0817

33.00.0817

Kosovo

Kosovo.exe

With a bit of experience, we can safely assume that the file is packed with an external layer
of Visual Basic that tries to stop, or at least slow down, static analysis. But what about its
runtime behavior?

Observing the sample during runtime, we can observe the process injection: this behaviour is
common for VB packers and luckily for us, is often trivial to defeat.

Defeating Visual Basic Packer

We won’t spend too much time on this: there are plenty of resources on how to unpack such
packers and | highly recommend the OALabs Youtube video tutorials. It's necessary and
enough to put a breakpoint at CreateProcessInternalw API inside the debugger to stop
the execution at the right time.

Paused | INT3 breakpoint at <kernel32.CreateProcessInternalW> (75E73BF3)!

—

At this point, somewhere in memory, there is a PE file ready to be run. We only need to find
it. To do so, we can search the entire memory map for a clue: | decided to search for the
“DOS” substring that can usually be found as part of the “This program cannot be run in DOS
mode” string within the PE.
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Fle  View ebug

=29

o 5

Trace  Plugins  Favourites ~ Options

Help  Apr 29 2019

itawg txwle=EePis oERBP

.cw"awht,_[;mg‘_;ums| Ixreakpums|-Memvaan|Dmllﬂad:|q5&n|u5cmt‘§]wmbds‘0mm 4 References 9rhreads‘<.,rsmmn‘ﬁnwhe:||5rrme
Address >

00020000
00030000
00040000
00050000
00088000
00030000
0018C000
00190000
0010000
00180000
00220000
00230000
00240000
00250000
00260000
00270000
00280000
00290000
0029000
00200000
0020A000
002£0000
002F0000
00300000
00310000
00331000
00330000
00400000
00401000
00404000
0040r000
00470000
00478000
00470000
00472000
00500000
00504000
00580000
005AD000
00584000
005£3000
00567000
00570000
005£7000
00610000
00644000
00645000
00680000
00681000
00710000
00749000
007F0000
0073000
00800000
00804000
00980000
00983000
00990000
00820000
00870000
0120000
01¢30000
02320000
02570000
02850000
02851000
02860000
02866000
71490000
71491000
714£8000
714£9000
714£A000
72060000
72061000
72005000

We got plenty of results for the string, whose hex is 44 4F

Si.

00007000
00001000
00001000
00038000
00008000
000FCO00
00004000
00004000
00001000
00067000
00001000
00001000
00001000
00001000
00001000
00001000
00001000
0000EOO0
00032000
00004000
00006000
00001000
00064000
00001000
00021000
0005F000
00001000
00001000
00009000
00005000
00000000
00005000
00035000
00002000
000CEODD
00004000
0007000
00020000
00007000
0002F 000
00064000
00009000
00007000
00019000
00034000
00001000
00036000
00001000
0007F 000
00039000
00007000
00003000
00005000
00004000
0017C000
00003000
00005000
00181000
00050000
01343000
00010000
0030000
002CFO00
000FCO00
00061000
0000F 000
00006000
003FA0DD
00001000
00057000
00001000
00001000
00005000
00061000
00034000
00003000

| 1uto

Content

Reserved
Reserved
Thread 534 Stack

\pevice\Harddiskvolumel\windows\sy

Reserved (00290000)

Reserved (00200000)

Reserved (00310000)

stagel. exe
" text”

Reserved (00470000
Reserved (004F0000)
\pevice\Harddiskvolumel\users\kary
Reserved (00500000)
Reserved (00580000)
Reserved (00580000)
Reserved (00580000)
Reserved (005800000
Reserved (00580000)
Reserved (00680000)
Reserved (00710000
Reserved (0070000)
Reserved (00800000
Reserved (00300000)

Reserved (G0B20000)
Reserved (01F20000)
A\Device\Harddiskvolume I \Windows\G1
Reserved (02850000)

Reserved (02860000)

".data”

Find Pattern... -

Executable ofy
Tnitialized {
Resources

executable o
Initialized )|
Resources

Base relocatiims

Hex | String

ASCIT

B

m UNICODE:

UTF-8

=

Hex:

44 4F 53

[ Keep Size [ Entire Block

Cancel

Executable code
Initialized data

53 .
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However, we are particularly interested in just a few locations. Usually the executable is
loaded at 0x00400000 address, so the result we had at 0x0040006C looks like our

executable itself.

Things become particularly interesting at 0x002F0094 , which we can follow in the memory

dump.

Address

Data

002F0094
0040006C
7149006C
7206006C
7218006C
7294006C
7 3F1006C
7/ 3F3006C
7508006C
/7509006C
750F006C
750F3Fb1
/758B006C
/758c006C
75C5006C
75CB00BC
/5E5006C
/5F135FF
/5F13617
73F1c59cC
/5Fb006C
/7619006C
764F006C
7650006C
65B006C
72D006C
746006C
756006C
758006C
/5FB7/BA
7613AEQ
7630A80
768006C
787006C
/B9006C
7C1699A
/CcA074D
/D7006C

e e e e e e e e e e ¥ e W e e i ¥ |
] ==

44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44

4aF
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F
4F

53
53
33
33
53
53
33
33
53
53
33
33
53
53
33
33
53
53
33
33
53
53
33
33
53
53
33
33
53
53
33
33
53
53
33
33
53
53
33
53
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Address Hex ASCIT

002F0000 | 28 00 00 00[ 50 01 00 00|10 00 00 OO]J0O1L 00 18 00| (...P...........
002F0010 | 00 00 00 00|00 00 00 00|00 00 00 QOjJO0 00 00 QO .. vv v v,
002F0020 | 00 00 00 00|00 00 00 00| 4D 5A 80 00|01 00 00 QO ........ MZ......
002F0030 | 04 00 10 00|FF FF 00 00|40 01 00 00/00 00 00 OO ....yw..@.......
002F0040 | 40 00 00 00|00 00 00 00|00 00 00 OO|jO0 OO0 OO OO @. .. ... .........
002F0050 | 00 00 00 Q0|00 00 00 00| Q0 00 00 QOJOO0 00 00 QO ..vv v v,
002F0060 | OO0 00 00 00| 80 00 00 OO|OE 1F BA OE|Q0 B4 09 CD| .......... T
002F0070 | 21 B8 01 4c|cD 21 54 68|69 73 20 70|72 6F 67 72| ! .LI!This progr
002F0Q080 | 61 6D 20 63|61 BE BE BOF| 74 20 62 65120 72 75 BE| am cannot be run
002F0090 | 20 69 6E 204& 4F 53 20| 6D 6F 64 65| 2E OD 0A 24| in DOS mode...$
002F00A0 | 00 00 00 00|00 00 00 00|50 45 00 00]4c 01 01 QO ........ PE..L...
002FQ0BO | 2E E7 4B 52|00 00 00 00|00 00 00 O0JEO 00 OF 01| .CKR........ At
002F00cO | OB 01 01 46|00 2e 00 O0]J00 00 00 OOjJ0O0 00 OO0 OO ...F. oo on...
002F00D0 | 34 16 00 00|00 10 00 00|00 00 00 QO|0Q0 00 40 Q0| 4............. @.
002F00ED0 | 00 10 00 Q0|00 02 00 00] 01 00 00 00J0O0 00 00 OO0 ..o v v,
002F00F0 | 04 00 00 00|00 00 00 00|00 40 00 0000 02 00 OO ......... (R R
002F0100 | 5E 85 00 00|02 00 00 OC]J00 10 00 O00jJ00 10 00 OO0 AL ... ...,
002F0110 | 00 00 01 0O0[ 00 00 00 O0j 00 00 00 00]J210 00 00 QO .. oo v v,
002F0120 | 00 00 00 QO[O0 00 00 00|00 00 00 QOjJOO0 00 00 QOO .. oo v v
002F0130 | 00 00 00 00|00 00 00 0000 00 00 OQOjJO0 00 00 OO ... 0o nn..
002F0140 | 00 00 00 00|00 00 00 OO0 00 00 00 QOjJ0O0 00 00 OO ... oo,

nnnnnnnn A o Aan o na;e onnl A o e onnd e oA e o Aanll e

A memory region with a PE file inside, mapped as Executable, Read, Write. This is definitely
our injected file.

0029000 | 00032000 | Reserved (00290000) PRV -RW-—
002D0000 | 0000A000 PRV ER--- -RW--
002DA000 | 00006000 | Reserved (002D0000) PRV -RW--
0020000 | 00001000 PRV ERW-- ERW--
002F0000 | 00004000 PRV ERW-- ERW--
00300000 | 00001000 PRV ERW-- ERW--

00310000 | 00021000 PRV -RW-- -RwW--

Aana1nnn | anncecnnn | noCC o0 ranmtannns

We can simply dump out this memory region to file, clean the junk before the MZ header and
analyze its headers.
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File Settings Compare Info

4 d stagel 002F00... . * =% & & 09
DOS Header &
@ DOS stub (o081 0 T W R T LS -8 S -
4 P 5
N‘;Tjﬁ‘m‘ﬂf"'; ©34 EB 08 EB BE 67 15 40 00 EB 03 EB F7 74 EB 05 EB
File Header va4 89 F7 EB 03 EB FA 74 E8 07 38 05 4D 16 40 00 7D .
Ontional g Bha L € h
Section Head.
4 Sections - S
: text wra &
= EP = 834 wua &
wua L.
una 4
wpa 5 A
wea 5
woa
BEa
Bra 88 2A B8 7D
Disasm: _text \ General | DOS Hdr | File Hdr Optional Hdr ‘ Section Hdrs
Offset  Name Value Meaning
84 Machine 14¢ Intel 386
Sections Count 1 1t
88 Time Date Stamp  524be72e  mercoledi, 02.10.2013 09:28:14 UTC
8c Ptr to Symbol Ta... 0 0
9( Num. of Symbols 0 0
94 Size of Optional... e0 224
49 Characteristics 10F
1 Relocation info stripped from file
7 File is executable (i.e. no unresolved externel references).
4 Line nunbers stripped from file.
8 Local symbols stripped from file.
100 32 bit word machine.
£
o
3
S
=]
8
o
38
i)
)
=3
- | [ B
)
Loaded: C:/Users/kartone/Desktop/stagel_002F0000.bin Check for updates

It seems like a legitimate executable, but something is going on: no imports at all. This is
interesting!

Second layer: Static Analysis

When we load this new executable in IDA Pro, this was the only chunk of code that was
disassembled.
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Lol et

ublie start

start roc far
FUNCTI HUNK AT 00 56 IZE 00000003 BYTES
EB 08 jmp short loc_ 40163E
il i 1
loc_40163E:
B F7 jmp short loc_401637
] i 2
loc_401637:
BE 67 15 40 00 mov egi, offset byte 401567
EB 03 jmp short loc_401641
il i 2
loc_401641:
B 05 jmp short loc_401648
Gl i
loc_401648:
|[EE FA jmp short loc_401644
il i 1
loc_401644:
89 F7 mov edi, esi
B 03 jmp short loc_40164B
il i
loc_40164B:
B 07 jmp short loc_401654
il i =
loc_401654:
68 CD 00 00 0O push 0CDh
59 pop ecx
iy
il i 1
loc_40165A:
AC lodsb
EB 0C jmp short loc_ 401669
il
loc_401669:
EB FA jmp short loc_401665
il i 5
loc_401665:
34 CB xor al, 0CBh
EB 0A jmp short loc_401673
il i
loc_401673:
stosb
2 E4 loop loc_40165A
1
y
il 2
68 &7 15 40 00 push offset byte 401567
C3 retn
start endp
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Here we recognize that it's a XOR loop that will decode, from address 0x00401567 , a blob
of code with the size of oxCD bytes with a XOR key equal to 0xCB . At the end of the loop,
the same starting address 0x00401567 is pushed onto the stack and with the RET
instruction the program flow will be branched over there.

Decoding the Buffer

With a little bit of IDA scripting, we can XOR the encrypted buffer and move forward in the
analysis.

-text:00401010 dd 35429DCAh, 6F380DE2h, 0CB452095h, 41CEBE19h, 19DB8DDDh

text:00401010 dd 8A02FAO8h, 34342523h, 2302DA34h, 3434342Ch, 80839B%h

tex o40l010 dd 4020C220h, 8BF7F3F6h, 20C820CBh, 0CC20BF3Dh, ODF33CEFOh
tex o40l010 dd OAlB6CB8Bh, 0CC2092BBh, 84F24FC4h, 20C820A3h, O0CA20B132h
tex 0401010 dd 20C0BEBlh, ODECEFOCCh, OB6CB8BDEh, 0C320089Ch, ODBCB7520h
tex 0401010 dd 0C820CB8Bh, 20BF3C20h, 3C4220CEh, 3120C820h, O0F0CC20BFh
tex 0401010 dd 8BDEFCCEh, 23A3B6CBh, 92CBCBCFh, 46C72067h, ODEBCB04Fh
.text:00401010 dd OFFB2CB8Bh, 20C12000h, B804F4631h, O0CBSBDE9Eh, 2F2961Blh
.text:00401010 dd 8BDBCBA3h

.text:00401564 ;

-text:00401564 retf

.text:00401565 ;

-text:00401565 or [edx], ah

.text:00401565 ;
.text:00401567 ; START OF FUNCTION CHUNK FOR start
byte_ 401567 db 23h ; CODE XREF: start+4745

; DATA XREF: start:loc 40163740 ...

db OCFh ; T
db 0CBh : -
; END OF FUNCTION CHUNK FOR start [ JOX | f® Execute script
db 0CBh
: db 0CBh
.text:0040156C db 71h . . .
text:0040156D db 17h Snippet list Please enter script body
.text:0040156E db 35h ; 5
.text:0040156F db 0CBh ; E » P
£ext:00401570 db 0A3h ; € Name #include <ids.ido>
.text:00401571 db 0BCh ; % : . static main () {
':zztfggggg;i x Ogg: i 3" q Default snippet auto i, x, size, from, key; // we define the
text:00401574 db 0CBh ; B P AR o
.text:00401575 db 20h Key = 0xCB;
text:00401576 db 0CFh ; I frim = 0X004015673
text:00401577 db 71h ; g ot n e s
i e EL Dot for ( i=0; i < size; i=i+1 ) {
ey 0481579 b z:h N x = Byte(from); // fetch the byte
text:0040157A db 0CBh ; E x = [x"key); //;deczypt it
0401573 ab 35 PatchByte(from,x); // put it back
:::t:0040157c T o from = from + 1; // next byte
.text:0040157D db OCEh ; T N ¥
.text:0040157E db 20h
.text:0040157F db 40h ; @
.text:00401580 db 0c2h ; A
.text:00401581 db 20h
.text:00401582 db 0C8h ; E
.text:00401583 db 20h
.text:00401584 db 31h ; 1 T .
=k @ obEn | 2 Line:14 Column:2
db 93h ; *
db 20n L )
g o%:ll: i I Scripting language IDC Tab size 4
db 40h ; @
db 0CBh ; E
db  20h
.text:0040158D db 0c8h ; E
.text:0040158E db 20h
.text:0040158F db 31h ; 1 Run Export Import
.text:00401590 db O0BFh ; ¢
.text:00401591 db 20h
.text:00401592 db OCEh ; T
.text:00401593 db OBEh ; %

After de-xoring the buffer we are met with a mixture of anti-disassembly and anti-debug
techniques. It is now possible to map the purpose of the code blocks.
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XOR ' ‘
decoding

stub [ —

Inside this code, we can observe plenty of tricks that try to fool the disassembly flow. A few
examples:

e Abusing CALL and RET instruction to mess up function boundaries. The CALL
instruction will push the return address onto the stack. The RET instruction will then
pop off this address into the EIP register, which effectively makes these two instructions
useless. However, these few opcodes make IDA think that the function ends there and
that the next instruction is the end of another function.

e Abusing branch instructions that do nothing: CALL <address> and at <address> :
POP <reg> . It's the easiest way to get an address inside the EIP register and so to
control the program’s flow.

e Abusing JMP instructions: simply putting a lot of JMP instructions that will jump back
and forth only to make the life of the analyst miserable.

Obfuscated with these techniques, the malware checks if it's being debugged. The code that
implements this check is nothing complicated: it queries certain flags of the PEB in order to
spot the debugger, IsDebuggerPresent .

mov eax, fs:[30h] ; Process Environment Block

cmp b [eax+2], © ; check BeingDebugged
jne being_debugged

As said, this code is heavily obfuscated with junk jumps and a lot of instructions with the only
purpose of increasing complexity of analysis. As an example, this little chunk of code is the
final part of a dozen lines of code used to put value 0x30 inside the EAX register with the
purpose of locating the PEB.

13/31



k |

(all 1 (=

; START OF FUNCTION CHUNE FOR start

loc_4015A8:

push 3
bswap eax
jmp short loc_4015B3

7 END OF FUNCTION CHUNE FOR start

i

P

loc_4015B3:
jmp short loc_4015AF
; END OF FUNCTION CHUNK FOR start

|
ITIE

; START OF FUNCTION CHUMNE FOR start

loc_4015AF:
mov ecx, eax
jmp short loc_4015B6

!
ITIE

; START OF FUNCTION CHUNE FOR start

loc_4015B6:

Pop eax
mul ecx
jmp short loc_4015Cl1

7 END OF FUNCTION CHUNE FOR start

i

P

loc_4015C1:
jmp short loc_4015BC
; END OF FUNCTION CHUNK FOR start

]
ITIE

; START OF FUNCTION CHUNE FOR start

loc_4015BC:
mov eax, fs:[eax]
jmp short loc_4015C4

}
ITIE

; START OF FUNCTION CHUNE FOR start

loc_4015C4:
jmp short loc_4015CE
; END OF FUNCTION CHUNK FOR start
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At the end of this function, we spot another XOR stub decoding routine that will decode
another blob of code and, after that, redirect the execution flow. Decoding will start at
address 0x004014E8 , with a buffer size of 0x7F and the same XOR key 0xCB .

e
: START OF FUNCTION CHUNK FOR start

loc_40160E:

push 7Fh
pop ecx
id
(ol 1 [
loc_401611:
lodsb
jmp short loc_ 401620

7 END OF FUNCTION CHUNEKE FOR start

4

(] s [

loc_401620:
jmp short loc_40161C
7 END OF FUNCTION CHUNE FOR start

(] s [
: START OF FUNCTION CHUNK FOR start

loc_40161C:
xor al, O0CBh
jmp short loc_ 40162A

(e [
; START OF FUNCTION CHUNK FOR start

loc_40162A:

stosb
loop loc_401611
1
L ]
FITE
push
retn
7 END OF FUNCTION CHUNK FOR start

As before, we can proceed in the static analysis, manually decoding this buffer with the same
script.

But wait! Here we go again, another anti-debugging trick, NtGlobalFlag check:
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mov eax, fs:[30h] ; Process Environment Block
mov al, [eax+68h] ; NtGlobalFlag

and al, 70h
cmp al, 70h
je being_debugged

This chunk of code checks if the process is attached to a debugger and, if it goes well,
another XOR decoding stub starts from address 0x00401000 , with buffer size ©0x4E8 and

XOR key 0xCB .

[l i =
sub 40153E proc near
push 4E8h
pop ecx
Ve
FEE
loc_401544:
lodsb
jmp short loc_401553
FEE
loc_401553:
jmp short loc_40154F
M
loc_40154F:
Xor al, 0CBh
jmp short loc_40155D
M
loc_40155D:
stosb
loop loc_401544
[ |
. J
FIHE
push offset byte 401000
retn
sub 40153E endp
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https://www.aldeid.com/wiki/PEB-Process-Environment-Block/NtGlobalFlag

After decoding the new buffer, we need to face another anti-disassembly trick; namely, JMP
instructions with a constant value. This is the most common trick used by malware to fool
static analysis. Basically, it creates jumps into a new location plus one or a few bytes. It
results in an erroneous interpretation of the opcode by the disassembler. It’s trivial to defeat
but time intensive.

IAT Resolution at Runtime

At address 0x00401000 there’s a simple call to another address 0x00401049 , where it
starts to become interesting as the malware appears to dynamically resolve its imports. As
we noted before, the binary header analysis showed no imports at all. With this code, from
the PEB location found earlier, the malware finds the base address of ntdl11l.dl1l .

loc_401049: ; CODE XREF: .text:loc 401000Tp
mov ebp, esp
mov edi, PEB_location
mov esi, [edi+0Ch]
mov esi, [esi+lCh]
mov edx, [esi+8]

But how is this happening? In all recent Windows versions, the GS register points to a data
structure called the Thread Environment Block (TEB). At offset 0x30 of the TEB, there’s
another data structure, namely the Process Environment Block (PEB) we saw earlier.

77EE5000 | 0000BO0O | Reserved (77D70000) MG ERWC-
7EFB0000 | 00023000 Map | R——— i
7EFDB000 | 00003000 | Thread 3F8 Wow64 TEB PRV | -Rw-- -RW--
7EFDE0O0O | 00001000 | PEB PRV | —RW-- “RW--—
7EFDFO00 | 00001000 PRV | —RW-- =
7EFE0000 | 00005000 MAP | -R-—- Armie

We can inspect these data structures with the help of Microsoft public symbols and WinDBG.

: NT_TIB
EnvironmentPointer : Ptr32 Voi

With the same tools we can inspect the PEB too:
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https://www.techbliss.org/threads/anti-disassembly-techniques-used-by-malware-a-primer-by-rahul-nair.804/
https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/debugger-download-tools

55 _PARAMETERS

_CRITICAL SECTION

With the third instruction, we are following the offset oxoc ,the PEB_LDR DATA

structure. This structure is fairly important because it contains a pointer,
InInitializationOrderModulelList , to the head of a double-linked list that contains the
NTDLL loader data structures for the loaded modules.

gth
Initialized
S dl

+
+
+
+
+
+
+
+

Each item in the list is a pointer to an LDR_DATA_TABLE_ENTRY structure. If we inspect
this structure, we get the DLLBase .
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https://docs.microsoft.com/it-it/windows/win32/api/winternl/ns-winternl-peb_ldr_data?redirectedfrom=MSDN

Uint4B
_UNI
_UNI
Uint4B
Uint2B
Uint2B
_LIST
Ptr32
Uint4B
Uint4B
Pt
onCon

Image

ullDlIName

TRING
TRING

Looking at this inside the debugger helps to shed some light:

5 e 7O T e 700 v TS 57 s -

Fle  View Dobug Trace Phgns  Favoultes  Options Mo Apr 292
OF =0l 7T& 9§
B o | @ e | g

o P fx s L e

O st | s |

& s | ¥ e

script | @) symbols ‘ © Source Reforonces | ' Thieads.

[403c381 £6 Tocation
[ed

e e | 00401055 |

W oump2 | g oump s

MCIEEEEN 00101005 |

T SA 90 00703 00 00 U004 00 00

NTDLL.DLL

ntd11.77DE1ECD

<tage3_002¢000D.

a8

NTDLL.DLL

stage2_002f0000. 00901063
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We got the base address of module ntdll.dll into EDX register, because this is the first
module loaded into every process in a Windows environment. We have added comments
and renamed select functions to clear up some of the observables.

ResolveImports proc near ; CODE XREF: sub 4014E8:loc 401000Tp

; FUNCTION CHUNK AT .text:00401106 SIZE 00000006 BYTES
; FUNCTION CHUNK AT .text:00401110 SIZE 0000002C BYTES
; FUNCTION CHUNK AT .text:00401180 SIZE 0000000E BYTES

mov ebp, esp

mov edi, PEB location

mov esi, [edi+0Ch]

mov esi, [esi+1Ch]

mov edx, [esi+8]
loc_40105A:

mov ntdll location, edx

push 2

pop ecx

mov esi, offset dword 401031 ; Some hash of strstr function

mov edi, esi

mov edx, ntdll location
DecryptionLoop: ; CODE XREF: ResolveImports+2Edd

lodsd

call DecryptionFunction

stosd

loop DecryptionLoop

call Wrapper_ LdrGetDLLHandle

mov dword_403C40, eax

push 0Bh

pop ecx

mov esi, offset dword 401005

mov edi, esi

mov edx, dword_403C40
DecryptionLoop_1: ; CODE XREF: ResolveImports+51id

lodsd

call DecryptionFunction

stosd

loop DecryptionLoop_ 1

call sub_4010AA

popa

db 64h

jbe short loc_401106

jo short loc_401110

Xor esi, [edx]

ResolveImports endp

After the malware gets the ntdl1l.d11 base address, it loops twice calling a function
named DecryptionFunction . This function receives as input a dword, which here is a
hash. As we’re going to see, it will walk the Export Address Table of the module searching
for a particular function with the name matching to the passed hash. With this first loop, the
malware finds two functions: strstr and LdrGetDllHandle .

As an example, in this particular case, the DecryptionFunction is walking, as we
explained before for ntd11l.d1l , the module kernel32.dll , retrieving the address of
VirtualAlloc putinside the EAX register as return value.
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https://www.sentinelone.com/blog/what-is-hash-how-does-it-work/

Hide FPU

EAX
EBX
ECX
EDX
EBP
EaE
EST
EDI

EIFP

75B061856
7EFDEOOO
00000009
75850000
000CFF8&8
000CFF88
00401011
00401011

0040109a

<kernel32.virtualalloc>
kernel32.75850000
stage2_0020000. 00401011

stage2_002f0000.00401011
stageZ_002f0000.0040109A

DecryptionFunction

After fully disassembling the function(s) we have the following:
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et =

DecryptionFunction proc near
var 4 = dword ptr -4
pusha |
mov ebp, eax ; EAX has the HASH
mov ebx, edx ; EDX has the base address of the module
mov edi, [ebx+3Ch]
mov edi, [edi+ebx+78h]
add edi, ebx
push edi
mov ecx, [edi+18h]
mov edx, [edi+20h]
add edx, ebx
P,
il s =
loc_4012El:
dec ecx
push ecx
mov esi, [edx+tecx*4]
add esi, ebx
mov eax, esi
Xor ecx, ecx
vy
FEE
loc_4012EC:
Xor ch, [eax]
rol ecx, 8
Xor cl, ch
inec eax
cmp byte ptr [eax], O
jnz short loc_4012EC
&
i 5
cmp ecx, ebp
pop ecx
jnz short loc_4012El
1
v
il s =
pop edi
mov eax, [edi+24h]
add eax, ebx
movzx ecx, word ptr [eax+ecx*2]
mov eax, [edi+l1Ch]
add eax, ebx
mov eax, [eaxtecx*4]
add eax, ebx
mov [esp+20h+var 4], eax
popa
retn
DecryptionFunction endp

The hashes of the resolved and imported functions appear as follows:
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dword_401005 dd 416F346Fh ;
!

dd 1E360E7Fh ;

dword_40100D dd OA7E6B43h ;
i

dd 5581963h ;

dword_401015 dd 65233F5Ah ;
1

dd 18732107h ;

dword_40101D dd 314F7A04h ;
dword_401021 dd 4179346Fh '
H

dword_401025 dd 35595F41h ;
!

dword_401029 dd 9320252h ;
H

dword_40102D dd 6E7A0640h ;
H

dword_401031 dd 7757506h ;
i

dd 130D013Ah ;

dword_401039 dd 7D1C4B5Fh ;
H

dd 96B111Fh ;

dword_401041 dd 102F2046h ;
H

dword_401045 dd 45324E13h ;
i

DATA XREF: ResolveImports+3D4o

ResolveImports:loc 40110640
GetModuleFileNameA

CloseHandle

DATA XREF: AllocateMemory+Ailr
VirtualAlloce

lstrlen

DATA XREF: sub 4010D1+204r
sub 40118E+12Eir

Sleep

GetModuleHandleA

DATA XREF: .text:004011564r
GetModuleInformationA

DATA XREF: ResolveImports+CAlo
GetModuleFileNameW

DATA XREF: sub 4010AAlr

sub 4010D1lir

LoadLibraryA

DATA XREF: sub 4012C2+2lr
ExitProcess

DATA XREF: sub 4011B8BElr
EnumSystemLocalesA

DATA XREF: ResolveImports+lAlo
ResolveImports+EQ4r

strstr

LdrGetDLLHandle

DATA XREF: .text:004013594r
RegOpenKeyExA
RegQueryValueExA

DATA XREF: .text:loc 401399i0
RegCloseKey

DATA XREF:
CharLowerA

.text:004013A440

After using the debugger to step into the loops of the DecryptionFunction , we were able

to find what functions the malware uses next.

This part of the executable almost works the same way through libraries and functions. |
highly suggest looking at the disassembly line by line to understand the inner working of the

Windows Internal Subsystem and API calls.

Another interesting trick to be even more stealthy is the use of stack strings to build calls to

LoadLibraryA . The secret here is that, by definition, the CALL instruction pushes the next

address onto the stack as the return address. But this address is an ASCII null terminated
string that will be an argument for the next LoadLibraryA call. Here you can see how it

loads two libraries: advapi32 and user32 .
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DecryptionLoop_ 1l: ; CODE XREF: ResolveImports+5147j

lodsd

call DecryptionFunction
stosd

loop DecryptionLoop_ 1
call Advapi32 Caller

dd 'avda'
dd '23ip'
db 0

advapi32

Advapi32_cCaller

loc_4010BC:

SUBROUTINE

proc near CODE XREF: ResolveImports+53Tp

call dword_ 401025 ; Call LoadLibraryA

mov edx, eax

push 3

pop ecx

mov esi, offset dword_401039 ; RegOpenKeyExA
mov edi, esi

; CODE XREF: Advapi32 Caller+19i1
lodsd

call DecryptionFunction
stosd

loop loc_4010BC

call User32_Caller

Advapi32_Caller

dd 'resu'’

wDeR user32
dw '23'

db 0

r

User32_Caller:

loc_4010E3:

CODE XREF: Advapi32 cCaller+1BTp
Call LoadLibrayA

- w

call dword_ 401025

mov edx, eax
push 1
pop ecx
mov esi, offset dword 401045 ; CharLowerA
mov edi, esi
; CODE XREF: .text:004010EAd]
lodsd
call DecryptionFunction

Immediately after resolving the imports, the malware sleeps for 10 seconds and then
retrieves a filename via GetModuleFileNameA .
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loc_4010E3:

loc_4010FF:

loc_401105:

loc_40110C:

loc_401124:

; CODE

DecryptionFunction

loc_4010E3
10000

XREF: .text:004010EA!]

dword_401015 ;7 Sleep for 10 seconds

esi, esi
edi, 104h
edi

7 CODE
offset dword_403C58
esi

; CODE
dword_401005 * Call
edi

; CODE
offset dword_ 403D5C
esi

dword 401021 ; Call
loc_401124

; CODE
offset dword 403C58
dword 401031 ; Call
esp, 8

eax, 0

short loc_40113C
sub_4012C2

XREF: sub 4010AA+22T5

XREF: ResolveImports+59T5
GetModuleFileNameA

XREF: ResolveImports+5CT]

GetModuleFileNameW

XREF: .text:00401118Tp

strstr

Interestingly, the image above also shows how the code checks if its own name contains the
string “sample” and if so consequently terminates itself. You can see how the call to the

strstr function is built and how the previous push is given to check for the “sample” string.

It's a simple anti-analysis technique that might easily catch you out. Protip: do not call your
sample “sample”. (2

00403c58 | 43
00403c68 | 5C
00403c78 | 30
00403c88 | 00
00403c98 | 00
00403ca8 | 00

3A
44
30
00
00
00

o
65
32
00
00
00

55
g
46
00
00
00

73
6B
30
00
00
00

65 72 73| 5C 6B 61 72
74 6F 70| 5C 73 74 6l
30 30 30| 2e 65 78 65
00 00 00| 00 00 00 00
00 00 00j 00 00 00 00
00 00 00| 00 00 00 00

WS W

74 6F BE 65| C:\Usersikartone
67 65 32 5F | \Desktop\stagel_
00 00 00 00| 002F0000.exe. ...
00 00 00 OO0 ..o im i,
0RO S | e
LRt L A e e e

Next, the malware performs another check via GetVolumeInformationA , which is
thoroughly documented in MSDN. Let’s look inside this call to understand its purpose.
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https://docs.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-getvolumeinformationa

loc_40113C:

push
push
push
push
push
push
push
push
call
cmp
jz
jnz

loc_40116E:

; CODE XREF: .text:00401135Tj
dword_403E00+163h, '\:C'
esi
esi
esi
esi
ebp
80h
esi
403F63h
dword_40101D ; GetVolumeInformationA
dword ptr [ebp+0], O0CD1A40h
short loc_40116E
dword ptr [ebp+0], 70144646h
short loc_401173

; CODE XREF: .text:00401163Tj
sub_4012C2 ; Exit process

From the above disassembly, we can see that it retrieves the volume serial number and
checks if it's equal to some two serials. It then opens a registry key with RegOpenKeyEXxA ,
pushing one of the arguments with the same CALL technique. It then obtains the value of
the registry key, closes the handle, and converts the value to lowercase before proceeding.
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retn

DecryptionFunction endp

loc_401318:

call
dd
dd

; CODE

loc_401349

'TSYS’
'C\ME'

dd 'erru’
dd 'oCtn'
dd 'ortn'

dd
dd
dd
dd
dd
dd '

'tesl’
'res\'
'eciv'’
'iD\s'
'E\ks'
mun

XREF:

.text:0040119ATp

loc_401349:

pop
push

push
push
push
push
call
mov

mov

push
push
push
push
push
push
call
push
call
push
call
push

Pop
call

r
eax :
403F67h
q.

0

eax

HKEY_ LOCAL MACHINE
dword_401039 ;
dword_403E00+16Bh,
dword_403E00+16Fh,
403F6Bh

403E60h

0

0

403F6Fh
dword_403E00+167h
dword_40103D .
dword_403E00+167h
dword_401041 ;
403E60h

dword_ 401045 :
4

ebx

loc_4013B6

It looks clear when you see it in the debugger.

CODE

XREF:

58 [ eax: "SYSTEM\\CurrentControlSet\\services \\Di sk\\Enum™
68 673r4000 push' stage2 00200004036
6a 01 "
6 00
50 eax: “scei\\diskden vmare dprod vmare virtual £\\3422
68 02000030
FF13 19104000 s L nsqmensesia )
703 68574000 FF000
705 61 314000 30000 3000
68 Ga3r4D00
68 60364000 AOIEB0: *scs 1\ di sk&ven_vmware_Eprod_vmeara_yirtual_s\\5&
o
o
68 OFIF4000
FF33 0734000
F15 30104000 | SARegmeryvatueexts 1
35 6734000 (40367
FE15 41104000 [taegClosexey> |
& §03c4000 403E60 ADIE0: "5\ di skaven, veware_&rod_vware_virtusl s\\542
FF13 451040 achart owerss 1
o
5 N
£8 05000000 ERTN = £age? 0020000401356
v 570 stage2. 60270000, 401418
60 wsd
< e stage2_002
£8 08000000 ﬂ]] stagel ODZYQODD 4013&]
be stage?_002f0000.401426
7 b stage?_002f0000. 401433
e taged 0021000040127
& e
oues add a1, ch
o e
0000 add byte pre ds: [eax],a] ax: "3cs T &orod_vmware_virtua be
076 60 ad byte pir ds: [caist0],dh
o ' stage2, DO2FO000. 401420
T T2es i Stages 00270000.401433
08 ey
o 00 aid 21,0
2000 add byte pre ds: [eax], cax: "acs i\ disktoven vimare dprad vmmare virtunl s\5822be3
v T 6 a2 00240000, 401138
o cutah
"
00240000, exe: 8130 #5C
2 | G bump3 || g Dumpd | g Dumps | @ Wolch1 | jue] Locals | 3 Struct
ASCIT T =

00 00 00 00] 00 0

o
59 60 00 00| 6 60 0 00| 00

%0 00 00
00 00 00 .

W0

0 00 00 -
2 00 60

bedd 5 E04£000000

22be343F20R000000"

262343F 805000000

Feturn to stage?_B0ZF0000. 00401195 from stage?

Call RegOpenKeyExA
OFFh
30h

Call RegCloseKey

Call CharLowerA

.text:loc 4013181p
SYSTEM\CurrentControlSet\Services\Disk\Enum

Call RegQueryValueExA

Hide FPU

A “ses I\\dskbven_vmware_& rod_vmare_yirtual_s\\5822be3
e 0

ECX EBRA3L2

Fix 0000000
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s
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- Defaul (stdcall s =
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With this string saved somewhere in memory, the code goes on to perform some other

checks trying to find any sign of running inside a virtual environment.

push 403E60h
call dword_ 401045 ; Call CharLowerA
push 4
pop ebx
loc_4013AC:
call loc_4013B6
dd 'umeq'
db 0
loc_4013B6: ve . ; CODE XREF: .text:loc 4013ACTp
ca oc_4013C3
dd 'triv'
dd 'lau'
loc_4013C3: e . ; CODE XREF: .text:loc 4013B6Tp
ca oc_ 4013CF
dd 'awmv'
word_4013CC dw ‘'er’
db 0
loc_4013CF: 2 3 ; CODE XREF: .text:loc 4013C3Tp
ca oc_4013D8
dd 'nex' @
loc_4013D8: ; CODE XREF: .text:loc 4013CFTp
; .text:004013F347
push 403E60h ; Pointer to the retrieved registry value
call dword 401031 ; Call strstr
add esp, 8
cmp eax, 0
jz short loc_4013ED
jmp short loc_4013F7
loc_4013ED: r 5 ; CODE XREF: .text:004013E9Tj
ec ebx
cmp ebx, 0
jz short loc_4013F5
jmp short loc_4013D8
loc_4013F5: " ; CODE XREF: .text:004013F17Tj
jmp short loc_4013FB
loc_4013F7: " ; CODE XREF: .text:004013EBT
pus 1
pop eax
retn
loc_4013FB: ; CODE XREF: .text:loc 4013F571j
Xor eax, eax
retn

As part of the anti-virtual machine checks, it initializes a 4 cycle loop; during this loop it
performs a call to the strstr function to search inside the retrieved registry value for any

sign of the strings: “gemu If you notice in the previous debugger

)k

hy

virtual”, *

1, ”

vmware”, “xen”.

28/31



screenshot, I'm running the sample inside a VMWare machine, so to continue | will need to
patch the return value of strstr function calls to return zero.

Other checks are waiting:

loc_4011A9: ; CODE XREF: .text:004011A2Tj
call loc_4011B6

' dd 'eibs’
dd '11d’

loc_4011B6: ; CODE XREF: .text:loc 4011a9Tp
call loc_4011C3
dd 'hgbd'
dd 'ple’

loc_4011C3: ; CODE XREF: .text:loc 4011Bé6Tp
push 2
pop ebx

loc_4011C6: ; CODE XREF: .text:004011DCij
call dword_401019 ;7 Call GetModuleHandleA
cmp eax, 0
jz short loc_4011D6
jmp ExitProcess

loc_4011D6: ; CODE XREF: .text:004011CFT5
dec ebx
cmp ebx, 0
jz short loc_4011DE
jmp short loc_401JiCé

As you can see, the malware tries to understand if it's being debugged or executed inside a
sandbox by trying to get a handle to modules sbiedll and dbghelp. If it's able to detect one of

these two libraries, it terminates the process and exits.

Finally, The Payload!

Having passed all sorts of anti-analysis and anti-debugging checks, we finally reach the
payload! Now, the malware begins to reveal its secrets in memory.
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g Dump 1

k% Dump 2

gy Dump 3

B Dump 4

g Dump 5

@5 Watch 1 |

e

Address

Hex

ASCIT

0040167D
0040168D
0040169D
004016AD
004016BD
004016CD
004016DD
004016ED
004016FD
0040170D
0040171D
0040172D
0040173D
0040174D
0040175D
0040176D
0040177D
0040178D
0040179D
004017AD
0040178BD
004017cp
004017pD
004017ED
004017FD
0040180D
0040181D
0040182D
0040183D
0040184D
0040185D
0040186D
0040187D
0040188D
0040189D
004018AD
004018BD
004018cD

AOANT O

4D
E1l
1F
07

38
48
B4
20

50
40
cD
72
OF
24
42
52
Ab
07
06
2B
E4
19

5A
01
09
70
FF
0a
5E
1B
04
39
C5
91
15

38 67
EO
21

6F

02 02
0a
67
61
64
57
EO
EC
3D
A0
F8
01
24
4cC
29
50
5C
32
BO
20
EO
19
2E
54
BO
CE
63
6D
Cc/
61
AA
77
20
96
1c
2C
3B
2D
L2

07
01
0A
c7
c7
50
8E
0c
0D
14
43
20
34

04
B3
4c
6D
E7
63
EO
3F
47
81
EO
46
2B
19
38
2E
72
08
7C
3C
5C
76
83
09
78
AD
7
6F
84
2F
26
02

OF
1c
90
27
D3
45
07
CE
65
17
4F
06
28
AS
50
65
DO
BD
02
98
47
33
83
25
33
43
F6
E6
74
2E
0A
1D
EE
41
4p
Ti
30
6E
19

07 FF.IC 10

06
10
75
57
0E
Al
40
3E
05
44
0E
4c
CE
2E
12
4E
28
98
BF
06
EO
6E
14
0cC
Fd
74
3A
69
60
B8
6D
8E
67
65
EC
2E
67
o0

BA
54
[af
69
08
0B
14
01
DO
50
60
2F
co
65
6C
48
Al
66
2C
08
32
82
Ad
64
8E
(&7
7
66
30
A7
73
48

10
68
74
DO
4c
01
05
2C
24
45
44
co
2E
Ad
6F

00
69

4H.@a.&.3...°

s. prog3amg uCto
beCy.n..dcCOWin3
2...37) -WcPE. L.
...AB¥*X_ aa..j...
e e R B T
.T9. !4hI=G.e>_,j
By LoD
| .AA. (.:8aCODPE.
uw/.+0AH.F .. DA
TT..4.0b%+4 (L /A8
BSO. . j$PL.B¥TA 4
dart®oG )8PP.en(
L Pire - lox
r$AS. J<(\rsbNHO
(B.(!.aa2.0%(j.y
P SVl e R
s B W L e
XZA. A¥asa\aG. . h.
L.raeagi.v.3a2.0
n/.0 p&f..1.n.k§
ALPFD.T.UR. H, .
ML 1 x 3 .dry
o _ANAB3=1 hCb...
advEpi®.cryotC.w
s0_..urlmoUz:wTe
l:0Z.E.IC.atiTE@
AM=o0z .a/4. " 0.m
d=g&etlL3%&z. §vy.
@he.p:/,w...msn.
col0a.GET g%i.Hp.
P.1l.w.Iu..-Ag?6:
2 :HoO..AcMep.y
xF/.oml, P giive
vO../x.";g=0.9..
*wT.1-5.-Langu -~
7]

nlz [N L=l

We can clearly see it’'s a PE file, but it's scrambled somehow. This code will be decoded and

managed in memory with a complex routine.
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loc_4011DE: ; CODE XREF: .text:004011DATj

mov esi, offset unk 40167D
lodsb
mov dl, al
mov edi, esi
mov ecx, 25B5h
push ecx |
push esi
loc_4011EF: ; CODE XREF: .text:004011F3i9
lodsb ; Dexoring buffer at 0x0040167d with size 0x25b5 and xor key 0x8c
xor al, dl
stosb
loop loc_4011EF
mov eax, 10000h
call AllocateMemory
mov ecx, eax
pop eax
push eax
push ecx
call loc_40144D
xXor al, al
pop ebp
pop edi
dec edi
pop ecx
rep stosb
mov eax, [ebp+3Ch]
add eax, ebp
push eax
mov eax, [eax+50h]
call AllocateMemory
mov ebx, eax
pop eax
push eax
mov ecx, [eax+54h]
mov esi, ebp
mov edi, ebx
rep movsb
mov [ebx+134h], ebx
movzx ecx, byte ptr [eax+6]
Pop esi
push esi
add esi, 0F8h
loc_40123E: ; CODE XREF: .text:0040125847
push ecx
mov ecx, [esi+l0h]
test ecx, ecx
jz short loc_401254
push esi
mov edi, [esi+0Ch]
add edi, ebx
mov esi, [esi+l4h]
add esi, ebp
rep movsb
pop esi

Digging into this code will require more time and effort than the analyst will normally want to
expend. Instead, we can detonate the malware in our isolated environment and observe its
execution. As we will see in the next post, this will reveal that a new instance of

svchost.exe is loaded into memory, which suggests some sort of process injection. If you
enjoyed this deep dive and would like to know when the next Going Deep post is available,
just subscribe to the SentinelOne blog newsletter!

I0Cs

Sample Hash 07e81dfc0a01356fd96f5b75efe3d1lblbc86ades

MITRE ATT&CK

Smoke Loader {S0226}
Virtualization/Sandbox Evasion {T1497}
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https://attack.mitre.org/software/S0226/
https://attack.mitre.org/techniques/T1497/

