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clearskysec.com/free-targeted-attacks-research

2021-04-20 Suspicious Lazarus Documents

While menitoring VirusTotal, we identified four malicious documents that share common TTPs. These docx files
using remote template injection to download a dotx file from a C2 server, which has a unique remote IP address.
Two of the four IPs we have found have been previously reported by F-Secure as Lazarus group. We suspect with
medium-low confidence that the new IP addresses are also controlled by the Lazarus group. Unfortunately, we
couldn’t retrieve the malicious templates to further investigate the kill chain
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