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A new ransomware has been discovered called FuxSocy that borrows much of its behavior
from the notorious and now-defunct Cerber Ransomware.

Discovered by MalwareHunterTeam, this ransomware calls itself FuxSocy Encryptor, which
is named after the FSociety hacking group in the Mr. Robot television series.

Like any other ransomware, FuxSocy will encrypt a victim's files and then demand a ransom
in order to get a decryptor.

What is interesting about this ransomware, though, is that the developers decided to model
it after the Cerber Ransomware by adopting its outward appearance as well as some of the
internals.

Similarities to Cerber

When analyzed by reverse engineer Vitali Kremez, the researcher told BleepingComputer
he noticed that some of the ransomware internals are similar to those used by Cerber.
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For example, when encrypting files FuxSocy will skip files whose file path contain certain
strings. Many of the strings are taken directly from Cerber, who used the same exception
list, with FuxSocy adding some additional ones.

The full list of bypassed folders are below:

*:\$getcurrent\*

*:\$recycle.bin\*

*:\$windows.~bt\*

*:\$windows.~ws\*

*:\boot\*

*:\documents and settings\all users\*
*:\documents and settings\default user\*
*:\documents and settings\localservice\*

*:\documents and settings\networkservice\*

*:\intel\*

*:\msocache\*

*:\perflogs\*

*:\program files (x86)\*
*:\program files\*
*:\programdata\*

*:\recovery\*

*:\recycled\*

*:\recycler\*

*:\system volume information\*
*:\temp\*

*\tmp\*

*:\windows.old\*
*:\windows1Qupgrade\*
*:\windows\*

*\winnt\*

N R\

*\appdata\local\*
*\appdata\locallow\*
*\appdata\roaming\*

*\local settings\*
*\public\music\sample music\*
*\public\pictures\sample pictures\*
*\public\videos\sample videos\*
*\tor browser\*

Ltxt

-Jpg

Like Cerber, FuxSocy will also prioritize certain folders to make sure they get encrypted.

This list of priority folders are:
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bitcoin

excel

microsoft sql server
microsoftl\excel
microsoft\microsoft sql server
microsoft\office
microsoft\onenote
microsoft\outlook
microsoft\powerpoint
microsoft\word
office

onenote

outlook

powerpoint

steam

the bat!

thunderbird

word

autodesk

solidworks*

OpenSCAD

In addition, FuxSocy also scrambles the file name and extensions used by encrypted files in

a similar manner as Cerber.

> %L Favorites
I = Libraries

> ¥y Homegroup OIYmKQ1AKm.a8

2d
I /M Computer
2 “ﬁ MNetwork
479fEVrLMa.a82d
BoYfiyidgt.a82d
152 items

I

OwAB006j10.382
d

47rRIc8zhU.a82d

6QPcxbdvgs.abad

1LpMb7iZem.aB2
d

5cGlrRup7e.abd

8s11PRHMEu.a82
d

JolEdmnkC.a82d

509rbpu2D.af2d

SUi3PcyEW.a82d

o -E- sl
QU . | Bita A | +4 | | Search test o |
Organize » Include in library + Share with « Slide show MNew folder = > [l @

45BB580d9Y.a82d

SuBwNByzB8.a82
d

9VByMjlokf.a82d

Encrypted FuxSocy Files

Finally, after encrypting a computer the Windows desktop background will be changed to an

almost identical background that was originally used by Cerber.
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So what has changed?

While outwardly FuxSocy looks very similar to Cerber, there are also quite a few
differences.

For example, FuxSocy attempts to more extensively block users from running the
ransomware on a virtual machine by looking for the following processes, files, and named
pipes:

4/9



prl_cc.exe

prl_tools.exe

vboxservice.exe

vboxtray.exe

VMSrvc.exe

VMUSrvc.exe

vmtoolsd.exe

vmwaretray.exe

vmwareuser .exe
VGAuthService.exe

vmacthlp.exe

xenservice.exe

gemu-ga.exe

\\.\VBoxMiniRdrDN
\\.\VBoxGuest
\\.\pipe\VBoxMiniRdDN
\\.\VBoxTrayIPC
\\.\pipe\VBoxTrayIPC

\\.\HGFS

\\.\vmci
system32\drivers\VBoxMouse.sys
system32\drivers\VBoxGuest.sys
system32\drivers\VBoxSF.sys
system32\drivers\VBoxVideo.sys
system32\vboxdisp.dll
system32\vboxhook.dl1l
system32\vboxmrxnp.dll
system32\vboxogl.dll
system32\vboxoglarrayspu.dll
system32\vboxoglcrutil.dll
system32\vboxoglerrorspu.dll
system32\vboxoglfeedbackspu.dll
system32\vboxoglpackspu.dll
system32\vboxoglpassthroughspu.dll
system32\vboxservice.exe
system32\vboxtray.exe
system32\VBoxControl.exe
system32\drivers\vmmouse.sys
system32\drivers\vmhgfs.sys
system32\drivers\vm3dmp.sys
system32\drivers\vmci.sys
system32\drivers\vmmemctl.sys
system32\drivers\vmrawdsk.sys
system32\drivers\vmusbmouse.sys

Another strange feature is that the FuxSocy Encryptor does not encrypt the entire file.

According to Michael Gillespie, the ransomware will start encrypting files at 0x708 bytes,
which for the most part will make documents unusable.
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gN1EmFaEeq.a82d M |

0010h: 00 00 03 20 00 00 02 58
0020h:| 42 00 0D 00 0% &7 41 4D
0030h: ES 00 00 00 19 74 45 58
0040h: 65 00 41 64 6F 62 65 20
0050h: 64 79 71 C5 &5 3C 00 00
0060h: DO 86 00 00 46 56 70 00
0070h: 45 00 00 00 4F 1A 07 OD
0080h: 2A OE ES 00 00 78 84 CO
0080h: 00 28 21 40 ST B8 FO &2
00AOh:| AD C42 FF 26 /2E 3C 14 19
00BOh: 87 BO 32 3D 50 78 93 BF
oocon:| CBE 74 00 0D 64 20 49 44
Q00DOh: A3 €0 14 ED 04 00 D01 C4
QOECh:| 00 01 34 9A 41 46 C1 28
00FOh: 82 51 80 07 00 04 DO &8
0100h: AO D1 OC 32 0A 46 01 1E
0110h: 02 2C 00 20 80 46 33 C8
0120h: 66 90 51 20 0A FO 00 80
0130h: 01 00 01 34 5A 41 46 C1
0140nh:| 8C 82 51 80 07 00 D04 DO
0150h: 08 RO D1 OC 32 OA 46 01
0l60h: 8C 02 3C 00 20 80 46 33
0170h: 8D &6 S0 51 320 0A FO 00
0180h:| EO 01 00 01 24 SA 41 46
0l180h: 83 8C 82 51 80 07 00 04
01a0h: 00 08 AO D1 OC 32 DA 46
01BOh: 14 8C 02 3C 00 20 80 46
0icon:| 00 8D 66 90 51 30 DA FO
0ipoh:| 14 EO 01 0D 01 34 5A 41
01EOh:| 34 83 8C 82 51 80 07 00
01F0Oh: OF 00 08 A0 D1 OC 32 QA

Opened file 'C:\Users\User\Do Pos: 0 [Oh]

4 010 Editor - ChUsers\User\Documents\gN1EmFaEeq.aB2d
File Edit Search View Format Scripts  Templates Tools  Window

DO HAWBO[ SBR[ LR

'6oodﬁ{mﬁﬁméﬁméf”é§méﬁ”di'iﬁndﬁmdo 00 00 OD 45 48 44 52

8 03 00 00,00 AD AB 72
4100 00 AFICS 37 05 &

74 53 6F 66 74 77 61 72 || &....tEXtSoftwar
49 gD &1 &7 &5 52 &5 &1 e.hdobe ImageRea
00 60 50 4C 54 45 83 A0 dygEe<... PLIEF

AB 38 00 87 2D 50 62 80 | Bt..FVp.«8.%+-FPbE
0D C2 00 00 00 &B 24 00 IguneOuomliaaa ks
64 7B A0 3C 4a &0 27 00 * &..x"Ad{ <J"'.

78 9C &C 84 AC 1E 25 30 . (1@—, 8b=el, .30
20 8D AC EO 5A &F 50 &E Aye.<.. .-3Zo.n
FF 00 00 00 00 00 54 43 F2=PE"{F.u..- “C

41 54 78 DA 62 80 1F 05 | FEt..d IDATzUb...
30 12 04 A3 |60 14 E0O 06 || £-.a...A0..£".4.
CO 03 00 02 &8 34 83 8C || ..43AFA(A...hafE
06 15 05 A3 |00 OF 00 08 || ,0€...Ph...£....
00 10 40 23 19 64 14 8C | N.2.F....@L.d.E
28 18 05 78 00 40 00 8D || .<. €F3E(..x.@..

00 1A CD 20 A3 &0 14 EO f.Q0.8.€..T £ .4

28 CO 03 00 02 68 34 83 | ...43AFA(A...h4f
8 06 19 05 A3 00 OF 00 | &,QS...Bh...LE...
1E 00 10 40(A3 19 64 14 | . N.2.F....8L.d.
8 28 18 05 78 00 40 00 | €.<. €F3E({..x.@.

80 00 12 CD|20 A3 &0 14 | .£.Q0.5.€..1 £~
Cl 28 CO 03 00 02 68 34  &...43AFA(A...h4
DO 68 06 19 05 A3 00 OF | fE,QE...Bh...L£..

01 1E 00 10 40 A3 19 &4 e HeZoFEoww.BE0
33 C8 28 18 05 78 00 40 .E.x. €F3E(..x.@
00 80 00 1A CD 20 A3 &0 ..E.00.8.€..F £°

46 C1 28 CO /03 D0 02 &8 || .a...43AFA(A...h
04 DO 68 06 19 05 A3 00 | 4fEQE...Dh...LE.
£

46 01 1E 00|10 40 A3 18 sene Mupdeiea el
Val: 137 89h 10001001b  Size: 5072134 AMSI LT W OVR

=)

Partially Encrypted

Image

Some image files, though, will have their unencryption regions viewable as shown below,

with the rest being corrupted.
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Corrupted Image File
Finally the ransom notes are different, with Cerber using a Tor payment site, while FuxSocy
asks you to contact them via the ToxChat messaging app.

File Edit View Settings 2

DS o ol ran @ eal=m i

1httention!

z a1l your files documents, photos, databases and other important files are encrypted.

= The only method of recovering files is to purchase a private key. It is on our server and
only we can recover your files.

Visit https://tox.chat/download. html
pownload and install gTox on your PC.
open it, click “Mew Profile" and create profile.
4. Click “add friends" button and search our contact -
IRERHAE, NN A S IR S PR N RN S N Pl e KR SN AN S R e~

[ I T, RS
[FNR N

Lnl1:8 Coll Sel 498 bytes AMSI CR+LF IN5 Default Text

FuxSociety Ransom Note
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While the similarities and differences are interesting, ultimately both ransomware infections
do the same thing. They encrypt your data and make you pay a ransom to get your files
back.

Unfortunately, at this time preliminary research of this ransomware indicates that the
ransomware cannot be decrypted for free. It is advised that any victims restore their files
backup rather than paying the ransom.

Update 10/28/19: Made a correction that some of the folders we stated were bypassed are
actualy given prioritized encryption.
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Ain't the Corrupted Image File a image from DirtyDecrypt?
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