Mot sample nham vao Bank & VN
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Dot rdi, sau khi tdi cé dang status xin dao trén FB, may qua ciing c6 vai ban nhiét tinh givi cho.
Mau nay theo nhan dinh thi target thang vao bo phan nhan sw ctia Bank. Sample ¢6 tén dang:
CV_<ten_ung_vien>_ChuyenVienKhachHangCaNhan
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https://tradahacking.vn/%C4%91%E1%BB%A3t-r%E1%BB%93i-t%C3%B4i-c%C3%B3-%C4%91%C4%83ng-m%E1%BB%99t-status-xin-d%E1%BA%A1o-tr%C3%AAn-fb-may-qu%C3%A1-c%C5%A9ng-c%C3%B3-v%C3%A0i-b%E1%BA%A1n-nhi%E1%BB%87t-t%C3%ACnh-g%E1%BB%ADi-cho-537b19ee3468
https://kienbigmummy.medium.com/?source=post_page-----537b19ee3468--------------------------------
https://kienbigmummy.medium.com/?source=post_page-----537b19ee3468--------------------------------
https://medium.com/m/signin?actionUrl=https%3A%2F%2Fmedium.com%2F_%2Fsubscribe%2Fuser%2F3d670b41fa5f&operation=register&redirect=https%3A%2F%2Ftradahacking.vn%2F%C4%91%E1%BB%A3t-r%E1%BB%93i-t%C3%B4i-c%C3%B3-%C4%91%C4%83ng-m%E1%BB%99t-status-xin-d%E1%BA%A1o-tr%C3%AAn-fb-may-qu%C3%A1-c%C5%A9ng-c%C3%B3-v%C3%A0i-b%E1%BA%A1n-nhi%E1%BB%87t-t%C3%ACnh-g%E1%BB%ADi-cho-537b19ee3468&user=m4n0w4r&userId=3d670b41fa5f&source=post_page-3d670b41fa5f----537b19ee3468---------------------follow_byline-----------

1. Phan tich XML file

File nhan dwoc cé phan mé réng 1a .doc nhwng khi kiém tra bdng HxD thi thay day 1a mét XML
file, khong phai la OLE file:

2/21



L

Ta c6 thé sir dung oledump (https://github.com/DidierStevens/DidierStevensSuite) cla tac gia
Didier Stevens dé kiém tra théng tin lién quan:
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https://github.com/DidierStevens/DidierStevensSuite

L

Nhw trén hinh thi file nay co6 hai stream chinh Ia A: oledata.mso va B: editdata.mso. Trong dé
tai stream B, oledump phat hién stream B3 |a mdt macro stream. Hoan toan co thé dung
oledump dé dump ra VBA code:
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Ngoai ra, cling c6 thé sir dung olevba (https:/github.com/decalage2/oletools/wiki/olevba) clia
tac gia Philippe Lagadec dé dump VBA code:
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https://github.com/decalage2/oletools/wiki/olevba

L

olevba con cung cép thém cac théng tin téng hop rat hivu ich trong qua trinh parse VBA code:
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Céc ban c6 thé doc code chay dé hiéu xem VBA lam gi, nhung tdi thich dung tinh ndng Debug
VBA code cua Office.
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VBA code thwc hién trigger nguw®i dung khi hg dong tai liéu, né sé goi téi doan code sau:
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Dau tién sé goi ham Extract(), ham nay thwc hién nhiém vu drop ra mét file dll cé tén la
propsys.dll (a9483fffb2cc476837d42832df2d79c5) va copy file control.exe (la Windows
Control Panel ctia hé thdng) vao thw muc %LOCALAPPDATA%:
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Thuwe hién thanh cdng ham Extract() sé goi tiép ham Create()dé ciu thanh mot VBScript va
Iwu toan bé ndi dung cua script nay vao file abi.vbs (6712f6862f823a16736b1334daad3e810) tai
thuw muc %APPDATA%. Sau doé, sir dung cscript dé thuec thi file abi.vbs vira tao:
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Phan tich file abi.vbs thi théy dinh nghia mét task dé thuyec thi file control.exe da duoc copy
vao thv muc %LOCALAPPDATA%:

e Tao thw muc tai
 Khai bdo mot task mai va cung cép cac théng tin lién quan:
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Thiét lap trigger cho viéc thice thi va tao ra mét file Ia cé dinh dang XML dé lwu théng tin
vé task:

13/21



14/21



L

Scheduled task sau khi dwgc tao thanh céng sé twong tw nhw sau:
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2. Phan tich so bo propsys.dll (32-bit dll)

DIl nay export mot ham duy nhat la PSCreateMemoryPropertyStore:
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C6 Import cac ham ti hai thw vién kernel32.d1l (67 funcs) va wininet.dll (4 funcs). P& y cac
ham dwoc import tir thw vién wininet.dll ta thay rang dll nay sé thwc hién két ndi t&i Internet dé
doc file nao do:
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Tap trung vao ham duoc export la PSCreateMemoryPropertyStore, ta thdy tlir ham nay goi t&i
cac sub function la sub_10001B90; sub_10001250; sub_10001770; sub_10001390. Trong
do, dang cha y 1a sub_10001250 vi n6 goi t&i cac ham c6 truy xuét tdi Internet:
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sub_10001B90 |am nhiém vu cau thanh chudi URL (hxxps://sub].]journeywiki[.Jcom/nancy.ico)
trong memory:
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Ham sub_10001250 |am nhiém vu két ndi téi URL trén véi user agent la “Mozilla/5.0
(Windows NT 10.0; Win64; x64; rv:59.0) Gecko/20100101 Firefox/59.0” dé doc file va lwu
vao vung buf cé kich thwéc la 0x400 bytes:
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R4t tiéc tai thoi diém hién tai thi C2 da chét nén khong thé phan tich dwoc gi thém. R4t cdm on
cac ban trong friend list da chia sé cho t6i!

Sharing is caring!! :pray:

P/S: Ban nao c6 thém thdng tin khac thi vui ldng dé lai comment !
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