HildaCrypt Ransomware Developer Releases Decryption
Keys

B bleepingcomputer.com/news/security/hildacrypt-ransomware-developer-releases-decryption-keys/

Lawrence Abrams

By

Lawrence Abrams
e QOctober 5, 2019
e 04:47 PM
.« 4

2101 1
J ] | .f U

m‘ LY

The developer behind the HildaCrypt Ransomware has decided to release the
ransomware's private decryption keys. With these keys a decryptor can be made that would
allow any potential victims to recover their files for free.

When a new ransomware or a variant is discovered, it is very common for researchers to
post about them on Twitter. This week, researcher GrujaRS discovered a new ransomware
variant and identified it as a STOP variant.
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S See Cyber Security's other Tweets >

Last night, the developer contacted the researcher to tell him that it was an incorrect
identification and that it was actually a variant of the HildaCrypt Ransomware.

As part of this communication, the developer decided to also release the master private
decryption keys for the ransomware.

With these keys a decryptor can be made that allows a victim to get their files back for free.
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Greetings from jOhanna! A

These are my private RSA-2048 keys, have fun!

HILDACRYPT 1.1:

<RSAKeyValue><Modulus>28guEbzkzcikg3IN/Exug8jGcshumMscmoFsh/ 3LoMywzPrnfHGhr gotuY /cs+eSGABQ+r s1B+MMWOWvOWdVPBXxUgzgsgogcIt7P+rdb
Whf ccYeKDi7PGRTZUTV+XpMG+IHU,/ Jger BM1Fi49+0vUMUEWSal5Z408CvFapojDkMTOP 5CIGYLS1VFud8rev7ZtwcC aGf 8Brt8DAUL215ZQ1 x0aw8PpNCHS /74W
EBdAHKLF3sYmR7 yFWadCIRovzdx8/qf jMtZz41sITIEYajVKFAL80TT 2/ UBME2gsAM/BGT12hgLXP5ZGKPgQET7ZpiclfReZcpionhNZzzxzteCsLTa,/ jo==</Modu
Tus><Exponent>AQAB</Exponent><P>+etEOHTgvrNI8QPz,/ TwETFNHRk+tmshndN/bznik 8z 3wMu,/13v1E1EBOUXRP3UUIOAT 2yt LROSMET ji+nU+rPUboMGdY
J1toR5E7 I,/ wWLg+IThw7Uo97 afGu /uaof 1b+31CT191HNARATIQL/9rCVPIYRRDIUDNNA IksURSkD+gs=</P><Q>4 SEwaQZpgChIuq9ig+QqLoly IMLE+elylwxlu
jrgdfE2ghl7y/g2yP/qPeZZ TkwZoF 2t agySVDVFNImKxpmxd3iDWHI1iZwanbygi3r7u9goPiMATIKuDAMht xtlel puoZBbmWlvuee /BBz162zIkZbis7Mf 3INSGEOY
NTFvQfbwBc=</Q><DP>FZdr 517WzeLzemObAvilznd 81CjyGLNDrodCcoD5YED /PI6Trx0Z TLHUDWZ 5QAA /31 IHMhKwnL 25Xhnc7f 5abvs 35CdFiHDvO2+15QDeg
UoNFLgOb9erk /+bxXxM3EBa6h2kHXWOK+N1G2EpsZcv 1,/ nQAneGzPUBthcdgqwxzHKS0=</DP><DQ>0gzHOTGBO3Rb1INUS9ZC3robugqwaf QuOXBlGY CAT SvedKrsa
VdnxZZuAuwnCIu/45kzjOMAT3HVOIh3HOgyDiCbbdKDFkGZDal6cOomlulZ8ChIb] 21 eRWE+S7 TINHNApOUTTX8AQPZ5TY/ 6+ pTOKKYIUBRe3dLDKEC S UKO2CU=
</DQ><InverseQ>91IrTvMBmA+yk XbBOBBEHLDT oUNa3XFgoOBdr FKCTRY5AZz4yy2AGETZ joqvwvTitcIfumrRTZ4e/QufL 1 ThC8rbBvC28ZW3CN3RPMHTFOOUY 5w
J5VN1etgxwh9cN7 136550mx2qIjspoywRb2cHXVGTImio82rghg+ /1 jFwdwbxk=</InverseqQ><D>Y11BOpNT+YUEL5aFgmK3HVM+GWRKbPQNTuTypxusxepLZ1n
oLgaoM/v/mnkcr DRwYd 1L 6p+4Bzs1EMhb? pOsHCKMDEGE 3GHr vGDC GV IgBkrTpugq99,/aNXulvDB4 /ua5xAs32xn8Cu5m/Qpl BKNFWGTME /jo9sjL+8cjqve+ibu
hde87PWETKkEVRDgPZUpmML7 08SWCNECMOI2BW]EBwah0iRZHOTP jwlLXPM7LTPUeYATKHUXRJBNGIZYRoONNOGEU] jgTor LkTkQunrexHs 51SRonNNdr 9zRDm4 35 8r
adnnhul 7hvfvmheomguho?7 sbz9q7 Lxyvibv7CQODVCy+ZzI0==</D></RSAKeyValue>

HILDACRYPT 1.2:

<RSAKeyValue><Modulus>0DFRVFCWTbLeL /2mmOfbx985TmGIcRIWIUTIYNNXmpZMOZieY]11pONmimcanNg2xpx1z5ak /Pv558szcBZoyqwmSxwedpo6vhsrCPap
+AT8LavXaeXnN11AacMDd7 SRIJKQUPT4S3FSYT4FC7hygPxotr 914unmyHB4Z 3dypPyY+mOkfkHOYKNKRNWINGLE3IVRhX /Z4XAezp9cPXTK2qThpTKOUL4NHIEITX
pIuUWbAWYZHIAWVTAHWM 16+ 8H9BkNpgcmOgGiwvRhivvjou3of TEd8hBkbgYFEOKDY1p5eL4DNZWEAZM,/MLGX8Q 1T VYFSpawAvBBOp6s IMMTIGC? 61F2w==</Modu
Tus><Exponent>AQAB</Exponent><P>/21goMRGCWVYMFtIsWBZ 9GsshfypywI3dgeazjkf jN3sdr /HZvo/IUZ200hmEWB4 INTSIT x INWChmB3c9z7 107 vvtwsrha
+9aktcPx2esvhmMLZzchNOkkb99r53hGZL QKe L HQVT TWFNELZwWUKPFEk zuk4 j 83sHS2Ngk aR+ XWXBQC=</P><Q>0KwX2Bwr RXF 1 F jnFv5H7 0qjoECr hvoBKACVT2
sSYrwit7xpq0j 1kKpx9wssDveYvpgoNLh011YoN8660gr EdpStiN9OIdUuDMVGFKbECK /pXcSBWKOF ah,/VEAT 9VIEPeRbD,/k2NuRzyKD2Nr 0+ YTQF 6C 94040,/ ZRADY
C1jfBChN4O=</Q><DP>xwiVvr2ZAak7bckcyRGauxLNmnd 17 TyFHK Tuc3r iwfzZihgHnRNmwC62Bax0otzr Tkxgf25uLcr78irFIIQTLQpPCr9RIiQw32bpTvddMxF3TL
QEVS3g6YIE1IX+7RZATGRXxIT1QqSF43581yykm/fypthNwXeLtu/DAREDAI4FQWUgIc=</DP><DQ>51IWBIuLfk2hi8oFv7xvbu3hkvgQydmounshynPFxwebuHvs
sR/dBjDgYUYgIIDFXD5k2YZ8ePaas24tuCP2BI196F+QZp55Zu098r epFfzMFmS 91Mx 8ha9xXy4 vkvExzR1pkgLdLfDt 5Bh9AS /DihyCer 51A3D9L kwTha8Kkxk=

</DQ><InverseqQ=Mk,/rMTc82RGSVOFgEXdvruraxpjoo1i9kG16wro76CINit8qyp8b3y /eRThX10s 1 1pl8FIIWHMr I1ftEUeK2K0atgfim? /Q7ipIM/bOenE/IB |,
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HildaCrypt Ransomware Decryption Keys
After giving the keys to Michael Gillespie, he confirmed they were legitimate released a

decryptor using them.

For those who wish to view the keys or create a decryptor based on them, they can be
accessed here.

HildaCrypt was created for fun

BleepingComputer had a conversation with the ransomware developer last night and was
told that HildaCrypt was only made for fun and "it was mainly an educational thing really".

They further told us "hildacrypt never was used on anyone" and that they released the keys

in case "some kid gets a hold of these binaries | hope the keys would be of some use".

After further discussion, the developer intimated that they were probably going to stop
development of the ransomware and instead focus on getting involved in more legitimate
efforts of the cybersecurity community.

Related Articles:

HelloKitty ransomware source code leaked on hacking_forum

TransForm says ransomware data breach affects 267,000 patients

Critical Atlassian Confluence bug_exploited in Cerber ransomware attacks
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US sanctions Russian who laundered money for Ryuk ransomware affiliate

TellYouThePass ransomware joins Apache ActiveMQ RCE attacks
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Hi, do you have any information about ".coot".

| tried with many decryptors like rannohdecryptor, trend micro (cause | read it could be
"CryptXXX V...", then | read that could be "hildacrypt" and used emsisoft decryptor, but
nothing is working.

The note says:

ATTENTION!

Don't worry, you can return all your files!

All your files like photos, databases, documents and other important are encrypted
with strongest encryption and unique key.

The only method of recovering files is to purchase decrypt tool and unique key for
you.

This software will decrypt all your encrypted files.

What guarantees you have?

You can send one of your encrypted file from your PC and we decrypt it for free.
But we can decrypt only 1 file for free. File must not contain valuable information.
You can get and look video overview decrypt tool:

https://we.tl/t-lbdGyCKhdr

Price of private key and decrypt software is $980.

Discount 50% available if you contact us first 72 hours, that's price for you is $490.
Please note that you'll never restore your data without payment.

Check your e-mail "Spam" or "Junk" folder if you don't get answer more than 6 hours.

thx
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