Thousands Of Linux Servers Infected By Lilu (Lilocked)
Ransomware
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A new strain of ransomware named Lilocked or Lilu has affected thousands of Linux-based
servers all over the world. The ransomware started infecting servers back in mid-July but in
the last two weeks, the attacks have become more frequent.

The very first case of Lilocked ransomware came to light when a user uploaded a
ransomware note on ID Ransomware, a website used for identifying the name of
ransomware from the ransomware note or demand specified in the attack.

It targets servers and gains its root access. The mechanism behind how it gets access in
unknown yet.

According to a Russian forum, bad actors might be targeting Linux-based servers that are
running defunct Exim software.

Demand - 0.03 Bitcoin

After a server has been attacked, the files are locked with “.lilocked” file extension.
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@ ZREADME lilocked 2019-08-19 04:05 1 5K

@ bootstrap.min js.lilocked 2017-06-22 13:06 36K

@ device.min js lilocked 2017-06-22 13:06 33K

@ etimer 15 lilocked 2017-07-14 09:09 4 9K

@ jquery-3.2.1 min s lilocked 2017-06-22 13:06 83K

@ jquerv.custom-scrollbar s lilocked 2017-06-22 13:06 25K

@ 1query.fancvbox.min ys lilocked 2017-06-27 15:44 31K

@ jquerv.mCustomScrollbar.is lilocked 2017-07-14 09:09 55K

@ querv.maskedinput. muiun js.ilocked 2017-06-22 13:06 4 3K

@ jquery.validate.min js.lilocked 2017-06-22 13:06 21K v
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The note accompanied with the encrypted files reads: “I've encrypted all your sensitive
data!l! It’s a strong encryption, so don’t be naive to restore it;)”
Find your dream job
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I'WE ENCEYPTED ALL YCOUR SENSITIVE DATA!!'! IT'S A STRCONG ENCRYPTICN, SO DON'T BE NAIVE TO RESTORE IT:)

YOU CAN BUY A LDECRYPTICN KEY FOR A SMALL AMOUNI OF BITCOINS!

YOU HAVE 7 DAYS TO DECRYPT YOUR FILES CR YOUR DATA WILL BE PERMANENTLY LOST!!'!

PLEASE VISIT MY SITE WITH TOR BROWSEE httpa://www.torproject.org/download/

yinfrrjkzgliZnwecmgzwp3zxagktgywrwvzinidhmd sebtpwikuhjzgd. cnicon

COPY THE FOLLOWING EEY THERE AND FOLLOW THE INSTRUCTICHNS!

YOUR KEY IS
f6cTd7062ee2610459c725853eaf25fb0ald06al2389%b6ac11934a 143 ced]
5830c58834686514e06d18192297a6af430ed426d14a428505aacel108301kL09
1599a53c882293ce38a1675f8ed%6c8b6449bcb03a2406585fb5Sece8idb3ifE071d
6cd3c3T84fbdabl61c39c9fdd9464bb0640c0f19778far8291a87290332966
caelaifbi2e3bl4ifldbéasSfabd084284bEc4823£316cE8ecaTTocedddifgdde
2cc975e658723981d3e971441dad2faadf208bad047fadb4918178%d Thalcal

=aa63899058ab7%ea75cclfa34ci53ad7cadaiciaaffnda96eclaeTclad7590c
2544149340673 fadf98cacdéabd4Tbd 7T fbed20b4cE 63058 ThE48d405d4degas

ZDNet

Upon clicking the link in the note, users are redirected to a website on the dark web,
prompting them to enter the key in the note. When the affected user enters the key, they are
asked to deposit 0.03 bitcoin or $325 in the Electrum wallet to get their files decrypted.
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Hi, dear, I apologize but I've encrypted all your data:)
Don't worry - ['ll give it back in exchange for small amount of bitcoins
Let me help You with some instructions...

Download bitcoin wallet, Electrum is ok https://electrum.org/#download

Then go to https://localbitcoins.com/buy bitcoins and find a seller in your country

Transfer 0.030 BTC to this wallet 1KxvgPWMVpCzjx7TevBY 3XbMeFNj35Keef
Return to this site to get vour key

In case of any problems you can contact me at xijintac@tutanota.com

ZDNet

Linux Ransomware Does Not Affect System Files

Lilock ransomware does not affect system files but files with extensions including HTML,
SHTML, JS, CSS, PHP, INI, and other image formats. Since system files are not affected,
Linux systems are running normally.

As per Benkow, a French security researcher, Lilock ransomware has affected 6,700 servers
to date. Most of these servers are cached in Google search results. However, the number of
infected servers could be much more as there are many infected Linux servers that are not
indexed on Google.

Since the mechanism behind the ransomware is not known yet, there isn’t a security
advisory. You might evade this attack by keeping strong passwords and updating the apps as
and when security patches arrive.

| Also Read: Apple Hits Back Hard At Google And Defends iOS Security
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